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FTASUHOOPM
CEPBMC

Gis

[MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3

PykoBoacteo onepartopa

1 O6 3TOM AOKYMEHTe

PykoBoacTBO onepatopa coaepXuT rnollaroBble MHCTPYKUUU U CMPaBOYHYHO
nHpopmauuto 06 umcnonb3oBaHum Ankey SIEM Next Generation (gnanee takke -
MK Ankey SIEM NG) ansa ynpaBneHus MHQOPMaLMOHHBIMU aKTUBaMU OpraHu3aumn.
B pykoBoacTBe Bbl Takke HaugeTe WHCTPYKUMM MO HaCTPOWMKE KITHOYEBBIX U

AOMNOSTHUTENBHBLIX  OYHKLNI

CUCTEMDbI

anda  BbINOJIHEHUA

KOHKPETHbLIX 3ajdad.

PyKoBOLCTBO He COAEPXUT MHCTPYKLMIW NO YCTaHOBKe, NepBOHavasribHOM HacTPOnKe U
agmuHucTpuposaHuio K Ankey SIEM NG.
PykoBoacTBO agpecoBaHO crieumanucTam, OTBETCTBEHHbIM 3a obecnedeHune
MHOPMaLMOHHON ©6e30MacHOCTH.
Komnnekt gokymeHtauum MK Ankey SIEM NG BkrnitoyaeT B cebsi JOKYMEHTHI,
npeacTtaBneHHble B Tabnvue 1.1.

Tabnuua 1.1 — Komnnekt gokymeHTauum MK Ankey SIEM NG
KaTtanor HanmeHoBaHMe AOKYMeHTa OnucaHue
CsepgeHus o O630p HOBLIX BO3MOXHOCTEMN ConoepxuT onncaHme n3aMeHeHnn
penuse Ankey SIEM NG MeXAy BbliMycKaemomn u
npeablayLen Bepcnsimm
MK Ankey SIEM NG
AKTyarnbHble Bepcun CoOepXuT CNCOK akTyanbHbIX
npuknagHoix mogynen MK Ankey | Bepcuin cbopok Bcex
SIEM NG noggepxmeaemMblx pecypcos K MK
Ankey SIEM NG, paspaboTaHHbIX
000 "lasnHdopmcepBmc"
OcHoBHoEe PykoBoactBo agMmuHuctpatopa | CoaepXuT CnpaBo4vHYHo
Ankey SIEM NG MHopMaLMIO O
MK Ankey SIEM NG n BapuaHTax
€ro UCMNOSIHEeHMS, a TaKkke
WHCTPYKLMM MO HACTPOWKe n
AAMUHUCTPUPOBAHMIO NPoAYyKTa
PykoBogctBo onepatopa CopepxuT cueHapun
Ankey SIEM NG MCNONb30BaHNA NpoayKTa asns
ynpasneHns MHopMaLMOHHbIMU
aKTUBamMun opraHm3aumm u
CcobbITUSAMN NHCPOPMALIMOHHOM
6e3onacHocTn
PykoBoOCTBO MO HacTpovike CofepXxuT cnpaBOYHYHO
Ankey SIEM NG MHAOPMaLMIO N MHCTPYKLMUKN NO
Event Broker HacTpownke U agMUHNCTPUPOBAHNIO
KomnoHeHTa Event Broker
NHcTannauus PykoBogcteo no uHctanndauumn | CogepXxmt nHdopmaumto s
Yactb 1. UHcTannauusa MK BHeJpeHUsa BapnaHToB
Ankey SIEM NG B ucnonHeHusix | ncnonHexus Ankey SIEM NG u
Ankey SIEM NG un Ankey SIEM NG ¢
Ankey SIEM NG ¢ OOMONHUTErNbHLIM KOMMOHEHTOM
OOMNOSTHUTENBHBLIM VM B vHgpacTpyKType
KoMnoHeHTom VM opraHuM3aummn: oT TUNOBbIX CXEM
pa3BepTbiBaHMS 4O MHCTPYKLUUIA NO
yCTaHOBKe, NepBOHaYanbHON
HacTpoVike, OOHOBIEHMIO U
yOaneHuo NpoaykTa
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[MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus

G I S Ei:;l;:ZDOPM cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa
Karanor HaumeHoBaHue AOKYMEHTa OnucaHue
PykoBoacteo no uHctanndauun | CogepXxut nHgopmaumio s
YacTb 2. MHcTtannaumsa MK BHeZpEeHNs BapuaHTa NUCMOSNHEHUS
Ankey SIEM NG B ucnonHenmn | Ankey SIEM NG VM B
Ankey SIEM NG VM WHpaCTPYKType opraHmsaumm: ot
TUMNOBbIX CXEM pa3BepTbiBaHUSA 40
WHCTPYKLWIA MO YCTaHOBKE,
nepBoHa4aribHOW HaCTPOWKe,
OGHOBIMEHWIO 1 YAANEHUIO
npoaykra
[NogkntoyeHne PykoBoOCTBO MO HACTponke CopoepxuTt pekoMmeHgauumn no
UHdpacTpykTypbl | ayauTa aktmeoB Ankey SIEM NG | unterpauuun anemeHTtos UT-
(AM+VM+HCC) NMHPaCTPYKTYpbl OpraHm3aumm ¢
MK Ankey SIEM NG ansa ayguta
aKTMBOB
PykoBogctBo no uHterpaumm ¢ | CogepXxuT pekomeHgaumm no
NCTOYHUKaMK coBbITUI MHTerpauum anemeHTos UT-
Ankey SIEM NG. MHAPACTPYKTYpPbl OpraHn3aumm ¢
MK Ankey SIEM NG ans cbopa
COBbITUI C NCTOYHUKOB
PykoBoacTeo no nHterpaumm ¢ | CoaepXxuT nepeyHn
NCTOYHMKaMK COObITUIA perncTpmpyembix cobbiTum,
Ankey SIEM NG. ManmnuHr coBbITUN U pe3ynbTaThbl
MpunoxeHue A 00paboTkM Ansa nogaepXXmBaeMbix
NCTOYHMKOB NakeTa CTaHOapTHbIX
KoHHekTopoB MK Ankey SIEM NG
PykoBogctBo no uHterpaumm ¢ | CogepXXuT CNUCoK M3MEHEHUI
NCTOYHMKaMm cobbiTnii Ankey | nakeTa cTaHOAaPTHbBIX KOHHEKTOPOB
SIEM NG. MK Ankey SIEM NG
Cnncok nameHeHum
HacTtpornka MakeT 0bwmx pecypcoB CopoepxuT cnpaBOYHYHO
Koppenauumn KOHTEHTa. NMHOPMaLMIO U MHCTPYKLMN MO
OnuncaHue nakeTa aKCnepTusbl | yCTaHOBKE W HACTPOKMKe NakeTa
<Homep Bepcun naketa>. 0oBLLKMX pecypcoB KOHTEHTA
MK Ankey SIEM NG
[MakeT obwmx pecypcoB CooepxuT CnMcKn NPUMEHUMbIX
KOHTEHTa npasun Koppenauumn n3 coctasa
MpunoxeHue A nakeTa obLLUNX PECYPCOB KOHTEHTA
<Homep Bepcumn naketa>. MK Ankey SIEM NG ans
noaaepXxmnBaeMbiX MCTOYHMKOB
MakeT 0bLwmx pecypcos CoOepXuT CnCoK N3MeHeHUn
KOHTEHTa nakeTa obLLMX pecypCcoB KOHTEHTa
Cnncok nameHeHui MK Ankey SIEM NG
<Homep Bepcumn naketra>
MakeT MoHuTOpUHra SIEM CoaepXuT CrMckn NPUMEHUMbIX
OnucaHune nakeTa 3KCNepTu3bl | NpaBWn KOpPPeNnaumMm U3 coctaBsa
<Homep Bepcumn naketa> naketa moHutopuHra SIEM ans
MK Ankey SIEM NG
MakeT moHuTOpUHra SIEM CoaepXXnT CnMcoK U3MeHeEHUN
Cnncok nameHeHui naketa moHutopuHra SIEM k
<Homep Bepcuu naketa> MK Ankey SIEM NG
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Kartanor HaumeHoBaHue AOKYMEHTa OnucaHune
MHCTpyKLmmM K PykoBoacTBo paspaboTymka CooepXXuT pekomeHgauum rno
pa3paboTke Ankey SIEM NG CO34aHUI0 NpaBuil HopManM3aumm,

Koppensauuu, arperauum un
oboralleHnsa cobbITuin, onmcaHne
yTunut Ankey SIEM NG SDK ans
nX OTNagku, a Takke MHoOpMaunio
o pgoctynHbix B 1K Ankey SIEM NG
dyHKUmMsx cepsuca REST API
CuHTakcuc si3bika 3anpoca CofepxuT cnpaBOYHYHO

PDQL MHdOpMaLMIo U NPUMeEpPbI
CUHTaKCUCa, OCHOBHbIX OYHKLUIA U
onepartopoB si3bika PDQL,
ncnonb3yemblx Npu paboTe ¢
MK Ankey SIEM NG
PDQL-3anpocbl 4nsa aHanmsa Coaoepxut nHopmauuio o

aKTMBOB CTaHOapTHbIX 3anpocax Ha A3blke
PDQL, npegHasHayeHHbIX Anis
NPOBEPKM KOHDUTYpaLIMA aKTUBOB
npu patbote B MK Ankey SIEM NG

JononHnTenbHO MHCTpyKumMsa No 06HOBNEHMIO Copepxut warun, Heobxoanmble
Ankey SIEM NG c Bepcuu 4.x Ha | ona obHoeneHus MK Ankey SIEM
Bepcuo 5.x NG c Bepcun 4.1 oo Bepcun 5.2

VHCTpYKLMSI NO YCTAHOBKE U Copepxut nHgopmaumo 06
HacTponke Ankey Update Mirror | ycTaHOBKE U HACTpOWMKe
rnokanbHoro cepsepa 0OHOBNEHWI
AN nony4yeHnsa obHoOBNEHW
9KCMEPTHbIX OAHHbBIX KOMMNOHEHTa
Ankey SIEM NG VM
WHCTpYyKUMa No 06HOBNEHMIO Conoepxut nHopmauuio,

NMakeToOB PECYPCOB C BEPCUM HeobXxoAuMyto a5si OOHOBIEHMS
3.X.X Ha Bepcuto 4.X.X naketoB pecypcoB K Ankey SIEM
NG c Bepcumn 3.X.X Ha Bepcuto 4.xX.X
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B OOKYMEHTE NPUHATLI YCITOBHbIE 0603HaveHus.

Tabnuua 1.3 — YcnoBHble 00603Ha4YeHUs

Mpumep OnucaHue
BHumaHue! MNpu BbIKAOYEHUM MOAYNS MpepynpexaeHns. Cogepxat
CHMXXaeTCs YPOBEHb 3aLLMLLEHHOCTU CETU MHdopMaLMo 0 AENCTBUAX U COBLITUSAX,
KOTOpbI€ MOTYT MMETb HEXenaTenbHble
nocnegcTemA
MpumeyvaHue. Bbl MoXeTe co3agaTtb MpumevaHna. CogepxaT COBETbI, ONUCaHNSA
JOMNONHUTENbHbIE OTYETHI BaXKHbIX YACTHbIX ClNy4aes,

[AOMNONHUTENbHYO MU CPABOYHYIO
NHOpMaLIMIO, KOTOPast MOXET ObITb
noniesHa npu paboTte ¢ NPoAYKTOM

0:0 UT0ObI OTKPbITb q:)af/]n: Hauano MHCTPYKUMN BblOeneHo
crneumanbHbIM 3Ha4YKOM
HaxmuTe kHonky OK HasBaHus anemeHTOB MHTEepdenca

(Hanpumep, KHOMOK, NONeNn, MYHKTOB MEHHO)
BblAeneHbl NOAYXUPHbIM LUPUEGTOM
BbinonHuTe koMaHay Stop-Service TekCT KoOMaHLHOW CTPOKMK, NpUMepbl Koaa,
npoyne aaHHble, KOTOpble HY)KHO BBECTU C
KnaBumaTypbl, BblAeNeHbl crneumanbHbIM
WwpndTOoM. Takke BblaeneHbl cneumanbHbIM
wpnpTom nMmeHa arnos 1 NyTu K pannam
1 nankam

Ctrl+Alt+Delete KombuHauusa knasuwl. YTobbl cnonb3oBaTb
KOMOUHALMIO, KNaBULLKN HY>KHO HaXXMMaTtb
0[HOBPEMEHHO

<HasBaHwue nporpammbI> [NepeMeHHble 3aKntoYeHbl B YrroBble
CKOOKM
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2 O MK Ankey SIEM NG

Ankey SIEM Next Generation (nanee takxe — Ankey SIEM NG) — aTo cuctema
yrnpasrneHus cobbiTuaMu 1 nHopmaumen o 6e3onacHoOCTn, KoTopas nNpeaHasHayeHa
ana cbopa, XpaHeHuss U aHanmM3a [[aHHbIX O COObITUSIX, KOTOpblE€ FEeHEpPUPYIOT
pasnnyHble UCTOYHUKM B WT-nHdpacTpyktype opraHmsauun. Ankey SIEM NG
nossonsieT obecneumBaTtb MOHUTOPUHI MHGOPMAaLUMOHHON Ge30MacHOCTU Kak BCeW
NHJPACTPYKTYpPbI, TaK U OTAENbHbIX NoApasaeneHnn, y3rnoB 1 NPUNOXEHUN.

MK Ankey SIEM NG nopgepxuBaeT HECKONbKO BapWaHTOB MWCMOSTHEHUS.
BapuaHTtel ucnonHenuss K Ankey SIEM NG onpegensitotca npuobpeTeHHom
NUUEH3MeN 1 BINKAIOT Ha coCTaB, PYHKLUMN U B3auMOLEeNCTBUE KOMMOHEHTOB CUCTEMBI.

CywiecTBytloT cnegytowme BapmaHTbl ncnonHenus MK Ankey SIEM NG:

— Ankey SIEM NG;
— Ankey SIEM NG VM;
— Ankey SIEM NG ¢ gononHutenbHbIM KOMIOHEHTOM VM.

Mpumeyanune. NMogpobHoe onncaHme BapnaHToB ncnonHeHus MK Ankey SIEM NG n
X PYHKUUW npuBedeHo B AoKymeHTe «PykoBoactBo agmuHuctpatopa Ankey SIEM
NG 5.2.3».
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3 Bxop B K Ankey SIEM NG

Cepsuc ynpaBneHus nonb3oBaTensamMu n AOCTYNoMm
Ankey SIEM NG Management and Configuration (Ankey SIEM NG MC)
obecneumBaeT MexaHuU3M edMHOro Bxoda (TexHonormsa single sign-on) B
MK Ankey SIEM NG.
Mepen Bxogom B [1K Ankey SIEM NG 3anpocute y agmuHucTpaTopa
Ankey SIEM NG:
— CCbINKy Ans Bxoga B MHTepdenc Npoaykra;
— TWN Y4EeTHOW 3anucu (NokanbHast UNn JOMEHHas);
— JOrMH 1 Naponb Ballen y4eTHOM 3anucu nosrb3oBaTens.
B INK Ankey SIEM NG peanu3soBaHa ponesasa MoAesib ynpaBrneHus 4oCTynoMm.
Ponu onpepensaoT focTynHble AfS nonb3oBatensd onepauun (Hanpumep, paboTy ¢
aKkTMBamn), a Takke O0ObekTbl (COObITUS, aKTUBbl, WHUMOEHTbl U UCTOYHUKN).
MogpobHee o poneson mogenu cMm. PykoBoacteo agMuHuctpatopa Ankey SIEM NG
5.2.3.
lMepen BbLINOMHEHMEM WHCTPYKUUM BaM HY>XHO ybeauTbes, 4TO B Bpaysepe
paspeLleHbl BCNIibiBalOLWMe OKHa.
% Yrtobbl Bonty B MK Ankey SIEM NG:
1. B apgpecHom cTpoke Opaysepa BBeguTe CCbIIKy Afs Bxoda B
nHtepdenc MNK Ankey SIEM NG.
OTkpoeTca cTpaHuua Bxoga B cepsuc Ankey SIEM NG.
2. BbinonHute ogHo 13 cneayoWnX OENCTBUN:
— €eCnu Bbl BXOAUTE Mo SfOKanbHOW YYEeTHOM 3anucbio, TO Ha
Bknagke JloKanbHbIA YKaXWUTE FOMMH JIOKanbHOW YYEeTHOWM
3anucy;
— €eCnu Bbl BXOAUTE NoA OOMEHHOW YYeTHOM 3anucblo, TO Ha
Bknagke LDAP ykaxute fiormH JOMEHHOW Yy4eTHOW 3anucu;
3. B none Maponb BBeanTe naposib Ballen y4eTHON 3anucu.

MpumeyaHue. CraHpapTHas ceccus nonb3oBartend B
MK Ankey SIEM NG anutcsa 12 yacoB. Bbl MOXeTe npoanunTb ceccuio,
yCTaHOBMB (praXok 3anoMHUTb MEHSA: Torga OHa 3aBepLumTcs
TONbKO Yepe3 7 aHen 6e3nencTeus.

4. Haxmute kHonky BonTu.

Ankey SIEM NG MC npoBepsieT BBE4EHHbIE BaMU YYETHbIE AaHHbIE. Ecnn BbI
yKkasanu BepHble [aHHble, OTKPOETCH CcTapToBas CTpaHuua CcO CTaHdapTHbIM
pawbdopaom MK Ankey SIEM NG. Ecnu Bbl ykazanu HeBepHble AaHHble, 0TOBpa3unTcs
cooblieHne o6 owwmnbke.

16



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

4 Uutepchenc Ankey SIEM NG

Bce pencteus B Ankey SIEM NG Bbl MoXeTe BbIMOMHATL C MOMOLLLHO
rpadomyeckoro nosib3oBaTernbCKOro WHTepdenca. B aToM pasgene npmBoguTcs
ornucaHne OCHOBHbIX anemeHToB uHTepdenca Ankey SIEM NG, goctynHbix nocne
Bxoda B Ankey SIEM NG.

Mpn Bxopme B [MK Ankey SIEM NG no ymon4yaHuio OTKpbiBaeTCsl rnaBHas
cTpaHuua npunoxeHnsa Ankey SIEM NG (nogpasgen 4.2). Bol MoxeTe nepemellaTbes
Mexay npuroXeHnamu, sapernctpmposaHHeiMu B Ankey SIEM NG MC, ¢ nomoLbto

KHOTKW ===,

4.1 NMpunoxeHne Management and Configuration

B oa9ToM pasgene nNpuBOOUTCA  OMUCaAHME  OCHOBHbIX  3fIEMEHTOB
nofib3oBaTeNbCKOro nHTepdenca, 4ocTynHbix nocne Bxoga B Ankey SIEM NG MC.

4.1.1 N'maBHOE MEeHIo

B BepxHen yactn nobon cTpaHuubl PacrnosioXXeHO rMaBHOE MEHI0, KOTOpoe
obecneunBaeT JOCTYN K OCHOBHbLIM (hyHKumMamM Ankey SIEM NG MC.
B rmaBHOM MeHIO HaxogaTcs:

— KHOMKa & Ond nepexoga B Apyrue  MpUNoXeHus,
3aperucTpupoBaHHble B Ankey SIEM NG;

— pasgen [lNonb3oBatenu Ans nepexoga Ha CTpaHULbI,
npegHasHayeHHble Ang  paboTbl C  YYETHbIMM  3anUCAMU
nosib3oBaTerien n HacTporku nogknoveHnsa k LDAP-cepsepawm;

— pasgen Ponu gns nepexoga Ha cTpaHudy, npefHasHa4YeHHYyo
Ans paboTtbl C ponsiMU U NPUBUNETNAMU;

— pasgen XypHan AeucTtBUW [ns nepexoga Ha CcTpaHuuy,
npegHasHayeHHy ans npocMoTpa 3anucen O OEeNCTBUAX
nons3oBsaTenen;

— pasgen lMnowaakn ana  nepexoga Ha  CTpaHuuy,
npegHasHayeHHyto ang paboTbl ¢ nrowagkamu, NPUNoXKeHNSIMN
N UX CBA3AMMU;

U
— KHOMKa 8 ansi npocmoTpa nNpoduns nonb3oBaTens, UMeHeHus

ero nepcoHaribHbIX JaHHbIX N Naposfd, a Takke A4 BbiIXoada U3
CUCTEMBbI.

MpumeyvaHue. NHdopmaums o BbibpaHHOM TeMe UHTepdenca
He npuBsA3aHa K MNpodurn nosfib3oBaTesiai U XpaHUTCA B
Opaysepe. [lo ymonyaHno B Ankey SIEM NG MC
ncrnonb3yeTcsl CUCTEMHaa TeMa nHTepdenca.
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4.1.2 CtpaHuua lNonb3oBaTenu

Ctpanvua [Monb3oBaTenu npegHasHadeHa pAnsa pabotbl € ydeTHbIMU
3anucsamMu nonb3oBaTenen. B naHenn WMHCTPYMEHTOB CTpaHuUbl HaxoaaTcs
crneayroLmne KHOMKK:

ﬂOﬁaBVITb nonb3oBartena — AJid co3gaHund y‘-l€THOI7I 3anucu

nonb3oBaTend,

— WN3meHnTb AaHHble — O5ns U3MEeHEHUs nepcoHalribHbIX OaHHbIX
nofib3oBaTesid n OpFaHMSaLl,I/IOHHOIZ I/IH(bOpMaLI,I/II/I;

— Ponm B NPUNOXeHnAxX — O5nd Ha3Ha4YeHUA MNOoJib30BaATENAM

ponel7| B NMPUJIOKEHUAX;

— 3abnokupoBatb - Ana  6GMOKMPOBaHMA  y4YETHOW  3anucu
nonb3oBaTens;

— Pas6nokupoBatb — Ans pas3briokMpoBaHWUs y4ETHOW 3anmcu
nonb3oBaTens;

— JKcnopT - [4na 9KCnopTa [AaHHbIX O MNonb3oBaTensix B

TeKCToBbIV (hann popmata CSV.

NMpumeyvaHune. bonee nogpobHO O OENCTBUSAX, CBA3AHHbLIX C
yrnpaBneHMeM Yy4yeTHbIMW 3anncsaMyM MNonb3oBaTenen, CMm.
OOKYMEHT «PykoBoacTso agMUHUCTpaTopay, pasgen
«YnpaBneHme y4eTHbIMIN 3annucsammny.

B pabouen obnactu ctpaHuubl pacnosnioXeHbl:

— naHenb Monb3oBaTtenu no npunoxeHusim. CooepXuT CMCOK
unbTPoOB MO NpunoxeHnsm n unstp Bece nonb3oBaTenw.
Mpn BbIGOpe npunoxexuns B naHenu [lonb3oBatenu
<Ha3BaHuMe npunoxeHUa> o0TOOPa3AaATCA Yy4yeTHble 3anucu
nonb3oBaTernien, KOTOPbIM Ha3Ha4yeHbl ponM B BbiOPaHHOM
npunoXxexHuu, npu Bolbope unetTpa Bece nonb3oBaTtenu — Bce
y4YeTHble 3anucn, Co3gaHHbIe B CUCTEME;

— naHenb NMonb3oBaTenu <HasBaHue npunoxeHna>. CoaepxuT

TAbNMUy C y4eTHbIMU 3anUCSIMU U KHOMKM QuT.B Tabnuue
AOCTYNHbI BbIOOP YYETHbIX 3anucei, a Takke Ux COpTMPOBKa MO

HakaTUIO Ha HasBaHWe KOMoHkW. lMpu HaxaTum Q g BEPXHEM
4acTuW NaHenun oTKpbIBaeTCs none Ans 6bICTPOro Nnoncka y4eTHon

3anucu, Npu Haxatuu Y OTKpbIBaeTCs naHenb A1 HAaCTPOWNKM
dounbTpa YYETHLIX 3anncen;

— naHenb <JlormH nonb3oBatena>@<[omeH> (MceBooHUM
nnowanku). CoaepXnt AaHHble O BbIBPaHHOW YY4EeTHOM 3anucu
nosb3oBaTerns, CCbIIKW ONnA  npocMoTpa ero ponenm wu
npuBUNerun.
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4.1.3 Ctpannua Hactpouka LDAP-noaknio4yeHnn

CtpaHuua Hactpouka LDAP-noakntovyeHUn npegHasHayeHa a5 HacTPOVKK
nogkntodeHns kK LDAP-cepsBepam. B naHenn WMHCTPYMEHTOB CTpaHWULbl HaxogaTcs
cneyoLme KHOMKN:

ﬂOﬁaBVITb noakKn4vYeHne — a4 co3gaHund rnogknioyYeHnd,;

— WU3meHnTb napameTpbl - OJId WU3MEHEHUA NapamMeTpoB
NOoAKNKYEeHNUA,;

— Ypanutb — ans yaaneHund nogkrniYeHund,

- 3aI1yCTVITb CUHXpPOHM3aunMrw - O5nd 3anyCcka BpPY4YHYHO

cuHxpoHmsaunmn ¢ Microsoft Active Directory.

Mpumeyanune. MNogpobHo o0 co3gaHum u HacTtpomnke LDAP-

MOAKIOYEHMS CM. [OKYMEHT «PykoBoACTBO
agMUHUCTpaTopa»,  pasgen  «YnpaBreHue  Yy4YeTHbIMM
3anmcammny.

B pabouen obnactu ctpaHuubl pacnosnioXeHbl:
— naHenb MoagknroyeHus. CoaepxuT Tabnuuy ¢ NOAKMIOYEHNAMM
M KHOMKM =~ 1 &. B Tabnuue AOCTYNHbI BbIOOP NOAKMYEHMs, a
TakkKe COPTUPOBKA MOAKIHOYEHUM MO HaXaTUO Ha HasBaHue
KONOHKM. I'I.pm HaXaTn ~ OBHOBATCS AaHHble B Tabnuue, npu

HaxaTum < OTKpoeTca Onok napameTpoB ANt HACTPOWKMK
aBTOMaTU4eCcKoro o6HOBNEHUSA AaHHbIX.

B Tabnuue oTobpaxatoTtcsa cnegyoiume cTaTychbl
NOAKMNIOYEHNN:

O - BbIMNONHAETCSA CUHXpOHM3aums ¢ Microsoft Active
Directory;

- cuHxpoHusauma ¢ Microsoft Active Directory
3aBepLumnach ¢ NpeaynpexaeHnem;

0 - nogkntoyeHne Kk LDAP-cepBepaM unm CMHXpOHU3aUuns C
Microsoft Active Directory 3aBepLumMnncb ¢ oLLIMOKOMN.
— naHenb <HasBaHue nogknoyeHua>. CoaepXuT AdaHHble O
BbIOpaHHOM MOAKIIOYEHUN, @ Takke COOBLIEHUS O BO3HMKLUUX
owmnbKax n NnpeaynpexgeHnsx.

4.1.4 CtpaHnua Ponu n npaBa goctyna

CtpaHuua Ponu n npaBa gocrtyna npegHasHadeHa ang paboTbl C ponsiMun u
npusunersaMmun. B naHenn MHCTPYMEHTOB CTPaHULbl HAXOOATCA CreayoLne KHOMKMU:

— Co3paTb — Ans co3gaHus ponu;

— PepaktupoBatb - [ONA WU3MEHEHUs OOCTYMHbIX Afs Ponu
npuBunerun;

— Cos3pgaTb KOMUK — AOnsa COo34aHus pPofiM  Ha  OCHOBE
CyLLECTBYIOLLEN pPOnN;

— Ypanutb — onsg yganeHua ponu,

— HasHauuTb — Ansg HasHayYeHust ponv Nosib3oBaTESSM.
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Mpumeyanue. NMNogpobHO 0 paboTe ¢ ponsMu 1 NPUBUNENMAMU
CM. [OOKyMeHT «PykoBOACTBO agMuHUCTpaTopa», pasgen
«YnpaBrneHue ponsamMum n npaBammn Joctyna.

B pabouert obnactu ctpaHuubl pacnosioXeHsbl:

— naHenb Ponu. CogepXuTt cnvcok ponen no npunoxeHusm. Npu
BblbOpe ponu AOCTyNHble ONs Hee NpuBUNErnn MNOSABATCA B
naHenu MpuBunerum;

— naHenb lMpuBunernn. CoaepXuT CAUCOK  MPUBUNETNNA,
AOCTYMHbIX AN PONK;

— naHenb <HasBaHue ponu>. CoaepXuUT onucaHwe ponun u
CCbISIKY A48 NPOCMOTpa y4eTHbIX 3anucen Bcex nosib3oBaTtenen,
KOTOpPbIM Ha3HayeHa porib.

4.1.5 CtpaHuua XypHan aencTBuM nonb3oBaTtens

CtpaHuua XypHan p[encTBMM nNonb3oBaTens npedHasHadeHa Aans
npocMmoTpa 3anncen O AeNCTBUSX Morb3oBaTenen (CM. OOKYMeHT «PykoBoacTtBo
agMuHuCTpaTopay, pasaen «1pocMoTp 3anucen 0 AENCTBUAX NONb30BaTENEN»).

B pabouen obnactu cTpaHuubl pacnosioXeHbl:

— [Manenb [MMpunoxeHune, AoMeH, TuUn obbekta. Coaepxut
CMNCOK NPUITOXEHNN, JOMEHOB N TUMNOB OOBEKTOB, C KOTOPbLIMMU
MOryT ObITb CBSI3aHbl ENCTBUA NONb3oBaTesien, a Takke nose
ansa ux 6oictporo nowucka. MNpu Bbibope NpPUNOXeHUn, JOMEHOB
unu TunoB odbbekToB B naHenu [enctBusa nonb3oBaTteneu
oTobpasaATcsa 3anncu 0 AENCTBUSAX NONb30BaTENEN, CBA3AHHbIX C
HUMMW.

— [NaHenb Monb3oBaTenb. CooepXUT CNUCOK YYETHbIX 3anncen
nonb3oBaTenen u none ans nx Geictporo noucka. Mpu Beibope
yyeTHOM 3anucu B naHenu [leMcTtBUA nonb3oBaTeneun
oTobpasarcsa 3anncu 0 AeNCTBUSIX NONb3oBaTens ¢ BblopaHHOM
YYETHOW 3anunchbio.

— lNaHenb KoHBenep o6paboTku cobbiTun. OTobpaxaetca npu
HanMynMM YCTaHOBIEHHbIX KOHBenepoB 00paboTkn CcoObITUM.
CoOepXnT CnMCoK yCTaHOBIEHHbIX KOHBEMEPOB U None Ans ux
ObicTporo noucka. Npu Bbibope KoHBenepa B NnaHenn [lencreua
nonb3oBartenen oTobpasaTrca 3anMcu O OEUCTBUSAX
nonb3oBaTens, CBsA3aHHbIX C 3TUM KOHBENEPOM.

— naHenb [OencrtBua nonb3oBaTtenen. Coaoepxut Ta6nmu,}/ c

7~
3anMcamMmu, CCbIfiKy CO 3Ha4YKOM - N KHOMKWN Y, Q, = ns: B
Tabnuue JOoCTynNHbI BbIBOP 3anmncu, a Takke COpTMPOBKa 3anmcen
Nno BpeMeHWU perucTpauum gernctBun. [pu HaxaTum CCbINKN CO

3Ha4KoM OTKpbIBaeTCsl BCMSbIBalOLLEE OKHO Ansi Bbibopa
nepuoga npocmoTtpa 3anucen. [pu HaxaTum A ¢ OTKpbIBaeTCsA
naHenb ONs HacTPoWKkM ounbTpa 3anucen, npu HaxaTtum Qg
BEPXHEM YacTU MNaHenn OTKpbliBaeTcsa none ansa 6bicTporo
noucka 3anucen, npu HaxkaTum “2 oBHoBATCS JaHHblE B

Tabnvue, npu Haxatum : OTKpoeTcs 6Nok napameTpoB ANd
HaCTPONKN aBTOMAaTMYECKOro OOHOBNEHMS OaHHbIX.;
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— naHenb <faTta u Bpemsa peuctTBua>. CoaepXuT OaHHble O
BblGpaHHOM 3anucu.

4.1.6 CtpaHuua lNnowagkn

MpumeyaHune. MogpobHO O paboTe C ponsMyv U MPUBUNETUSIMUA CM. OOKYMEHT
«PykoBoaCTBO agMuHUCTpaTopay, pasaen «lnowaakm n cBA3m Mexay HUMMY.

Ctpanuvua MNnowaaku npegHasHavyeHa ansa paboTsbl ¢ nnowaakamu. B naHenu
WHCTPYMEHTOB CTPaHWULbl HaxoauTCa KHOMka 3aperncrtpupoBaTb Nnowaaky Ans
nobaeneHus nnowagkn Ha cxemy. B pabodein obnactu cTpaHuubl pacnonoXeHbl:

— cxema nnowagok. OTobpaxaeT NnoLwagki, NPUIIOXEHNUS U UX
cBA3n. Ha cxeme Bbl MoxeTe BblbpaTb nNowagky wnm
YCTaHOBIIEHHOE Ha nrowagke npunoxeHune. B HwxHen nesown
4YacTu CXxeMbl MOKa3aHbl YCIOBHble 0003Ha4YeHUst Ons CBA3ENn
MeXay NPUNOXeHNAMN;

— naHenb <HasBaHue nnowapkun>. OTobpaxaeT napameTpbl
nnowiagkn, BblIBpaHHOM Ha Cxeme, COOEpPXUT NaHenb
WHCTPYMEHTOB AN U3MEHEHU Ha3BaHWS U agpeca NnoLwaaku
UM OTMEHbI ee perncTpauuu;

— rnaHesnb MpunoxeHue <HasBaHue NpUNoXeHna>
(<MceBpgoHumMm npunoxeHusa>). OTobpaxaeT napameTpbl W”
CBSA3N NPUIIOXEHUS, BbIBpaHHOIro Ha cxeme, COOePXUT naHenu
WHCTPYMEHTOB AN W3MEHEHUs MNCeBAOHMMA MNPUITOXKEHUA W
paboThbl C Ero CBA3SAMM.

4.2 MpunoxeHne Ankey SIEM NG

Pasgen cogepxut onucanune ctpaHuy Beb-nHtepdgenca Ankey SIEM NG.

MmaBHasa cTpaHuua npunoxeHns Ankey SIEM NG cogepXuT rinaBHOE MeEHHO,
naHesnb UHCTPYMEHTOB 1 pabouyto obnacTb.

maBHOe MeH obecrneyvMBaeT [OOCTYN K  OCHOBHbIM  OYHKUMSIM
MK Ankey SIEM NG. MmaBHOe MEHIO COAEPXMT pasgenbl Ans nepexona K ctpaHuuam
MK Ankey SIEM NG, pasgen ¢ gaHHbIMM YYEeTHOW 3anucu, WHOMKATOpP COCTOAHUSA
MK Ankey SIEM NG, a Takke cnegyoLimne KHOMKN:
IIII

— Ong nepexoga ¢ nobon CTpaHuLbl CUCTEMbI Ha FNaBHYHO
CTpaHuLy Ans nNpocMoTpa craTUucTMyeckon uHdopmaumm o6
aKTMBax, ya3BMMOCTAX, COObITUAX U MHUMAEHTAX;

— =s= —ana  nepexoga u3  [MK Ankey SIEMNG B cepsuc
ynpaBneHus nonb3oBaTensiMu n AO0CTYnom
Ankey SIEM NG Management and Configuration.

Ha rnaBHOW cTpaHuue BaM [OOCTynHa WHMoOpMaund, pacnosioKeHHas Ha
BUOKeTax W pgawboppax. BuaxkeT — 9TO OTAENbHbIA rpaduuecknin  anemMeHT
npeacTaBneHnss OaHHbIX, Hanpumep, rmctorpamma unu Tabnuua. Jawbopa — aTo
cTpaHuua, cogepxalliast Habop BnaoxeToB. Bbl moxeTe:

— npocmaTtpmBaTb AaHHble Ha BUIKeTax, COXPaHATb
MHdOopMauuio, NpeacTaBneHHYo Ha guarpammax, B PNG-gann;

— HacTpauBaTb NEpuoa BPEMEHU, 3a KOTOpbIM Bam Tpebyetcs
npocmaTpuBaTb MHOPMaLMIO (MO YMOMYaHUIO KaXablA BUOXKET
COOEPXUT CTAaTUCTUYECKNE OaHHbIe 3a nocrneaHne 24 vaca);
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— HacTpauBaTb BpeMs aBTOMATU4eCKOro OOHOBNEHUS 3TUX
AaHHbIX UM OBHOBNATbL UX BPY4YHYI (MO YMOMYaHUIO BpeEMS
aBTOMaTU4YEeCKOro 06HOBNEHUS — 15 MUHYT);

— HacTpauBaTb BUOKETbl B COOTBETCTBMM C BUOOM NpeacTaBNeHus
NMHpopmauumn (KonNu4ecTBeHHbIE MokasaTenu, auarpaMmbl 6e3
pacnpegeneHna OaHHbIX BO BPEMEHW, Auarpammbl  C
pacnpeneneHmeM AaHHbIX BO BPEMEHN);

— nepexoauTb K NPOCMOTPY AeTanbHOoM MHopMaLnn, HaxknmMas Ha
3MEMEHTbI BUAXKETOB;

— co3paBaTb  nonb3oBaTenbckMe  gawbopabl  Ha  OCHOBE
CTaHAapTHbIX  WAabnoHOB, coaepXawux pasmeTky AOns
pa3sMeLLEHNS BUOXKETOB;

— HacTpamBaTb COCTaB W pacnosioXXeHne Mnosib30BaTENbCKUX
AalobopaoB, MU3BMEHSTb X HA3BaHWS;

— HacTpamBaTb COCTaB BUIKETOB Ha  MNOMb30BaTENbCKUX
pawboppaax, Bblobupas nx ns 6ubnmnoTekn BUOKETOB,;

— MEHSATb pacrnonoXeHne BUAXKETOB Ha gawbopae.

4.2.1 TnaBHOE MEeHIo

[(MaBHOE MeHI0 pacrnonoXeHo B BEPXHEW YacTu CTpaHuubl u obecrneynBaeT
AOCTYN K OCHOBHbIM (PyHKUMAM npunoxeHust Ankey SIEM NG.

# @GS Ankey SIEM NG

Memnio nepexona :
B upwicsenis Ankey SIEM NG UenTtp yBeaomaennii

Jlambop/st Pﬂ{i}_‘leJ'IH "Hf??ﬂi'.‘:.e i

PucyHok 4.1 — NnaBHoe meHo Ankey SIEM NG

# @G|S Ankey SIEM NG

Hlmmfnro? cocTosnust
Menio nepexona nkey SIEM NG
s npiaoaenus Ankey SIEM NG Hentp yBeaomiaenuii

Cnpaska
JawGopan Pa3znensi R

PucyHok 4.2 - maBHoe meHio Ankey SIEM NG VM

# QIS Ankey SIEM NG M AkTHEB

Huanmme COCTORHMS
Meio nepexona Ankey SIEM NG

enmn Ankey SIEM NG Uenrp ynenomaennii
Cnpaska

JamGopas: Pasjebl W

B o0

PucyHok 4.3 — NnaBHoe meHo Ankey SIEM NG VM

[MaBHOE MEHIO COOEepPXUT Ha3BaHUE CUCTEMDbI N crneayrlne 3rNeMeHTbl:

— KHOrKy ===. [10 KHOMKe OTKpbIBAETCA MEHIO Ans nepexona B 6asy
3HaHun Knowledge Base w©n B cepBuUCc ynpasfieHud
nonb3oBaTenamu n goctynom Ankey SIEM NG Management and
Configuration;

— KHOMKY ALl AN nepexoa Ha rmaBHyo CTpaHuLy ¢ Aalwbopaamu;

— pasgenbl ona nepexoga k crtpanHuuam Ankey SIEM NG. Ecnu
pasgen obbeanHAET HECKONbKO CTPaHWUL, TO Y HEr0 €CTb MEHIO.
Bbibrpas nyHKT MEHI0, Bbl MEPEXOANTE Ha HYXXHYHO CTpaHuUy;
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— uHamkatop coctosHua Ankey SIEM NG. Mo HaxaTtuo Ha
WHOWKATOP OTKPbIBAETCA CMUCOK YBEOOMSIEHUA O COCTOSIHUM
cucteMbl.  MHOMKaTop  MOXET nokasbiBaTb  cregytouime
COCTOSIHUS:

. — cuctema paboTaeT KOPPEKTHO;
. — B CUCTEME eCTb NpeaynpexneHus;
. — cuctema paboTtaeT ¢ owmbkamy;

. — B CUCTEME MPOUCXOAMUT CODbITME, HE HapyLlawLee ee
paboToCnocobHOCTL;

O — He yaanocb BbIMNOJIHATb ANAarHOCTUKY CUCTEMbI.

— 3navok L ANs NpocMoTpa COOBLEHUN LeHTpa yBeOOMIEeHUN
Ankey SIEM NG. Mo HaxaTuio Ha 3HA4YOK OTKPbIBAETCHA CMUCOK
yBeAoMIieHUn. HaxaB Ha yBeaoOMIeHMe, Bbl MOXETe OTKPbITb
OKHO C MnogpobHbIM onucaHuem. Bbl MoxeTe yganuTb OOHO

yBegomMneHne nnn ysegomrieHnAa 3a eHb, HaXXaB lﬁl Takxe Bbl
MOXeTe O4YNCTUTb CINUCOK yBe,D,OMﬂeHMVI, HaXaB KHOTIMKY
Ypanutb Bce, UK OTKOYNTL BCE yBEOOMITIEHUA, HAXKaB 'ﬁ';

— KHOIKY ©) Ans nepexona K crnpaBo4YHOW MHOpMaLUWK;

— KHOMKY &. Mo KHOMKe OTKPbIBAETCA MEHK C WUMEHEM
nonb3oBatenss Ankey SIEM NG u nyHktamu Mpodwmnb ans
nepexona B JINYHbINA kabunHeT nonb3oBaTens B
Ankey SIEM NG MC un Bbixoa onsi Bbixoga U3 CUCTEMbI.

4.2.2 NaHenb NHCTPYMEHTOB

MaHenb WHCTPYMEHTOB pacnosiokeHa B BEepXHEeW 4YacTu CTpaHuubl nog
rmaBHbIM MeH. CocTaB naHenu MHCTPYMEHTOB U codepxumoe paboyen obnactu
3aBUCAT OT BbIOPAHHOW BKNAAKW rMaBHOMO MEHHO.

i GIS Ankey SIEM NG Wl AKTHBbI Co6biTUA WHUMOEHTBI v C6op faHHbIX v CTaHpaprbl Cnctema v

3apaum no cﬁopy OaHHbIX + Cosparb 3agavy v ] Konwpoearb #' PepaktupoBatb M Ynanutb © 3anyctutb

PucyHok 4.4 — [laHenb MHCTPYMEHTOB

MaHenb MHCTPYMEHTOB COAEPXXUT KHOMKM, C MOMOLLbI KOTOPbIX Bbl MOXETe
BbINOMHATL AEWCTBUS (B TOM YMCrEe TPynnoBble) C AaHHbIMK, NPeacTaBreHHbIMU B
paboyen obractn. KHOMKM MOryT MMeTb pacKpbiBalOLWEecs MeHI, o0beauHsioLee
rpynmny nyHKTOB.
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4.2.3 Pabouyas obnacTtb

Paboyast obnacTb pacnonoxeHa Ha CTpaHuLe NoA NaHenb MHCTPYMEHTOB.
Pabouas obnactb oTobpaxkaeT pasnmyHyo MHGoOpMaLUuo 0 paboTe CUCTEMBI
OAHMM U3 criegyoLmx cnocobos:

— B Buae cnucka. Cnuckn 6biBaloT 0ObIYHbIE U Mepapxmnyeckue.
CoaepXnmMmoe HEKOTOPbIX CMUCKOB Bbl MOXeTe (hunbTPOBaTh;

— B Buage Tabnuubl. Hanpumep, wuHdopmauus o6 akTtmBax
oTobOpaxaeTca B Buae Tabnuubl. Pabouas obnactb mMoxeT
cogepxatb Tabnuubl, B KOTOPbIX Bbl MOXETE HacTpauBaTb
COCTaB KOSIOHOK, a TakKke COopTUpoBaTb, rPynnNMpoBaTb MU
domnbTpoBaTh 3aMnnCK.

3anpoc: Bee akTueb! Al =
« Q@ » Il @Host, Host.OsMame, Host.@CreationTim.. » P Boinonuuts
Jt @Host ASC @ +

vsen ONEpaLMOHHAR CHETEME [la7a M BpEMA COSABHWA 3. [laTa M BPEMA MOCNEAHETD

@Host Host. OsName Host @CreationTime Host.@UpdateTime

(@ 10.0.164.16 null Buepa, B 21:11 Buepa, B 21:11
(@ 10.0.164.27 null Buepa, 8 21:11 Buepa, 2 21:11
(3 10.0.164.31 null Buepa, B 21:11 Buepa, B 21:11
(@ 10.0.164.33 null Buepa, B 21:11 Buepa, B 21:11
(2 10.0.164.35 null Buepa, 8 21:11 Buepa, 2 21:11
(@ 10.0.164.36 null Buepa, B 21:11 Buepa, B 21:11
(3 10.0.164.40 nul! Buepa, B 21:11 Buepa, B 21:11
(@ 10.0.164.58 null Buepa, 8 21:11 Buepa, e 21:11
(2 10.0.164.63 null Buepa, 8 21:11 Buepa, 2 21:11

(3 10.0.164.65 null Buepa, B 21:11 Buepa, B 21:11

4 3

Bcero 948 sanucel, Bbibpana 1 zanuck (1 akTus, 0 yR3BAMOCTE#) 5]

PucyHok 4.5 — Tabnuua cobbitui

[Ona [ononHUTENbHOM rPYNNUPOBKM WHOpMauun B paboden obnactu
npenycMOTPEHbI BKNaaKu.

Paboyass obnactb MOXeT cogepxaTb WHCTPYMEHTbI, MO3BoOMsoLme
HacTpamBaTb MpeAcTaBneHne WHOPMauuK: MaHenb rPYNMnUMPOBKKW, MaHenb
dunbTpaumun.

« [pynnbi Q

Q Bce cobbiTus
Q. HenpuBAsaHHbie

> [0 [lo BceMm akTUBam

PucyHok 4.6 — [aHenb rpynnMpoBKy COBbITUIA MO akTuBam
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®unbTpbl QA $

Q  Bce cobbiTuA
v [ CranpapTHble GunbTPbI

v [ Metogbi c6opa AaHHbIX

v [ OkoHeyHble y3nbi
Q Bce cobbiTua

dainosbie onepawuu
CeTeBan aKTUBHOCTb
lMpouecchbl

Pa6oTa c peecTpom

L O L O O

Ceccuu nonb3oBarteneun

PucyHok 4.7 — NaHenb ®unbTpsbl

4.2.4 'maBHaA cTpaHuua

Mpn Bxoge B Ankey SIEM NG oTkpblBaeTcs rnaBHasi ctpaHuua.

Ha rnaBHOW cTpaHuue BamM AOCTynHa WHMopMauuda, pacrnofioXeHHasi Ha
BUpKeTax v pgawboppgax. BuopkeTr — 9TO oOTAEnbHbIA rpauyeckuin  anemeHT
npeacTaBneHnsa AaHHbIX, HanpuMmep, ructorpamma wunu Tabnuua. Jawbopn — aTo
CTpaHuua, coaepxallasa Habop BuaKeToB. Bl moxeTe:

— npocmatpuBaTb  [JaHHble Ha BUOXeTax, COXpPaHATb
WHOpMauuIo, NpeacTaBeHHyo Ha guarpammax, B PNG-dgann;

— HacTpauBaTb Nepuoa BpPEMEHW, 3a KOTOopbIM Bam Tpebyetcs
npocmMatpuBaTb MHopMaunio (MO YMONYAHUIO KaXabl BUOKET
COOEPXUT CTaTUCTUYECKNE JaHHble 3a nocreaHune 24 yaca);

— HacTpauBaTb BpeMd aBTOMATU4eCcKOro OOHOBMEHUS 9TUX
AaHHbIX UMM OBHOBMATbL UX BPY4YHYK (MO YMOMYaHUIO BpeEMS
aBTOMaTU4eCKOro obHoOBNEeHUsA — 15 MUHYT);

— HacTpauBaTb BUOKETbl B COOTBETCTBUM C BUOOM NpeLCTaBNeHuns
MHpopmauun (KONUYeCTBEHHbIE MoKasaTenu, avarpaMmmbl 6e3
pacnpefeneHns [OaHHbIX BO  BPEMEHW, auarpammbl  C
pacnpegeneHveM AaHHbIX BO BPEMEHN);

— nepexoguTb K MPOCMOTPY AeTalnbHON MHOpMaL MK, HaXKMMas Ha
3rIeMeHTbl BUOXXETOB;

— co3gaBaTb  nonb3oBaTtenbckMe  pgawbopabl  Ha  OCHOBE
CTaHOapTHbIX  WAabfoHoB, coAepXawux pasMeTky  ans
pasMeLLeHNsa BUKETOB;

— HacTpauBaTb COCTaB W pPacrnosioXeHne Mnosib3oBaTeNbCKUX
Aawbopaos, NU3MEHATb UX Ha3BaHWS;
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— HacTpamBaTb COCTaB BUIKETOB Ha MNONb30BaTENbCKUX
pawbopaax, Bblbupas ux ns 6ubnmnoTekn BUOXKETOB;
— MEHSATb pacnosiokeHne BUIKETOB Ha aawbopae.

B pabGouen obGnactu rnaBHOM CTpaHULbl pPacrosfioXeHbl CTaHAApPTHble
pawbopabl YnpaBneHue yasBumoctamu, CootBeTcTBMe cTaHaaptam v O6wasn
nHcpopmauma. OHM nOMOraloT BamM OTCIEXMBATb, CKONbKO aKTUBOB, COObLITUN,
WHUMOEHTOB, HECOOTBETCTBUN aKTMBOB TpeboBaHMsM M ya3BumMocTen 6bino B UT-
NH(ppacCTpyKType opraHnsaumm B TOT UM MHOW MOMEHT. Bbl MOXeTe npocmaTpusathb,
KaKk MEeHANoCb WX  KOMWYEeCTBO, MNPUOPUTUIMPOBATL YS3BMMblE  aKTUBbI U
KOHTPONMpOBaTb pacnpocTtpaHeHne npobnem. Takke Bbl MOXETE 03HAaKOMUTBLCHA C
nogpobHon nHopMaumen o ToM, KOPPEKTHO NN HACTPOEHa cucTema.

CraHpapTHble gawbopabl YnpaBneHue ysasBumocTsasmu, CooTBeTcTBUE
cTtaHgaptam n Obwas nHgopmauma cogepxat npeaycTaHOBEHHbIE BUOKEThI. Bbl
MOXEeTe HacTpamBaTb UX, UBMEHATb X pacrnonoXxeHne unn obaenate Ha gawbopn
apyrme BUopKeTbl U3 cneunanbHOM GMBNMoTekn, HacTpamBaTb KOMMYECTBO KOMOHOK,
KOoTopble ByaeT 3aHMMaTb BUOXKET, nepemellaTb BUAKETbl No gawbopay, KonnposaTb
OTAENbHbIE BUOKETHI Ha Apyron gawbop.

Mpumeyanne. lNpn nepBom Bxoae B cuctemy nocne yctaHoBkn Ankey SIEM NG
BUAXKETbl CTaHaapTHoro pawbopga O6yayT MycTbiMM, MOCKOSIbKY B CUCTEME HEe
3aperncTpupoBaHbl akTUBbI U HET MHopMaLmm 06 ySa3BUMOCTAX, HECOOTBETCTBUSIX
akTMBOB TpeboBaHMSAM, COBPaHHbBIX COOLITUAX N 3apPErMCTPUPOBAHHBIX UHUUAEHTAX.

Bbl MOXeTe obaBnath gawbopabl C Hy>XHOM Bam MHGOpMaLMeENn.
NHpopmaumsa Ha Bugxketax OobHOBNSeTCS aBTOMatM4yeckn (MO yMOMN4YaHuio
Kaxgble 15 MuHyT). Takke Bbl MOXeTe OOHOBUTb WMHGOPMAUUIO BPY4YHYH MO

~
KHOTMKe &7,

4.2.5 CtpaHuua AKTUBBI

MpumeuaHne. Pabota c TpeboBaHWAMM W CTaHZApTamMy AOCTYMHa TOMbKO MNpw
HanM4MM COOTBETCTBYIOLLEN NULIEH3NN.

Ha ctpaHuue AkTuBbI OTOOpaxaetcsa MHgopmaumsa o6 akTmuBax, KOTopble
pobaBneHbl B CUCTEMY, @ Takke O rpynnax akTMBOB M 3anpocax Ans dunbtpaumm
aktTnBoB. Mo ymonyaHuio oTobpaxalTca BCe aKTMBbI, JaHHble O KOTOPbIX €CTb B
cucTeme, M3 rpynm, K KOTOpbIM y Bac €CTb AOCTYN (BKMtovasi BMOXEHHbIE rpynnbl).
[aHHble 06 akTMBax A06aBNATCA B CUCTEMY C MOMOLLbIO 3a4a4y no cOopy AaHHbIX.

B pabouen obnactu ctpaHunubl AKTUBbI PacrnofioXeHbl:

— naHenb Mpynnbl akTUBOB C Nepapxnuyecknm CrmMcKom rpynn ans
KaTteropmsauumm akTMBOB. B BepxHen 4yacTu naHenu HaxogaTcs
cnegytowme KHOMKK:

— ANS COo34aHus rpynnbl akTUBOB,
: - ans NPOCMOTpPa CBOWCTB, UBMEHEHUS 1 yaaneHust rpynnbi
aKTUBOB.

— naHenb 3anpocbl co cnuckom PDQL-3anpocoB  Ons
dunbTpaummn aktneoB. CNMCOK COAEPXKUT TPU BMAa 3arnpoCoB —
cTaHgapTHble, obwme n nonb3oBaTenbCckne. B BepxHen yacTtu
naHenn 3anpochbl PacrnonoXeHbl creayowme KHOMKK:

Q - gns nowvcka 3anpoca no Ha3BaHMuIo;
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=+ - ans cospanvs Hoso nanku ¢ 3anpocamu.

MpumeyaHue. Bbl MoXxeTe CKpblBaTb M packpbiBaTb MaHenu
Fpynnbl akTMBOB 1 3anpochbl, UCNOoNb3ys € n >,

— MaHellb MHCTPYMEHTOB Haj Tabnuuen aktueoB. Bbl mMoxeTe
0OHOBUTb Ta6J'IVILI,y aAKTUBOB MO HaXaTuko Q nnnm HacTpoOuUTb
e

aBToOMaTnyeckoe 0GHOBMeHne Tabnmupbl No HaxaTtuio <. [MaHenb
WHCTPYMEHTOB COLAEPXUT crefytoLmne KHOMKN:

— [o6aBuTb aktTUB — Ons Oo6aBneHnsa akTMBa BPYYHYK WUIK
nMnopTa gaHHbIX 06 akTnBe 13 panna;

— OKcnopT — ANnd 3KkcnopTa 3anucen n3 Tabnuubl akTMBoB B hainn
dopmata CSV, XLSX, JSON wvnu XML, cosgaHuna 3agady Ha
3KCMOpT 3anucen n cosgaHna oTY4EeTOB MO akTMBaMm B oopmarte
PDF.

— Co3pgaTb TaGNMU4YHbLIA CNUCOK — ONS 3KCnopTa AaHHbiX 06
aKTMBax B TabnMYHbIN CNINCOK.

— naHenb ounbTpauumn akTMBOB C BO3MOXHOCTBHO (DOPMUPOBaHUS
PDQL-3anpoca ans cunbTpauumn, COPTUPOBKU U TPYNNUPOBKU
akTMBoB B Tabnuue akTMBoB. Bbl MoOXeTe Kak NpUMEHATb
cTaHAapTHble 1 0bLLmMe 3anpochkl, Tak U co3gaBaTb COOCTBEHHbIE,
CoXpaHss WuX [ANs MOBTOPHOrO UCMonb3oBaHus. BbibpaTb

YCNOBMS 3anpoca MOXHO Mo Haxkatuio ¢, » n +.

Bbl MOXeTe Bpy4YHYHO U3MEHUTb coxpaHeHHbin PDQL-3anpoc.
[ns BbINOMHEHUA TaKOro 3anpoca HYXXHO HaXaTb KHOMKY
BbINONHUTD.

B naHenu dwunbTpaumMm akTMBOB Takke pPacnosfioXeHbl
cnegytowme KHOMKK:

il - ona noctpoeHus BugkeTa, oTobpaxatowero cobpaHHble
AaHHble 06 akTMBax B BMae Tabnuubl, cTondyaTton gnarpammel,
rpacmka unm Kpyrosom guarpammol;

- ansa Bblbopa crnocoba BBoga PDQL-3anpoca (TekcTtom nnu
C NomoLbio rpadmyeckoro nHtepdenca);

¢ — ONs COXpaHeHus, nepemMeLleHusl, NnepenmMmeHoBaHns Unm
yoaneHus coctasneHHoro PDQL-3anpoca.

— Tabnuua akTMBOB, B KOTOpOM oOTOOpaxalwTca [OaHHble 06
aKTMBax B COOTBETCTBUM C napameTpamym dunbTpaummn,
COPTUMPOBKM M TPYNNUPOBKM, 3afaHHbIMW  C  MOMOLLbLO
PDQL-3anpoca.

— naHenb Cc nogpobHon wHopmaunen o6 akTuBe, KOTOpPbIN
BblOpaH B Tabnuue akTMBoB. [laHenb coaepXuT Bknaaku AKTUB
n Tononorus.

Ecnu B Tabnuue aktMBoB BbiOpaHa Anst oTobpaXkeHusi KONoHkKa
YA3BMMOCTb, NaHenb ¢ NnogpobHon nHdopmaunen ob aktmee
OyoeT Takke copepxaTb BKMagky YasBumocTtb. Ecnn B
Tabnvue akTtMBoB BbibpaHa AnA oOToOpaXeHWs KOMoHKa
TpeboBaHue, naHernb ¢ NnogpobHon nHopmaumnen ob aktmee
OyneT Takke cogepxaTb Bknagky TpeboBaHue.
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Cnpaa OT BKMafoK pacnosioXeHa CCbifika CO 3HaYKOM @ no
KOTOPOW Bbl MOXeTe BblOpaTh AaTy 1 BpeMsi, Ha koTopble byaeT
oTobpaxaTbCs COCTOsIHME BblIGpaHHOro akTvMBa, TpebGoBaHUS
UNK ySI3BMMOCTM B COOTBETCTBYIOLLMX BKINaaKax.

B ueHTpe Bknagkm AKTMB pacnofiaraeTca  rpaduk,
OTpaxawLlnn U3MEHEHUS WHTerpanbHOW YA3BUMOCTU B
npegenax BblbpaHHOro nepruoaa n MOMeHTbI NOyYeHNs HOBbIX
cBefeHun 06 akTuBe.

B HWxHen yacTn pacnonaratoTcs BKIagKku, KOTopble coaepxaT
CBOAHble AaHHble 00 akTmBe, nHdopmauuio 06 ya3BMMOCTSX,
WMH(OPMaLMIO O MPOrPaMMHOM M annapatHom obecnevyeHuu
aKkTuBa, nepevyeHb WU 3HaveHna meTpuk CVSS (Common
Vulnerability Scoring System).

B BepxHen YacTn Bknagkm AKTUB OoTOBpaxkalTcsa cBedeHust O
XWU3HEHHOM UMKNEe akTuMBa, MNoKasaTenb WHTerpanbHOMn
YA3BMMOCTWN, MeTpUKa 3HAYMMOCTM akTMBa W cnegywoouune
KHOMKW:
#' — ONA n3MeHeHua nacrnopTa akTuBa W AOMOMHUTENbHbIX
cBeaeHun ob aktTmee
(> - ons NnpocmMoTpa U U3MEHEHUSI PACMONOXeHUs! akTUBa B
rpynnax akTMBOB;

— AN NPUCBOEHUS aKTMBY 3HAYMMOCTU (He onpedenexa,
HU3Kas, cpeaHsasd, BblCoKas);
I - onga yaaneHus aktea U3 CUCTEMbI;
S- AS151 CpaBHEHUSA KOHUrypauun aktmea, A4ENCTBOBaBLUNX B

pasHble OHW;

D - AN1s1 9KCnopTa MUCTopun KoHdurypauun aktmea B XML-
qapplvlaTe;

' - gns noucka coBbITWIA, MHUMOEHTOB M 3aAay no cGopy
AaHHbIX;

¢ - ns cosgaHns 3a8aum no cbopy AaHHbIX;
PacueT gocTMkMMoOCTM — onsi pacyeTa JOCTUKMMOCTM aKTuBa
(Kyoa ecTb 4OCTYN y akTuBa, OTKyAa ecTb LOCTYN K akTUBY).

— Ha Bknagke TpeboBaHue oTobpaXkaeTcs KapTo4vka ak3emnnspa
TpeboBaHuA. B BepxHen 4acT KapTOYKM PacnonoXeHa KHOMKa
M3mMeHUTb cTaTyc, C NOMOLLbIO KOTOPOM Bbl MOXETE U3MEHUTH
ctatyc TpeboBaHus, BbibpaTb YTOYHEHME K CTATyCy M yKasaTb
CPOK WCKITIOYEHUST HECOOTBEeTCTBUS TpeboBaHuio. Takke B
BEpPXHEW 4acTW KapTO4kM pacnosiokeHa KHonka WU3MeHuTb
METKU, C NMOMOLLbI KOTOPOW Bbl MOXETE HaWTWU, Ha3HauuTb,
CHSATb, YAanuTb nnn fobaBuTb HOBYO METKY ANna TpeboBaHus.
Mog KHOMKamu oTobpaxaeTcs ncropus COCTOSIHUN
HECOOTBETCTBUS akTMBa TpeboBaHWMIO M METKW, Ha3HaYeHHbIe
ana TpeboBaHus. KapTodka Takke CooepXuT KpaTkoe U nosiHoe
onucaHusa TpeboBaHus. B 3aBUCMMOCTM OT pesynbTata pacdeTta
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KapTouyka Takke MoXeT cogepxaTb cnegytwowime
packpbiBatoLmecs 6roKu:

OcHoOBHasA MHdOPMaUUA — COOEPXKMUT YyKaszaHWe Ha
ypOBeHb onacHocTu TpeboBaHusi, HasBaHue u IP-agpec
aKTMBa, HasBaHWe CTaHAapTa, K KOTOPOMY OTHOCUTCS
TpeboBaHwue, cTaTyC  HEecoOoTBETCTBMS  aKTMBa
TpeboBaHMIO, a TaKkKe YTOYHEHME W KOMMEHTapuin K
3TOMY cTaTycy.

BepAuKT — copoepXuT BEPAUKT, yKaszaHWe Ha MpUYnMHY
HEeCcoOTBETCTBUS akTuBa TpeboBaHuio, a Takke AaTbl U
BpeMsi MoNy4YeHns U NOATBEPXKAEHMS BepaMKTa.

Kak wucnpaBuTb — COOEPXUT pekomMeHaauum no
yCTpaHEHUIO HECOOTBETCTBUS akTUBa TpeboBaHuIo.
KoHconbHble KOMaHAbl — COAEPXWUT KOHCOJSbHbIE

KOMaHAbl A5 YCTpaHEHUA HeCOOTBETCTBUA aKTuBa
TpGGOBaHl/II-O. Bbl MoxeTe cKonmpoBaTb KOMaHAbI,

Ha)kaB KHOMKY e,

MpoBepkn — oToOpaxaeTtca pgns TpeboBaHUM C
HECKONIbKMMW  MpOBEpKaMn W COLEPXUT  CMMUCOK
NpoBepoOK ak3emnnspa TpeboBaHWs C  KpaTKUMU
onucaHusMM W 3Havkamu BepaukToB. [lpym Bbibope
npoBepkn Ha Bknagke TpeboBaHue oTob6pasnTcs
KapToyka NpOBEPKM, KOTOpasi COAEPXKUT Ha3BaHuWE U
noeHTudmkaTop NpOBEPKY, ee onucaHue,
pekoMeHgauumn No yCTpaHEHMO HECOOTBETCTBUI akTUBa
TpeboBaHMO, a Takke packpbiBalowmecs 6roku
Bepaukt npoBepku, Kak ncnpasutb 1 KomaHabl n
KOHdUrypauma ¢ wuHdopmaumen ans BblGpaHHON
NpoBEpPKM.

I'Ipumeqal-wle. Bbl MoxeTe nepemMellateCA Mexny

KapTo4YKaMu NMPOBEPOK, UCMONb3Ys /A U V' B BEPXHEM
NpaBOM Yriy KapTOYKW.

CcbINKM — COOEPXWUT CCbIfIKW Ha  CNpaBOYHYHO
nHdopMauuLo.

MapameTpbl — coaepxunt napameTpbl TpeboBaHMA U NX
3HayeHus B BMOE MACCMBOB AaHHbIX. TWN OaHHbIX B
maccuBe oTobpakaeTca B NPsSIMOYrofibHUMKE crnesa OT
Hero. MaccuBbl, B  KOTOPbIX €CTb  [aHHble,
nepeonpeaeneHHble nonb3oBareriem, OTMEYeHb!
snaukom @ ¢ coobuieHrem UameHeHo B cTaHaapre.
Mpn HaBegeHuMM Kypcopa Ha 9TO coobuieHve Bbl
yBUOUTE 3HaYeHus napameTpoB TpeboBaHUA Mo
YMOMYaHMI0 N U3BMEHEHHbIE 3HAYEHNS.

— Ha Bknagke Tononorusa OTO6pa>KaI-OTCFI KapTa Cetn n CBA3N
L]

BbIOpaHHOro akTmBa C ApYyrMMn aktmBamu. 1o KHOMKe & MOXHO
BblOpaTb napameTpbl OTOOpaxeHust KapTbl ceTn. Ha Bknagke

Tononorusa takxe pacrnosfoXeHbl crieayrume KHOMKN:
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% - ons pPacnosioKeHUs y3roB Ha KapTe CeTU MO YMOSTYaHUIo;
PacyeT gocTmxkMMocTu — A5 pacyeTa JOCTUXKUMOCTU akTUBa
(kyOa ecTb OOCTYN Yy akTUBa, OTKyAa eCTb AOCTYN K aKTUBY).
Ckavatb — A58 ckadmBaHus KapTel ceTn B popmate PNG unn
SVG.

- Ha BKnagke  YA3BUMOCTb  OTOOpaxaeTcs OCHOBHas
WHpopmauusa 06 ysaA3BUMOCTW, OOHApY>XEHHOW Ha aKTuBe
(Hanpumep, ypoBEHb OMAcHOCTU M CTaTyC, TUMbl NOCNeaCTBUN
aKkcnnyaTaumMm ya3BuMOCTH), KONMMYECTBO akKTUBOB C TakUMU Xe
YS3BUMOCTSAMW, OMUCaHWE YA3BMMOCTM, Cnocob mucnpasneHuns
yasBumoctn, oueHka no CVSS wun  pgononHuTenbHas
nHdopmMauus. Ha Bknagke YA3IBUMOCTb Takke pacrnonioXeHbl
cnefyoLine KHOMKN:

U3meHUTb cTaTtyc — [Ona WU3MEHeHus cTaTyca
yasBumocTn  (HoBad, B paboTe, ucnpaBnseTcs,
TpebyeTca npoBepka, MPOCPOYEHO,  UCKITHOYEHa,
yCTpaHeHa).

OTMeTUTb KaK BaXHyK — s BblAeNeHUs BaXKHOW
YA3BUMOCTH.

U3MeHUTb MeTKU — AN NPUCBOEHUSA KIHOYEBbLIX CrOB
ana  ObICTporo  nowvcka,  uaeHTUUKaumm  1unm
KaTteropmsaumm ysa3BUMOCTEMN.

4.2.6 CtpaHuua CobbiTuA

CtpaHunuya npegHasHadeHa Ona paboTbl ¢ cobbITUAMKW, COOpaHHbIMU C
NCTOYHMKOB 1 3apernctpmpoBaHHbiMu MK Ankey SIEM NG. Ha cTtpaHuue Bbl MOXeTe
nckatb cobbiTs No UNbTPY, aHaNM3NpPoBaTb CTATUCTUKY COOLITUA M BbiNycKaTb
OTYeTbl NO AaHHbIM COObLITUIA, pPEerncTpupoBaTb WMHUWAEHTbI MO COOLITUAM WK
NpuBA3bIBaTb COOLITUA K MHUMAEHTaM, 3aperMcTpUpoOBaHHbIM paHee.

B Tabnunue cobbiTnin oTobpaxatTca crneaytowme Tunbl COObITUIA:

- 0O- HeHOpMarnu3oBaHHoe cobbITue;
- B- HOpMarnu3oBaHHOE CObbITHE;

_ [¥- KoppernsiuMoHHOe cobbIThe.

MaHenb NMHCTPYMEHTOB COAEPXKUT Ha3BaHWe CTpaHuLbl, @ Takke CCbIfIKM AN
HacCTPOMKM unbTpaumm oTobpaxaeMblx Ha CTpaHuue cobblTui no nepuoay
permctpauuMm n no rpynne akTMBOB, Ha KOTOPbIX 3TU COObITUA  Obinn
3aperncTpupoBaHsbI.

B pabouen obnactu ctpaHuubl pacnosioXeHbl:

— naHenb lpynnbl CO CNMCKOM Trpynn akTMBOB AS19 Moucka
COBbITUIN, KOTOPbIE MPOM3OLLSIN Ha akTMBax BblOpaHHOW rpynnbl
N BINOXeHHbIX B Hee rpynn. B BepxHen yactm naHenu

pacnonoXeHa KHOMKa Q and 6bICTpOFO NoOnCKa rpynmnbl Mo
Ha3BaHUIO;

NMpumeyaHune. Bbl MOXeTe CKpbITb M OTKPbITL NaHenu Mpynnbl
N PUnbTPLI, UCNOoNb3ya € n ».

— MaHeslb ¢VIJ1prbI CO CIMCKOM CTaHOApPTHbIX U COXPaHEHHbIX
Nnonb30BaTESIbCKMNX (*)I/I.I'IprOB. B BerHeIZ 4acTn naHesnn
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pacnonoXeHbl KHOMKU Q = and 6bICTpOFO NOUCKa cbvmpra no

Ha3BaHUO U + — OAna co3gaHus nanku ans gpunetpos. [Npu
BblbOpe nonb3oBaTeENbCKOro unbTpa B CTPOKE C  €ro
L ]

Ha3BaHMEM MosiBnsieTcs KHomka s. o KHOmMke packpbiBaeTcs
MEHI0, KOTOPOE COAEPXKNUT NYHKTbI ANs1 KONMMPOBAHUA U yaaneHus
dunbTpa;

— naHenb c Tabnuuen cobbITU, COOpaHHbIX C WCTOYHUKOB WU
3apeructpupoBaHHbix  Ankey SIEM NG. B T1abnuue
oTobpaxatroTca cobbiTus, COOTBETCTBYHOLLUME BCEM BblOpaHHbLIM
ycrnosuam  cunbTpauun. Bbl mMoxeTe 0OHOBUTH [AaHHble B
naHenu HaxaTtnem 8, HacTPOUTL MepuUoA aBTOMATH4ECKOrO

OOHOBMEHNSA OaHHbIX B MEHIO, OTKPbIBAIOLLLEMCH NPU HaXkaTum
(no ymonuaHui — nNATb MUHYT). B BepxHen 4actu naHenm
pacnonoXeHbl cneayoLwme KHOMKK:

- +C03p,aTb MHUMAOEHT - ONS perucTpaumm MHUMOeHTa Ha
OCHOBaHUW BblOeNEeHHbIX B Tabnuue codbITui;

— % cesizath ¢ MHUMOEHTOM — AN CBA3W BblAENeHHbIX B
Tabnuue cobbITMn C co3gaHHbIM paHee WHUMOAEHTOM (Mo ero
M,g,eHTmcpMKaTopy);

- JKCnopT — ANna Bbilycka OTYeTa CO CTATUCTUYECKMMMU
AaHHBbIMWU O COObLITUAX NO O4HOMY W3 CTaHAAPTHbIX LWaboHOB,
aKcnopTa 3anucemn n3 Tabnuubl codbbiTin B hann popmata CSV,
XLSX, JSON, XML nnu cosgaHus 3agadn Ha IKCrnopT 3anucen B
doann.

- I".OHOKa:!aTb Ha TonosiorMM -— Ans OTKPbITUA CTpaHuUbl
AKTMBbI C wuvHGopmaumen o006 akTMBe, Ha KOTOPOM
3aperncTpupoBaHo BbigeneHHoe B Tabnuvue cobbiTue.

— naHenb Ana HacTpouku ounbTpauun cobbliTnin. Mo ymonyaHuto
oTobpaxatotca Bce cobbitna. Mo ccbinke Bce cobbiTMA Bbl
MOXeTe BblbpaTb OAWH N3 CTaHAAPTHBIX UM NOMNb30BaTENbCKNX
GuNbTPOB, NepedunucrieHHblx B naHenn ®dunbTpbl. B naHenu
pacnonoXeHbl cneayoLwme KHOMKK:

— & — gna Bblbopa npeablgywero 3anpoca B - CAUCKe
BbIMOJSTHEHHbIX 3aNpPOCOB.

— — — ang BbiGopa crieayroLLEro 3anpoca B CUCKE BbIMOMHEHHbIX
3anpocos.

- @ — ANs OTKpbITMS naHenu Wctopus 3anpocoB CO CMUCKOM
BbINOMHEHHbIX paHee 3anpocoB.
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MpumeyaHne. B naHenn WcTtopua 3anpocoB Bbl
MOEeTe OYUYUCTUTb CMUCOK Mo KHonke OuncTuthb

UCTOPUIO UK yaarnTb oTAenNbHbIN 3aripoc, HaxxaB lﬂl B

CTpOKe 3anpoca. Takke Bbl MOXETe BKIOUYUTb
oTobpaxeHune TONbKO N36paHHbIX 3anpocos,

OTMEYEHHbIX .

= — [ans Bbibopa CBA3aHHLIX MPUNOXKEHUN (B Cryyae
NCNONMb30BaHMA  HECKOSNbKMX  MNMOWanok) UM KOHBEWEPOB
obpaboTkm  coOblITMM  (ecnM  YCTAHOBMEHO  HECKOJSIbKO
KOHBENEPOB);
il _ Ana nepexoda K rpaduyeckoMy npenctaBfieHUIo AaHHbIX
13 coObITUN;

- ans Bbibopa cnocoba Beoga PDQL-3anpoca (TekcToM nnu
C NomoLbio rpadguryeckoro nHtepdenca);
[}

- [ONs  COXpaHeHWs napamMeTpoB unbTpaumMm  Kak
Nonb30BaTENbCKOro pmnbTpa;
X - nns cbpoca napameTpoB unbTPaLMK COBLITUIA.

— ANA  HacTponkn dunbTpauumn cobbitTun B Tabnuue c
NOMOLLIbIO 3anpoca Ha a3bike PDQL;

Il - ansi nameneHns cocrasa komoHoK TaBMLbI;
- OIS HACTPOWMKN COPTUPOBKM COBLITUI B Tabnuue;

E - AN HACTPOWKM rpynnMpPOBKM COOLITUI 1 arperaumm aHHbIX
M3 COObITUN;

(- ANsi OrpaHnyeHnst Konnyectea cobbiTnin B Tabnuue;
BbinonHuTb — ANg NpuMMEHeHWs napameTpoB unbTpauum
cobbiTun;
naHens CBopgka c nogpobHoM WHgopmMaumen o cobbiTun,
KoTopoe BbibpaHO B Tabnuue CO6bITI:II7I. Mcnonb3yst MyHKThI

MEHI0, OTKPbIBAIOLLLErOCs NP HaXaTuu ¢, Bbl MOXETe CKpbIBaTb
N packpbiBaTb 65i0km ¢ nonamu cobbitnda. 1o ccbinkam B
3HaYeHUAX Nonen Bbl MOXETE HAcTpamBaTb PUNLTPLI COOLITUNA.

3nauok @ nokasblBaer, 4yTO MK Ankey SIEM NG
CKOpPpPEKTMpOBan Bpemsi CObbITUSA.

Ona  kKoppensaumoHHoro cobbiTms no ccoinke <HasBaHue
npaBuna koppenauun> u3s N UCXOAHbIX COOLITUM Bbl
MOXEeTe OTKpPbiTb CTpaHuuy C Tabnuuen cobbiTvin, Ha
OCHOBaHUKN KOTOPbIX OHO ObINO 3apernctpupoBaHo. Ecnv ans
npaBuna Koppensaumm HacTpoeH MexaHnam 06paboTKM NOXKHbIX
cpabaTbiBaHWU (M co3gaH WabnoH UCKIOYEHU) MO CCbIfke
[No6aBUTb UCKNIOYEHUE Bbl MOXETE HACTPOUTb MCKMOYEHne
Nno gaHHbIM cOBbITUA.

[ns HeHopManuM3oBaHHOINO COObLITUSA MO KHOMKEe @ B Onoke
McxopgHoe cobObiTMe Bbl MOXETE CKOMMPOBATb WCXOO4HOE
cobObITue.
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MpumeyaHune. Bbl MoXeTe CKpbITb U OTKPLITE NaHernb CBoAka,
ncnonb3ya € n >,

4.2.7 CtpaHuubl pasgena UHUMaeHTbI

N3 pasgena UHUMAEHTbI rNaBHOr0O MEHIO Bbl MOXETe OTKpblBaTb CTPaHMULbI
Ansa paboTbl C MHUMOEHTaAMU:

— WHumpeHTtbl - ansa npocMoTtpa M unbTpauum  cnmcka
WHUNOEHTOB 1 noapobHon nHdopmMaumm 06 nHUMAeHTax;

— 3apauu — ansa npocMoTpa 3ajad, CBA3aHHbIX C MHUMAEHTaMu;

— CTartucTuka — ans npocmMoTpa CTaTUCTUYECKOn nHopmaLmm no
CO3[aHuI0, 3aKpbITUID U YCTPaAHEHUIO WHUWOEHTOB 33
BblOpaHHbIN OTYETHbIN Nepnoa.

4.2.7.1 CmpaHuya MHyudeHmsbI

NHpopmaumsa o6 nHumageHTax otobpaxaeTtca Ha cTpaHuue UHumaeHTbl. Ha
3TOM CTpPaHULE Bbl MOXETE:
— co3aaBaTb, U3MEHATb, YAaNATb UHUWAEHTDI;
— 9KCnopTupoBaTb UM UMMOPTMPOBaTb  MHUMOEHTbl B
yHUdmumposaHHoM popmaTe — JSON;
— npocMaTtpuBaTb Ha TOMOSMOMMW, CBSA3aHHbIE C BblOpaHHbIM
WHUMOEHTOM aKTUBbI U CETY;
— rpynnMpoBaTb MHUNOEHTHI.

B paboueinn obnactu crtpaHuubl pacnosioXeHbl Tpu naHenun: UHUMAEeHTbI,
Mpynnbl n dunbTpbl 1 CBoAkKa. [0 ymonyaHuio naHenn pasBepHyThbl. Bbl MoxeTe
pasBopaunBaTtb M CKpbiBaTb naHenu Fpynnbl n ¢punbTpbl 1 CBOAKA, UCMNONb3YH
Ly,

CnpaBa o1 naHenn MHUMAEHTbI HaxoanTCa NaHenb ¢ Tabnuuen NHUNOEHTOB,
KOTOpble BXOAAT B BblIOpaHHyO Trpynny M MOAXOASAT nNog YCNnoBus BbIGpaHHOro
dunbTpa. Mo ymonyaHuio BbiOpaH hunbTp HesakpbiTble MHUMAEHTbI. Bbl MoxeTe
OBOHOBUTbL JaHHble B naHenu no KHOMKe C, HacTpoOUTb Mepuon aBTOMAaTUYECKOro

OOHOBMNEHUA [OaHHbIX MO KHOMKE :. B BepxHen 4acTu NaHenu pacrosioXeHbl
crneayroLme KHOMKK:
— Co3paTtb — ANg perucrTpaumm HOBOro MHUNAEHTa BPY4YHYHO.
— PepakTupoBaTb — 4115 U3BMEHEHNA MHOPMaLMn 06 MHUMAEHTE,
BbIOpaHHOM B Tabnuue.
— Ypanutb — ons yaaneHus nHuMaeHTa, BbibpaHHoro B Tabnuue.
— WUMnopT — ana pobaBneHns B CUCTEMY UMHLUMOEHTOB M3 dhanna
dopmaTta JSON.
— OKcnopT — Ans 3KcnopTa 3anucen n3 Tabnuubl MHUMOEHTOB B
dann dopmata CSV, XLSX, JSON unn XML, co3gaHusa 3agad
Ha 93KCMOpT 3anucewn, BbiMycka OTYETOB MO MHUMAEHTaM B
dopmaTte PDF, a Takke Ons akcnopTa WHUMAOEHTOB B dhaunn
dopmaTta JSON, KoTopbIM NOAXoaMT ANd UMNopTa.
- - ANt N(POCMOTPa akTMBOB U CETEN, CBA3AHHbIX C BblOpaHHbIM

NHLUMOEHTOM.
[ns Kaxxgoro MHuMaeHTa B Tabnuue ykasaH Habop napameTpoB:
— OnacHoCTb - YpPOBEHb OMacHOCTM WHUMAEHTa. YpPOBEHb

ONacHOCTM MOXeT BbiTb HU3KNM, ] cpegHuUM munum T BbICOKUM;
— ID — ngeHTMdurKaumMOHHbIA HOMEpP MHUNOEHTA;
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— WMHumnpeHT — HanmeHoBaHMe MHUMOEHTA;

— Kareropua - knaccudukaums wuHUMOeHTa Mo  KaTeropuu.
Bo3MOXHble 3Ha4YeHUN:
- ArTaka;

- bBes3onacHoCTb AaHHbIX;
- Hapywenue nonutuk UB;
- HapyweHune paboTtocnocobHocCTy;
- He onpegeneHa;
- HeaBTOpKW3oOBaHHbLIN OOCTYM,
- OG6HapyxeHue BpegoHocHoro MO;
- YnpaBneHue ysa3BUMOCTAMM.
— Twvn - knaccudukauus uHumgeHta no Tvny. Tun uHumMpeHTta
3aBUCUT OT NMPUCBOEHHON EMY KaTeropuu,
— Crartyc - crtatyc nHumgeHTta. BoaMoxHble 3HayeHus: HoBbin,
YTBEPXKAOEH, PaspeLlueH, 3akpbIT, 3akpbIT (noxHoe
cpabaTbiBaHue);
— Co3paH - eHb 1 BpeMsl Co34aHus UHUMAOEHTA,;
— OTBeTCTBEHHbIN — NONb30BaTEllb CUCTEMbI, KOTOPbIA HA3HAYeH
OTBETCTBEHHbLIM 3@ MHLUMAEHT.
MaHenb pynnbl u punbTpbl Jenntcad Ha ABe 4Yactv: UHUMAeHTbl U
PUnNbTPLI.
B yactn UHUmMAaeHTbl oToBpaxatlTca BapmaHTbl FPyNnMPOBKN NHUUOEHTOB:
— Bce vHumnaeHTsb!;
— HenpuBasaHHble MHUMAEHTDI,
— Mown nHungeHTsI;
— [Mo rpynnam akT1BOB.
B yactn ®unbTpbl 0TOOpaXkatoTCca BapuaHTbl PUNbTPOB, KOTOPbLIE NO3BONSAIOT
BbINOJSTHATL MNOUCK MHLMAEHTOB MO OnpeAeneHHbIM napaMmeTpam:
— Bce vHuMaeHThI;
— CraHgapTHble uUnbTpbl;
— [Monb3oBaTtenbckme punbTpbI.
MaHens CBopaka coaepXuUT noapobHy WHGpopMauuio O BblIBpaHHOM
WHUMOEHTE, O pacnofioXeHUN HUMAEHTA Ha Tononornm n o6 nctopumn NHUMOEHTa.

4.2.7.2 CmpaHuya 3ada4u

Bce 3apaun, cBsiI3aHHble C MHUMOEHTaMW, OTOOpaxaklTCA Ha CTpaHuue
3apauu. Ha aTon cTpaHuue Bbl MOXeETE:
— COpPTMpPOBAaThL CMUCOK 3a4ay;
— npocmatpuBaTb MOApOOHYH WHGopmauuio no BblGpaHHON
3agave;
— W3MeHATb 3agauyy.
B pabouen obnactu pacnonoxeHsl Tpu naHenu: 3agaum, Npynnbl n CBogka.
Mo ymonyaHuio naHenu passepHyThl. Bbl MOXeTe pasBopaymBaTh U CKpbiBaTb NaHENM
3apaum n CBopaka, ncnonbsys € n »,
MaHenb 3agaum cogepXXut Tabnuuy 3agad, cBaA3aHHbIX C MHLNOEHTaMMU.
[ns kaxxgon 3agayn ykasaH Habop napaMeTpoB:
— HasBaHue — HauMeHOBaHue 3agauu;
— Tuvn - TUn 3agadn. BoamoxHble 3Ha4YeHusi: PaccnegoBaHue,
C6op gokasartenbcTts, BoccTtaHoBneHue;
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— Cratyc - cratyc 3agayn. BoamoxHble 3HaveHusi: HoBas,
HasHaueHa, B pabote, 3akpbITa;

— OTBeTCTBEHHbIN — NONb30BaTEllb CUCTEMbI, KOTOPbIA HA3HAYEH
OTBETCTBEHHbLIM 3@ BbINOMHEHME 3a4auu;

— [OepnanH - gata v BpeMsi, K KOTOPOMY 3agaya OoSbkHa ObiTb
BbINOJSIHEHA.

MaHenb Mpynnbl cooepXuT rpynnbl 3agay No UHUUAEHTaM.
MaHenb CBoAKa coaepXXnT CBOAHYH MHopmaLumio 0 BblIbpaHHON 3agave:

— CCbIIKy C umaeHTudukatopom (ID) 3agaum n ee HasBaHMEM.
WpeHTndukatop 3agayn BbIrMsSauT  cnegylowmm  obpasom:
TASK-<nopsiaKoBbIn HOMep, oTobGpaxarowmmn
nocnepoBaTenbHOCTbL CO34aHUA 3agady B cucteme>. [lo
CCblfIke C MOEHTUUKATOPOM M Has3BaHMEeM 3aJadvv LOCTyneH
nepexop B KApTOYKy 3agauu;

— napameTpbl 3ada’yM — HOMEp W HasBaHWe WHUMAEHTa, Mo
KOTOpOMY MOCTaBrieHa 3agaya, Tvn 3agayu, BpeMsi, K KOTOpoMy
3afaya JormkHa OblTb BbINOMHEHA;

— CcTaTyCc 3ajayvM — TeKylWuin cTaTyc 3ajauu, aBTop 3ajauw,
OTBETCTBEHHbLIN NO 3adave;

— onucaHue 3agadv — nogpobHOe TEKCTOBOE ONUCaHWE 3agadn.

4.2.7.3 CmpaHuya Cmamucmuka

Cratuctnka no mHumgeHtam otobpaxaeTtcsa Ha cTpaHuue CrtaTucTtuka. Bol
MoXeTe npocmaTpuBaTb cobpaHHyto MK Ankey SIEM NG cTtaTtucTuky:

— obLlee KoNM4ecTBO HOBbLIX MHLUMOEHTOB C pacnpegeneHmemM no
BPEMEHM;

— obLee KONMMYECTBO 3aKPbITbIX MHUMOEHTOB C pacnpeneneHnem
Nno BPEMEHMU;

— obLulee KOMMYeCTBO WHUMOEHTOB, HE 3aKpblTbIX Ha Hayano
3aJaHHOro nepvoaa;

— obuwee KONNYECTBO He3aKpbITbIX VHUNOEHTOB c
pacnpegeneHneM Mo BPEMEHM UM MO YPOBHI OMNACHOCTU
WHUNOEHTOB;

— cpeaHee BpeMs yCTpaHeHUs UHUUOEHTOB C pacnpeaeneHmemM no
BPEMEHMW.

B okHe cTaTUCTMKM npeacTasBrieHbl TpU guarpammbl. Kaxgyo gnarpammy Bbl
MOXeTe paccmaTpuBaTb NogpobHee Mo KHoMke YBeNMUYUTb, M3MEHATb BPEMEHHOWN
WHTepBan guarpammbl. Bbl MOXeTe OTCOpTMPOBaTb CTaTUCTMYECKME OaHHble Ans
anarpamm:

— no rpynnam, ucnonb3ysa punsTp Mo rpynnam;
— 3a yKasaHHbIN Nepuoj, UCnonb3ys BpeMeHHON oUnbTpP: MO OHAM,
Heagensim, Mecduam unm KeapTtanam.
Takke Bbl MOXeTe OTCOPTUPOBATb CTAaTUCTUYECKME AaHHble, HAaCTPOMB Ha
anarpamMmme nepuoa:
— nocnegHue 30 aHewn;
— TeKywasa v npeablaywas Hegens;
— TEeKyLWuMn 1 npeabiaywmnmn mecsu;
— TeKyLMn 1 npoLleLnm KsapTtar,
— TEeKyLWuMn 1 npeabiaywmum rog.
Mo ymon4yaHuio gaHHbIe Ha guarpaMmmax OGHOBMAKTCA pa3 B 5 MUHYT.
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MHUWOEHTOB, HaBeanTe KypCcop MbIlLn Ha O4HY N3 obnacren avarpamMmeil.

KonuyecTso WHUWAEHTOB

400

300

200

100

CosgaHHble MHUMAEHTDI «

06.03

7 YBenuuutb =

21.03
HoBbix uHUMAeHTOB: 347

13.03 20.03

HoBbIx MHUMAEHTOB

27.03 03.04

PucyHok 4.8 — Co3gaHHble MHUWOEHTDI

Ll,marpamma 3aKpblTble MHUMOEHTbI 3a nepuoa Mo3BOJIAET OTCIEXMBATb

KONMMYECTBO WHLUWAEHTOB,
WHUMOEHTOB, 3aKPbITbIX 32 NEPUOA.

He 3aKpbITbiIX Ha Ha4ano nepunoaa,

KonuyecTso UHLMAEHTOB

1250

1000

750

500

250

3akpbiTbie MHUHAEHTDbI 3a nepuog ¥

06.03

»

Ht

YBenuuuTtb

29.03
Bbinu He 3aKpbiTbl Ha Hayano nepuoaa: 1019
Bbinu 3aKkpbiThl 3a nepuog: 0

13.03
Bbinu He 3aKpbeIThl HA Ha4Yano nepuoga

20.03 27.03 03.04

I Beinu sakpeiTel 32 nepuoa

PucyHok 4.9 — 3akpblTble MHUMAEHTbI 3@ Nepunog,

}J,marpamma He3aKpblTble MHUMAOEHTbI NO YPOBHKO ONACHOCTMU MNOKa3blBaeT
KONMMM4YeCTBO HE3aKpPbITbIX MHUMAOEHTOB, CrpynrnnpoBaHHbLIX MO YPOBHKO OMaCHOCTW.
CteneHb 0nNacHOCTU MOXET ObiTb BbICOKOM, cpeuHeﬁ nnn Hn3kon. Kaxkagasi cteneHb

obo3HaveHa COOTBETCTBYHOLLMM LBETOM: KPACHbIM, XeNTbIM, CUHUM.

N KOJIM4ecTBO
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HeaaKpbiTbie WHLUAEGHTDI N0 YPORHIO ONAcHOCTH | " yBenuuutb =

Mo rpynnam Bce nHumpexTol X v

3a TeKyLLytO HELENo Vv | no LHAM v

400

03.06

Huakan: 225

CpegHan: 53

Beicokan onacHocTs: 29

300

200

Konuyecrso uHuuaeHToB

100

0
03.06

@ Besicokas onacHocTb Cpegunas @ Huzkan

PucyHok 4.10 — He3akpbITble MHUMOEHTbI MO YPOBHKO OMNACHOCTU

Ha cTpaHuue CtaTucTuka oTobpaxkaeTca cpegHee BpeMsi YCTpaHeHus

MHUMOeHTa B BblbpaHHOM nepuoge. Nepron Bbl MOXeTe BblGpaTb MO KHOMKE == B
naHenu CpeaHee BpeMsi yCTPaHEeHUs1 UHLMAEHTA.

4.2.8 CtpaHuubl pasgena Coop AaHHbIX

Ncnonb3ysa nyHkTbl pasgena C6op AaHHbIX [MaBHOMO MEHI, Bbl MOXETe
OTKpbIBaTb CTPaHULbl AN HACTPOWKN cbopa cobbITUI C UCTOYHMKOB, ayanTa akTUBOB
1 TOHKOWM HACTPOWKWN aHanm3a nonyyYeHHbIX AaHHbIX.

4.2.8.1 CmpaHuuya 3ada4u no c6opy 0aHHbIX

Ha ctpanuue 3agaym no c6opy AaHHbIX Bbl MOXETE CO34aBaTb, KONMMPOBATb,
N3MEHATb M yaanaTb 3afayu, 3anyckaTb U OCTaHaBMMBaTb X BbINOSIHEHNE.
[MaHenb MHCTPYMEHTOB COAEPXKUT HA3BaHME CTPaHULbI, @ TakkKe cnegylowme
KHOTMKW:
— Co3paTtb 3agavy — No KHOMKE pacKpbiBaeTCs MEHI0, KoTopoe
COAEPXUT MYHKTbl ANs co3gaHusa 3agadv no cbopy cobbiTuim u
AaHHbIX 00 akTuBax, uMmnopTa cobbITM K3 danna XxypHana u
NpPoBePKN COBbITUN;
— KonupoBaTb — A45ns KonupoBaHus BbIbpaHHOM 3adayu;
— PepakTupoBaTb — ONA U3MEHEHWS NapamMeTpoB BblGpaHHON
3agaqu;
— Ypanutb — Ansa yganeHus BbibpaHHOM 3aga4uu;
— 3anycTuTb — AN 3anycka BblbpaHHOM 3a4auu;
— Maysa - pana npuoctaHoBKM BblbpaHHOM 3agaudnm (nocne
NMOBTOPHOrO 3arnycka BbIMOMHEHME 3a4a4n NPOAOIKUTCS);
— OcTaHOBUTb — [A/1 OCTaHOBKM BblIOpaHHOM 3agjayun (nocne
NMOBTOPHOrO 3anycka BbIMOMHEHME 3a[a4n HAYHeTCa cHavana);
— COpocuTb COCTOSIHME UCTOYHUKOB — MO KHOMKE B BbIOpaHHbIX
3afjayax BCe COObITUA B >XypHamax MCTOYHWKOB CYMTaOTCS
HOBbIMU. Bbl MOXeTe cOpOCUTb COCTOSAHME UCTOYHMKOB TOSBKO
ana 3agady no cbopy AaHHbIX W3 XpaHWNULL, CO CTaTycoM
3aBepLueHa.
B pabouen obnactu cTpaHunubl pacnonoXeHbl:
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— naHenb CTaTycbl CO cn1ckoM UbLTPOB MO CTaTycaM 3ajau;
— naHenb Tunbl 3aga4 Co CNUCKOM PUMbLTPOB NO TUMNY 3a4au;

MpumeyaHme. Bbl MoxeTe ckpbliBaTb M packpbiBaTb OOKOBbIE
naHenu, ucnonb3ysa < n »,

— naHenb Bce 3apaun, cogepxut Tabnuuy ¢ 3agavamu.

Mpu HaxaTum Qg BEPXHEWN YaCcTn NaHenn oTKpbiBaeTcAa nosne Ans dbicTporo
nomucka 3agad Mno HasBaHUK 3aJauyn, Komnnekropa, y4YeTHOW 3anucu, TpaHcrnopTa,
npodpuns nnn moayns; no IP-agpecy nnn FQDN uenu 3agayn.

Mpu HaxxaTum © OTKpbIBaeTcs NaHenb Anst HAaCTPOWKN ounbTpa 3agad.

7~
I'Ipumeqal-me. Bbl MoxxeTe 0OHOBWUTb OaHHblE B MaHENN HaXxaTuem =7, HaCTpOUTb
nepmnog aBToMaTU4ecKoro OOHOBIEHNS [aHHbIX B MEHIO, OTKpbIBAwOLWLEMCA MNMpUn
[

HaXkaTum ¢ (MO YMONYaHUIO — MATb MUHYT).

B tabnuue B kornoHke CrtaTyc oTobpaxaeTca ctaTyc 3agadn. CyliecTByroT
criegytoLLme cTaTychbl:
He 3anyckanach.

— 3afava Hu pasy He 3anyckanach;

— NMoprotaBnuBaeTtca. Co3gaetcs 3anyck 3agadn. Coagarotcs
noasagauu;

— OxwupaeTt BbInonHeHuA. OTnpaBneH 3anpoc O Ha3HaYeHuu
nog3agady Ha Ankey SIEM NG Collector. MNogsagaun 6yayt
3anyLeHbl B NOpsiake ovepean.

— BCe noAsajadn HasHa4veHbl.

@ - yacTb Nog3agad He Ha3HAYEHbI.
— BbIinonHsietcsa. XoTta 6bl ogHa noasagada 3anylieHa Ha Ankey
SIEM NG Collector. geT npouecc cbopa gaHHbIX.
U - HeT noasafad, 3aBepLUEHHbIX C oLnbKkamu.

U - vacTb noa3azad 3aBepLUeHbl C OLLUMOKON.

— 3aBepwaetca. [locrne  OCTaHOBKM  3afadn  BPY4YHYHO
nonb3oBaTeniemMm OTnpasrieH 3anpoc 06 ocTaHOBKe noAa3agad Ha
Ankey SIEM NG Collector.

U - HeT noJ3afay, 3aBepLUEHHbBIX C OLIMGKaMM.
U - yacTb Nof3aaay 3aBepLLeHbl C OLLNGKOIA.
— 3aBepueHa. [logsagaym 3aBepLUEHbI.

v —Bce noasanayn 3aBeplleHbl 6e3 OLLIMBOK.
Vv - yacTs noasanad 3aBeplueHa ¢ ownbKamu.

- 3agaya Obina ocTaHoOBMEeHa WM He MOXeT ObiTb
BbIMNOJSTHEHA.

— naHenb <HasBaHue 3apaun>, coaepXuT WHOPMaUUID O
BblOpaHHOM 3agave.
Mo ccbinke lMepentn B cTpoke CobOpaHHble COObLITUA Bbl
MOXeTe npocMmaTpuBaTb CMUCOK COObLITUIA, MOMYyYEHHbIX MO
3TON 3agade.
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Mo ccbinke Uctopusa 3anyckoB Bbl MOXeTe npocMmaTpuBaTtb
NCTOPUIO 3amnyCKOB 3aa4un W XXypHanbl nog3agav.

— [MaHenb <Konu4yecTBO 3agay> Cc MHGOPMaLUMNEN O KONMYECTBE
BblGpaHHbIX 3a4a4 U KHONKamMu 3anycka, OCTaHOBKWU U yaaneHns
3agay, OTMEHbl BbloeneHust BblOpaHHbIX 3agady u cbpoca
cocTosiHua ucTodHnkoB. OToOpaxaeTcs, korga B Tabnuue
BblIOpaHO HECKONMbKO 3adau.

CmpaHuya Ucmopusi 3anyckoe <HazeaHue 3ada4qu>

Ha ctpaHnue Wctopua 3anyckoB <HasBaHue 3apaum> Bbl MOXeTe
npocmMaTpuBaTb MCTOPUIO 3anyCKOB 3adavyM M CMUCOK nogs3agad, Co3daHHbIX Mpu
Kakgom 3anycke.

B pabouen obnactu ctpaHuLbl pacrnonoXeHsbl:

— naHenb CBopgka ¢ nogpobHom nHpopmMaumen o 3agade;

MpumeyvaHune. Bbl MOXeTe CKpblBaTb M packpbiBaTb NaHerb,
ncnonb3ysa € u ».

— naHenb C UCTOPUEN 3anyCKOB 3aa4n.
B BepxHen 4actnm naHenu pacrofnoXeHbl KHOMKU E] - angd
BblbOpa fatbl 3anycka u Y - Ans ounbTpauumn 3anyckos C
ombkamum;
— naHenb lMops3apaum, cogepxut Tabnuuy ¢ nogsagadamu, a
Takxke criegyoLime KHOMKK:
— HaWTU COObITUA — MO KHOMKE Bbl MOXETE OTKPbITb CTPaHULY C
cobbITnaAMM, cobpaHHbIMK NO BbiIbpaHHOW Noa3agade;
— CKayaTb XypHan — o KHOMKe Bbl MOXeTe ckadaTb (hann c
XypHanowm BbIbpaHHOM nNoa3agayu;
— XKypHan nogsagauium — Mo KHOMKe Bbl MOXETE OTKPbITb CTPaHMLY
XypHana BblbpaHHON nogsagayn.

I'IpumeanMe. Bbl MoxeTe O0OHOBUTb [OdaHHble B MNaHenm
7~
Haxatnem s, HaCTpPOUTb nepuon aBToMaTun4eckoro

L
0BHOBMEHMS AAaHHbIX B MEHIO, OTKPbLIBAIOLLEMCS MPY HAXATWK &
(No ymMmonuyaHuio — NsiTb MUHYT).

B Tabnuue B «konoHke CtaTyc oTobOpaxaetcsa craTyc
noasagaun. CywecTByoT cneyroLime cTaTychbl:
CospaHa;
HasHayeHa — HasHayeH Ankey SIEM NG Collector gns
BbINOJTHEHMS;
O OswupaeT BbINOMHEHNS;
O BbinonHsieTcs:;
U 3aBepluaeTcs;
\/SasepLueHa - noasagadva 3aeeplieHa 6e3 ownbok;
3aBeplueHa — noasagada 3aBeplueHa ¢ owmnbkamm.
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MpumeuaHune. lNogsagaya 3aBepllaeTca € OWMOKOW, ecnu, Hanpumep, ykasaHbl
HeBepHble Yy4yeTHble AaHHble, uenb cbopa [aHHbIX HEQOCTynHa unu He cobpaHo
HWKaknx AaHHbIX. bonee nogpobHas nHdopmauunsa JOCTyNHa B XypHane noasagayv
(cm. pasgen 8.4.5).

CmpaHuya XypHan nod3adaqu <Bpems>

Ha cTtpaHnue XXypHan noasagaum <Bpemsa> Bbl MOXeTe npocmaTtpuBaTb
coobuieHunsa n nogpobHyto nHopmaumo 06 owmnbkax nogsagadn.

[MaHenb MHCTPYMEHTOB COAEPXKUT Ha3BaHME CTpaHWLbl, a Takke crnegyrowme
kHornky OcCTaHOBUTb 3ajady [ns OCTAHOBKM 3ajadn, Ana KOTOpOWM co3aaHa
BblOpaHHasa nogsagaya.

7~
MpumeyaHume. Bbl MoxxeTe OOHOBUTL JaHHbIE HA CTPaHULIE HaXaTUEM =/, HaCTPOUTb
nepuoa aBTOMaTUYeCKoro OOGHOBMEHMSI AaHHbIX B MEHI, OTKpbIBalOLEMCs npu
[

HaXkaTum ¢ (MO YMONYaHUIO — MATb MUHYT).

B pabouen obnactu cTpaHuubl pacnosioXeHbl:

— nanenb NMoasapayva ¢ nogpobHon nHdopmaumnen o BbIbpaHHON
3agade.

Bbl MoxeTe ckpblBaTb W packpbiBaTb OOKOBble MNaHenw,
ncnonbdya €< n »,

— naHenb XypHan co cnuckoMm coobuweHun 06 owwmnbkax
nogsagayn. Mo kHonke CKayaTb XXypHan Bbl MOXETE CKayaTb
dhann ¢ XXypHanom nogsagayu;

— naHenb CBopgka c nogpobHon uHdopmaumen o BblbpaHHON
owmnbke.

4.2.8.2 CmpaHuua lNpogunu

Ha ctpaHuue MNMpodunu Bbl MoXeTe co3gaBaTh Mofb3oBaTeNbCkmMe Npodounm
Ha 6ase cTaHgapTHbIX, U3MEHSATb U yOansTb UX.
[MaHenb MHCTPYMEHTOB COAEPXKUT Ha3BaHME CTPaHWLbl, a Takke cnegyrowme
KHOMKW:
— Co3paTtb — N0 KHOMKEe packpbIBAETCHA MEHI0, KOTOPOE COOEPXUT
NYHKTblI ANA CO34aHus Monb30BaTeNnbCKOro npoduns Ha base
CTaHOapTHOrO W Ana  cos3gaHua npoduna  Ana  novcka
BblOpaHHbIX YA3BUMOCTEN;
— PepakTupoBaTb — OS19 U3MEHEHUs napamMeTpoB BblOpaHHOro
NnoJsib3oBaTesbCKOro Npouns;
— Ypanutb - anga yganeHus BbIOpaHHOroO Monb30BaTefbCKOro
npocuns.
B pabouent obnactu ctpaHuubl pacnosioXeHsbl:
— naHenb Mpocdwmnu ana  dunbTpaumm  npodunen  no
cobupaemMbiM JaHHbIM UMW Ha3BaHUSIM MOAYIEN, Ans KOTOporo
OHM CO3[aHbl;

MpumeyaHune. Bbl MOXeTe OTKPbITb U CKPbITb NaHenu Mpodunu
n CBopgka, ucrnonbsysa € u ».
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— naHenb Cnucok npodunen c Tabnumuen npocdunen. [Ons
Kaxgoro npoduns B Tabnuue ykasaHbl HasBaHue, Ga30BbIN
npocunb, HasBaHMe MoAynsas W Tun (CTaHAApPTHbIA - UK
nosib3oBaTesIbCKUM);

— naHenb CBoAakKa, COAEPXUT WHpoOpMauMo O BblOpaHHOM
npogune;

Mo ccbinke MNMepenTn B cTpoke 3agaym ¢ 3TUM npodunem Bbl
MOXeTe npocMmaTtpumBaTb CMNUCOK 3afad, CO3[4aHHbIX C
Bbl6paHHbIM npodunem.

Mo «kHonmke [MapameTpbl Bbl MOXeTe NpocMaTpuBaTb
napameTpbl Npodouns.

4.2.8.3 CmpaHuya YyemHsble 3anucu

Ha cTpaHuvue YyeTHble 3anucu Bol MOXeTe 406aBNsATb, U3MEHATb U YAanATb
y4yeTHble 3anvcu (cMm. pasgen 8.1).
[MaHenb MHCTPYMEHTOB COAEPXUT Ha3BaHMe CTpaHWLbl, a Takke crnegyrowue
KHOMKW:
— [lo6aBuUTb y4eTHYH 3annUCb — MO KHOMKE pacKpbIBaE€TCsl MEHIO,
KOTOpOE COOEPXMUT MYyHKTbl ANS CO30aHUSA YYeTHbIX 3anucen
pasnu4yHbiXx  TUNOB  («NOMMH—NAPONb»,  «MNaponb»  UNn
«cepTudmrkaT);
— PepaktnpoBatb — NS M3MEHEHUs NapamMeTpoB BblOGpaHHON
y4YeTHOM 3anucu;
— Ypanutb — Ansa yganeHus BbibpaHHOM y4ETHOW 3anuncu.
B pabouen obnactu cTpaHuubl pacrnosioXeHbl:
— naHenb Ana Bblbopa ydeTHOM 3anucu. CoaepXuT Crncok
AoBaBneHHbIX Y4YeTHbIX 3anucen. [Onsa  y4veTHbIX 3anucen
yKasaHbl TN 1 TPaHCMOPT, A4S KOTOPOro oHa AobasneHa;
— naHenb  <HasBaHuMe y4yeTHoM  3anucu>.  Coaepxut
MHdOpPMaUUIO O BbIBPaHHOM YHETHOW 3anucu;
— no ccouike lMepenTtn B CTpoke 3afgayuMm C 3TOU Y4YETHOM
3anucbio Bbl MOXETE NPOCMaTpMBaTh CMUCOK 3aay, CO34aHHbIX
C BblOpaHHOW y4eTHOWM 3anucblo.

NMpumeyaHme. Bbl MoOXeTe OTKPbITb W CKPbITb MaHerb,
ncnonb3ysa € u ».

4.2.8.4 CmpaHuya Crnipagso4YyHUKU

Ha cTpaHvue CnpaBO4YHUKM Bbl MOXeTe co3faBaTb, M3MEHATb U yaansiTb
nonb30oBaTeNbCKNE CNPaBOYHUKM (CM. pasaen 8.2).
[MaHenb MHCTPYMEHTOB COOEPXUT Ha3BaHWE CTpaHULbl, a TaKkke crneaylowme
KHOMKW:
— Co3paTtb — 4515 Co34aHus Nonb30BaTENbCKOro CNPaBOYHUKA;
— PepakTupoBaTb - ans N3MeHeHNS BbIGpaHHOro
NnoJsib30BaTESIbCKOro CrpaBOYHUKa;
— Ypanutb — anga yganeHus BbIOpaHHOro Monb30BaTefbCKOro
cnpaBOYHMKa.
B pabouen obnactu ctpaHuubl pacnosioXeHsbl:
— naHenb [pynnbl cnpaBoYHuKoB. CoAaepXuT CNMCOK rpymnn
CNpaBOYHMKOB;
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— naHenb Aans  Bblbopa cnpaBoyHuka. CoaepXUT  CNMCOK
CMpaBOYHMKOB B BblIOpaHHOM rpynne;

— naHenb <HasBaHue cnpaBo4HUKa>. B naHenn oTobpaxaeTcs
coaepxumoe BblIGpaHHOro cnpaBoYHMKa.

anMe‘-laHVIe. Bbl moxeTe OTKPbITb N CKPbITb NaHesmn prnnbl
CcnpaBoO4YHUKOB " <HasBaHue cnpaBOYHMKA>, KNCNOSb3yA
Ln»,

4.2.8.5 CmpaHuua lNpaeuna koppensyuu

CTpaHuua npegHasHayeHa Ans NpPocMOTpa CTaTUCTUMKM  cpabaTtbiBaHMS
npaBun KOppensauumn, BKMOYEHUS U OTKIOYEHMS NpaBun.
MaHenb MHCTPYMEHTOB COAEPXKUT Ha3BaHWE CTpaHULbI, a Takke criegyoLine

KHOMKM:
— BknwounTb - 4ns BKNOYEHMs BbIGpaHHOro B Tabnuvue npasuna;
— OTKNWYUTL - AN OTKM4YEeHUs BbiGpaHHOro B Tabnuue

npasuna.

B pabouen obnactu cTpaHuubl pacrnosioXeHbl:
— MaHenb Cnuncok npaBun Koppensiuum, coaepXut Ttabnuuy c
npaBvnammn koppensuun. Ecnu  yCTaHOBMNEHO  HECKONbKO
KOHBenepoB 06paboTkn cobbiTnin, cnpaBa OT Ha3BaHUs NaHenu
oTobpaxaeTca ccbifnka ans Bolbopa KoHBenepa. locne Bbibopa
KoHBerepa B Tabnuue nosiBATCA YCTAHOBMEHHbIE B HEro
npaeuna.

MpumeyaHune. Bl MOXeTe BbIOpaTh KOMOHKN, OTOBpakaemble
B Tabnvue, No KHomke g CTPOKEe 3arofIoBKOB KOFTOHOK.

[Ons npasun B Tabnuue ykasaHbl cTaTyC, uaeHTudukaTop,
Ha3BaHWe, KaTeropusi peruncrtpypyemoro cobbitua Wb, Tun
npaswuna (CtaHaapTHOE UIK Nofb30BaTENBbCKOE) U KONMYECTBO
cpabaTbiBaHUX 3a cyTkn. Kpome Toro, Bbl MOXeTe gobaBuTb B
Tabnuuy KONOHKM C KONMYeCTBOM coBupaembiX No npasuniam
ueno4vek cobbiTnin B namatn Ankey SIEM NG Server un o6wmum
YMCIOM COObLITUNM B 3TUX LienoYKax;

I'Ipumeqal-wle. Bbl MoxeTe O0OHOBUTb [OdaHHble B MNaHenm
7~
HaxaTtnem s, HaCTpPOUTb nepunoa aBToMaTmn4eckoro

0BHOBMEHMS fAaHHbIX B MEHIO, OTKPbLIBAIOLLEMCS MPU HAXATUK &
(No ymMonuyaHuio — NsATb MUHYT).

Mpn HaxaTum Q s BEpXHen 4acTu CTpaHuuUbl OTKpbIBaeTCH
nosie 4nsi noncka npasuna no HassaHuto. o ccbinke B Tabnvue
Bbl MOXeTe OTKpbITb cTpaHuuy B Ankey SIEM NG Knowledge
Base c kogom npasuna.

CyLlecTByHOT criegyroLne ctaTyCbl NpaBus:

BkniouyeHo — npaBuio wucrosnb3yeTcs Ans Koppensuun
CcoObITUN;
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O OTkniovaeTca, BkniovaeTca — BpeMeHHble CTaTyChl,
o MpuocTtaHoBNEeHoO - npaBuno aBTOMaTUYECKU
OCT@HOBJIEHO Ha OCHOBaHWM pPe3ynbTaTOB MOHUTOPUHIa
paboTbl npasun koppensauum MK Ankey SIEM NG;
OTKNKOYEHO — NPaBUIIO HE UCMONb3yeTcs ANA Koppensaumm

coobITUN;
©® Ownbka Banupgauum - npn BanugauMm npasuna
oBGHapyXeHbl OLWWNOKN, OHO HEe MOXEeT MCMonb3oBaTbCs AN
Koppensiumm cobbITUN.

— naHenb CBopka, cogepXut uHdopmauuio O BblbpaHHOM B

Tabnuue npasune.

NMpumeyaHne. Bbl MoOXeTe OTKPbITb W CKPbITb MaHEsb,
ncrnonb3ysa € n»,
4.2.8.6 CmpaHuuya lNpasuna oboz2aweHus

CTpaHVILI,a npegHa3Ha4dYeHa And BKIKOYEeHUA W OTKIMKOYEHUA MpaBun

oboraLleHus.
MaHenb MHCTPYMEHTOB COAEPXKUT Ha3BaHME CTPaHWLbl, a Takke crnegyrowme
KHOMKW:
— Bknountb — Ansa BKNHOYEHUs BbibpaHHOro B Tabnuue npaesuna;
— OTKNuUNTL — Onsa OTKNKYeHus BbiOpaHHOro B Tabnuue
npaeuvna.

B pabouyen obnactu cTpaHuubl pacnosioXeHbl:

— naHenb Cnucok npaBun oboraweHus, cogepXxuTt Tabnuuy c
npasunamm oboraweHnss. Ecnn  ycTaHOBNEHO HECKOSbKO
KOHBenepoB 06paboTkn cobbITiA, cnpaBa OT Ha3BaHWUA NaHenm
oTobpaxaeTcs ccbinka onga Boibopa koHBenepa. Nocne Boibopa
KoHBerepa B Tabnuue nosBATCA YCTAHOBMEHHbIE B HEro
npasuna.

Ona «kaxpgoro npaBuna B Tabnuue ykasaHbl CTaTyc,
noeHtudukatop, HasBaHMe W TUN  (CTaHOApPTHOE WK
nonb3oBaTtenbckoe). [lo ccbinke B Tabnuue Bbl MOXeTe
OTKPbITb CTPaHMLY C KOAOM npasuna.

I'Ip|/| HaXXaTunn B BerHeIZ 4acTun CTpaHuubl OTKpPpbIBaAeTCA
nosie gna nouncka npasuna rno Ha3BaHUIo,

MpumeyaHme. Bbl MoxeTe OOHOBUTbL [aHHble B MNaHenu
|
HaaTuem ®~, HacTpouTb Nepuog  aBTOMAaTUYECKOro

0BHOBMEHMS fAaHHbIX B MEHIO, OTKPbLIBAIOLLEMCS MIPU HAXATUM &
(No ymMmonuyaHuio — NsiTb MUHYT).

CyLecTBYIOT crieytoLme cTaTycbl NpaBun:

BkniouyeHo — npaBuno ucnonb3yetcs Ans oboraleHus
coObITUI;

\) OTtknrovaeTcs, Bknrovaerca - BpPEMEHHbIE CTaTYyChbl;

© orknroueno - NpaBuIo HE MCNonb3yeTcs Ana oboraweHus
coObITUI;
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©® owuneka BanuMpgauuMm -— npu BanugauuM npasuna
oBGHapyXeHbl OWWNOKN, OHO HE MOXEeT WUCMoNb3oBaTbCs AN
oboralleHns coobITUNA.
— naHenb CBopgka, coaepXuT uHAoOpMauuMio O BbliOpaHHOM B
Tabnuue npasune.

NMpumeyaHme. Bbl MOXeTe OTKPbITb W CKPbITb MaHerb,
ncrnonb3ya €n >,

4.2.8.7 CmpaHuya Tabnu4Hble cnucku

CtpaHuua npegHasHavyeHa ansg NpocMoTpa 3anmcer TabnmyHbIX CMUCKOB U
paboThbl C 3anncaMn TabrMYHbIX CMUCKOB ANdA NpaBuil Koppensumm n oborallieHus
(ecnu Takasi BO3MOXHOCTb Oblfna NnpeaycMoTpeHa npu co3gaHum TabnmMyHoro cnucka)).

Ecnn ycTtaHOBRNEHO HecKonbko KoHBenepoB 0bpaboTku cobbiTuin, cnpaBa OT
Ha3BaHWA NaHenu oTtobpakaeTcs ccbifka Ans Bblbopa KoHBenepa. Nocne Bbibopa
KOHBENepa Ha CTpaHuLEe NOSIBATCSA YCTAHOBIIEHHbIE B HEr0 Tabnmn4YHbIE CMINCKMN.

B pabouyen obnactu cTpaHunubl pacrnonoXeHbl:

— naHenb  TabnuyHble cnucku. CoaepXuT  OOCTYMHblE
Tabnn4yHble CrCKu.

I'Ip|/| HaXXaTunn Q B BerHeI7I 4acTn CTpaHuubl OTKpPpbIBaeTCA
none Ans noucka TabnMYyHOro cnucka no Ha3BaHUHO. ﬂpm

HaXXaTtunn Y noABndAeTCcd paCKprBaPOLuMﬁCH CrMMNCoOK An4d
qDVIJ'IpraLI,I/II/I TabnMyHbIX CINCKOB MO HA3HAYEHWUIO;

MpumeyaHme. Bbl MoOXeTe OTKPbITb M CKPblTb MNaHemb
Tabnu4yHble cnUCcKK, ncnonbays € u ».

— naHenb <HasBaHue TabnuyHoro cnucka>. Coaepxut
napameTpbl BblOpaHHOro TabnMYHOrO cCnuMcka W 3anucu
TabnuyHoro cnmcka.

MpumeyaHne. Bbl moxeTe 0OOHOBUTHL 3anucu TabnM4HOro

~
crnucka HaxaTuem = U HacTpouUTb aBToMaTuyeckoe
0GHOBNEHWE 3anncelt B MEHIO, OTKPbIBAIOLLEMCS MPU HaxaTum

L
¢ (N0 yMonyaHuio — NsATb MUHYT).

Bnok c¢ 3anucammn TabnmMyHOro cnmMcka COAEPXKUT KHOMKY JKCnopT Ans
aKkcnopTa 3anucen B pann gopmata CSV, XLSX, JSON mnnu XML 1 cozgaHus 3agauu
Ha 9KcnopT 3anucen. Ona TabnuuHbIX CAMCKOB AN NpaBuil  KOppenauun u
oboralleHnsa oCTyMNHbl KHOMKM Ans paboTbl ¢ 3anncsiMu:

PepaktnpoBaTtb cogepxmumoe — anst JobGaBneHus, yganeHms n n3aMeHeHus
3anucen;

OuncTUTb TabNUYHLIN CNNCOK — ANS yAaneHus Bcex 3anucem;

UmnopT — ons gobasneHus 3anucen n3 ganna popmata CSV;

AKcnopT — Ans aKkcnopTa 3anucen B dann dopmata CSV, XLSX, JSON wmnu
XML v cosgaHus 3agadm Ha 3KcnopT 3anucen. [na nwoboro TabnuyHoro cnmcka Bbl

MOXeTe NMOoCTPOUTb TabnM4HbIA BUOXKET NO KHOMKE ﬂ
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4.2.8.8 CmpaHuuya UHhpacmpykmypa

Ha cTtpaHuue UHdpacTpyKTypa Bbl MOXeTe J00aBnsATb, NepeMMeHOBbIBaTb
N yaanaTb MHPPaCTPYKTYPbI.

[MaHenb UHCTPYMEHTOB COAEPXUT CrieyoLne KHOMKN:

— [o6aBuTb MHMPACTPYKTYPY — ANd CO30aHUA  HOBOM
WHAPACTPYKTYpbI;

— PepaktupoBaTtb — N5 UBMEHEHUS Ha3BaHUA MHAPPACTPYKTYpbI;
— YpanuTtb — ansa yganeHus NHpacTpyKkTypbl.

B pabouert obnacTtu ctpaHuubl pacnosioXXeH CNMCoK MHAPPACTPYKTYP.

4.2.8.9 CmpaHuya MoHumopuHa ucmo4yHuUKoe

NcTouHukn n dhopBapaepbl NOABNATCA B CUCTEME aBTOMaTUYecku, No mepe
cbopa cobObITUM C aKTMBOB U WX wuaeHTudukaumm. Ha ctpaHvue MOHUTOpPUHr
MCTOYHUKOB MONb30BaTeSlb CUCTEMbI MOXET MPOCMOTPETb COCTOSHUE MCTOYHUKOB
(cm. pasgen 8.6.1) n napameTpbl NOTOKA AAHHbBIX OT HUX UIM COCTOSIHNE (hOpBapAEPOB
(cm. pasgen 8.6.2) u napameTpbl HaxogAWMXCA B HUX UCTOYHMKOB. Ccbinka ans
Bblbopa Tvna aneMeHToB (MCTOYHMKOB WUNK (popBapLepOB) HAXoOOUTCA B BeEPXHEN
yacTtu pabo4yen obnacTn CTpaHuLbI.

Ecnu Bbl BbiGpann no ccbinke paboTy ¢ MCTovHMKamu, pabodass obnactb
cTpaHuLbl MOHUTOPUHI UCTOYHUKOB COOEPXKUT:

— naHenb WMCTOYHMKM [N NOUCKA WCTOYHWKOB, KOTOpble
HaXO4ATCS Ha aKTMBaX BblIOPaHHOM rpynnbl U BAOXEHHbIX B HEE
rpynn;

— naHenb PuNbTPbI 4N MUNLTPALUN UCTOYHMKOB MO YCIOBUIO
HanNU4uMs UM OTCYTCTBUSA NPeaynpeXaeHun;

— NaHenb YnNpaBNeHUs C BO3MOXHOCTbIO 3KCMOPTMPOBaTb MU
0BGHOBNATH CMMCOK MCTOYHUKOB, UCKATb UCTOYHMKN B CMINCKE;

— UeHTpanbHyl naHernb C Tabnuuenm MCTOYHUKOB, a Takke COo
CCbINIKOM O HacTpPoWKu nepuoga otobpaxkeHusi (M0 BpEMEHMU
nocrneaHero nony4YeHns AaHHbIX OT UCTOYHMKA).

Ecnn Bbl Bbibpanu no cceinke paboTty ¢ dopBapaepamu, pabovas obnactb
cTpaHuLbl MOHUTOPUHI NCTOYHUKOB COLEPXUT:

— naHenb ®PopBapaepbl Ans noucka dopBapAepoB, KOTOpble
copgepxaTtcs B BbIOpaHHOW rpynne akTMBOB U BIIOXKEHHbIX B HEe
rpynnax;

— naHenb PunbTpbl N9 punbTpauum doopBapLepoB No YCIOBUIO
HanNU4uns UM OTCYTCTBUSA NPeaynpeXxaeHun;

— NaHenb YynpaBNeHUs C BO3MOXHOCTbIO 3KCMOPTMPOBaTb MU
0oB6HOBNATL CNMCOK (bopBapaepoB, wuckaTb dopBapaepbl B
Cru1ckKe;

— UeHTpanbHylo naHenb ¢ Tabnuuen dopBapaepoB, a Takke co
CCbIfIKOV ANs HAacTPOMKM nepuopa oTobpakeHusa (N0 BpeMeHM
nocrneaHero nony4YyeHns gaHHbIX oT hopBagepa).

Mpumeyanume. Mo ymonyaHuio Ha cTpaHvue MOHMTOPUHr
MCTOYHUKOB OTOOpaxalTCcsl BCE WCTOYHWMKM (dhopBapaepsbl),
CBsI3aHHble C rpynnamMmu akTMBOB, K KOTOPbIM oOnepaTtopy
npegocTaBrieH JOCTyn.
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4.2.9 CtpaHuua «CtaHaapTbi»

NMpumeyvaHne. PaboTta c TpeboBaHMAMM W CcTaHgapTaMyM OOCTyMHa TOSMbKO Mpu
aKkTMBauuu pononHutenbHoro komnoHeHta HCC (Host Compliance Control) ¢
MOMOLLbIO COOTBETCTBYHOLLEN NULLEH3UN.

Ha cTtpaHuue cobpaHa nHgopmaums o060 Bcex ctaHgapTax, 4o6aBneHHbIX B
cucTtemy. 30ech Bbl MOXETE:
— NPOCMOTPETb  WMH(popMauui O  KaXAoM  cTaHgapTe,
no6aBneHHOM B CUCTEMY;
— NPOCMOTPETb MHOPMaLMIO O TpeboBaHUAX, KOTOPble BXOAAT B
BblOpaHHbIN CTaHaapT;
— MUMMOPTUPOBATL UIK YAanuTb COBCTBEHHbIE CTaHOAPTHI.
MaHenb WHCTPYMEHTOB COOEPXMUT KHOMKA ONs umnopTa W yAaneHus
Nonb30BaTeNbCKNX CTaHOAPTOB.
B pabouyen obnactu cTpaHuubl pacnosioXeHbl:
— lMaHenb Cnucok ctaHaapToOB — COAEPXKUT CMUCKN CUCTEMHbIX U
nonb3oBaTenbCkNUX CTaHaapToB, AobaBneHHbIX B cuctemy. B

BerHeIZ 4acCTu NaHesnn pacnoJsioXXeHa KHOrKa Q ana 6bICTpOFO
NOoOnCKa CtaHaapTa No Ha3BaHUIO.

NMpumeyaHune. Bbl MOXeTe CKpbiBaTb U packpbiBaTb MaHersb
Cnuncok ctaHgapToB, ucnonb3ysa < n »,

— Bknagka Onucanume. CopgepxuT naHens <Has3BaHue
cTaHpapTa>, B KOTOPOM OTobpakaeTcs TEKCTOBOE onucaHue
ctaHgapTa, BblbpaHHOro B naHenu CnMCOK CTaHOApToOB,
obnactb €ero npuMMEHeHuMss W NpaBuUNO  MMEHOBAHUSA
NnpoBepsieMOro KOMMNoHeHTa. B BepxHeM npaBoM yrny naHenu
oTobpaxaetca Tun crtaHgapta — CUCTeMHbIM  vnu
NMonb3oBaTesnbCKUMN.

— Bknagka TpeboBaHus. Copgepxut naHenn TpeboBaHus
ctaHgapTa <HasBaHue ctaHgapTa> n <HasBaHue TpeboBaHus>.

— [MaHenb TpeboBaHusa ctaHpapta <Ha3BaHue cTaHpapTa> —
COOEpPXUT cnMcok TpeboBaHWM, KOTOPble OTHOCATCA K
cTaHgapTy, BblbpaHHOMy B naHenun Cnmcok cTaHgapTtoB. B

BEPXHEW YacTy NaHenun pacnosioXeHa KHomka Q Anst GbICTporo
novcka TpebOoBaHMs MO Ha3BaHW. B HWXHeW 4acTtu naHenu
oTobpaxkaeTcsi obLiee KonNn4ecTBO TpeboBaHWA B CMMCKE U

kHonka  CCJ ANs KONUMPOBaHWA  Ha3BaHWA  TpeboBaHuS,
BblbpaHHOro B ChMcKe. YpoOBeHb onacHoctn TpeboBaHus
oToOpaxkaeTcsi B BMAE COOTBETCTBYHLIEro 3Hayka nepeg
Ha3BaHMeM TpeboBaHus:

— B¢ _ kputnyeckuii ypoBeHb ONacHoCTY;

- m — BbICOKMU YPOBEHb OMAaCHOCTY,;

_ mt- CpeaHUn ypoBEHb OMaCHOCTMU;

— &% — HU3KUIA YPOBEHb OMaCHOCTMU;

_ ot- YPOBEHb OMNacHOCTU He onpeerneH.
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— lNaHenb <HasBaHue TpeboBaHUA> — MOXeET coepxaTb
packpbiBaroLmecs 6roku:

OnuncaHusa TpeboBaHUA — COOEPXKUT KpaTKoe U NosiHoe
onucaHusa TpeboBaHWs, ero naeHTUMUKaTop, a Takke
pekoMeHOauun no yCTpaHeHUI0 HECOOTBETCTBUS aKTMBa
aTomy TpeboBaHuio.

MapameTpbl TpeGoBaHuA — cOAepPXUT NapameTpbl
TpeboBaHUA M UX 3HaYEHUS B BUOE MAacCUBOB AaHHbIX.
Tun gaHHbIX B MaccuBe oTobpaXkaeTcs creBa OT Hero.
MaccuBbl, B KOTOPbIX €CTb AaHHbIE, NepeonpeaeneHHble

nosib3oBaTenem, oTmedeHbl aHadkom @ ¢ cooblueHnem
U3meHeHo B cTtaHpaapTe. [pn HaBegeHUM Kypcopa Ha
370 coobLeHne oTobpasnTcs BensbiBatoLLasa Noackaska
CO 3HayeHMssMM MaccvMBa MO YMOMYaHWO U
N3MEHEHHbIMU 3HAYEHUAMMU.

MpoBepsieMbii KOMMOHEHT — COAEPXWUT HasBaHue
npoBeEpPSEMOro  KOMMOHEeHTa M MpaBUfio  ero
NMEHOBaHMS.

MpeaBaputenbHbie NPOBEPKU — B 3aBMCUMOCTM OT
TpeboBaHNA MOXeT cofepxaTb YCroBME MNOSHOTbI
AaHHbIX, YCrOBUEe NpUMEHEHNs TpeboBaHNA U NPUYMHY
HENPUMEHNUMOCTU TpeboBaHUS.

brnok napametpoB [lpoBepka — oTobGpaxaetca Ans
TpeboBaHUM C OAHOM NPOBEPKOW WU  COAEPXMUT
packpbiBatowmecs 6rnoku lNMpoBepka cooTBETCTBUA U
MNMpeactaBneHne pesynbTtaToB ¢ MHoOpmauuen o
npoBepkKe.

brnok napametpoB [poBepkn — oTobGpaxaetrca Ans
TpeboBaHu ¢ AByMSA 1 Bonee npoBepkaMmn U COOEPXUT
CMMCOK NPOBepPOK TpeboBaHMSA N NX KpaTKne OnMcaHus.
Mpn BbIGOPpEe npoBepkn B naHenn <HasBaHue
TpeboBaHUA> OTKPOETCA KapTOyka I3TOW MNpPOBEPKW,
KoTopasi COOEepXUT HasBaHue W  unaeHTudukatop
NpoBEpPKN, ee KpaTkoe onucaHue, pekoMeHaauun no
YCTPaHEHNIO HECOOTBETCTBUM TpeboBaHUIKO (eCriv OHU
eCTb), a Takke packpbiBalowmecsa 6rnoku lMpoBepka
cootBetcTBMA U [lpeacraBneHue pe3ynbTtaToB C
MHdopMauuren ansa BbIbpaHHON NPOBEPKMU.

I'IpumeanMe. Bbl mMoxeTe nepemMellatbCA Mexny

KapTo4YkaMu NMPOBEPOK, UCTIONb3yst /A U V' B BEPXHEM
NpaBoOM Yrny KapTOYKW.

lNMpoBepka cCOOTBETCTBUA — COAEPXUT TEKCT 3anpoca
AaHHbIX (None 3anpoc AaHHbIX) U MHpopmaumo 06
yCroBUSAX NPoOBEPKM AaHHbIX (6rnok MpoBepka AaHHbIX).
Bbl MOXeTe ckonupoBaTb TEKCT 3anpoca AaHHbIX, HaXaBs

KHOMKY ) 8 nore ¢ 3anpocom.
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— [MpepactaBneHne pe3ynbTaToB — B 3aBUCMMOCTU OT
BepAuKTa TpeboBaHUA MOXET coaepaTb yKasaHue Ha
NPUYNHY HECOOTBETCTBUSA akTmBa TpeboBaHUIO WU
KOHCOJSbHblE KOMaHAbl OS5 YCTPaHEHUSA BbIABNEHHbIX
HECOOTBETCTBUMN.

NMpumeyaHue. Bbl MoxeTe cKpbiBaTb W pacKpbiBaTb
naHenb <HasBaHwe TpeboBaHMA>, Mcnonb3ys € n ».

4.2.10 CtpaHuubl pasgena Cucrema

Mcnonbays NyHKTbI pa3gena Cuctema rnaBHOro MeHHo, Bbl MOXETE OTKpbIBaTb
cTpaHuubl onst pabotbl co BceMn oTyeTamu, cosgaHHbiMu B [1K Ankey SIEM NG;
pesynbTatamnm  MOHUTOPUHra  0b6paboTkM  COOBLITUA;  CnUCKamMu  NPOBEPOK,
nosponswowmx npaeunbHo HactpouTb [1K Ankey SIEM NG; wHdpopmaumio 0
coctosiHum 1K Ankey SIEM NG.

4.2.10.1 CmpaHuya Omyemsbi

Bce otyetbl M dannbl C 3KCMOPTUPOBAHHBLIMK 3aMUCAMW, CO3[aHHbIE B
cucteme, otobpaxatTcs Ha cTpaHuue Otyetbl (Cuctema — OTyetbl). Ha aton
CTpaHuLE Bbl MOXETE:

— co3paBaTb, KOMMpPoOBaTb, M3MEHATb UMM yaansaTb 3agayn Ha
BbIMYCK OTYETOB N 3KCMOPT 3anucem;

— BblNycKaTb OT4YeTbl W HacTpamBaTb pacnvcaHue Bblnycka
OTYETOB;

— 9KCnopTupoBaTb 3anucu U HacTpamBaTb pacrnucaHue akcnopTa
3anuncen;

— CKauymBaTb OTYETbI U (hansbl C IKCMOPTUPOBAHHLIMW 3aNUCSMMN.

[MaHenb MHCTPYMEHTOB COOEPXUT Ha3BaHWEe CTpaHULbl, a TaKkke creayowme
KHOMKW:

— Co3patb — Ons co3gaHusa 3afjayv Ha BbIMYCK OT4YeTa Wnu
3KCMOpT 3anucen;

— KonupoBaTb — A5 KONMPOBaHUSA NapameTpoB BblGpaHHON
3a[a4yum Ha BbIMYCK OTYETa UM IKCNOPT 3anucen;

— PepakTupoBaTb — AN U3MEHEHWA napamMeTpoB BblGpaHHON
3a[a4yvm Ha BbIMYCK OTYETA UIM 3KCNOPT 3anucen;

— Ypanutb — ansa yganeHnsa sbibpaHHOM 3ag4a4qn Ha BbiMyCK oT4yeTa
NN SKCNOPT 3anucen;

— BbInycTuTb OTYET — AN BbiNyCka OT4YeTa WM 3KcnopTa
3anucen B COOTBETCTBMM C BbIOpaHHOM 3agaqven;

— PacnucaHue — ong ynpaBneHusi pacnmcaHnem Bblfycka oTyeTa
UIn 3KCnopTa 3anucen.

Pabo4yasa obnactb cTpaHunubl OT4YeTbl COOEPXKUT:

— Tabnuuy 3apav;

— naHenb WMcTopua BbINYCKOB, B KOTOpPOW oOTobGpaxaeTtcs
MHdOpMauusa o0 gaTe 1 BpeMeHW BbiMycka oT4yeTa Unv aKkcnopTta
3anucen, a Takke 0 JOCTYMHOCTU OTYeTa Unu (hanna c 3annucsamm
ANS CKavuMBaHUS;

— naHenb CBogka ¢ nogpobHor nHdopmMmaumnen o 3agaye, Kotopas
BblOpaHa B Tabnuue 3agad.

Bbl MOXeTe ckpbiBaTb 1 packpbiBaTb NaHenb CBogka, ncnonb3ysa € un ».
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4.2.10.2 CmpaHuuya YeedomsieHus

CtpaHvua YBegomneHua nossonseT pabotatb C 3agadamun Ans oTrnpaBku
yBeAOMIeHUN. B naHenn MHCTPYMEHTOB CTPaHUWLbl HAXOASATCS criegyowme KHOMKN:

— Co3spaTtb — Ang co3gaHns 3agayu;

— KonupoBatb — ang co3gaHus  3ajadn  Ha  OCHoOBe
cywiecTBytolen 3agaym (cm. pasgen 14.9);

— PepakTupoBaTb — ANA M3MEHEHUs napamMeTpoB 3agaudn (Cm.
pasgen 14.10);

— Ypanutb — ong yganeHus 3agayv (cMm. pasgen 14.11);

— OcTaHOBUTb — N4 OCTaHOBKW 3adayu (cM. pasgen 14.8);

— 3anyctuTtb — N8 3anycka 3ajayun nocne ee OCTaHOBKM (CM.
pasgen 14.8).

NMpumeyvaHune. [llocne cosgaHus 3ajayM OHa 3arnyckaeTtcs
aBTOMAaTUYECKMN.

B pabouen obnactu ctpaHuubl pacnosnioXeHbl:

— naHenb Tunbl yBegomneHun. CooepxuT nepedeHb pasgernos
no Tunam o6beKToB, ANs KOTOPbIX AOCTYMHO CO34aHue 3ajad.
Mpwn BbIBOPE TMNa B LEeHTpanbHOM NaHenn otobpasaTcs 3agay,
co3faHHble Anst 06bEeKTOB 3TOro TMNA,

— ueHTpanbHasa naHenb. CogepXxut Tabnuuy ¢ 3agayamu,

— naHenb <HasBaHwue 3apgaun>. CooepXnT gaHHbIEe O BbIBpaHHON
3agave.

4.2.10.3 CmpaHuua lNMonumuku

MpumeyvaHne. PaboTta c TpeboBaHMAMM W CcTaHgapTaMyM OOCTyNHa TONMbKO Mpu
akTuBaumm pgononHutensHoro komnoHeHta HCC (Host Compliance Control) ¢
MOMOLLIbKO COOTBETCTBYHOLLEN NTULEH3UMN.

Ha cTtpaHuue MonuTuUku Bbl MOXeTe npocMaTpvBaTb MONUTUMKN — HabBopbI
npaBum, MO KOTOPbIM akTMBbl W YSI3BUMOCTM Ha akTMBax MpoBepsioTcs U
obpabaTbiBaloTca aBToMaTuYeckn. MonuTukmn GbiBatoT cneayowmx BUAOB:

— Ansi 3Ha4MMOCTU aKTUBOB — NO3BOJISIHOT PACCTaBUTb NPUOPUTETDI
B paboTe C akTMBamMu W OTMETUTb akTMBbl, YSI3BUMOCTU Ha
KOTOpbIX NPEeACTaBnAlT Haubonbluyld onacHocTb ans WT-
NH(PACTPYKTYPbl OpraHu3aumm;

— [ANsi CPOKOB aKTyanbHOCTU AaHHbIX — NO3BOMISIOT yKasaTb CPOKM
aKTyanbHOCTU OaHHbIX, MOMYYEHHbIX CKaHMPOBAHMEM aKTMBOB
MEeTOAOM ayauTa Unn NeHTecTa;

— ONsi COOTBETCTBMSI CTaHaapTaMm — TMO3BONSAT HACTPOUTb
KOHTPOSflb COOTBETCTBUSI akTUMBOB 3afaHHbIM CTaHgapTam
©e3onacHocCTU;

— QNS cTaTyCOB HECOOTBETCTBUMA — MO3BONSOT M3MEHUTb T
yCTpaHeHUs 1 cTaTyc HECOOTBETCTBUI, KOTOPbIE NonaaatT nof
onpeaeneHHble npasuna NnonuTUKK;

— ANs CTaTycoB YS3BMMOCTEN — MO3BONST WU3MEHUTb TUM
YyCTpaHeHUss 1 cTaTyc YysA3BMMOCTEN, KOTOpble nonagarT nof
onpeaeneHHble NpaBuna NnonuTUKK;
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— ONA OTMETKN «BaXKHasi» — MO3BOSIAKOT HACTpouUTb 00paboTky
YA3BMMOCTEN, NPeacTaBnsoWMX O0Coby yrpody M MNo3aTomy
OTMEYEHHbIX KaK BaXHble.

B pabouen obnactn ctpaHuubl MonuTtrukm otobpaxaertcs:

— naHenb CNMCOK NOMUTUK, coaepxallast nepeveHb OOCTYMHbIX
nonMtuk. lonutuka MOXeT cTaTb HeAeWCTBYLEeNn, ecrnv B
npasunax 3Ton NOANTUKN NOABUNNCE OLUMOKK. Takoe NpaBuso B

Tabnuue npaBurn 6y,£|,eT OTMEYEHO 3Ha4YKOM o;
— MaHeJlb MHCTPYMEHTOB C BOSMOXXHOCTbHO CO3a4aBaTb, NUSMEHATb,
KonnpoBaTb, yAaldTb, BKIKO4YaTb U OTKIKOYATb NMpaBuia,

MpumeyaHue. [na HacTporku NONUTUK TpebyroTcs npasa
afMUHUCTpaTopa.

— naHenb ¢ Tabnuuen npaswun BblbpaHHOW nonuTukK. MNMpasBuna
BHYTPW MOMUTUKM MNPUMEHSIOTCA COrfacHO YCTaHOBMIEHHOMY

J
nopAaky. I'Ipanma MoryT ObITb U CTaHOapTHbiMM €1 8

nonb3oBaTenbCckumu. Mpu HaxaTum Qg BEPXHEN YacTu naHenu
OTKpbIBaeTCaA nofie Ans noucka npaBun craHgapta Mo
HasBaHuo. [MpaBuna nONUTMKM COOTBETCTBUSA CTaHgapTam
NPUMEHSAIOTCA B TOM MOPSiAKE, B KOTOPOM OHM PacnosioXeHbl B
Tabnuue npasun. B none lMNMopsgok otobpaxkaeTcsa NOpPsSAKOBbLIN
HoMep npaBuna. Bbl MOXeTe MeHsTb MOPsifoK MPUMEHEHUS

npasun, NepeTackMBasa NX MblLLbIO 3@ 3HAYOK = ;

— naHenb CBoAgka CO CBOAHOM WH(OpMauMen O COCTOSIHUU
npasuna, pesynbTatax ero NpUMeHeHUss 1 O rpynnax akTMBOB,
OIS KOTOPbIX YCTAHOBMEHO NPaBUIIO.

MpumeyaHme. Bbl MOXeTe cKpbiBaTb M packpbiBaTb GOKOBbIE
naHenu, ucnonb3ya €< u ».

4.2.10.4 CmpaHuuya YnpasneHue cucmemoli

Ha cTtpaHvue YnpaBneHune cuctemMom oTobpaxaetrcss WHdopMauus o
cocTosiHuM komnoHeHToB Ankey SIEM NG.

Paboyasa obnactb cTpaHuubl YnpaBneHuMe CUCTEeMOWM COLEPXKUT MNaHesb
KomnoHeHTbl Cc pasgenamn O cucteme, KoHBewepbl, Konnekrtopbl, Basa
yasBumocTten n ObpaboTka aKTUBOB.

Pa3den O cucmeme

B pasgene O cucteme Bbl MOXETE NpocCMaTpmBaTb MHAOPMALMIO O NTULIEH3UK
n Bepcum KomnoHeHta Ankey SIEM NG Core. [ns koppektHon paboTtbl Ankey SIEM
NG Heobxoamma gencTsytowast NMMUEH3NS.

Pa3den KoHeeliepbi

B pasgene KoHBewepbl Bbl MOXeTe npocMatpumBaTb WHdOPMaLUUKO O
koHBenepax Ankey SIEM NG Server, koTopble obecneunBatoT 06paboTKy cobbiTui B
cucTeme.

[MaHenb MHCTPYMEHTOB coaepXuT kHonky MNMepenmeHoBaTb AN M3MEHEHUS
nceBAOHNMA KOHBENepa 1 KHOMKy YaanuTb N8 yaaneHnsa HegoCcTynHOro KoHBenepa
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N3 cnucka.

B paboyen obnactu cTpaHuubl oOTObpaxaeTca Tabnuua CO CNUCKOM
KOHBenepoB. [Na Kakgoro KoHBenepa B Tabnuvue ykasaHbl CTaTyc, MNCEeBOOHWUM,
BEPCUM YCTAHOBISIEHHOW CUCTEMbI U CXEMbI nonen cobbiTuin, nms yana, |IP-agpeca n
cemencteo OC cepsepa. Bbl l\’/I_(3>KeTe COpTMPOBAaTb CMUCOK, HaXXMMasi Ha Ha3BaHuUs

KONOHOK Tabnuupbl. Haxkxatnem =~ Bbl MOXeTe 06HOBUTbL MHPOPMaLMIO O KOHBENEepaX.
Mpun BbIGOpEe KOHBenepa cuctema oTobpaxaeT noapobHy MHpopMauuio O HEM B
BGokoBOWM NaHenu ¢ Ha3aBaHMEM KOHBenepa.

MpumeyaHne. Bbl MoXeTe CKpbiBaTb WM packpbiBaTb 6OOKOBble naHenu,
ncnonb3ya €< n »,

B konoHke Ctatyc oToOpaxaeTcs cTaTyC KOHBenepa:
-V HocTtyneH — KoHBelep paboTaeT B HOPManbHOM PeXNME;

- o HepoctyneH — Ankey SIEM NG Core He nony4aeT oTknuvka
OT KoHBeKepa bornee 10 MUHYT.

Pa3den Konnekmopsi

B pasgene KonnekTopbl Bbl MOXeTe npocmaTpmBaTtb MHopmaumio o Ankey
SIEM NG Collector, koTopbln o6ecnednBaeT NOCTYNfEHNE AAHHbBIX B CUCTEMY.

MaHenb WHCTPYMEHTOB coAepXuT KHonky OOHOBUTL Bepcu [N
OOHOBMEHUA BEPCUM KOSNEKTopa W KHOMKY YAanuTb AN yaaneHus HegoCTYNHOro
KONnneKkTopa 13 crnucka.

B pabGoyen obnactu cTpaHuubl oOTObpaxaeTca Tabnuua CO ChUCKOM
KonnekTopoB. [na Kaxgoro konnektopa B Tabnuue ykasaHbl Ha3BaHue, Bepcus,
cTartyc, ponu, a Takke |IP-agpeca n cemencteo OC cepepa. Bbl MoxeTe copTMpoBaTh
CMUCOK, HAXXMMasa Ha Ha3BaHUS KONMOHOK Tabnuubl, a Takke oTobpaxaTb U CKpbiBaTb

OTAENbHbIE KONOHKU, HaXkumas ‘ﬁ' B NpaBol BepxHen 4Yactu Tabnuubl. [na noucka

KONneKTopa B CNM1CKe Bbl MOXETE HaXaTb Q 1y BeecTy B none ANs novcka napameTp
konnektopa. [lpn Bbibope Konnektopa cuctema oOTobpaxaeT noapobHyto
MHOpMaUUIo 0 HeM B BOKOBOWM NaHesiM ¢ Ha3BaHNEM KOssiekTopa.

MpumeyaHne. Bbl MoxeTte CKpbIBaTb " packpblBaTb bokoBble
naHenu, ncnonb3ysa € un ».,

B konoHke CTaTyc oToGpaxaeTcsi cTaTyc Konnekropa:

— JocTtyneH — KonsnekTop paboTtaeT B HOpMarbHOM pexume;

— C orpaHM4yeHMAMM — KONMekTop paboTaeTr B pexume
OrpaHNYEeHHOM YHKLUMOHANBHOCTU MO NPUYMHE HeXBaTKu
cBOOOAHOrO OUCKOBOrO MPOCTPAHCTBa (BenvMynHa CBOOGOAHOro
ANCKOBOro MPOCTPAHCTBa AN KaXKO4Ooro Konnekropa 3agaeTtcs
aAMWHNCTPATOPOM CUCTEMBI);

— HepoctyneH — Ankey SIEM NG Core He nony4aeTt OTKnuKa oT
Konnektopa 6onee 10 MUHYT;

— YpansieTcs — KONNekTop yganseTcs U3 cnucka.
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Pa3den ba3a ysizeumocmetli

B pasgene basa yasBumocTen Bbl MOXETE NpocMaTpuBaTb MHGOPMaLMIO O
nogkntovyeHHon 6ase ysa3BUMOCTEW. [laHenb WHCTPYMEHTOB COLEPXUT  KHOIMKY

7~ v
= OGHOBUTb AN 06HOBEHMSI BepcUKM Basbl yA3BMMOCTEN.

HacTponka KOMMNOHEHTOB CUCTEMbl ONMCaHa B LOKYMeHTe «PykoBOACTBO
agmuHuctpaTopa Ankey SIEM NG 5.2.3».

Pa3den Obpabomka akmueoe

B pasgene O6paboTka akTUBOB Bbl MOXXETE NpocMaTpmBaTbh MUHGOPMALMIO O
pabote cnyx6 Ankey SIEM NG Core Ha pasnu4yHbix 3aTanax obpaboTku gaHHbIX 06
akTuBax.

[na kaxgoro atana B Tabnuue ykasaHbl Ha3BaHWE MUCMONb3YyeMOW CryX0bl,
ANnHa oyepeaun, BpeMs oxugaHms obpaboTkm, HoMepa NakeToB B ovepeaun, Homepa
nocnegHnx obpaboTaHHbIX NakeToB N CpeaHsisi CKOPOCTb OG’P'aﬁoTKVI naketoB 3a 5

MUHYT. Bbl MoxeTe 0OHOBUTbL OaHHblE B T86]'IVIL|,e HaXaTnem = N HaCTpouTb nepumon
[ J
aBTOMaTM4ecKoro obHoBneHus JaHHbIX B MEHKO, OTKPbIBAKOLLEMCA MNMPU HaXaTnn H (I‘IO
YMOMYaHUIO — NATb MUHYT).
4.2.10.5 CmpaHuya Yek-nucm HacmpoulKku cucmemsbl

Mocne yctaHoBku [NK Ankey SIEM NG Ha cTpaHuue YeKk-mucT HacTpomKu
CUCTEMbI Bbl MOXETe YTOYHUTD, Kakme napameTpbl HeO6X0ANMO HACTPOUTb B CUCTEME
c ydeToM creundukn UT-nHdpacTpykTypbl Ballen opraHmsaumn. Takke B npouecce
paboTtbl ¢ MK Ankey SIEM NG Bbl MOXeTe MNpoOBepsTb, KOPPEKTHO SN HacCTpOeHa

cucrtema.
B paboyenm obnactu cTpaHuMubl YeK-IMCT HACTPOMKU CUCTEMbI
oTobpakaeTcs:

— naHenbs CnNMCOK NpPOBEpPOK CO CMMUCKOM W CTaTyCoOM BCeX
NPOBEPOK, C BO3MOXHOCTbIO UCKaTb U PUIbTPOBATL NPOBEPKY;

— NaHenb WHCTPYMEHTOB C BO3MOXHOCTbIO 3anyckaTb MpOBEpPKY
UIN UCKIoYaTb ee U3 CrUCKa;

— OnucaHwe OTAENbHOW NPOBEpPKM M HeobXOAMMbIX LWaroB Mo
HaCTpOWKe CUCTEMBI.

[Ona ypobctBa nNpoBepKM cCrpynnupoBaHbl. HanpoTmB Kaxgow rpynnbl
OoTOOpaXxKaeTcsl KONIMYECTBO MPOMAEHHBIX B 3TOM rpynne NnpoBepoK.

4.3 MpunoxeHue Knowledge Base

Pasgen coaepXKuT onncaHue CcTpaHuL Beb6-nHTEpdenca
Ankey SIEM NG Knowledge Base.

4.3.1 TnaBHOE MEHIo

MaBHOE MEHI0 pacrnofioXXeHO B BeEpPXHeW 4actum nbon CTpaHuubl
Ankey SIEM NG Knowledge Base.
(MaBHOE MEHI0 COAEPXUT criegytoLmne KHOMKK:

— KHonky == gna nepexoga B [IKAnkey SIEMNG wu B

Ankey SIEM NG MC;

— KHOTMKY L'I Ona nepexoga Ha CTpaHuuy CraTtucruka,
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— KHOTMKY ~ AN8 nepexoda Ha CTpaHuLy ¢ MHopMaLumen o Bepcun
saapa n Beb-nntepdenca Ankey SIEM NG Knowledge Base;

9 o
— KHOMKy & nang Bbl60pa A3blKa VIHTep(bel/Ica n On4da BbiXxoga M3

CUCTEMBI.
[(MaBHOE MeHI0 coaepXuT criegyroLuime pasgernsi:
— <HasBaHue B> - copgepxuT nNyHKT Ba3bl AgaHHbIX A5

nepexoaa Ha CTpaHuuy ans paboTbl C B
Ankey SIEM NG Knowledge Base n nyHkTbl ans Bbibopa B[.

MyHkT cTtaHpgapTtHon B[l BCcerga oTmeyeH 3HAYKOM ﬂ, NYHKT

yCTaHOBOYHOW B[l — 3Ha4YKoM -?m;

— SIEM - cogepxuT MyHKTbl Ans nepexoga Ha CTpaHuubl And
paboTbl C nNaketamm 3KCNepTusbl U CO3O0aHUA OOBLEKTOB NS
006paboTkn M aHanusa faHHbIX, Ana paboTbl ¢ Makpocamu, Ha
CTpaHuUbl Ans NpocMoTpa CXeMbl Nofien cobbITUA U KypHana
yctaHoBkM ob6bekToB B MK Ankey SIEM NG n Ha cTpaHuuy ans
npocmoTpa mcnonbdyembix Bepcuin SDK n Bbibopa Bepcun SDK
Ans Banuaaunm o6bLEKTOB.

4.3.2 CtpaHuuya CtatucTtuka

Mpwn Bxoae B BeG-uHTEepdenc Ankey SIEM NG Knowledge Base oTkpbiBaeTcs
cTpaHnuya CTtaTUCTUKa, KOoTopas npedHasHadeHa Ans OTCMeXMBaHUSA U3MEHEHUS
Konuyectea 06beKTOB B Ucnonb3yemom b[l.

B BepxHen 4actn paboyenn obnactn cTpaHuubl pacronioXeHbl CCbIKU Ans
Bblbopa B[] n neprnoga BpemeHn aAng npocMoTpa U3MEHEHUS KonnyecTsa 06beKToB, a
TaKKe KHOMKU NS BKIIOYEHUS U OTKIHOYEHUS JIMHUM TOro UM MHOro Tuna o6bekToB
B] Ha rpadmke. Ha kaxxaon KHoMke ykadaHbl TUM 06bekTa, kKonn4yectso 06bekToB B B[
Ha TeKyLMA MOMEHT N MapKep NUHUK AN Tuna obbekTa Ha rpadouke.

B HwxHenm w4actm paboden ob6GnactM CTpaHuLbl PacrnosiokeH rpaduk
3aBUCUMMOCTU Konnyectsa o6bekToB B Bl 0T BpeMeHu (3a ykasaHHbIM nepuog).

4.3.3 CtpaHuua ba3bl AaHHbIX

CtpaHuua npegHasHadeHa ans pabotel ¢ B4 Ankey SIEM NG Knowledge
Base.
[MaHenb MHCTPYMEHTOB COAEPXKUT Ha3BaHME CTPaHWLbl, a Takke cnegyrowme
KHOMNKW ans pabotbl ¢ B, BbiOpaHHOW B naHenu ba3sbl AaHHbIX:
— Co3paTb BeTKy — NS Co34aHnsa AoYepHeEN Nonb30BaTeNbCKON
BL;
— CpenaTb YCTaHOBOYHOW — [N Ha3Ha4yeHWsd YCTaHOBOYHOM
6a3bl 1 yctaHoBkn 06bekToB B/ B 1K Ankey SIEM NG;
— UMnopT peBn3anmn — Ansg uMnopta U3MeHeHUn n3 poanTenbCKON
BA;
— 3arpy3uTtb oOHOBRNEHUA — 414 3arpy3ku 06HOBEHWI U3 hbarna
(BocTynHa TONbKO ANgA cTanHgapTHon B);
— YnpaBneHue - MO KHOMKE pacKpbiBAeTCA MEHI0, KOTOpoe
COOEPXUT NYHKTbI ANA U3MeHeHus napameTpos b n yganeHus
nonb3oBaTtenbckon bBl.
B pabouen obnactu cTpaHunubl pacrnosioXeHbl:
— naHenb Ba3sbl gaHHbIX. CooepXnUT nepapxmdeckmnin cnmcok b.
CtaHpaptHas HeuameHdemass B[l daBnsetcs  KOpHEBbIM
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311IeMEHTOM CMNuUcKa M oTMevyeHa 3Ha4YkoM ﬂ YctaHoBo4Hasa b/l

OTMEeYeHa B CMUCKE 3HAYKOM -1; Papom ¢ HasBaHusimm B[l

yKa3aHO KONMyecTBO peBu3ni poautensckon b, usmeHeHus 3
KOTOPbIX AOCTYMHbI A4S UMMNOPTA;

NMpumeyaHue. Bbl MOXeTe CKpPbITb U OTKPbITb MNaHernb Basbl
OaHHbIX, Ucnonb3ysa €< un ».

— naHenb anga pabotel ¢ B. CogepXxuT napameTpbl U CMNUCOK
pesuaun b, BbiopaHHoM B naHenu ba3bl AaHHbIX. 118 Kaxgoun
peBn3nN yKasaHbl UMs MONb30BaTeNs, KOTOpbI n3meHun B[,
Aata n BpemMs nsmeHeHus. Npu BblbOpe peBu3nK NoSBNAKTCA
KHoMkn CpaBHeHUe No o6beKkTaM s cpaBHeHUs peBusnin B4
N kHornka CnusiHMe Ans aKcnopTta namMeHeHun BblbpaHHon Bl B
poaOUTENbLCKYK (KHOMKa HeAoCTyrnHa, €ecnu  poauTernbCKOM
aBnsieTca craHgaptHas B[l). Psgom ¢ kHonkon CnusiHme
oTobpaxaeTcsa KONMMYeCTBO PEBU3UN, U3MEHEHUA N3 KOTOPbIX
OOCTYMHbI 415 3KCcnopTa B poauTtenbekyto Bl.

Mpumevanune. Aamunuctpatopy Ankey SIEM NG Knowledge
Base poctynHbl peBusun B[, co3gaHHble  BCemMu
nonb3oBaTensiMn, onepaTopy — TOMbKO PEBU3NKN, CO34AHHbIE
UM CaMUM.

4.3.4 CtpaHuua lNakeTbl 3KCnepTUsbl

CtpaHuua npegHasHadyeHa ana paboTbl ¢ nNpaBunamm u  Tabnn4HbIMK
CrncKaMn, KOTOpble WUCMOMb3ylTcsa Ans obpaboTkm M aHanu3a [OaHHbIX B
Ankey SIEM NG.

[MaHenb MHCTPYMEHTOB COAEPXKNUT Ha3BaHWE CTPaHWLbI, a TaKkke crnegyowime
KHOMKW:

— Co3paTtb - 4Ons  CO34aHMs  NOMb30BaTENbCKUX  NpaBus
Koppensaumn, oboralwieHus, arperauyun, Hopmanusaumm U
TabnNU4YHbIX CMNCKOB;

— YcTtaHoBuTtb B SIEM - onga ycTaHOBKM OOBHLEKTOB B KOHBEMNEPDI
06paboTkm cobbITU;

— Wmnopt — gns nmnopta obbektoB B/.

B pabouen obnactu ctpaHuubl pacnosioXeHbl:

— naHenb Mankun. CooepXuT OOCTYMHblE MakeTbl SKCMEPTU3bl U
nanku, cosgaHHble ans XxpaHeHnsa obvektos B B. MNpu BbIGOpe
naketa akcnepTu3bl (Namnku) B Tabnvue oTobpakaeTcsi CnMcoK
obbekToB, Npu BblIOOpE oOTAENnbHOro 0ob6bekTa — cTpaHuua
obbekTa. )

Mo KHOMKe == Bbl MOXETe HacTPOUTb OTobpaxeHue B Tabnuue
0OBEKTOB M3 BIOXEHHbIX Narnox.

Mo kHonke +Bbl MOXeTe co3faTb NakeT 3KcnepTu3bl (nanky)
Ans xpaHeHus o6bekToB B B/I.
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NMpumeyaHue. Bbl MoXeTe CKpbITb U OTKPLITH OAHOBPEMEHHO
obe naHenu Manku n Habopbi ans
YyCTaHOBKM, UCMONb3ya € n ».

Mpn HaBegeHMM Kypcopa Ha nakeT 3KCnepTuabl (manku) B
[

CTPOKE C €ero Ha3BaHMEM MOSABNSAETCA KHoMka s. 1o KHonke
pacKpblBaeTCsA MEHK, KOTOpOe COAEpPXUT MyHKTbl Anis
N3MEHEeHUs, yaaneHus Nonb30BaTENbCKOro nakeTa
aKcnepTum3bl (Nankn) 1 co3gaHns BOXKEHHOW Nanku;

— lNaHenb Habopbl ana yctaHoBku. CoaepxuT Habopbl Ans
YyCTaHOBKM OOBbEKTOB B KOHBenepbl 06paboTkn cobbituii. Mpu
Bbl6ope Habopa B Tabnuue otobpaxxaeTcs CNMcok AobaBfeHHbIX
B Hero obbektoB. [1o ymonuaHuMio B NaHenu HaxoguTcs
CTaHOapTHbIM Habop Bce 06beKTbI.

Mo kHomke T Bbl MoxeTe cos3gaTtb HOBbIM Habop. [lpu
HaBeeHWM Kypcopa Ha CTPOKY C Ha3BaHMeM Habopa B NpaBoMu
[ ]

4acTU CTPOKU MOSIBINAETCHA KHOMKa 2, MO HaXaTul KOTOPOW
pacKkpblBaeTCs MEHH AN  WU3MEHEHUS, KOMUPOBAHUS U
yAaneHuss Habopa, BanuaauMm n aKcrnopTa ero oGbEKToB, a
Takke Ans co3faHusl BIIOXeHHOro Habopa.

B cTpoke ¢ Ha3BaHWeMm Habopa oTobpaxaeTcs 3Ha4oK cTaTyca
Banuaauum ero o6 bLEKTOB:

— BanunagauunAa BbilnoJiHeHa YCreLwHOo,

@ - Banuaauus He BbINOMHANAck UNM o0bbekTbl B Habope
OblNY N3MeHeHbI Nocrne Banuaauuu;

@ - Npwu Banugaunmn BO3HMKIN OLLINGBKN.

Ecnu B rmaBHOM MeH0 BblbpaHa ycTtaHoBoYHast B[, B cTpoke ¢
Ha3BaHMeM Habopa Takke oTobpaxaeTcs 3Ha4oK craTyca
YCTaHOBKW ero 06beKTOB:

{

— — BCE 00BEKTbI YCTaHOBJIEHBbI,

{

——- — HEKOTOpble YCTaHOBfIEHHble OOBLEKTbl HeaKTyasbHbl,
NOCKONbKY OHM OOHOBMEHbI B MNakeTax 9SKCNepTu3bl
ycTaHoBoYHoOM B/;

— He Bce 00BbEKThI YCTaHOBJ1E€HbI;

!

— — HW OOWH 0O6BEKT 13 Habopa He YCTaHOBIEH — BCreACcTBMeE
CMeHbl ycTaHoBoYHOM B[l wnu BOBCe HuUKorga He
yCTaHaBnMBasnuchb.

— BKfagka <HasBaHue nakeTa 3KCnepTusbl (Manku)>, COaepXuT
Tabnuuy co cnmckom obbekToB. B Tabnuue oTtobpaxarotca
00beKkTbl MakeTa 3KCnepTu3bl (Nanku), BbIBpaHHOro B naHenmu
Manku, koTopble BXogAaT B Habop Ans ycTaHOBKM, BbiIOpaHHbIV B
naHenvu Habopbl ANs yCTaHOBKMW.
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Mpumeyanune. [Jna Bbibopa B Tabnunue HECKONbKMX 0OBHLEKTOB
noapsiA Bbl MOXETEe Ucnonb3oBath knasuwy Shift, ansa seibopa
HECKONbKMX OTAEnbHbIX 006bekToB — knasuwy Ctrl. YTo6bI
BblbpaTb BCe OOBLEKTbI, MOXHO WCMONb30BaTb KOMOWHALMIO
knasuw Ctrl+A.

B BepxHen yactu naHenu pacnosioXeHol:

none ans GbicTporo noucka o6beEKToB B cnucke. Mo kHomke Y
Bbl MOXKETE HacTPOUTb PUNbTPALMIO OOBLEKTOB B CMUCKE;

»
kHonka ¢ [Ona M3MeHeHUs BblOpPaHHOro MONb30BaTENbCKOro
o0beKTa;

KHOTMKa e&] Ona KonnmpoBaHUA Bbl6paHHOFO 00bekKTa;

khorka [ ans yoaneHus BblOpaHHbIX MOb30BaTENbCKUX
00BbEeKTOB, He YCTaHOBMEHHbIX B KOHBeWepbl 006paboTkm
cobbITnn;

KHOMKa E ana nepemMeLlleHnaA Bbl6paHHbIX norib3oBaTesIbCKNX
obbekToB Mexay narnkamum nin naketamm 3KCrnepTnsbl,

KHOMKa = » ans go6aBneHus BblGpaHHbIX 06bEKTOB B Habop ans
YCTaHOBKM MUK UX yaaneHus ua Habopa;

KHOMKa @ Ans Banuaaumym oobekToB. [Npy HaBeaeHUN kypcopa
Ha KHOMKYy BO BpeMsi Banuaauum otobpaxaeTcsl BChnbiBatoLLas
rnoackaska ¢ MHAMKATOPOM BbIMOJTHEHWS;

kHonka [ Ans akcnopta ob6bekToB B B (hann ¢ pacwmpeHnem
kb nnu B ZIP-apxuB.

MpumeyaHune. [lo KHonMke & B CTpOKE 3arofloBKOB
KOJNTIOHOK Bbl MOXeTe BblbpaTb OoTObpakaemble B Cruncke
KOMNOHKM C NapameTpammn 06 bEeKTOB.

[ns o6bekToB B Tabnuue ykasaHbl cnegylowmne napameTpbl:
B konoHke CtaTyc Banugaumm otobpaxaeTcs 3HayoK crtatyca
Banupaumn oobekTa:

— Banuaauma obbekTa He BbINOMHAMNach U1 oH obin
M3MeHeH nocne Banugauuu,

@D _ Banuaaums BbINONHEHa YCMeLUHo,

0 — Npu Banugaummn obbekTa obHapy>XeHbl OLLNOKHY;
B konoHke WpeHTucpukaTop ykasaH Kog obObekTa, KOTopbin
dhopmMmMpyeTCca aBToOMaTMyeckn npy co3gaHnmn obbekTa;
B KOJSIOHKe HasBaHue ykaszaHO CMCTEMHOe Ha3BaHWe OOBbEKTa,
KoTopoe wucnonb3yeTcsa ana wuaeHtudgukaumm obbekta. [lo
CCbIfIKe B KOJTOHKE Bbl MOXETE OTKPbITb CTPaHULY 00beKTa;
B KONoHKke OnucaHue nNpMBOANTCS OnNuUcaHne obbLEKTa;
B KONoHke Tun oTobpaxaeTcs 3Ha4YoK TUna obbekTa:

U- nosiyyeH n3 ctaHgaptHon b,

& — CO3AaH Nnomnb3oBaTenem.
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3Ha4ok e yKasblBaeT Ha TO, 4YTO OObeKkT co3gaH B
pes3ynbTaTte KONMpoBaHUSA ApYroro 00bekTa; npu Haxatum
Ha 3HA4YOK OTKPbIBAETCA CCbIfIka Ha OpUrMHanbHbIN
0OBbEKT;

— B koroHke ¥ ykasaHa wHdopmauus o cTaTyce yCTaHOBKM

o6bekTa B KOHBeepbl 06paboTkn CobbITUIA:

l

— — 0OBEKT YCNELLHO YCTaHOBIEH;

{

—- — YCTaAHOBMEHHbIN 0OBHEKT HeakTyarneH, NOCKOMbKY OH
0oBHOBMEH B NakeTax aKCnepTuabl ycTaHoBOYHOM B[;

0 — OBbEKT YCTAHOBIEH HE BO BCE KOHBEWEPDI (CTaTyC
MOXeT oTobpaaTbCsA TOMbKO MPU HaNMMYUN HECKOSbKNX
KOHBenepoB 06paboTku cobbITUR);

{

—- — O0ObekT He ycTaHoBneH. Bcneacteme CMeHb
ycTaHoBoYHOW B[l nnu BoBCce HMKoraa
He yCcTaHaBnuBarcs.
Ecnn B cucteme ycTaHOBMNEHO HECKOSIbKO KOHBEWEepOoB
obpaboTkn cobbITin, cnpaBa OT 3Ha4yka crTaTyca
Haxo4MTCs 3HAYOK C UM PO, yKasbiBarOLLEN KONTMYECTBO
KOHBENEPOB, B KOTOPbIE YCTAaHOBIEH OOBLEKT;

— B KornoHke lNanka yka3saHa nanka, B KOTOPOW XpaHUTCS OOBHEKT B
B. Mo ccbinke B KOMOHKE Bbl MOXETe OTKPbITb Tabnuuy co
CMUCKOM BCEX OOBEKTOB B 3TOM Narike.

— Bknagka O nakete. CooepXXuT onncaHne BblIOpaHHOro B NaHenm
Mankn nakeTta aKkcnepTU3bl.

4.3.5 Ctpanuua Makpochbl

CTtpaHuua npegHasHadeHa nsi HaCTPOMKM MakpocoB (CcM. pasgen 17.13.5).
[MaHenb MHCTPYMEHTOB COOEPXUT Ha3BaHWE CTPaHULbl, a TaKkKe crneagylowme
KHOMKW:
— Co3paTb — Ans co3gaHnsa nofb30oBaTeNbCKOro Makpoca,;
— PepakTupoBaTb - ans N3MEHEHNs BbIGpaHHOro
Nnofb30BaTEeNbCKOro Makpoca,;
— Co3paTb Konuk — 4551 KONMpoBaHUA BblIBpaHHOIro Makpoca,
— Ypanutb — Ons yganeHusa BbIOpaHHOro Mofb30BaTeNbCKOro
MaKpoca;
— Banmpauua - Ons NpoBEpPKM MNPaBUIIbHOCTUM CTPYKTYpPbl U
CUHTaKcuca Kkoga BblIbpaHHOro Makpoca;
— MeTkn - ansa go6aBneHns MeTOK Ans BbIOpaHHOro mMakpoca.
B pabouen obnactu cTpaHunubl pacnosioXeHbl:
— naHenb MeTkn. CoagepXut CAUCOK METOK, CO34aHHbIX Ans
MakpocoB. [lo ymonyaHuio B nNaHenu Cco3gaH  CrUCOK,
cogepxalumin ctTaHgapTHbIE METKU U rpynnbl METOK.

Mo kHonke T BbI MoxeTe co3gaBaTb NONb30BaTENbCKUE METKM
n rpynny meTok. [onb3oBaTenbckMe MeTKM M rpynnbl METOK
Oyoyt pobaBnatbca B cnucok JlokanbHas cuctema. [lpu
BblbOpe I'IOJ'Ib3OBaT?J'IbCKOI7I rpynnbl METOK B CTPOKE C ee

NnosABNAETCA KHOMKa <. [0 KHOMKe packpbiBaeTCA MEHI0, KOTOpPOoe
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COOEPXUT MYHKTbl AN [o6aBneHus MeTKM, U3MEHEHUs W
yAaneHus rpynnbl MmeTok. Mpu BeiGope Nonb3oBaTenbCKON METKM

B CTPOKE C ee HasBaHWeM MosIBNsieTCcsl kHomka :. o KHomke
packpbiBaeTCs MEHI0, KOTOPOE COAEPXMUT MNyHKTbl  Anis
N3MEHEHMS N yaaneHus MeTKu,;

NMpumeyaHue. Bbl MOXeTe CKpbITb M OTKPbITb NaHens MeTku,
ncnonbaysa € un ».

— naHenb ¢ Tabnuuen makpocoB. Ecnv B naHenu MeTku BbibpaH
nyHKT Bce makpochl B Tabnuvue otobpaxatoTcst Bce co3aaHHble
Makpocbl. Ecnn B naHenu MeTku BbibpaHa meTka, B Tabnuue
OTOGpaXKalTCst MaKpOChI, AN KOTOPbIX YCTAHOBMNEHA 3Ta METKa,
ecnu rpynna MeToK — MakpocChl, 5151 KOTOPbIX YCTaHOBMEHA XOT4H
Obl 0OgHa MeTKa 13 BbIOpaHHOWM rpynnbl.

B BepxHen yacTu naHenu pacrnornoxeHo none ans GoicTporo
noucka B Tabnuue no wuaeHTUUKaTopy, Ha3BaHUKO UK
CUCTEMHOMY Ha3BaHWIO Makpoca, ykasaHHOMY B ero koge. o
kHornke lMepekntountbesa B (hunbTp Bbl MOXETE HACTPOUTb
unbTpaumo Makpocos B Tabnuue.

MpumeyaHune. Bbl MoxeTe BblOpaTh KOMOHKKM, OTOOpaxaemble B
Tabnuue, no KHomnke e CTPOKE 3arofiloBKOB KOMOHOK.

— B KONOHKax Tabnuubl ykasaHbl Crneaylolmne XxapakTepUCTUKM
MaKpOCOB:
cTaTyc Banuaaumm Makpoca:
- Banuiauusi He BbINOMHSANACb WM Makpoc Obin
N3MEHEH nocrne sanugaumu,
@ - Bannaauvs BeINONHeHa ycneLwHo,

- npv Banugaumm rpynnbl 06Hapy>KeHbl OLUNOKH;

— WpeHtndmkatop - KoL Makpoca, KOTOpbIM CO30aeTcs
aBTOMAaTUYECKM MPU ero Co3gaHum;
— HasBaHMe - HasBaHMe Makpoca, aganTMpoBaHHOE Ans

npeactaBneHns B MHTepdence;
OnucaHue — TEKCTOBbLIN KOMMEHTapPWUN;
— Twn - oTobOpaxkaeTcs 3Ha4YOK TUNa Makpoca:
U- nonyyeH U3 ctaHgaptTHon b,
- - co34aH Nonb30BaTeNeM.
3HayokK & yKasblBaeT Ha TO, YTO MaKpoC co3daH B
pesynbTaTte KONMpoBaHUSA ApYroro Makpoca; npu HaxaTum
Ha 3HaA4YoK OTKPbLIBAETCSA CCblfIka Ha OpUrnMHanbHbIN
MaKpoc.
— naHens <Ha3BaHMe  Makpoca>. MaHenb  cogepxut
MHdOpPMaUUIo 0 BbIDpaHHOM Makpoce, YCTaHOBIIEHHbIX AN HEro
MeTKax, CYLLECTBYIOLUMX apryMeHTax 1 Ko Makpoca.
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4.3.6 CtpaHuua Cxema noneun cobbITUN

Jlo6oe cobbitne IMK Ankey SIEM NG npegctaBnseTr coboin COBOKYMHOCTb
nonewn, 3anofiHEHHbIX 3HAYeHUsMU, onpegensowmnmMmm 3To cobbiTe. Cxema nonen
COObITUN COOEPXUT NepeyYeHb BCex Norierm M Ux AonyCTUMbIX 3HaveHun. CTpaHuua
npegHasHayeHa ans npocMmoTpa cxeMbl Nonen cobbITUN.

B pabouent obnactu ctpaHuubl pacnosnoXeHsbl:

— naHenb Cxema nonen coGbiTun. CoaepxuT Bce AOCTYMHblE
nons cobbitur MK Ankey SIEM NG. [na kaxgoro nons ykasax
noaaepXXvBaemMblin TUN AaHHbIX.

B BepxHen 4acTu naHenu pacrnosfioxeHo nosne ans 6ulcTporo
nomcka nonga cobbITUsi NO ero Ha3BaHuIo;

— naHenb Ang npocmoTpa uHGopMauMm O BbiOpaHHOM none
cobbiTnsa. B naHenu ykasaHbl Ha3BaHWe, OnucaHue, KaTeropus,
nogaepXXmBaemMbli TUN AaHHbIX Nons cobbiTvs M crnegyrowme
aTpubyThI, yKasblBalOLLME Ha BAapUaHT UCMOMb30BaHNS NOMs Npu
pabote c cobbiTusmn u coctaBneHnn PDQL-3anpoca no
cobbITNAM:

— aggregatable — K 3Ha4YeHNsIM NONSA HECKONbKUX COBLITUIA MOXHO
NPUMEHUTb arperaTHble PYHKLWK;

— asset resolution — 3Ha4yeHWe nond  UCMonb3yeTcsa  Ans
naeHTurKaunmn akTnea;
— distributable = no 3HayeHMAM nMONdA MOXHO pacnpenenuTtb

coObITUS N0 BpeMeHu (time, start time, recv time);

— filterable = no 3Ha4YeHUsIM NONA MOXHO PUNBTPOBATbL COBLITUS;

— groupable — NoO 3Ha4YeHUAM MO MOXHO rpynNNMpoBaTh COBLITUS;

— selectable = MOXHO nony4nTb 3Ha4YeHMe Nons,

— sortable — N0 3HaYEHUAM MOMNA MOXHO COPTMPOBAaTb COBLITUA.

— naHenb [AonycTumble 3HaYeHusas cBouctBa Enum.
OTkpbiBaeTcss npu Bblbope nonen cobbiTUA C TUMOM OaHHbIX
Enum wun cogepXuT CAMCOK 3HAYeHWn, KOTopble MOXEeT
npuHMUMaTh BbibpaHHOE none.

4.3.7 CtpaHuua XypHan yCTaHOBKU

CTpaHyua npegHasHaveHa Aansa npocMoTpa XXypHana yCTaHOBKM 0ObeKToB B
KOHBenepbl 06paboTkn cobbITUN.
B pabouen obnactu cTpaHuubl pacnosoXeHbl:
— naHenb Ans Bblibopa 3anucu xxypHana. B BepxHen yactu naHenu
HaxogaTcs kHonkum Crtatyc u KoHBenep [Ans HacTpOWKM
UnNbLTPOB MO CTaTyCy YCTaHOBKM U MO KOHBEeWepam, a Takke
3Ha4oK £H ans Bbibopa gaTbl 3anucy;
— naHenb Ans npocmoTpa 3anucu. CoaepXut uHdopMauuio o
BblOpaHHOM 3anucu;
— naHenb Ans npocMoTpa owmnbok. Ecnm npu yctaHOBKE 06BHEKTOB
BO3HMKNA owwunbka, B naHenu oTtobpaxaeTca ee noapobHoe
onucaHue.

59



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

4.3.8 CtpaHuua Hactponka MHCTpyMeHTapus ansa pa3paboTku
npasun SIEM

CtpaHuua npegHasHadeHa ans Bblbopa Bepcun SDK gnsa Banugaumm
obbekToB B/.
[MaHenb WHCTPYMEHTOB COAEPXUT Ha3BaHME CTpaHuubl, @ TakkKe KHOMKY
YcraHoButb SDK ana sanuaauum nnn BocctaHoButb SDK ana Banupauumm.
B pabouent obnactu ctpaHuubl pacnosnoXeHsbl:
— naHenb Ana npocmoTpa WHdopMmaumm 06 KCnonb3yemblxX
Bepcusix SDK u cxembl nonem cobbitui, a Takke 06
YCTaAHOBSEHHbIX BEPCUAX KOHBEWEpPOB 006paboTkm CcobbITUI.
Bepcun SDK moryT pasnuyartbes:
— SDK pgna Banvpgaumm - SDK, € nomowpb  KOTOPOro
Banuaupytotcsa obbekTbl B (Bepcuio MOXHO BbibpaTh);
— SDK cucremHoro koHTeHTa — SDK o6bekToB B cTaHgapTHon B/I.
— naHenb gns Bbibopa Bepcum SDK. CoaepXnt CNMCcokK AOCTYMNHbIX
ana yctaHoBkm Bepcun SDK. B BepxHern 4actu naHenu
pacnonoxeHo none gns novcka SDK no Homepy Bepcuy;
— naHenb Ans npocMoTpa WHGOPMauuM O BEPCUAX YTUNAT,
BXO4sAwWMmMX B BblOpaHHbIN SDK.
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5 Aktyanusauusa UT-nHdgppacTpykTypbl
npeanpuaTtus. PaboTta ¢ aktuBamm

Pabota c cuctemonm HaumMHaeTcs co cbopa cBegeHun 06 akTmBax. JTO
no3BonsieT nonyuuTb npeacrasneHme 06 WHGPOPMALMOHHON MHAPACTPYKTYpe
npeanpusTus.

Bbl MOXXeTe aHanm3npoBaTb AaHHbIE 06 akTUBaX 1 CBA3AX MeXAY HAMMU, YTOObI
NPUHMMAaTL PeLUeHus rno ynpasneHunto NT-nHpacTpyKTypon.

5.1 MHBeHTapu3auus akTMBOB

AktnB B K Ankey SIEM NG - nHgopmauna nnm obopyaosaHue, nMetoLLme
LEHHOCTb ANsA NpeanpusaTia U nognexalime 3awmre ot knbepyrpos.

CeegeHus, cobpaHHble 06 akTMBe, COCTaBMSAT MOLENb aKTMBA.

Bbl MoxeTe [o6aBnATb akTUBbI BPYYHYIO, MMMOPTMPOBaTh M3 cdanna (cm.
pasgen 5.1.2.2) unun nsa MP8. Ygansaetcsa aktue nnbo BpyYHyto, NMMbo aBToMaTn4eCcKu
— Npw ero yctapesaHun (cMm. pasgen 5.1.4).

Bbl Takke MoxeTe 00beauHATb akTMBbl B rpynnbl (CM. pasgen 3) ans
ynobctBa paboTbl ¢ cucTeMon: Ana OoTobpaeHust B cUMCTeMe OpraHM3aumoOHHOW
CTPYKTYpbl NPeAnpuUsaTUs, NrnaHMpoBaHUS 3agay Ha CKaHMpOBaHWE Y3roB, reHepauum
OTYETOB.

5.1.1 UpeHTndukaumsa akTuBoB

MK Ankey SIEM NG oOHapyxuBaeT akTuBbl MNpM CKaHMPOBaHMM CETU
npeanpuaTus, a Takke npu cbope n aHanuse cobbiTun. OBHapyXeHHble akTuBbI
Heobxo4MMO nMaeHTUUUNPOBaTL, NPU 3TOM pasnunyaeTcs ObHapyXeHWe akTUBOB U
NpUBA3Ka CYLLLECTBYHOLLMX aKTUBOB K CODBLITUSAM.

CTteneHb NONHOTbI NOEHTUMULNPYIOLNX AaHHBIX, 4OCTATOYHbIX 4115 CO3A4aHNS
3anMcu 0 HOBOM WK OBHOBIEHUA cyllecTBylowen 3anncu o6 akTMee, 3aBUCUT OT
KOHTEKCTa, Hanpumep, OT MeToda CKaHWMPOBaHUS akTMBa, POnv akTMBa B COObITUM,
NCTOYHMKA COBLITUN.

[MpuBA3Ka aKTMBOB K COObLITUAM He BRMSET Ha COCTOsiIHME 6asbl OaHHbIX
aKTMBOB W OrpaHMYMBaEeTCs MOMbITKOM HaWTUM Haunydlee COOTBETCTBUE MeXAy
akTmBamm B 0ase [aHHbIX U uaeHTUdukatopamu, cogepxawmmuca B CobbITUN.
ANroput™M uaeHTUUKaumMn npu npuBs3Kke akTMBOB K COObITUAM OTNu4aeTcss OT
anroputMa ngeHtudmkauumn npy obHapy>KeHUn akTMBOB.

NpoeHTudukaumss akTMBOB — 3TO CpaBHEHWEe OTAeSNbHbIX aTpubyToB akTuBa
(ero ngeHTUmkaTopoB) ¢ atpmbyTamm CyLLECTBYIOLLMX aKTUBOB, O KOTOPbIX €CTb
3anucu B 6ase gaHHbIX. B cnyvyae naeHTudukaumm npy obHapyXeHun akTMBOB MO
nToram cpaBHeHus nMbOo co3faeTcs 3anucb O HOBOM akTuBe, NGO OBHOBMAKOTCA
3anMcu O CyLLEeCTBYHOLWMX akTuBax. Ecnu ngeHTuduumpyeTcst aktme, y4acTBYOLWNA B
cobbITUK, TO B Cry4ae ycnewHon naeHTudmrkaunum aktmea co3gaeTcs 3anmcb O CBSA3M
aKTuBa C CoObITMEM.

Y aktnBa MoryT 6bITb CrneaytoLmne naeHTUguUKaTopbI:

— Type — T1n onepaumoHHON CUCTEMbI;

— VMID - yHVKanbHbIA KoY BUPTYyarbHOMW MalUWHbI B KOHTEKCTE
KOHKPETHOW BUPTYyarbHOW MHAPACTPYKTYpbI;

— IsVirtual — npu3Hak BUpTyanbHOCTW y3Na;
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— Systemld - yHuKanbHbI® MaeHTUdUKaTop cuctemMbl (cnocob
bOpMMPOBAHNA  3aBUCUT OT KOHKPETHOW  OnepaunoHHOMN

CUCTEMDI);
— Hostname — uma y3na, 3agaHHoe Ha caMOM y3ne;
— FQDN - nonHoe wuMs ysna (3HadeHue, koTopoe 6Oyaer

oTobpaxaTbCa npu ayamTte y3na B pexume ©Oenoro swmka,
6€30THOCUTENTbHO BHELUHNX CEPBEPOB UMEH);

- MAC - cnucok poctynHbix MAC-agpecoB  (Mckntovas
BUpTyanbHble, Takne kak MAC-agpeca  NpOTOKONOB
OTKa30yCTOMYMBOCTW);

- IP - CMNCOK AOCTYIMHbIX IP-agpecos (Tonbko
MapLUpYTU3NPYEMbIX 3a Npeaesibl CerMeHTa); — Failover -
CMUCOK CepUHbIX HOMepPOB Yy4vacTHWKOB failover-rpynnsl (ans
Cisco ASA).

5.1.1.1 O6bHapyxeHue akmueoes

Moa obHapyxeHMeM akTuBa nogpasymeBaeTcsa nosiydyeHve Habopa AaHHbIX,
NOEHTUMULNPYIOLNX aKTUB, AOCTATOYHOro ANS CO34aHUA HOBOW MM OBGHOBMEHUS
cyllecTBytoLlen 3anmcn o6 aktmee. [ns cocTtaBneHus 1M nogaepkaHus MOfHOro u
akTyanoHoro npegcraeneHns o6 IT wuHpacTpyktype npeanpusitus B CUCTEME
MCNONMb3yITCA MeTOAbl Kak HEnoCpeaCTBEHHOro  OBHapyXeHus - nyTem
CKaHMPOBaHWUS CaMOro akTMBa, TaK WU KOCBEHHOro OOHapyXeHWs akTMBOB — MNpwu
aHanuse nHpopMaumm o0 Opyrux akTmBax, KOTOPYK COAEPXKUT CKaHUPYEMbIN akTuB, U
npwv aHanmse coobITU.

K HenocpeacTBeHHbIM MeTogaM  OOHapy)XeHUs akTMBOB  OTHOCSITCSH
CKaHMpOBaHME CETEBbLIX Y3r0B B pexumax 6enoro swmka (mogynem audit) n yepHoro
Aawmka (mogynem pentest), nobaBneHne akTMBOB BPY4YHYO M MMMOPT akTUBOB U3
danna.

PesynbTaTbl CKaHMpOBaHWSA akTMBOB Mony4vaeT cnyxba ynpaBneHus
ckaHmpoBaHnem (Core Scanning), ata xe cnyxba nonydaeT pesynbTaTbl PYyYHOro
BBOZA M MMMNOPTa akTUBOB.

K KoCBEHHbIM MeToAaM OBHapyXeHUst akTUBOB OTHOCATCHA OBHapyXeHue Ha
OCHOBE [aHHbIX OPYrMX akTMBOB M OOHapy)XeHMe Ha OCHOBE AaHHbIX O cObbITMAX. B
obounx cny4vasix oBHapyXeHHble akTUBbl MOCTYNalT Ha BXon Cnyxbbl ynpaBneHus
CKaHMpoBaHueM. Takum ob6pa3omM, HE3aBMCMMO OT MeToaa OOHapyXeHUs1 akTUBOB MX
AanbHenwasn obpaboTka NnponcxoguTt eAnHOOGpasHo.

Ha ocHoBe OaHHbIX APYrnX akTUBOB, NOSyYEHHbIX CKAHUPOBAHMEM B peXume
6enoro Awmka, MoryT 6bITb O6HapPYXeHbI CneayLmMe akTUBbI:

— Npu CKaHWpoBaHWW KOHTposinepa pJomeHa Active Directory
06GHapyXMBaKTCH aKTUBbI-y4aCTHMKN AOMEHa C OnepaumoHHOM
cuctemon Windows;

— npu ckaHupoBaHuu cepBepa Microsoft System Center
Configuration Manager (SCCM) o6HapyXuBalOTCS aKTuBbI-
knmeHtel SCCM ¢ onepaumoHHon cuctemonm  Windows,
WHOpMauuen o ceTeBblX WHTepdencax n ycTaHOBMEHHOM
nporpammMHoM obecneyeHuu;

— npu cKaHupoBaHuM cepBepa Kaspersky Security Center
0BOHapyXMBaOTCHA aKTUBbI-KNNEHTbI C ONEPALMOHHON CUCTEMOW
Windows;
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— npu ckaHupoBaHuu runepsusopoB VMware ESXi n Microsoft
Hyper-V oGHapyXvBalOTCs akTUBHblE BUPTyasibHble MalLMWHbI,
ecnu rmnepBu3op nNpefocTaBnseT LOCTaTOYHYH WHGOpMaLmMIo
006 nx ceTeBbIX MHTEpPeNncax N yCTaHOBNEHHOW onepaunoHHOM
cucteme (NonHoTta uHdOpMauMu, OOCTYNHOW rMnepBu3opy,
3aBMCUT OT rOCTEBOW OMNEPALMOHHOM CUCTEMbI WU HanNU4us
yCTaHOBMEeHHOro Habopa ytunut VMware Tools).

— NpW  CKaHWPOBaHMM CETEBbIX YCTPOWCTB aHanuaupyeTcs
nonyvyeHHas no npotokoriam CDP wn LLDP wuHdopmaums o
cocefHUX ycTpoucTBax, ux tune, IP-agpecax n onepauvoHHOM
cucTemMe 1 0BHapyXXMBalTCA COOTBETCTBYHOLLUNE aKTUBbI;

— NpW  CKaHWUPOBaHMM CeTEBbIX YCTPOWCTB aHanuaupyeTcs
nonyyeHHast nHcpopmauna o6 aktyanbHbIx cBaskax « MAC-agpec
- IP-agpec» B 6aze DHCP snooping 1 o6HapyX1uBaroTCA akTUBbI
— ceTeBble y3rbl C JaHHbIMK agpecamy;

— NPV CKAHMPOBAHMM aKTMBaA HA OCHOBE ANHAMUYECKMX 3anncen 13
ero ARP-Tabnuubl o6Hapy>X1MBarTCA aKkTMBbl — CETEBbIE Y3Ibl
(3a ucknoyeHnem 3anucen proxy ARP, local proxy ARP wu
3anucen c supTtyanbHbiMu MAC-agpecamn);

— NPV CKaHMPOBaHWWN aKTUBaA HaA OCHOBE WMHMOpPMaLMK O LUNH03aXx,

NonyYeHHow n3 ero Tabnuubl MapLipyTm3aumm,
obHapyX1BalTCs akTuBbl C ykasaHHbIM |IP-agpecom u ponbto
«MapLpyTU3aTop».

O6HapyXeHne akTMBOB Ha OCHOBE AaHHbIX APYroro aktuea npou3BOANTCS He
Ha 3Tane CKaHMPOBaHWSA, a Ha 3Tane o06paboTKM [AaHHbIX WMCXOOQHOro akTuea
arperatopom (UckrnoyeHne — obHapyxXeHue knueHTckux aktmsoB SCCM, koTopoe
Npoun3BOaMTCA Ha aTane ckaHnpoBaHus SCCM).

O6HapyXeHne akTMBOB Ha OCHOBE [aHHbIX O COBOLITUSX OCYLLEeCTBNAEeTCS
nyTeM aHanua3a HopManmn3oBaHHbIX COObITMIA. [TOCKONbKY B MOTOKE HOPManM30BaHHbIX
CcOBbITUIN MOXET NPONUCXOAUTL BONbLLIOE KONIMYECTBO O4HOTUMHBLIX COBLITUIN B €OUHULY
BPEMEHMW, HA OCHOBaHMM KOTOPbIX MHOFOKPaTHO MOXET ObiTb NMPUHATO peLUeHME O
co3gaHum 3anmcu 06 ogHOM M TOM XXe akTMBe, Ha 3TOM Xe 3aTane npou3BoguTcA
npegBaputenbHoe  obbeguMHeHMe  OBHapYXXEHHbIX  aKTUBOB  C  MOJTHOCTbIO
OAMHaKoOBbIMU Habopamn mnaeHTUUKaATOpoB. AKTUBLI C YHUKanNbHbIMKM Habopamu
NOeHTMOMKaTOPOB NOCTYNAaT Ha BXOA CIy>KObl YyNpaBneHns CKaHMPOBaHMEM.

Ha ocHoBe [aHHbIX O cobbITAX MOryT ObiTb OBHapyXeHbl cregyowme
aKTUBbI:

— aKTUB — KIMMEHTCKUN y3en — U3 cobbiTuin HasHayeHus IP-agpeca;

— aKTMB — CETEeBOE YCTPOMCTBO C IP-agpecom UCToYHMKA cOObITUSA
(ans ceteBbix ycTponctB Cisco n CheckPoint GAIA);

— aKTuMB — ceTeBoOe ycTponcTtBo ¢ Systemld nctodHmka cobbiTus
(ana yctpoucts Fortinet FortiGate);

— aktmB ¢ FQDN wuctoyHuka cobbitnsa (ans ncrtodHukos Microsoft
Windows n VMware ESXi);

— aKTUB-KNMMEHT C YCTaHOBIIEHHOW OrepauvoOHHON CUCTEMOWN
Microsoft Windows, ykasaHHbiMvn FQDN wu IP-agpecom - u3
cobbiTnin cepepa Kaspersky Security Center;

— aKTUB-MapLpyTmnsaTop - n3 cobbiTnA Heyaa4Hou
ayteHTudukauum FHRP oT ceteBbix ycTponcts Cisco;
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— akKTmB-cepBep syslog — U3 cobbITUSA Hayarna XypHanMpoBaHus oT
ceTteBbIx ycTponcTtB Cisco I10S;

— akTtuB-cepsep goctyna k cetn (NAS) — n3 cobbiTuin 0T cepBepoB
AAA;

— aKTUB — KINNMEHTCKUI y3en — u3 cobbITUI BbINONHEHWSI KOMaHAbI,
YCMNeLWHOro M HeycnewHoro Bxoda B CUCTEMY W BbIxoda U3
CUCTEMbI OT pPasfnyHbIX CeTeBbIX YCTPOUCTB (TONbKO And
rnoKanbHbIX agpecoB, cOOTBETCTBYOWMX AokyMeHTam RFC 1918
n RFC 4193);

— aktus-cepsep NTP - n3 cobbiTus Bbibopa cepBepa OT ceTeBbIX
yctponcte Huawei VRP (Tonbko And nokanbHbIX agpecos,
cooTteeTcTBYlOWMX AokymeHTam RFC 1918 n RFC 4193);

— aKTMB — ceTeBOe YCTPOMUCTBO M akTmB-knmeHT SNMP - u3
cobbiTna HeygavHon ayteHTudumkaumm SNMP oT ceTeBbIX
yctponcTs Juniper Junos OS (KnneHT obHapyXmMBaeTcs, TONbKO
€CNnn ero nokanbHbIN agpec cooTBeTcTBYeT AokyMmeHTam RFC
1918 n RFC 4193);

— aKTMB — CeTeBOe YCTPOMCTBO W aktme-cepsep LDAP - wu3
cobbITnA ycnelwHoro nogkntoveHus Kk cepesepy LDAP oT ceTeBbIX
yctpoucTts Palo Alto.

5.1.1.2 Aneopummbi uGeHmugukayuu akmueoe

Mpv aHanuse cobbITUiA GE30MAacHOCTU, a Takke MPU CKaHMPOBaHMU CETEBbLIX
y3I0B NnroLaak1 TpebyeTcsa npaBunbHO NaeHTUMUMPOBaTh akTuBbl. CkaHMpoBaHue
OHMM KOJIIIEKTOPOM CETEBbLIX CETMEHTOB, akTMBbI B KOTOPbIX MMEKT 04HU U Te Xe IP-
agpeca, MOXeT MPMBECTU K HEBEpHOW arperauuy akTMBOB: BMECTO HECKObKUX
aKTUBOB CUCTEMA MOXET UOEHTUPULMPOBATL OAMH akTUB. Takke Hanuyne B Crincke
aKTUBOB C 0ANHaKOBbLIM IP-agpecom MOXeT 3aTpyAHUTb NOMCK HEOGX0AMMOro akTuBa.
Mpy HanmuuuM B cocTaBe MNIOWAAKN TakMX CErMEeHTOB CEeTU AN KaXOoro M3 HuX
cosfaeTcs oTAenbHas WHdpaAcTpykTypa. B 3agave ckaHMpoBaHWsi ykasblBaeTcst
MHpacTpyKkTypa (ECNM UX HECKONBbKO), COOTBETCTBEHHO AN CKAHUPOBAHWUS pasHbIX
NHAPACTPYKTYP CO34al0TCs pasHble 3a4aun.

NMpumeuvaHne. [locne passeptbiBaHna 1K Ankey SIEM NG  wumeeT  ofHy
nHpacTpykTypy WMHdpacTpyktypa no ymon4aHuiw. [logpobHee o paboTte c
MHpacTpykTypammn cm. PykoBoacteBo agMmuHuctpatopa Ankey SIEM NG 5.2.3.

MceBAOHUMbI NapaMeTPOB MHAPPACTPYKTYP, K KOTOPbIM NPUHAANEXaT aKkTUBbI,
Bbl MOXETE UCMNOob30BaTb AN punbTpauum, HaCTPOMKM NPeacTaBneHusl AaHHbIX B
Tabnuue akTMBOB U AN CO34aHUS AMHAMUYECKMX TPy aKTUBOB.
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Anzopumm uéeHmughukayuu rnpu o6HapyXeHUU aKmueoe

Mpy obBHapyXeHMM aKTMBOB WAEHTUMUKALUSA NPOUCXOAUT  CrneayroLum
obpa3oM: obHapy>KeHHble aKTMBbI NOCTYNAKT B CNyx0y ynpaBneHna cCkaHMpoBaHMEM
OT OOHOr0 M3 UCTOYHMKOB (MOAYFen CKaHWMPOBaHUS, PyYHOro BBOAA, MMMopTa U3
anna, oOOHapyXeHWss Ha OCHOBE [aHHbIX O cobbiTMAx). 3atemM B cuUCTeEME
CpaBHUBAKTCA UOEHTUMKATOPbI MPOCKAaHMPOBAHHBLIX aKTUBOB (B MepByl ovepenb
noeHtudukatop Type) ¢ maeHTUdMKaTopamun CyLleCcTBYHOLWMX B MHAPaACTPYKType
aKTMBOB. B 3aBMCMMOCTM OT pe3ynbTaToB NPOUCXoAnT obHoBneHue 6asbl AaHHbIX
aKTMBOB NO OQHOMY U3 CLEeHapUEB:

— ecnu coBnagieHni HeT — co3aeTcy HoBas 3anucb 06 akTvBe, B KOTOPYHO
3aHOCATCS BXOoAsLMe MoAeSbHble JaHHbIE;

— ecnn Bxoaswemy Habopy uWAeHTMUKaATOPOB COOTBETCTBYET OAMH
CYLLIECTBYIOLLNA aKTUB — BXOAsSLWME MOAEfNbHble AaHHbIE 3aHOCATCA B
CYLLIECTBYIOLLYIO 3anunckb 06 akTuBe;

— ecnu Bxogsuwemy Habopy MaeHTUMPUKaATOpOB COOTBETCTBYET HECKOSLKO
CYLLIECTBYIOLLMX aKTMBOB — COBMaBLUME 3annucu o0 beguHSAITCA B O4HY, U
B 3Ty 3annCb 3aHOCATCA BXOAsLLME MOAESNbHbIE AAaHHbIE.

Anzopumm udéeHmugbukayuu npu npuesizke aKmueoe K
cobbimusm

Cuctema aHanusupyet Bce cobbiTus, nponsowewine B UT-nHdpacTpykType
npeanpusaTvsa, And onpeferieHns yyacTBYHLWMX B HUX aKTMBOB. JTOT mMpouecc
NPOUCXOANT HE3aBUCMMO OT npoLecca oGHapyXeHUst akTUBOB Ha OCHOBE [aHHbIX O
cobbiTnax. OanH n TOT ke Habop WAEHTUMOMKATOPOB B COOLITUM MOXKET CIYXWUTb
BXOOHbIMW JaHHbIMK Anst 060MX NpOLLECCOB.

Mpy npuBsA3ke akTMBOB K COObITUAM MAEHTUMUKALUSA akTuBa MPOUCXOaUT
cnegyoowmm obpasom: B cucteme npoucxoaut cbop coObiTUA C UCTOYHMKOB, BCe
cobbITUA NPUBOAATCA K HOpManu3oBaHHOMY Buay. 3aTem cucTema AN Kaxaoro
cobblTa onpefensieT yvacTByllWME B HeM akTuBbl. [lanee cpaBHMBAKOTCA
NOeHTUMUKaATOPbI Y4aCTBYIOLMX akTMBOB (B NepBYyo ovepeab naeHtudgukaTop Type)
C naeHtndurkaTopamm akTMBOB M3 0asbl JaHHbIX. B 3aBMCMMOCTM OT pesynbTaToB
BblOMpaeTcs OAMH U3 CLeHapreB NPUBS3KN aKTMBa K COObITUIO:

— €ecnv coBnageHnin HeT — N3MEHeHNs B cOBbITME HEe BHOCATCS;

— €eCnu akTUB coBnan C OAHMM aKTMBOM W3 6a3sbl JaHHbIX — B COObITME
JobaBnseTcsa ccbifika Ha akTuB 13 6a3bl AaHHbIX;

— €eCnu aKTUB coBMnasi C HECKONbKMMU akTmBamy u3 6asbl JaHHbIX — B
cobbiTne nobaBnsieTcs cebifika Ha TOT akTUB U3 6a3bl AaHHbIX, KOTOPbIN
bonee akTtyaneH (06HOBNEH NocnegHUMm).

5.1.2 lobaBneHne akTUBOB B CUCTEMY

Cuctema obHapyXmBaeT aKkTMBbl MPU CKAaHMPOBAHUM CETU NpeanpuaTus, a
Takke npu cbope n aHanmae cobbITuin. Bl Takke MoxeTe A06aBNATbL akTUBbI BPYYHYHO
nnn nmnopTtupoBatb M3 CSV danna. MNpn nmnopte u3 garnna Bbl MOXeTe 3agaBaTb
NonNb30BaTENbCKNE NOMNSA aKTUBOB M UX 3HAYEHWS, KOTOPble HEOOBXOANMbI BaM A1 UX
naeHTndpukaumn.

Kpome TOro, npu pobaBneHum akTMBOB Bbl MOXeTe 3ajaBaTb BpeMs, B
TeyeHne KOToporo [AaHHble 006 akTuBe OyayT cuuTaTbCsa akTyarnbHbIMW, AN
CkaHupoBaHus mogynem audit (pexum 6enoro swwmka) n mogynem pentest (pexum
YepHoro swmka). ATO MOMOXET BaM KOHTPONMMPOBaTb YyCTapeBaHWe akTMBOB (CM.
pa3gen 5.1.4).
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5.1.2.1 fJobaeneHue akmuea 8pPy4YHyH

o%

¥ YT0obbl 4O6aABUTL aKTUB B CUCTEMY:
1. B rmaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.
OTkpoeTcs cTpaHuua AKTUBBI.

Mpumeyanune. Ecnn a1o nepsbin 3anyck MK Ankey SIEM NG, 1o Bam
Heob6xoaMMOo co3aaTb NOMb30BATENbCKYO FPYNMny akTUBOB.

2. B naHenun MHCTpYMEHTOB HaxXmuTe + e pacKpbIBLUEMCS MEHHO
BblGepuTe NyHKT [lo06aBUTL aKTUB.

OTkpoeTcsa okHO Co3pgaHMe aKTuBa.

3. B packpbiBatowemca cnmcke PacnonoxeHuwe Bbibepute rpynny, B
KoTopyto ByaeT NnomMeLLeH akTumB.

4.  Ecnu Bbl 3HaeTe Ha3BaHMe OnepaLMoOHHON CUCTEMbI, YCTAaHOBMEHHOM
Ha aktmBe, B packpbiBawowemca cnucke OC Bbibepute TUN
onepaunoHHon cuctembl 1 B none OsName BBeanTe ee Ha3BaHMe.

5. YkaxuTte ngeHtndukatopbl aktusa:

— ecnn Bbl Bblbpann TMnN onepaumoHHon cuctembl Windows, B
nosie FQDN BBeguTe NonHoe AOMEHHOE UMS aKTUBa;

— ecnu Bbl Bblbpanu Tun onepaumoHHon cuctembl Cisco 10S, B
none FQDN BBeguTe NONHOE AOMEHHOE MMS aKTMBa UIu B nosne
Hostname BBeante nms ysna akTuea,

— €Cnu Bbl He BbIbpanu Tmun onepaunoHHON CUCTEMbI UK BbIOpanu
apyron Tun, B none Hostname BBeanTe nms yana akTuea.

B none IP-agpec BeBeaute IP-agpec aktusa.

Ecnu Bbl ykaszanu Ha3BaHWe onepaLmMoHHON CUCTEMbI, YCTaHOBMEHHON

Ha aKkTuBe, HaXXxmMmnTe KHomMky [anee.

OTkpoeTca cTpaHuua ¢ ©Onokom napameTtpoB [lporpammHoe

obecne4yeHue.

No

Mpumeyanmne. C nomoLbio packpbiBatoLerocs cnucka Hassanme MO
Bbl MOXeTe BblOpaTb Has3BaHME MporpaMMHoOro obecneyeHus,
YCTaHOBJIEHHOIO Ha aKTMBe.

8. Ecnu Tpebyetcsa, B Onoke CTtaTyCcbl aKTyaribHOCTM AaHHbIX
HacTponTe BpeMsi, B TEYEHMe KOTOpPOro AaHHble 06 akTvBe OyayT
CUNTaTbCA aKkTyanbHbIMW, OTOENBHO AN CKAHUPOBAHWUS B pexunmax
YepHoro 1 6enoro Awwuka.

MpumeyaHme. Bbl MoxeTe BblbpaTb BpeEMS B pacKpbiBaKOLLEMCS
CNuUcKe UM BBECTU ero ¢ nomoLLbio sa3bika PDQL.

9. Haxmute kHonky CoxpaHuUTb.
AkTuB fobaBneH B yka3aHHY rpynny akTUBOB.
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5.1.2.2 Umnopm akmueos u3 ¢hatna

Bbl moxxeTe umnoptmpoBathb B [1K Ankey SIEM NG gaHHble 06 akTuBax Tuna
Host n3 dpanna dpopmara CSV. Vimsa danna moxeT ObiTb NtobbIiM, han gomkeH bbiTb
npencrasneH B koguposke UTF-8 ¢ BOM.

B nepBou cTpoke hanna OOSMKHbl CoOAepKaTbCA Ha3BaHUS Nosien B Nopsiake,
B KOTOPOM BO BTOPOM M NOCReaylLWmnX CTpokax ByayT coaepxaTbCsl UX 3HAYEHUS.
BTopasa 1 nocneayowme CTPOKM ONUCLIBAOT MMNOPTUPYEMbIE aKkTUBbI (OAHA CTpOKa
AOSDKHA COOTBETCTBOBAaTb OAHOMY akTUBY). 3HA4YyeHUs TEKCTOBbIX MOSEN OOSTKHbI
ObITb 3akftoYeHbl B KaBblykn (" "). 3Ha4YeHnsa nonen 4omkHbl ObiTb pasgeneHbl TOYKON
C 3andaTom (;).

MpumeyaHue. Bbl MoxeTe ckayaTb npumep dpanna B OKHE MMMoOpTa akTUBOB MO
KHOMKe ?.

B cocTtaB nonen gomkHbl BXoAUTb 0bsi3aTenbHble Nons, Heobxoanmble Ans
noeHTUrKaumm akTnea:
— TypeAlias - nceBOOHUM;
— FQDN - gna aktTnBOB, Ha KOTOPbIX pa3BepHyTa onepaumoHHas
cuctema cemenctea Windows nnmn ESXi;
— FQDN wnnu Hostname — onga akTMBOB, Ha KOTOPbIX pasBepHyTa
onepaumoHHasa cuctema cemenctaa Cisco 10S;
— Hostname - ans npoyYnx akTUBOB,
— IP-appec. [lone MoxeT copepXaTb HECKOSbKO 3Ha4YeHun,
KOTOpble JOMKHbI ObITb pasaeneHbl BEpTUKanbHOM YepTon ().
Bbl MoxeTe Takke [obaButb B (hannn HeobasaTenbHble nong: none MAC,
coepallee cnmcok AocTynHbix Yepes cetb MAC-agpecoB aktuea, u none IsVirtual
(npusHak BupTyanbHocTK y3na). 3HadeHus nonsg MAC gomkHbl OblTb pasgeneHs
BepTukanbHon uyepton (|). Kpome Toro, Bbl MoxeTe pobasutb B dhann
nonb3oBaTesibCckmue Mons, KoTopble HeobxoanuMbl Bam Afis paboTbl C akTuBamu (CM.
PykosoacTtBo agmuHuctpatopa Ankey SIEM NG 5.2.3).

MpumeyvaHne. Ecnv B ABYX Knaccax akTMBOB €CTb OAMHAKOBble MO Ha3BaHWIO U
pasHble No TUNy nond, Bam Heo6xoaAMMO ykasaTb B cnncke nonewn B channe odba nons,
npeaBapsis MX Ha3BaHMEM Knacca C TOYKOW. Hanpumep, Ons MHBEHTapuU3auMOHHbIX
HOMEpPOB aKTUBOB, Ha KOTOPbIX YCTAHOBIEHbI OMepauuoHHblIE CUCTEMbI CEMEWNCTB
Windows u Linux, ykaxunte nona WindowsHost.UF_InvNum u LinuxHost.UF_InvNum.

% Yrtobbl MNopTMpoBaTh U3 dparna gaHHble 00 akTMBax:
1. B rnaBHOM MeHI0 BblibepuTe pasgen AKTUBBDI.
OTkpoeTca cTpaHmua AKTUBDI.

2. B naHenu MHCTPYMEHTOB HaXmuTe + e pacKpbIBLLEMCH MEHIO
BblbepuTe NyHKT UMNopTupoBaTh AaHHbIe.
OTkpoeTcsa okHO UMnopT akTUBOB.

3. B packpbiBaowemcs cnucke  UH¢ppacTpykTtypa  Bbibepute
NHAPACTPYKTYPY, K KOTOpOW ByayT NpmBs3aHbl akTUBHI.

Mpumeyanume. Cnmcok oTobpaxkaeTcs, ecnMm B CUCTEME CO34aHO
6onee oaHOM MHGPACTPYKTYPbI.
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4. B packpbiBatowemcsa cnmcke PacnonoxeHue Bbibepute rpynny, B
KOoTOpyto ByayT NnomeLleHbl aKTUBbI.
5. [lepetawmTte nnm Bolibepute dann B popmate CSV.
6. Haxmute kHonky AMnopTupoBaThb.
[aHHble 06 akTuBax MMNOPTUPOBAHDI.

5.1.2.3 lNepeHoc akmueoe u3 omoesibHO yCmaHo8/1IeHHo20 Ankey
SIEM NG VM e Ankey SIEM NG

[nsa ycnelwHoro nepeHoca aktnBoB Mexay uHctannsaumamm Ankey SIEM NG
VM Heobxogmmo cobniogatb BEPCUMOHHOCTb WMHCTaNMAUMMA C  yd4eToMm CcOopKu.
Hanpumep: Bepcus Ankey SIEM NG- 26.2.10522, Bepcus otTaenbHO YCTaHOBIIEHHOIO
Ankey SIEM NG VM - 26.2.10522.

Akcrniopm akmueoe ¢ Ankey SIEM NG VM

1. Ha pabouen ctaHummn unu cepsepe, rae ycrtaHosneH Ankey SIEM NG
VM, BbINONHUTE KOMaHay
docker ps -qg filter name=corecmd
B pesynbTate BbinonHeHust komaHabl Oyget nonydeH ID docker-
KOHTenHepa.

2. BbinonHute koMmaHay docker exec <ID docker-koHTeitHepa> -it dotnet
Corecmd.dll exportscans -p /var/lib/microservice/corecmd/scans/export/ -
bySource, nogctasu ID kOHTeHepa u3 npeablayLiero wara.

AKTUBbI 39KCMOPTUPOBAaHbI M FOTOBbLI K MMMOPTY B TFOFIOBHYK WHCTaNMALMIO
Ankey SIEM NG VM

Bce aKTUBbI XpaHAaATCcA B narnke [var/lib/deployed-roles/ankey-
application/core/data/corecmd/corecmd/scans/export/. [lpoweawme aygut akTuBbl
HaxoaaTcsa B nanke audit.

Umnopm akmueoe 8 Ankey SIEM NG

I'IpumeanMe. MMI'IOpT Y3510B 1 NpocHeT yFI3BVIMOCTeI7I Nno HUM MOXET 3aHATb bonee
30 MUHYT, B 3aBUCUMOCTU OT obbema MMIMOPTUPYEMbIX OaHHbIX N TUMOB Y3J10B.

MpumeyvaHne. Ecnv npu BbINOMHEHMM YKa3aHHbIX B AOKYMEHTE LIaroB BO3HUKU
owndbkn, Heobxoammo coobwmnTb 06 3TOM B CNyXOy TEeXHUYECKOW noaaep>KKu
OO0 «lMasnHpopmcepBUCY.

*

% YT06bI MMNOPTUPOBATHL AKTUBBI:

1. TlepeHecunTe aKCNOpPTUPOBaHHbIE aKTMBbI M3 Nanku audit Ha cepsBep
ronioBHon uHctannaumm Ankey SIEM NG VM B gupekToputo import
docker-koHTenHepa corecmd.

Mpumep KOMaHAab!: cp /home/administrator/Assets/*.xml
[var/lib/deployedroles/ankey-
application/Core/data/corecmd/corecmd/scans/import/

2.  [Tlonyuute ID docker-koHTeNHepa C NOMOLLbI KOMaHAbI:
docker ps -qg -filter name=corecmd.

3. Monyuute ID nHppacTpykTypsl. [ns aToro Heo6xo4Mmo:

— nepentn B npunoxeHne Ankey SIEM NG —C6op AaHHbIX —
WHppacTpykTypa;
— BblbepuTe HEOBXOANMYIO UHAPPACTPYKTYPY U HAXMUTE s
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— ckonupyuTte ID MHMpPaCTpyKTypbl M3 agpecHoOM CTPOKM BuAa
<IP-agpec y3na Ankey SIEM NG>/#/scanning/infrastructure/edit/<ID

MHOPACTPYKTYPbI>.

4] https://ankey-siem-ng.gaz-is.ru/#/scanning/infrastructure/edyt/1a939401-d4700-a001-0000-000000000002

CoGbiThA WMHUMAEHTBI v CGOp AaHHBIX v CTaHaapThbl CucTema

PepakTnpoeaHue nHpacTpykTypbl MHGpacTpyKTypa fouepHed opraHM3au1m

HazeaHue | WHdpacTpyKTypa AoUepHeit oprasuzalnmn

PucyHok 5.1 — AgpecHasa cTpoka, cogepxawas ID nHgpacTpykTypbl

4.  BbInonHWTe KOMaHAy ANg uMnopTa B MHPPACTPYKTYpY:
docker exec -it <ID docker-koHTerHepa> dotnet Corecmd.dll importscans -
d Audit -s <id MHdpacTpykTypbl>, NogcTaBmB ID kOHTenHepa n3 wara 2
n 1D nHgpacTpykTypbl U3 Wwara 3.
Hanpumep, ons nHpacTpyKTypbl N0 YMOMYaHMIO:
docker exec -it 8eeocf227489 dotnet Corecmd.dll importscans -d Audit -s
00000000-0000-0000-0000-000000000005 (id 00000000-0000-0000-
0000-000000000005 - MHGPACTPyKTypa Mo yMOMHAHUIO ).
HayHeTcsa npouecc nmnopTta akTUBOB.

5. Tlo okOHYaHUM Mmnopta cuctema coobLMT, YTO KOMaHAaa YCneLwHo
BbINOJSIHEHA.
AKTUBbI UMNOPTUPOBAHbLI B CUCTEMY.

[na npoBepku LenoCTHOCTN UMMNOPTUPOBAaHHbLIX AaHHbLIX NepenauTe B pasgen
AKTnBbI B rmaBsHom meHo Ankey SIEM NG VM u oTcomnbTpynTe y3nbl No napameTpy
Jata u Bpems co3gaHusa akTtuBa. YbeguTtecb, 4YTO BCE aKTMBbl YCMELIHO
MMMOPTUPOBAHbBI U UX YMCIIO COOTBETCTBYET TOMY, YTO BbIFPYXarnocb U3 OTAENbHO
yctaHoBneHHoro Ankey SIEM NG VM.

5.1.3 Npynnbl aKkTUBOB

lMonb3oBaTenb MOXeET 06beANHATL aKTMBLI B rpynnbl Ans yaobctea paboTbl C
CUCTEMOWN: ANsi OTOOPaXXeHMsA B CUCTEME OpraHM3aLMOHHON CTPYKTYpPbl NPeanpusaTus,
NNaHMpOBaHMsA 3a4ad Ha CKaHMPOBaHMWE Yy3roB, reHepauun oT4yeToB. [pynnupoBka
aKTUBOB TakKXXe UCNoSb3yeTcs:

— npu  dunbTpauMm AOaHHbIX ONA  OTYEeTOB, rpaduKoB,
OoTOOpaXeHus1 4aHHbIX;

— npuBs3ke cobbITUI;

— NPUBSA3KE UHLUMOEHTOB;

— NpuBs3Ke pornen nonb3oBaTenen (HasHa4yeHUn nosib3oBaTento
OonpeaeneHHbIX MOSTHOMOYUA Ha BbLIMNOSIHEHME TEX WNU UHbIX
AENCTBUIA B pamKax rpynnbl, HA3HAYEHUM POnK NOofb3oBaTeENS B
rpynne; nogpobHee o ponsax nonb3oBartenen cm. PykoBoacTBO
agmunHncTpaTopa Ankey SIEM NG 5.2.3);

— cbope gaHHbIX.

Mpynna mMoxeT copepaTb akTuBbl U apyrue rpynnbl. OTobpaxeHue rpynn u
codepXalumxcsl B 3TUX rpynnax akTMBOB 3aBMCUT OT POSfM MOSb30oBaTeENs, KOTOPbIN
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aBTopusoBaH B MK Ankey SIEM NG. [lonb3oBatenb He MOXET HacTpauBaTb Wn
yaanaTb BIIOXEHHbIE TPynnbl aKTUBOB, €CMW Yy HEro HeT MpaB Ha poAUTENbCKYHO
rpynny.
pynnbl  akTMBOB  6GbIBAOT  MNONb30BaTENbCKUMUM M CTaHAAPTHbLIMM.
CrangapTtHble rpynnbl npegyctaHosreHbl B 1K Ankey SIEM NG, ux HeBO3MOXHO
N3MEHUTb NN yoanuThb.
Mo ymonyanuio MK Ankey SIEM NG nmeeT aBe ctaHgapTHbIE rpynnbl:
— rpynna Bce akTuBbI — B HEN BbIBOAATCHA BCE aKTUBbI, KOTOpbIE
OOCTYMHbI PONN Nonb3oBaTens;
— rpynna Unmanaged hosts — B Hel BbIBOOATCS BCE aKTUBbI, HE
NPUBSA3aHHbIE HX K OOHOW M3 rpynn (pacnosioXXeHne aTMx akTMBOB
He ykasaHo).
Monb3oBaTenbckue rpynnbl AenATca Ha OMHaMUyeckme u ctatudeckue. B
AanHamudeckyto rpynny MK Ankey SIEM NG pgobaBnseTt akTvs aBTOMaTUYECKU, €CIn
OH YAOBMeTBOPSET onpeaeneHHOMY YCroBUo — 3anpocy Ha sa3bike PDQL.

Mpumeyanune. [uHamudeckue rpynnbl HaMoOMHAKTCA BCEMW MNOAXOAAWMMM MOA
PDQL-3anpoc aktMBamu, He3aBUCUMO OT PaCMNONOXEHUNA N YPOBHSA BITOXXEHHOCTU 3TUX

rpynn.

CnoxHble PDQL-3anpockl moryT obpabaTtbiBatbcsa gonro. B cnucke rpynn
MeAneHHble AMHaMUyeckume rpynnbl OTMeYaTcs cneumanbHbiM 3HaYKOM.

lMonb3oBaTenb, y KOTOPOro HET AO0CTyrna KO BCEM akTMBaM, He MOXEeT
co3gaBaTb AMHaMU4Yeckue rpynmnbl UNn N3MEHSATb B JUHAMUYECKON rpynne 3anpoc Ang
unbTpaumm akTMBOB. B cTaTmMyeckom rpynne pacnonaratoTcsi akTMBbl, KOTOpble
BPYYHYIO BblOMpaeT nonb3oBaTesib.

[na rpynnbl akTMBOB MOMb30BaTEflb MOXET BbINYCTUTb OTYET, MOCTPOUTb
CTaTUCTKKY, NPOCMOTPETb KapTy ceTwu. 1o HaxaTuio KHOMKU MbIWK NOfb3oBaTesNb
MOXEeT npocMaTpuBaTb BO BCMIbIBalOLEN MOACKA3Ke MOSMHbIA NyTb K rpynne, ecrnu
ponb nonib3oBaTtens npegnonaraet SOCTYN K HECKOMbKUX rpynnam C OAUHAKOBbIMU
Ha3BaHMAMM, a 4OCTYN K POAUTENbCKMM rpyrnnamM OTCYTCTBYET. Takke nonb3oBaTesnb
MOXET BOCMNOJSIb30BaTbCSA MOMCKOM MO rpyrnnam akTUBOB.

pynnbl  Mepapxmyeckn cBaA3aHbl Apyr C ApyroM W oTobpaxawTca B
WHTepence cuctembl B Buae pfepeBa. Ha wuvepapxuio rpynn HaknagblBaloTCS
crneayroLmne orpaHnYeHuns:

— BO3MOXHbI He Bonee 9 ypoBHEN BIOXEHHOCTY;

— Kaxgas cosgaBaemasi rpynna gosmkHa ObiTb NpMBsa3aHa K Kakown-
nnbo gpyrou rpynne;

— rpynna He MoXxeT OblTb Ans ApYron rpynnbl OAHOBPEMEHHO
pPOOUTENBCKON N BMOXEHHOW B Hee (Hanpumep, ecnu [pynna 3
Bxogut B [lpynny 1, 1O pynna 1 He MOXeT BXOAUTb B
Mpynny 3);

— [MHaMuyeckas rpynna He MOXeT cogepaTb B cebe BNOXeHHbIe
rpynnebi.
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5.1.3.1 Co30aHue 2pynnbl akKMueoe

R/

% YT00bI CO3aaTh rpynny akTUBOB:
1. B rnaBHOM MeHIo BblibepuTe pasaen AKTUBBI.
OTkpoeTcs cTpaHuua AKTUBBI.

2. B naHenu Mpynnbl akTUBOB HaXMuTE +.

OTkpoeTcsa cTpaHmua Co3gaHue rpynnbl.

B none Ha3sBaHue BBeauTe Ha3BaHWe rpynnbl akTUBOB.

B packpbiBatowemca cnucke PacnonoxeHue Bbibepute rpynny
aKTUBOB, B KOTOPYH BOMAET HOBas rpynna.

5. BbibepuTe TUN rpynnbl akTUBOB.

how

MpumeyaHune. Ecnv y Bac HeT JocTyna KO BCEM aKTUBaM, Bbl He
CMOXeTe c0o3aaTb AMHAMUYECKYIO rpynny.

6. Ecnu Bbl BbiOpanu Tvn rpynnbl akTMBoB [MHamMuyeckasa, B none
PunbTp BBEAUTE 3anpoc And ounbTpauum akTueoB Ha s3bike PDQL.

NMpumeyaHne. Bbl Takke MoxeTe HacTpouTb MeTpukm CVSS.
Onucanue metpuk CVSS cm. Ha cauTe first.org.

7. Haxmute kHornky CoxpaHuUTb.
pynna akTmBOB co3aaHa.

5.1.3.2 Co30aHue epynnbl akmueoe U3 Kapmo4Ku akmuea

Bbl MOXeTe co3gaBaTth rpynnbl akTUBOB U3 KAPTOYKWN akTUBA.
% YT06bI CO3aaTb rpynmny akTMBOB M3 KAPTOYKN aKTMBA:
1. B rmaBHOM MeHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBDI.
B naHenn AKTuBbI BbIbepuTe akTuB.
Ha kapTouke akTuBa BblbepuTe BKNaaky AKTUB.
Ha Bknagke KoHdurypaums suibepute atpnbyT aktmBa.
Bo BcnnbiBatoweM okHe BbibepuTe ycnosue ounbTpauuu.
Ycnosue 6yaet gobasneHo B PDQL-3anpoc B HUXKHEN YaCTU KapTOYKM
aKTunBa.

akwn

MpumeyaHme. Bbl MoXeTe BblibpaTb  HECKONbKO  YCIOBUN
unbTpaumn.

6. B npaBom HwxHeM yrny cTpaHuubl HaxmuTe MepenTn K co3paHuio
rpynnbi.
OTtkpoeTcsa cTpaHuya CospgaHue rpynnbl. ChopmupoBaHHbin PDQL-
3anpoc byaeTt aBTomaTnyeckn nobaeneH B none ®unbTp.

Mpumeyanmne. Bol moxeTe cdhopmmpoBaTe PDQL-3anpoc Bpy4Hyto. \

B none Ha3sBaHue BBeauTe Ha3BaHWe rpynnbl aKkTUBOB.

B packpbiBatowemca cnucke PacnonoxeHue Bbibepute rpynny
aKTUBOB, B KOTOPYH BOMAET HOBas rpynna.

9. BblbepuTte TMN rpynnbl aKTUBOB.

© N
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NMpumeyaHne. Bbl Takke MoXeTe HacTpouTb MeTpukn CVSS.
OnucaHune metpuk CVSS cm. Ha cauTe first.org.

10. HaxmuTe KHonKy CoXpaHUTb.
'pynna akTMBOB co3faHa.

5.1.3.3 Hacmpolika 2pynnbl akmueos

% Yrtobbl HAacTpOUTb rpynny akTUBOB:
1. B rnaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.
OTkpoeTca cTpaHmua AKTUBBI.
2. B naHenu Mpynnbl akTuBOB BbibepuTte rpynny akT1eos.

3. B naHenu Npynnbl akTUBOB HaXXMUTE ¢ U B PaACKPbIBLLEMCS MEHIO
BbibepuTe NyHKT PegakTupoBaTh.
OtkpoeTca cTpaHnuya PepaktupoBaHue rpynnbl <HasBaHue
rpynnbi>.

4. BHecute HeobxooMMble U3BMEHEHMS.

NMpumeyaHne. Bbl moxeTe mameHuTb TUN rpynnel. Ecnv coenatb
rpynny AMHaMmn4ecKkomn, U3 Hee noHavany 6yayT yaaneHsl BCce akTUBHI.
Ecnv rpynna cogepXuT BMOXEHHble rpynnbl, caenatb ee
ANHaMMN4ecKon HeBO3MOXHO. Ecnn caenaTb rpynny ctaTudeckon, Bce
aKTUBbI, KOTOPblE COOTBETCTBYIOT PuUNbTPy, ByaAyT NpMBA3aHbl K HEN.

MpumeuaHune. Ecnn y Bac HeT JocTyna KO BCEM aKTMBaM, Bbl He
CMOXEeTe M3MEHUTb 3anpoc AN punbTpaLmn akTUBOB.

5. HaxmuTte kHornky COXpaHUTb.
pynna akTMBOB HaAcTpOeHa.

5.1.3.4 YOaneHue epynnbl akmueoe

Bbl MoxeTe ypanatb rpynnbl akTMBOB, MNpu 3TOM OyayT yAaneHsl Bce
BMOXEHHbIe rpynnbl. Bbl HEe MOXeTe yaanaTe cTaH4apTHbIE rPynMbl akTUBOB.
% YT06bI YyOanuTb rpynny akTUBOB:
1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcs cTpaHuua AKTUBBDI.
2. B naHenu N'pynnbl akTMBOB BbiGepuTe rpynny akTMBOB.

MpumeyvaHune. Bbl moxeTe BbibpaTb HECKOMNbKO rpynm, yaepxusas
knasuwy Ctrl.

3. B naHenu Fpynnbl akTUBOB HaXXMUTE :, B PaCKPbIBLUEMCS MEH0
BblOepuTe NYHKT YAanuTb U NoaTBepauTe yaaneHve.
BbiGpaHHas rpynna akTMBOB yaaneHa.
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5.1.4 YcTtapeBaHMe aKTuBa

CBepneHus 06 akTMBax Co BpEMEHEM yCTapeBatoT 1 NPUBOAAT K oLumnbkam npu
BbIMOMHEHUN 3agady. YTobbl He JonyckaTb TaKMx OLWMOOK, cucTemMa BbISBMASET M
yaansieT ycTapeBlUMe akTMBbl. 3a 3TO OTBeYaeT cnyxba naeHTUguKaumm akTmBoB.
OHa NpyMHUMaeT peLueHne 0 TOM, YTO aKTUB yCTapern u 3atemM co3gaeT cobbiTue o ero
yaaneHuu.

YcTapeBLWMM CUMTAETCH akTMB, MOCMe nocrnegHero OOHOBMNEHMS KOTOPOro
npowno onpegeneHHoe Bpems. Bpemsi yctapeBaHua [nns BCEX aKTUBOB
yCTaHaBnNMBaeT agMUHMUCTPATOp.

O Tom, KOrga oXmaaeTca ycTapeBaHWE KOHKPETHOrO akTuBa, Bbl MOXeTe
y3HaTb B KapTO4Kke aKTuBa.

AKTVB He ycTapeeT, ecnu:

— OT Hero 6ygeT nosny4yeH OTBET MPU CKAHMPOBAHUMU CETY;

— OH byget obHOBNEH Npu aHanuae cobbITUi;

— [aHHble 0 HeM ByayT OGHOBMEHbLI BPYYHYIO;

— [aHHble 0 Hem Oyayt obHOoBnNeHbl npu wumnopte m3 darnna
(cm. pasgen 5.1.2.2).

5.1.4.1 OmknroYyeHuUe ycmapeesaHusi aKmueoes

Bbl MoOxeTe BKMWOYUTL WM OTKNIOYUTL YCTapeBaHuMe akTUMBOB MNpw
HeobXxoaAnMOCTW.
% YTtobbl OTKNIOYNTL yCTapeBaHNE aKTUBOB:
1. B rmaBHOM MeH0 BbibepuTe pasgen Aktubbl. OTKpoeTcsa cTpaHuua
AKTUBBDI.
2. B Tabnuue aktneoB Bblbepute Tpebyemblii akTuB.

3. B naHenu MHCTPYMEHTOB HaxmuTe ¢ we PaCKPbIBLLEMCS MEHHO
Bbl6epuTe nyHKT Macnoprt.

4. [eaktmBupynte napameTp YAanuTb akTUB U3 CUCTEMbI, €Chu
uHcpopmMauus 0 HeM AOINro He o6HOBNANACH.
YcTapeBaHue ansa BblOpaHHOro akTnea OTKITHYEHO.

5.1.5 KapTouka aKkTnBa

KapTouka akTuBa cogepXuTt nosiHyt uHgopmaumto o6 aktuee. [epentn B
KapTOYKy MOXHO M3 Tabnuvubl akTMBOB, LLENKHYB MO Ha3BaHUIO akTuBa. Takke Bam
AOCTYMNEH BbICTPbIA NPOCMOTP KapTO4ku B GOKOBOW naHenu AKTUB.

Mog vmeHeM akTuBa pacnosiaraloTCa CBeAEHUs1 O ero XXM3HEHHOM UuKIe, a
TaKkke yKkasaHbl UHTerpanbHas ysi3BUMOCTb U MeTpuUKa 3HaYMMOCTM akTuBa (HU3Kas,
CpedHsasa, BbICOKasi WNU He onpegeneHa). Bbl MoOXeTe BpPYyYHY YCTaHOBUTb
3HAYMMOCTb A8 aKTMBa M3 Tabnumubl UM U3 ero KapTOYKM.

WHTerpanbHasa ya3BMMOCTb NpeactaBnsgeTr cobon CymMmy OLIEHOK OMacCHOCTU
BCEX YA3BMMOCTEN aKTMBa. YPOBEHb ONACHOCTM OLeHuBaeTca no ctangapty Common
Vulnerability Scoring System (CVSS). Ecnu ecTb oueHka onacHOCTM MO cTaHAapTy
CVSS Bepcun 3, To ansa pacdeta MHTErpanbHON ya3BMMOCTU ByaeT B3ATa OHa, ecnu
HeT — TO oueHKka onacHocTu no ctaHgapty CVSS Bepcum 2.

'padhuk oTpaxkaeT U3MeHeHUs MHTerpanbHOM YS3BUMOCTUM akTUBa B npegenax
BblbpaHHOro nepmoga. Takke Ha rpaduke OTMEYEHbl MOMEHTbI, Korga Obinu
nony4yeHbl HOBblE AaHHble 006 akTuBe.

HoBble AaHHbIEe NOCTYNalT NOCre 3aBepLUEHNS 3a4ay Ha CKaHMPOBaHME U Ha
cbop cobbITni, a Takke ecrnm BHECTU UBMEHEHUS B KOH(IUIYPaLMIO akTUBA BPYYHYIO.

Mo ymonyaHuio Ha rpadumke oTobpaxaeTcst UICTOpUS akTuBa 3a nocrnegHue 7
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AHen. Bbl MoXeTe N3MeHUTb nepunon anAa npocMoTpa UCTOPUN akKTBa Mo KHOMMKEe

Mopa rpachmkom pacnonoXxeHO HECKOSbKO BKaAoK.

[Onsa ceteBbix y3noB u cnyx6b katanoroB Microsoft Active Directory
oTobpaxatoTcs Bknagkm CBopgka, YazBumoctn, KoHdurypauma n Metpuku CVSS.
[nsa yyeTHbIX 3anncen otobpaxatoTtca Bknagkm Ceoaka, Kondurypauusa n MeTpuku
CVSS.

— CBopka. B «kapTouke aktmBa Tuna «CeTeBOM  Yy3en»
oTobpaxaeTca kpatkas uHopmaums 06 annapaTHOM W
nporpamMmmMHoM obecneyeHun aktmea, 10 cambix ONACHbIX
YA3BUMOCTEN, ceTeBas KOHUrypauusi, a Takke CrNUCoK C
oueHkamu yassumocTen ceteBbix cryx6, OC n MO. U3 atux
OLEHOK CKrnaablBaeTcs MHTerpanbHas ya3BMMOCTb BCEro akTuBea.

B kapTouke aktmBa Tuna «cnyxba katanoros Microsoft Active
Directory» nHgopmauma otcyTcTByerT.

— YasBuMmocTu. [Ns KapTOYKM aKTMBa TuMa «CEeTEeBOW Yy3en»
Bknagka cogepxut 6rnokn YasBumocty OC wmn MO wun
YA3BUMOCTU ceTeBbIX CNyX06 ¢ noapobHon nHgopmauuen ob
YA3BUMOCTAX akTmBa. [nsa Kaxxaon ya3BMMOCTU yKa3aHa oOLeHKa
OMacHOCTU U MpuUBEAEHa CCbifika Ha NybnuuHyo 6a3y AaHHbIX
Common Vulnerabilities and Exposures. Bbl MoXxeTe nepentu
B KAPTOYKY YSA3BUMOCTH, LLIEMKHYB MO Ha3BaHWMIO yS3BUMOCTH.

B kapTouke aktuBa Tuna «cnyxba katanoros Microsoft Active
Directory» nHcopmaumsi oTcyTCTBYET.

YpOBHI/I onacHoCTn yFISBVIMOCTeI7I OTMEeYeHbl crneunarnbHbIMA
3Ha4YKaMu:

— B kpuTnueckwiz;
— B Bbicokuir;

— W cpegHui;

O HU3KUK;

— O He onpepeneH.
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cEPBUMC PyKOBOﬂCTBOOHepaTOpa
{ YAazeumocTr OC U MO iV YAIBMMOCTH CETEBbDIX CNyxb |
YA3BMMOCTE WHTerpaneHan yA3EMMOCTb CVE
» | YASBMMOCTM ONepaUnoHHORA cheTemMbl (632) 37808
~ @ YassumocTw nporpammuoro ofiecnedenns (447) 27258
> ] Microsoft Internet Explorer 11.0 (113) 655,7
> [] Microsoft Internet Explorer 11.0 (113) 655,7
> ] OpensSsL 1.0.2f (41) 2454
> ] OpensSL1.0.2g (34) 197,2
+ [l OpenSSL1.0.1p (29) 190,5
B OxoHuaHMe NogAepHKW NpOAyKTa 10,0
J OTkas e ofcnyxuBaHWA 85 CVE-2016-2177
| Omxaz B obcnysuBaHnK 85 CVE-2016-2182
| Pasrnawenue wHpopMaLmm 85 CVE-2016-0799
| Omxaz B oficnyxmBaHnmn 85 CVE-2016-2842
l LienouyncneHHoe NepenonHedue 85 CVE-2016-6303
| Oeoiinoe oceoGoxaeHmne 8,5 CVE-2016-0705
| Pazrnawenue nHgopMaLmm 71 CVE-2016-2176
B OTkas B oScnyxMBaHWK 6,5 CVE-2016-6302
PucyHok 5.2 — Bknagka Ys3BMMoCTH
— KoHdpurypauums. Bknagka cogepxut nogpobHyto nHgpopmaumio
06 annapaTHOM M NporpamMmmMHOM obecnevyeHnn akTmBea.
Ceojika YA3BUMOCTH Kondurypaymua MeTpukwm CVSS
~ (0B6HOBNEHUs - MpeHTuduKaTop 06HOBNEHHR  KB2958429
updates updateld
o KB2958429 Q

o KB2565063
o KB2919355
o KB3139929
o KB3148198

o KB3170106

o KB31726714

PucyHok 5.3 — Bknagka KoHdurypauus

— MeTtpukn CVSS. Ha Bknagke oToOpakaloTcsi KOHTEKCTHble
meTpukn CVSS. Onucanune metpuk CVSS cm. Ha caviTe first.org.
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Ceonka YA3IBMMOCTH KoHburypauua MeTpukun CVSS
CVSSv3 v
YCTaHOBNEHHOoe JdpdekTUBHOR
MeTpuka 3HaYeHue 3HaYeHue

>  TpeboBaHWA K
KOHQHMASHUNANBHOCTH 4 Huakan B CpepfHAaA
Confidentiality Requirement (CR)

> Tpe6oBaHWA K LLENOCTHOCTH
P _ _ 4 B CpenHasn 1+ Bbicokan

Integrity Requirement (IR)

> TpeboBaHMA K JOCTYNHOCTH

L _ 1 Bbicokan 1 Bbicokan
Availability Requirement (AR)

PucyHok 5.4 — Bknagka MeTtpukn CVSS

Bbl MOXeTe ycTaHaBnMBaTb U U3MEHSATb 3HAYEHUS AN METPUK, B TOM Yuche
Npu HacTpoOVKe rpynnbl, B KOTOPYK BXOAUT akTuMB. JPGEKTUBHOE 3HaYeHue
onpenensieTcs aBToMaTMyeckn 1 SBNsSeTCS MakcMMarbHbIM 4518 JAaHHON MEeTPUKN 13
BCEX YCTAHOBIEHHbIX 3HA4YeHWl (ONs akTuBa M rpynn, B KOTOPble BXOAUT akTuB).
MakcumarbHble 3HavYeHWss MeTpUK HacnegylTcs OT POAUTENbCKOW Tpynnbl K
BMOXEHHOW rpynne 1 OT BIIOXXEHHOW rpynnbl K aKTUBY.

Kpome TOro, B kapTouke akTMBa MOryT oToOpaxaTbCsi Monb3oBaTernbekue
nons, AoGaBneHHble B MOAENb aKTUBA, U UX 3HAYEHUSI.

5.1.6 MnHu-KapTOUKa aKTMBa

B MuHM-kapTOuKke akTMBa Bbl MOXeTe nonyyaTb 6a3oBy0 MHopmauno o6
aKTMBe, CTATUCTUKY €ro yyactuss B uHUMAeHTaxX. MwuHu-kapTouyka no3BosiseT
nepexoauTb K CO34aHMI0 3a4a4mn Ha cOop AaHHbIX C aKTMBaA, a TakKe K NPOCMOTPY:

— aKTuBa Ha KapTe ceTy;

— COobObITUIN C y4acTMEM aKTUBA;

— MHUMOEHTOB C y4dacTMeM aKkTuBa;

— AeTanbHon nHgopmaumm ob akTuee.

OTKpbITb MUHN-KAPTOYKY aKTMBa Bbl MOXETE MO CCbISIKE C HAa3BaHMEM aKTUBA.

B BepxHem 4actm MWHU-KApPTOYKM COOEPXKUTCA HasBaHue aktuea. [loa
Ha3BaHWEM aKTMBa HaxogaTcs Bknagkm Ceoaka, UHTepdenchbl n UHUMAEHTDI.

MpumeuvaHne. Bknagka WUHTepdencbl OOCTyrnHa TONbKO MNpy paboTe C MUHK-
KapTO4YKOM aKTMBa Ha KapTe CeTu.

Ha Bknagke CBopgka oTobpaxaeTcsa kpaTkas MHGopMaumst 0 NporpaMmMHOM
obecneyeHun akTMBa, PONW, ykasaTenb METPUKM 3HAYMMOCTW, faTa nocrnegHero
0OHOBNEHUS, a Takke NPU3HaK BUPTyanbHOCTU (ECNM €CTh).
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£l mpx :
Ceoaka VHUMAEHTbI
B 52945 | U 3uauumocts Heonpe.. | Buptyansuas ma...

O6HoBReH 13 anpena B 19:55

Ponw  Web Server
File Service
Database Server

0S Windows 2012 R2

KapTouka akTuea [

PucyHok 5.5 — MpocmoTp cBogHOM nHopmaumm o6 aktuee

Ha Bknagke UHUnpeHTblI HaxoauTtcs avarpamma. Ouarpamma otobpaxkaeT
pacnpegeneHne NHUMOEHTOB, B KOTOPbIE BOBIIEYEH aKTUB, MO ONMACHOCTU UIN MO POSK

aKTnBa B MHUMOEHTaXxX.

] mpx A X
Ceoaka WHTepdeiichl MHUMOEHT!
(@ Tlo onacHOCTH [ ] Tonbko otkpeiThie

() Mo ponu aKkTUBa

Bbicokas
2 (40%)

Cpeausas
3 (60%)

PucyHok 5.6 - npOCMOTp CTaTUCTUKN yHaCTUA aktBa B MHUMOEHTAX

Bknagka UHTepdencbl cogepxumTt cnmcok nHtepdencos aktmea ¢ mx IP- u
MAC-agpecamu.
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! mpx : A %
Ceoaka NHTepdencsl NHUMAOEHTBI

HasBaHue IP-agpec MAC-agpec
Ethernet0 2 10.0.2 00:50

PucyHok 5.7 — pocMoTp nHTepgencos aktuea

5.1.7 AameHeHne nHcopmaumm o6 akTuBax

Mpw ckaHMPOBaHUM CETU NPEANPUSATUS cuctema obHoBNAET MHpopmaumto 06
akTuBax. Bbl Takke MoxeTe U3MeHsiTb MHpopMauumio 06 akTuBax Bpy4Hyto. Hanpumep,
€ecnn Ha akTvMBe Obina yCcTaHOBReHa HoBasi BepCUs OMepaLMoOHHON CUCTEMbl UNn
HOBOE NMporpaMmMHoe obecrneyeHue.

MpumeuaHue. Bbl He MOXeTe U3MEHUTb paHee 3afaHHY0 OnepaLMoHHY0 CUCTEMY Ha
CUCTEMY [OpYyroro cemeinctea. Takke Bbl HE MOXETE M3MEHATb AOMONHUTENbHbIE
CBe[leHUs1 OQHOBPEMEHHO A1 HECKONbKNX aKTUBOB.

% YT106bl N3MEeHUTb MHGPOPMaLMo 06 OAHOM NN O HECKOSIbKUX aKTMBaXx:
1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBI.
2. B Tabnuue aktnBoB BbIbepuTe OAMH NN HECKOSBKO aKTMBOB.

3. B naHenn WMHCTPYMEHTOB HaXMuTe 4 we pacKpbIBLUEMCS MEHIO
BblbepuTe OAMH N3 NYyHKTOB:
— €Cnu Bbl XOTUTE W3MEHUTb [AaHHble nacrnopTa OAHOro UK
HECKOJbKMX aKTMBOB, Bbibepute nyHKT MacnoprT;
— €eCnn Bbl XOTUTE U3MEHUTb APYryt nHdopMaumo (Hanpumep,
3HayeHUs1 nonb3oBaTenbCKMX nonen) o6 ofgHOM akTuBe,
BblbepuTe NyHKT [lononHUTEeNbHbIE CBEAEHUS.
4.  WN3ameHuUTe MHpopmMauno ob akTmBax.
5. Haxmute kHonky CoxpaHuUTb.
NHpopmauna nameHeHa.
Takke Bbl MOXeTe U3MEHUTb MHOPMaLMo 06 O4HOM aKkTUBE M3 ero KapTOYKM
no kHonke PepakTupoBaTh.

5.1.8 NpncBoeHUe 3HAaYMMOCTU aKTUBaM

B TKAnkey SIEM NG pana HOBbIX aKTMBOB YPOBEHb 3HA4YUMMOCTU He
onpeaenseTca aBToMmaTtMyecku. Bol MoxeTe BpyYHYH MPUCBOUTL akTUBY 3HAYMMOCTb
(HM3Kyl0, CPEegHIo UMK BbICOKYHD), Hanpumep, 4Tobbl paccTaBuTb NPUOPUTETHI BO
BpeMS YCTpaHEeHUs1 YA3BMMOCTEN Un npu pasbope MHUMOEHTOB.

% YT06bI NPUCBOUTbL aKTMBaM YPOBEHb 3HAYUMOCTU:

1. B rmaBHOM MeHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTca cTpaHmua AKTUBDI.
2. Bblbepute aktmBbl B Tabnuue.

3. B naHenu MHCTPYMEHTOB HaXXmuTe 0.
OTkpoeTcs okHo U3meHeHue 3HauMmocTu <N> aKTUBOB.
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4. B packpbiBatoLemMcsi cnmcke Bbibepute ypoBeHb 3HAYMMOCTH.
5. Haxmute kHOMKy NMpumMeHuUTb.
AKTMBaM NpUCBOEH YPOBEHb 3HAYMMOCTMU.
Takke Bbl MOXeTe MepenTU K MPUCBOEHUIO YPOBHS 3HAYUMOCTU OOHOMY

aKTMBY U3 ero KapTOYKW MO KHOMKe U YcraHoBMTL 3HauMMocCTL MAKM No KHomke
PepaktupoBaTtb — lMacnopr.

5.1.9 YpaneHue akTuBoB

Mpn paboTe C CMCTEMOWN MOXET BO3HUKHYTb CUTyauusi, KOrga Bbl BbISIBUIM
HeakTyarnbHble aKkTuBbl (Hanpumep, Obifia HenpaBUITbHO HAcTpoeHa 3agjada cbopa
AAHHbIX).

% Yrtobbl yoanuTb akTuBbI:

1. B rmaBHOM MeHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBI.
2. Bblbepute aktmBbl B Tabnuue.

3. B naHenu uHctpymeHToB Haxmute [l n noaTBEpanTE yaaneHme.
4. BblbpaHHble akTUBbI yaaneHs.l.
Takke Bbl MOXETE YAanUTb OAMH aKTUB U3 ero KapTo4ky No KHomnke YpanuTb.

5.2 AHanuTUKa Nno aKkTuBam

Mo ymonyaHuio Ha cTpaHuue AKTUBbI OTOOpaXKatoTCsl BCE akTUBbI, AAHHbIE O
KOTOpbIX €CTb B CUCTeMe, M3 Trpynn, K KOTOpbIM Yy Bac eCTb [OCTyn (BKmto4as
BIOXEHHbIE rpynnbl).

NHdopmaums 06 akTnBax B cucteme npeacrasfneHa B Buae MOAenu akTMBOB,
TO eCTb CTPYKTYpPMPOBAHHOM COBOKYMHOCTW BCeX aTpubyToB akTMBoB. B mogenb
aKkTMBa Takke MoryT 6bITb goGaBneHbl nonb3oBaTenbckue nond. Ona yaobctsa
paboTbl Bbl MOXETE MCMNOMb30oBaTh TabnnyHoe npeacraBneHne gaHHbix 06 akTMBax u
nobbIxX nx atpubytax. B aTom crnyvae nonst Mmogenn akTMBoB npeodpasyroTcsa B NOss
Tabnuubl akTMBOB, @ aTPUBYThLI aKTUBOB — B 3Ha4YeHMs. B Tabnuue akTMBOB Bbl MOXETE:

— (hunbTpoBaTh 3anucy;

— W3MEHATb COCTaB KOJOHOK;

— rpynnupoBaTb 3anucy;

— aHanuaupoBaTb aHHbIE;

— orpaHu4MBaTb KONIMYECTBO 3arnunCen;

— oTobpakaTb TOMbKO YHUKANbHbIE 3anuncuy;
— BblbMpaTb NOPSIAOK COPTUPOBKN.

Mocne rpynnMpoBKU Bbl MOXeETe aHanuM3MpoBaTb AaHHble 00 akTmBax C
MOMOLLIbIO MaTeMaTUYeCKMX onepaumn.

Bbl MOXXeTe N3MEHSITb CMMCOK OTOBpakaeMblx AaHHbIX 06 akTMBax C MOMOLLbHO
naHenun unbTpaunn — nocrnegoBaTenbHO BbibMpas onepaumu, a TaKkke C NMOMOLLbIO
nong nomcka — ykasaB Ha3BaHWe akTuBa, ero onncaHue, MAC- unu IP-agpec. Cnocobbl
unbTpauum coyveTarTcss ApYyr C OpYyroMm: BBOA 3HA4YeHMs B Mone noucka gaet

BO3MOXHOCTb MEpPenTM K cCo34aHunIo 3anpoca Ha a3bike PDQL no kHorke =]
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5.2.1 PunbTpauma akTUBOB NO rpynne

Bbl MoxeTe ucnonb3oBaTb CTaHOapTHble W MNONb30BaTeNlbCKUE TPYMMbI
aKTMBOB, 4TOObI UNLTPOBaTb akTUBbl. Mepapxudecknin CAMCOK rpynn akTUBOB
oToGpaxaeTcs Ha cTpaHuue AKTUBbI B NaHeny Fpynnbl akTUBOB.

% Yrtobbl OT(hnnbTpOBaTh aKTMBLI NO rpymnne:

1. B rnaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.

OTkpoeTcsa cTpaHuua AKTUBBI.

2. B naHenu Mpynnbl akTBOB BbiOepuTe rpynny akTUBOB.

AKTUBbI OT(OULTPOBAHbI.

[nsa ynobcTBa aHanmsa Bbl MOXETE HAaCTPOUTb OTOBpaXKeHNe He BCEX aKTUBOB
13 BbIBPaHHbIX, @ TONBKO NX YacTu, PUNLTPYSA akTUBbI C MOMOLLIbIO 3arMpOCOB Ha SA3blKe
PDQL.

Kpome TOro, Bbl MOXeTe HacTpouTb MNpeAcTaBneHne AaHHbiX B Tabnuue
akTmBoB. Hanpumep, 4tobbl OTCOpPTUPOBaTL 3anncu 06 akTneax B Tabnuue.

5.2.2 dunbTpauunsa aktuBoB ¢ nomolbio PDQL-3anpoca

Bbl MoxeTe ncnonb3oBaTb 3anpockl Ha A3blke PDQL, 4yTtobbl domnbTpoBaTh
aKTUBbI.
% YT06bI OTPMNBbTPOBATL akTMBLI ¢ NoMoLbio PDQL-3anpoca:
1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.

OTkpoeTcs cTpaHuua AKTUBBI.
2. B naHenu unbTpauumn Haxmute + ns PacKpPbIBLLUEMCSI MEHHO

BblbepuTe NyHKT Y PunbTpaums.
OTtkpoeTca okHo PDQL-3anpoca.
3. B none YcnoBue dhunbTpaumm BBeanTe 3anpoc Ha a3bike PDQL.
4.  Haxmute kHonky NMpUMeHnTb.
AKTUBbI OT(OUIIbTPOBAHbI.
Kpome Toro, Bbl MOXeTe NepenTun K co3gaHuo n nameHenunto PDQL-3anpoca
MO HaXaTUIO Ha 3HAUOK [
B oTKpbiBLIEMCA OKHE Bbl MOXETe HacCTpOUTb MNpeAcTaBNeHWe OaHHbIX B
Tabnuue akTUBOB.
Ecnu Bbl x0TUTe perynspHo unbTpoBaTb AaHHble NO 3agaHHOMY Habopy
aTpuByTOB N UX 3HAYEHWI, Bbl MOXETE COXPaHUTb 3TOT HAabop Kak 3anpoc.

5.2.3 NMpeacTtaBneHne AaHHbIX 00 akTUBax

Mo ymonyaHuio Ha cTpaHuue AKTUBbI NpeacTaBrieHbl BCe akTUBbI, K KOTOPbIM
y Bac ecTb AOCTYI.
[nsa kaxxgoro aktMBa B Tabnuue otobpakatotcs:
— HasBaHue n rpadumyeckoe obosHavyeHne ero Tnna;
— 3Ha4eHue MeTPUKN UHTerpasibHoM ysa3BMMOCTH;
— BpeMsi nocnegHero U3MeHeHNsa OaHHbIX.
Bbl MOXXeTe N3MEeHUTb COCTaB KONOHOK Tabnuvubl 1 HACTPOUTbL OTOBpaxxeHne
JaHHbIX B HEN:
— OrpaHMY1Tb KOSIMYECTBO 3anuceu;
— 0TOb6pasnTb TONbKO YHUKAIbHbIE 3aMNUcK;
— BblOpaTb NOPSAOK COPTUPOBKM.
Kpome TOro, Bbl MOXeTe cCrpynnupoBaTb [AdaHHble 00 akTtMBax W
npoaHanuMsanpoBaTb UX C MOMOLLbID MaTeMaTUYECKNX OYHKLMIA.
Ecnu Bbl X0TUTE perynsapHo HacTpamBaTtb NpeacTaBfieHne AaHHbIX B Tabnvue
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C NoMoLLbio Habopa aTpUBYTOB M UX 3HAYEHUIA, Bbl MOXETE COXPaHWUTb 3TOT HAbop Kak
3anpoc.

5.2.3.1 Bbi60p KOJIOHOK Onsi mabnuybl akmueos

R/

% Yrtobbl BbIOpaTh KOMOHKM ANs Tabnuubl akTUBOB:
1. B rmaBHOM MeHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcs cTpaHuua AKTUBBI.

2. B naHenu (bl/IJ'IpraLl,VII/I HaXMunUTe + M B pacKpbiBLUEMCA MEHIO

BblbepuTe NyHKT 1] Bbi6op nonen.

3. B oTkpbiBwemca okHe Bblibop nonen BbibepuTe KOMOHKM Ons
Tabnuubl akTUBOB.
Ecnn T1pebyetcs, BknounTe OTOOPaKEHWE TOMbKO YHUKaNbHbIX
3anucen B Tabnuue.

MpumeyaHune. Bbl MoXXeTe 0TOOpPa3nTb TOMLKO YHUKarbHbIE 3anucn B
Tabnuue nosgHee (cMm. pasgen 5.2.3.3).

4.  Haxmute kHOnKy NMpumMeHuTb.
B Tabnuue aktmBoB oToOpaXkeHbl BblbpaHHbIE KOSTOHKN C AaHHbIMM.

5.2.3.2 OepaHu4yeHue Kosiu4yecmea 3anuceu 8 mabnuye akmusos

% Yrtobbl OrpaHNYNTbL KOMYECTBO 3anuncen B Tabnuue akTMBOB:
1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcs cTpaHuua AKTUBBI.

2. B naHenu unbTpauumn Haxmute + ns PacCKpPbIBLLUEMCSI MEHIO

BblGepuTE NyHKT X OrpaHuyeHue.
3. B oTkpbiBweMcs okHe B none MakcumanbHoOe KONM4ecTBO CTPOK
BBEAMTE KONMYECTBO CTPOK Tabnuupl.
4.  Ecnu TpebyeTtcs, BKAouMTEe 0TOBpakeHne BCex 3anvcen.
5. Haxmute kHOnky NMpumMeHuTb.
Konu4yecTtBo 3anucen B Tabnuvue akTMBOB OrpaHNYeHo.

5.2.3.3 Omob6paxeHue yHUKanbHbIX 3anuceli 8 mabnuue akmueoes

% UTobObl 0TOOPa3nTb YHUKASIbHbIE 3anucKu B Tabnuue akTUBOB:
P y U
1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTKpoeTca cTpaHuua AKTUBbDI.

2. B naHenn wunbTpauum Haxmute + us PacKpPbIBLLUEMCSI MEHIO

02
BblbGepuTe NYHKT £¥3 YHMKanbHOCTb.
B Tabnuue aktnBoB oTobpaxeHbl YHUKanNbHbIE 3anucu.
Kpome TOro, Bbl MOXEeTe BKMOYUTb OTOOpaKeHMe TONMbKO YHUKanbHbIX
3anucen B Tabnuue npu Boibope KONOHOK Ans Tabnuvubl akTMBoB (CM. pa3gen 5.2.3.1).

5.2.3.4 Copmupoeka 3anuceli 8 mabnuuye akmueoe

*

% Yrtobbl oTCOpPTMpPOBATL AaHHbIE B TabnNuue akTUBOB:
1. B rnaBHOM MeHI0 BbiDepuTe pasgen AKTUBBI.
OTkpoeTca cTpaHmua AKTUBDI.

2. B naHenu dwunbTpaumm HaxmuTe + us pacKpbIBLUEMCS MEHHO
BblbepuTe NyHKT i CopTuposka.
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3. B oTkpbiBwemca okHe B norie CopTUpoBKa MO MOSIAM yKaxuTe
KOMOHKM Tabnuubl akTUBOB.
4. Ecnu TpebyeTcs, nsmeHnte HanpaBreHne COPTUPOBKM.
5.  Haxmute kHOMKy NMpumMeHuUTb.
[aHHble B Tabnuue akTMBOB OTCOPTUPOBAHbI.

5.2.4 'pynnupoBKa U aHanu3 gaHHbIX 06 aKkTUBax ¢ MOMOLLbLIO
MaTeMaTU4ecKkux onepauumu

Bbl MOXeTe aHanuanpoBaTb CrpynnuMpoBaHHble [aHHble 006 akTuBax C
MOMOLLIbIO MaTeMaTUYECKMX oOnepaunin Hag AaHHbIMM B Tabnuvue aktmeoB. [ns
BbIMOSIHEHUSA onepaumi NCNonb3yTcs QYHKUUK (CM. NpUoxeHne A).

% Y106bI CrpynnunpoBaTh 1 NpoaHanM3MpoBaTb AaHHble 06 akTUBax:

1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTca cTpaHmua AKTUBDI.

2. B naHenn cwunbTpauum Haxmute + ns PacKpPbIBLLUEMCSI MEHIO

BblGEpUTE MYHKT E FpynnupoBka u arperauus.
OTKpOETCS OKHO rPyNMNMPOBKM M aHanu3a AaHHbIX.

3. B packpbiBatowemcs cnucke FpynnupoBka BbiGepute nons, no
KOTOpbIM TpebyeTcs crpynnmMpoBaTh akTUBbI.

NMpumeyvaHune. Bbl MoXeTe BblbpaTb He Boree gecsatu nonen.

B packpbiBatoLemcs cnvcke Bbibepute PyHKUMIO.

B packpbiBatoLemMcs cnvcke BbibepuTe Ha3BaHUE KOMOHKU Tabnuupl,
Hag [OaHHbIMK KOTOpoW TpebyeTcsA BLINOMHUTL MaTtemMaTU4ecKyro
onepaumio.

6. Ecnu TpebyeTcs, ykaxute nceBOoHUM.

Bbol moxeTe npoaHanuaupoBaTb [AaHHble 06 akTuBax, BblOpaB

HECKOJIbKO MaTeMaTn4eCKmnx OI'IepaLI,I/IIZ Mo HaXXaTuko +

Bbl MOXeTe ygansaTb Matematuyeckue ornepauumn rno HaxaTtuio s
CTpOKe onepauun.
7. Haxmute kHonky NMpUMeHuUTb.
B Ttabnuue oTobpaxeHbl pesynbTaTbl rPYNNMPOBKM W aHanusa AaHHbIX 06
aKTuBax.
Bbl Takke MoxeTe BbINOMHUTL FPYNNUPOBKY U aHanNu3 AaHHbIX OTAENBHO.
Ecnn Bbl XOTWUTE perynsipHO rpynnupoBaTb M aHanuM3mpoBaTb [aHHble B
Tabnuue ¢ nomoLbo Habopa aTpUbYTOB U UX 3HAYEHUIN, Bbl MOXETE COXPaHUTb 3TOT
Habop kak 3anpoc (cMm. pasgen 5.2.6).

o s

5.2.5 PunbTpaumua akTUBOB C NOMOLbLIO 00 beAUHEHUA
3anpocoB

[na noaroToBKM aHaNUTUKM NO akTuBam YacTto TpebyeTcsa nonyyaTtb AaHHble
006 nx aTpubyTax, KOTopble CBsi3aHbl Mexay cobon, HO HaXOAATCA Ha Pa3HbIX YPOBHSIX
nepapxum B MOAENIM aKTUBOB WM OTHOCATCHA K akTMBaM pasHbiXx TUNoB. YTo6bl
nonyyatb BCe 3TV AaHHble B OAHOM Tabnuue, Bbl MOXeTe 00beauHATb pesynbTaT
paHee BbinonHeHHoro PDQL-3anpoca ¢ pe3ynbTaTtoM BbinonHeHusa gpyroro PDQL-
3anpoca.

N3bexaTb NOBTOPEHMST Ha3BaHUM KOSMOHOK Tabnuy npu obbeanHeHum
3anpocCoB MOXHO C MOMOLLbIO NceBooHMMOB. B kayvectBe ncesgoHuma ans PDQL-
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3anpoca Bbl MOXeTe MUCMOonb30BaTh OAUH UM HECKONbKO CMMBOMOB, KOTOpble ByayT
pobaBneHbl K Ha3BaHMSIM BCEX KOJTIOHOK B Tabnuue c pesynbtatamm o0beamHeHus
3anpoca. Hanpumep, npu ncnonb3oBaHUK NceBAOHMMA A KONMOHKM Tabnuubl 6yayT
umeTb Ha3Banua 1, 2, ..., n, A.1, A2, ..., An.
% YT06bI O6BEOUHUTL Pe3ynbTaT BbIMNOSIHEHHOIO 3anpoca C pe3yribTaTtoM

BbINOJSIHEHNS APYroro 3anpoca:

1. B rmaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.

OTkpoeTcs cTpaHuua AKTUBBI.
2. Beegute 3anpoc Ha a3blke PDQL.

3. B naHenn wunbTpauum Haxmute + us PacKpbIBLLUEMCST MEHH0

BblGepuTe NyHKT > O6beauHeHue.

OTkpoeTcsa okHO Ob6beanHeHue ¢ pe3ynbTaToOM ApPYyroro 3anpoca.
4. B none 3anpoc BBeaute 3anpoc Ha sa3blke PDQL.

C pesynbtatoM BbINOMHEHUS 3TOro 3anpoca Oyaet obbeguHeH

pesynbTaTt paHee BbinonHeHHoro PDQL-3anpoca.

NMpumeyaHme. Bbl MoxeTe ckonuMpoBaTb YycrnoBue unbTpaumu,
Ha)kaB ccbifiky BcTaBUTb ycnoBue M3 COXpaHeHHOro 3anpoca wu
BblGpaB ycnosue 13 cnmcka.

5. Ecnu tpebyetcs, B none MNceBaoHuM 3anpoca BBeaUTE NCEBOOHNM.

MpumeyvaHue. NceBooHNM 3anpoca MOXET coAepaTb NnaTUHCKUeE 1
pycckue OykBbl, LUUMpPbI, 3HAK NOAYEPKMBaHUS U OeduUc; He MoXeT
HauymHaTbCcAa ¢ geduca.

B cnnucke KonoHku, aocTtynHble Ans ob6beauHeHUss otobpasaTcs
Ha3BaHMA BCEX KOJTOHOK Tabnul.
6. B none YcnoBue o6bLeauMHeHMA 3anpoca BBeaUTE YCroOBUE
obbeanHeHus.
[ns co3gaHua ycrnoBus Hago MCMNoSib3oBaTb TOSMBbKO Ha3BaHUS
KonoHok Tabnuy w3 cnmcka KomnoHku, pocTynHble Aans
0o0beanHeHus.
7. Haxmute kHOnky NMpUMeHuUTb.
3anpocbl 06beAnHeHbI, pesynbTat oTobpasnTcs B Tabnuue akTUBOB.
Ecnn Bbl XoTuTe perynsapHo uckaTb U aHanM3aMpoBaTb AAHHbIX 00 akTMBax C
NMOMOLLbIO ABYX 3aMpOCOB, Bbl MOXETE COXPaHUTb 00 beANHEHHbIN 3anpoc.

5.2.6 PaboTa c nonb3oBaTesnibCKMMM U OOLLMMU 3anpocamu

Bbl mMoxete dunbtpoBath aktuebl B 1K Ankey SIEM NG ¢ nomoLubio
3anpocoB Ha A3blke PDQL.

B cucteme npegycmMoTpeHbl roToBble 3anpochkl Ans uiibTpaumMm akTUBOB U
HaCTPOWKM NpeACTaBeHnst aHHbIX O HUX B Tabnuue. DTN 3anpockl pacnosioXeHbl B
nankax, BIOXeHHbIX B CTaH4APTHYO nanky CtaHaapTHbIe 3anpochil.

an/IMe‘-IaHI/Ie. Bbl HE MOXeTe U3MEHATL NInn yaanAaTb CTaHAAPTHbIE NManku 1 3arnpochbl.

Ons peweHnA p860‘-||/IX 3ajay Bbl MOXXeTe CO34aBaTb CBOU MNMOJ1b30BaTElIbCKMNE
3anpocbl U nankn M nomMewatb MX B CTaHOAPTHYIO Nanky NMonb3oBaTtenbcKue
3anpochbl. K nonb3oBaTenbCKum 3anpocam u nankam He MMeeT A0CTyna HUKTO, KpomMe
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nx cosgatensi. Kpome Toro, Bbl MOXeTe co3gaBaTb B CTaHZapTHoM nanke O6wme
3anpochbl BIIOXEHHbIE Nanku (M1 nepemellatb Tyda Nosb3oBaTenbCckue nanku) u
3anpocsl, kK KOTOpbIM ByayT MMeTb AOCTYN BCe NOMb30BaTENN CUCTEMbI.

Ha ctpaHuue AKTUBBI Bbl MOXeTe paboTaTthb C Nonb30BaTENLCKUMU U OOLLMMU
BMNOXEHHbIMM Nankamu 1 3anpocamu (cm. pasgen 4.2.5).

5.2.6.1 Co30aHue nanku 3anpocoe

[nsa ynobctBa paboThbl Bbl MOXeTe co3gaBaTth nanku, 4tobbl nomewatb Tyaa
3anpochbl 4ns PuUnbTpaunm akTUBOB MO BbIOPaHHBIM KPUTEPUSIM.
% Yrtobbl co3gaTtb nanky 3anpocos:
1. B rnaBHOM MeHI0 BbibepuTe pasgen AKTUBDI.

OTkpoeTcs cTpaHuua AKTUBBI.

2. B naHenun 3anpocbl HaxXMuTe +.
OTkpoeTcsa okHO HoBasi nanka.
3. B none HasaHue BBeAUTE Ha3BaHMe Nanku 3arnpocos.
4. B packpblBawwemcsa cnucke PacnonoxeHue Bbibepute nanky,
BHYTPW KOTOpPOKN TpebyeTcs co3aaTh nanky 3anpocos.
Mo ymonyaHuio nanka cosgaetcda BHyTpu nanku Nonb3oBaTernbckue
3anpochil.
5. HaxmuTte kHonky Co3pnaTb.
Manka 3anpocoB co3gaHa.
Kpome Toro, Bbl MOXeTe NepenTn K CO34aHnIo nanku BHYTPM yxe CO3aHHON

nanky 3anpocoB, HaBeAs Kypcop Ha CO3[4aHHy0 Nanky 1 Haxas :.
5.2.6.2 N3meHeHuUe nanku 3arnpocos

Bbl MOXeTe M3MeHsTb Ha3BaHWA Marnok 3anpocoB UMW rnepemMewiaTb UX B
Apyrve narku.
% YT06bI NI3MEHNTL NanKy 3anpoCcoB.:
1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBDI. .
[ ]

2. B naHenun 3anpocbl HaBeauTe Kypcop Ha narky, HaXmuiTe : U B
packpbiBlWEMCA MeH Bblbepute nyHKT [lepemectutb WU
nepeMmeHoBaTh.

OTkpoeTca okHO <HasBaHue nanku>.

3. B none HoBoe Ha3BaHue BBeMTE Ha3BaHME Nanku 3anpocos.

4. B packpbiBalowemcs cnucke PacnonoxeHuwe BblbepuTe nanky, B
KOTopyto TpebyeTcsa nepeMecTUTb Narnky 3anpocos.

5. Haxmunte kHonky CoxpaHuUTb.

Manka 3anpocoB n3mMeHeHa.

5.2.6.3 YOaneHue nanku 3anpocos

Bbl MOXeTe yoandatb nanku 3anpocos. [1pu yaaneHuu nankun Bce BrOXeHHbIe
nanku 1 3anpockl Takke dyayT yaaneHsl.
% YT06bI YOanuTb nanky 3anpocos:

1. B rmaBHOM MeHI0 BbibepuTte pasgen AKTUBBDI.

OTkpoeTcsa cTpaHuua AKTUBBI. .

2. B naHenu 3anpocbl HaBeaUTe KypcoOp Ha narky, Haxmute &, B
packpbiBLUEMCS MeHK Bblbepute NyHKT YpanuTb nanky v npwm
HeobXxo4MMOCTV NOATBEPAUTE yaaneHue.

Manka 3anpocoBs yaarneHa.
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5.2.6.4 CoxpaHeHue 3anpoca

Bbl MOXeTe coxpaHATb yCrnoBMSA 3anpocoB AN punbTpaumm akTuBoB, YTOObI
MCMonb30BaTb UX MOBTOPHO.
Ycnosue 3anpoca MOXeT BKIoyaTb B cebs:
— ycrnioBue  unbTpauum  akTmBoB  Ha  43bike  PDQL
(cm. pasgen 5.2.2);
— HaCcTpoOeHHOoe npeAcTaBfneHne AaHHbix 06 akTMBax B Tabnuue
(cm. pasgen 5.2.3);
— yCnoBue TpynnMpoOBKN AaHHbIX 06 akTMBax M napameTpbl UX
aHanmMsa C NOMOLLbID MaTemaTUdeckux yHKUMA (CM. pasgen
5.2.4).
% Yrtobbl COXpaHUTb yCrnosue 3anpoca:
1. B rmaBHOM meHI0 Bbibepute pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBI.
2. [obaBbTe ycnosue 3anpoca B naHenb.cbmanpaumm.

3. B naHenu dunbTpauunm HaxXMuUTe ¢ W B PAaCKPbIBLUEMCH MEHI0
Bbl6epuTe NyHKT COXpaHUTb KaK HOBbIN.

OTkpoeTcsa okHO HoBbIN 3anpoc.

4. B none HaszBaHue BBeauTe Ha3BaHWe NONb30BATENLCKOrO 3anpoca.
Ecnn TpebyeTtcqa, B packpbiBalowemcss cnucke PacnonoxeHue
Bbl6epuTe nanky, B KOTOPYO TpebyeTcs nepeMecTuTb 3TOT 3anpoc.

5. Haxmwute kHonky CoxpaHuUTb.

YcnoBue 3anpoca COXpaHeHO.

5.2.6.5 Co30aHue 3anpoca Ha OCHoge cyuiecmeyrou,e20

Bbl MOXeTe co3gaBaTb HOBblE 3anpoChbl HA OCHOBE UMEKOLMXCA 3arnpocoB —
CTaHOapTHbIX, OOLNX UM NOSNb30BaTESTbCKUX.
% Yrtobbl co3gaTtb 3anpoc Ha OCHOBE MMEKLLETOCS:
1. B rmaBHOM MeHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcs cTpaHuua AKTUBBDI. .
[ ]

2. B naHenun 3anpocbl HaBeguTe Kypcop Ha 3anpoc, HaxmuTe ¢ 1 B
pacKpbIBLUEMCH MEHIO BblbepuTe NyHKT COXPaHUTb KaK HOBbIN.
OTkpoeTcsa okHO HoBbIN 3anpoc.

3. B none HasBaHue BBeanTe HasBaHWe Nofb30BaTENbCKOro 3anpoca.

4. Ecnu TpebyeTtcs, B packpbiBawowemca cnvcke PacnonoxeHue
BbIOepuTe nanky, B KOTOPYLO TpebyeTca nepeMecTnTb 3TOT 3anpoc.

5. Haxmunte kHonky CoxpaHuUTb.

3anpoc cosgaH.

5.2.6.6 UsmeHeHue ycrnoeus 3anpoca

*

% YT06bI NI3MEHNTL YCrIOBME 3anpoca:
1. B rmaBHOM MeHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTca cTpaHmua AKTUBDI.
2. B naHenu 3anpocbl BbibepuTe 3anpoc.
Ycnosue 3anpoca byaet gobasneHo B naHenb punbTpaumm.
3. W3meHuTe ycrnosue 3anpoca.

4. B naHenu dwunbTpaumm HaxmuTe
Bbl6epuTe NyHKT COXpaHUTb.
YcnoBue 3anpoca M3MeHEHO.

MW B pacKpbIBLUEMCS MEHIO
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5.2.6.7 U3smeHeHue Ha3eaHUs1 U pacriosioXeHus 3anpoca

Bbl MOXeTe M3MeHATb HasBaHUA 3anpocoB UM nepemMellatb UX B gpyrme
nanku.

MpumeuaHue. Mocne nepemelleHNs Nonb3oBaTeENbLCKOro 3anpoca B nanky O6wme
3anpochbl Apyrve nonb3oBaTenn CMOryT U3MEHsTb, MepemMeLlaTb Unu yaanutb ero.

% Y106bl M3MEHUTL 3aAMpPOC:
1. B rnaBHOM MeHIo BblibepuTe pasaen AKTUBBI.
OTkpoeTcs cTpaHuua AKTUBBI.

B naHenn 3anpockl HaBeguTe Kypcop Ha 3arnpoc, HaXMuTe :
B packpbiBlueMca MeHio Bbibepute nyHKT [MepemMectutb wnm
nepeMMeHoBaTb.
OTkpoeTcsa okHO <Ha3BaHue 3anpoca>.
4. B none HoBoe Ha3BaHue BBeaMTe Ha3BaHWe 3arnpoca.
5 B packpbiBatowemca cnicke PacnonoxeHue BbibepuTe nanky, B
KoTopyto TpebyeTcs nepemMecTuTb 3anpoc.
6. Haxmunte kHonky CoxpaHuUTb.
3anpoc M3MeHeH.

[ ]
Kpome Toro, Bbl MOXeTe nepemellaTh 3anpochl, HaXaB & U B packpblBLUEMCS
MeHto BbibpaB nyHKT MepeHecTn B o6wme vnu MepeHecTu B NUYHbIE.

wmn

5.2.6.8 YOaneHue 3anpoca

R/

% Yrtobbl yoanuTb 3anpoc:
1. B rmaBHOM MeHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTca cTpaHmua AKTUBDI.

2. B naHenu 3anpocbl HaBeanTe Kypcop Ha 3anpoc, HaXMUTE :
3. B packpbiBlleEMCS MeHIO BblbepuTe MNyHKT YpanuTb 3anpoc U
noAaTBepanTe yaanexve.
3anpoc yganeH.

5.2.7 KCNopT AaHHbIX 06 akTUBax B TaONMMYHbIA CNNCOK

Bbl MOXeTe cOxpaHuTb [aHHble 006 akTMBax B TabnuMyHOM cnucke ansd
nocrnegyoLllero MCnonb3oBaHUA B NpaBunax koppenauum u oboraweHus. [Mpu
M3MEHEHUN [aHHbIX 00 akTMBax 3anMcu TabnMYHOro ChnMcka aBTOMATUMYECKM
obHoBnA0TCA.

% Yrtobbl akcnopTMpoBaTh AaHHble 06 akTuBax B TaONUYHbLIA CMINCOK:

1. B rnaBHOM MeHIo BbibepuTe pasgen AKTUBBDI.
OTkpoeTca cTpaHmua AKTUBDI.

2. B naHenu pynnbl akTMBOB BbiIGEpUTE OOHY MM HECKONbKO rpynm,
Mo akTMBaMm KOTOpbIX (hopMmnpyeTcs TabrmyHbIA CAUCOK.

Mpumeyanue. [1na Boibopa HECKONMbKUX rpynn ncnonb3ynte knasumwy Ctrl.

3. B naHenu gpunbTtpauumn HactporTe PDQL-3anpoc gaHHbIX 06 akTMBax.

4. B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY EH Cospath TabnnuHbIil
CNUCOK.
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B HoBom Bknagke Gpaysepa oTKpoeTca  BebG-mHTEpdenc
Ankey SIEM NG Knowledge Base Ha cTpaHuue HoBbIn TabnnyHbIn
CMUCOK.

B none HasBaHue BBeanTe Ha3BaHue TabNM4YHOro cnmcka.

B packpbiBatowemcs cnucke Fpynnbl yCTaHOBUTE (hnaxkm y rpynn
Ankey SIEM NG Knowledge Base, B Kotopble 6yaeTr pobaeneH
TabnMYHbIN CNUCOK.

7. B packpbiBatowemcs cnmcke HasHauveHue Bbibepute [aHHble 06
aKTuBax.

8. EcnuM HyXHO wu3MeHUTb Cnucok rpynn (N0 akTMBaM KOTOPbIX
dopmmpyeTca TabnU4HbLIN CMMCOK), B pacKpbiBaKOLWEMCHA CrUcKe
Fpynnbl akTUBOB YCTaHOBUTE (PfiaXkkm HanpoOTUB Has3BaHUM ITUX
rpynn.

9. Ecnu HyxHO 000aBUTb akTUBbl U3 BROXEHHbIX Pymnmn, yCTaHOBUTE
dnaxok BknroyaTb BrnoXeHHbIe rpynnbl.

10. B none PDQL-3anpoc n3MeHuUTe 3anpoc K Modenn akTUBOB, yKa3as
Ha3BaHWUS KOSTOHOK Tabnu4HOro cnucka, B BUAE:

Select(@<Ha3BaHne nons 1> as <Ha3BaHue KONOHKM 1>,(@<Ha3BaHne nons
2> as <Ha3BaHue KO/MOHKM 2>,..)| Sort(@<Ha3eaHve monA  AnA
COPTVPOBKM>)

11. Haxmute kHornky OGHOBUTbL CXeMmy.

12. Haxmute kHornky Co3paTthb.

13. Ha cTtpaHuue TabnunyHble CNUCKM B NaHenu [JOCTynHbie CNUCKMU
BblbepuTe co3gaHHbIN TabNUYHbBIA CMIUCOK.

14. B naHenu MHCTPYMEHTOB HaXXMUTe KHOMNKy YcTtaHoBUTL B SIEM.

[laHHble 06 akTMBaXx aKCMOPTUPOBAHDI.

o g

5.2.8 kcnopT 3anuceun o6 akTnBax

[aHHble 06 akTuBax MoryT ObiTb NpeacTaBneHbl B Buae Tabnuvubl B pasgene
AKkTnBbI. Bbl MOXeTe akcnopTMpoBaTb 3anucu o6 akTmBax m3 Tabnvubl B hann
dopmaTa CSV, XLSX, JSON mnnn XML gna nocnegytoLlero aHanmsa.

% Yrtobbl akcnopTMpoBaTth 3anucu ob akTuBax:

B rmaBHOM meHI0 BbibepuTe pasgen AKTUBSI.

1. OrtkpoeTtcsa cTpaHuua AKTUBBDI.

2. Ecnu Ttpebyetca, B naHenun [pynnbl akTMBOB Bblbepute rpynny

aKTUBOB.

3. Ecnu tpebyetcsa, B naHenu 3anpocbl Bbibepute PDQL-3anpoc ons
dunbTpaLMnN akTUBOB.
BbibepuTe akTmBbl B Tabnumue.
B nmaHenun WHCTPYMEHTOB HaXMWUTE KHOMKY JKCNOPT U B
pacKpbIBLUEMCS MEHIO BbiGepuTe BapmaHT aKcnopTa.

ok

MpumeyaHne. Ecnu BbiBpaHHbin  PDQL-3anpoc  BbINonHsET
rpynnMpoBKY aKTUBOB, Bbl MOXETE 3KCNOPTUPOBaTb HE TONbKO 3arnuncu,
HO W Fpynnbl: COOTBETCTBYIOLLINE BapuaHTbl aKCnopTa oTobpasaTcs B
onokax N'PYMMbl n 3AMUCU B MeHKO KHOMKM DKCNOPT.

6. B oTkpbiBlueMcA oOkHe Bblbepute opmat charvna ana aKcnopta
3anucen.
7. Haxmnte KHONKy KCnopTupoBaTh.
dainn coxpaHeH Ha BalleM KOMNbITepe.
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5.3 PaboTa ¢ koHdUrypaumen aktusa

B psige cny4yaeB (Hanpumep, Npu aHanuse pesynbTaToB CKaHMPOBaHMWS) Bam
HY>XHO BWAETb, pasnuyanncb Ny KoHMUrypauum BbibpaHHOro akTMBa B ABa pasHbiX
MOMeHTa BpeMeHW. Takke BaM MOXeT noTpeboBaTbCs WCTOPUS U3MEHEHWUMN,
NPOU30LLIEALLINX C aKTUBOM, YTOObI HAaNTV B 3a4aHHOM NPOMEXKYTKE BPEMEHU ONacHbIe,
NoA03pUTESNbHBIE UMM MHTEPECHBIE N3MEHEHUS aKTMBa.

5.3.1 AKkcnopT ncTtopmmn KoHdpUrypaumm aktmea

B psge cnyyaeB (Hanpumep, npv paccrnefoBaHUM WHUWMOEHTOB UMM Npw
aHanu3e pes3ynbTaTOB CKaHMPOBaHWS) BaM MOXeT noTpeboBaTbCcs UCTOpUS
N3MEHEHMI, MPON3OLLIEALLNX C aKTUBOM.

ﬂpumeanMe. Bbl mMoxeTe SKCMopTUpoOBaThb UCTOPUIO N3MEHEHUN TONbKO OAHOro
aKTunBa.

% YTtobbl 3KCMOPTMPOBATL UCTOPUIO U3BMEHEHUIN akTUBA:
1. B rmaBHOM MeH0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTca cTpaHmua AKTUBDI.
2. B Tabnuue aktmBoB BbIbepuTe akTUB.

3. B naHenu MHCTpyMEHTOB HaxmuTte E3
OTkpoeTcsa okHO [NapameTpbl A4nis aKkcnopTa.

4. Bblbepute nepuog BpeMeHW, 3a KOTOPbIA Bbl XOTUTE MOMYYUTb
NCTOPUIO N3MEHEHUI KOHUTYypaLMKn akTMBa.

5. YcTtaHoBUTE oriaXkm ONS HYXHbIX BaM napamMeTpoB KOHdUrypauuu
aKkTunBea.

6. Haxmnte KHOMKY AKCNOPTUPOBATD.

Cuctema ccopmmpoBana XML-cdann n Bbirpy3una ero B JiokanbHy nanky,
yKasaHHylo B cBoucTBax 6Opaysepa. ®Pann cogepXuT  CTPYKTYpUpPOBaHHOE
npeacTaBneHne UCTOPUN M3MEHEHMUI, MPOU3OLIEALMX C aKTUBOM 3a BblOpaHHbIN
nepuon BpeEMeEHHU, C y4eTOM BblIOpaHHbIX MapamMeTpoB KOHUrypaLmm akTuBa.

5.3.2 CpaBHeHMe KOH(pUrypaumm aktmea

B psge cnydaeB (Hanpumep, npu paccrnefoBaHUM WHUMOEHTOB WUNU Mpu
aHanuse pesynbTaToOB CKaHMPOBaHWs) BaM MOXeT notpeboBaTtbcsi MHpoOpMaunsa o
TOM, pasnu4anncb N KOHMUrypaumm ogqHoro UM HECKONbKUX BbIBpPaHHbIX aKTUBOB B
ABa pasHbIX MOMEHTa BPEMEHW.

I'Ipumeqal-me. Ecnu Ha nobon un3 Bbl6paHHbIX BaMn MOMEHTOB BpeMEHWN aKTunB He
cywiecrtsoBarsl, TO cucrema 6yueT CyNUTaATb, YTO B 3TOT MOMEHT BpPEeMEeHN aKTuB He
coaepXal HM OgHOro arieMeHTa.

% Yrtobbl CpaBHUTbL KOHUIypaumm ogHOro Uimn HECKOSbKUX aKTUBOB:

1. B rnaBHOM MeHIo BblbepuTe pa3gen AKTUBBI.
OTkpoeTca cTpaHmua AKTUBDI.

2. Bblbepute aktmBbl B Tabnumue.

3. B naHenu MHCTPYMEHTOB HaXXMuUTe =g
OTkpoeTcsa okHO CpaBHeHMe KoHdurypauum ana <N> akTMBoB.

4. Bbibepute MOMEHTbI BPEMEHW, Ha KOTopble OyaeT npou3BOAUTLCA
CpaBHeHWe KOHJUrypaumin.
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5. Haxmwnte kHonky CpaBHUTb.
OTKpoeTCcsa CcTpaHuua CO CMMCKOM akTMBOB. Ha Heln oToGpakatoTcs
WHTerpanbHas Ys3BUMOCTb KaX[oro akTuBa, faTa WU Bpems ero
co3faHuvs, Aata 1 Bpems nocrieiHero obHoBNeHnsa 1 aata yganeHus.
6. Ecnu TpebyeTrcqa, B naHenn WHCTPYMEHTOB BkouMTe TOMNbKO
M3MeHeHUs, YTOObI CKMYNTBL U3 MPOCMOTPA T€ aKTUBbI, MO KOTOPbIM
He 6blfI0 N3MEHEHUI.

MpumeyaHme. Bbl MoxeTe npocMoTpeTb NOAPOOGHbIN pesynbrar
CpaBHEHNSA KOHpUrypaumi, BolbpaB MHTEPECYIOLLNIN Bac aKkTuUB.

MpumeyaHune. Takke Bbl MoxeTe akcrioptTvpoBatb B XML-chann
pesynbTaTbl CpaBHEHUS KOH(UIypaumi No KHOMKe AKCNopT.

5.4 Tononorusa cetn. PaboTta c kKapTou cetun

PeanbHble CBA3W MexXay akTMBaMu B CETU NpeacTaBreHbl B BUae KapTbl CETHU.
OHa cTpouTcea Ha ocHOBe MHopmaumm 06 akTuBe unu rpynne akTMBOB. Tononorus
ceTn oTobpaxaeTcss Ha cTpaHuue AKTMBbI Ha Bknagke Tononorusa. BepluvHamu
rpadpa ABNAKTCA akTUBbLI CETU, a pebpammn — CBA3N MeXOy HUMMN.

CBs3n Mexay akTuBamum OoTobpaxalTca Ha KapTe Ha OCHOBe AaHHbIX 06
aKTMBe, NOJSTyYEHHbIX MPU CKAHUPOBAHUW CETU B pexmme Genoro suwmka (Moaynem
audit). Ecnn gaHHble akTuBa M3MeHUNUCh, TO NOCNe CKaHUPOBaHNA KapTa OBHOBUTCS.

C nomoLLbio KapTbl CETU Bbl MOXETE BbISBNATD:

— CBSI3M MeXay aKkTuBaMu;

— OTCYTCTBME HEOBXOOUMbBIX CBA3EN MEXAY aKTUBaAMMU;

— OWMWOKM HACTPOMKM aKTMBOB (Hanpumep, OO0beAVHEHHble B
Knactep MapLipyTnsaTopbl UMEKT pasHble NapamMeTpbl);

— npobnemMbl apxXMTEKTypbl CETU (Hanpumep, akTUBbl U3 OAHOW
CeTn UMEIOT pasHble CeTeBbIE MACKN);

— MOCTOPOHHee obopyaoBaHWe, MNOLKMYEHHOE K BHYTPEHHUM
ceTam.

[na ynobcTea Kaxabl TUN akTMBa Ha KapTe ceTu MMeeT CBOe rpaduyeckoe
obo3HayeHue.

Tabnuua 5.1 — 'padmyeckme 0603HA4YEHNA aKTUBOB Ha KapTe ceTu
Twvn akTnBa Mpadmuyeckoe 0603HaYeHNE
Paboyas ctaHums

Cepsep

MapupyTtusaTop

CeTeBon kOMMyTaTOp

MexceTeBou akpaH

Touka goctyna

HewnseecTHOe ceTeBoe yCTpOI;ICTBO

IR B =N

89



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

Tun akTnBa Mpadmuyeckoe o603HaUYeHNE

CeTeBoW NpuHTEpP =)

Y3en @

Cetb a

Cnyx6a kaTtanoros Microsoft Active <b'

Directory

MnepBun3op S

KoHTponnep yganeHHoro ynpasneHus Fo)

cepsepom (iDRAC nnu iLO) =

5.4.1 HacTtpounka oTobGpaxeHMA akTUBOB Ha KapTe ceTu

Ha Bknagke Tononorus Bbl MOXeTe:
— M3MEHNATb YNCIO aKTMBOB B CETU, OTOOpakaeMblix Ha KapTe ceTy;
— MN3MEHATb oToOpaXkeHne KapTbl ceTu B paboyen obnactu;
— oTobpaxaTb UNKu CKpbiBaTb Ha3BaHNSA akTUBOB Ha KapTe CeTu.
Bbl MOXxeTe HacTpamBaTb OTOOpakeHMe akTMBOB Ha KapTe CeTu Ans O4HOWm
NI HECKOMbKMX rpynn akTueoB. [1ns yaobcTtea paboTbl C CUCTEMOW BUA KapTbl CETH
COXpaHsaeTca AN KaXX4oW y4eTHOM 3anncu nosib3oBaTens.
Kpome Toro, Bbl MOXeTe M3MEHSTb pPacnosioXeHne akTUBOB Ha KapTe CeTu
KypPCOPOM MbILLIN.
% Yrtobbl BepHyTb BUO KapTbl CeTU MO YMOM4YaHW, B NaHenu

MHCTPYMEHTOB HaXXMUTE KHOMKY Y% Pacnonoxuts y3-5ibl N0 YMOJTYaHMUIO.
Bbibop konu4yecmea akmueoe

Mo ymonuyaHuMo Ha kapTe ceTu oTobpaxaiwTcs He 6Gonee 20 akTUBOB,
BXOOSLWMX B OOHY ceTb. Bbl MOXeTe M3MEeHUTb 3TO MakCMMaribHOE YMCII0 aKTUBOB.
Hanpumep, ecnn Heo6xo4MMo NPOCMOTPETh BCE akTUBbI, BXOASLINE B CETb.

% YTtobbl BbIOpaTb MakCUManbHOE YUCAO aKTUMBOB, OTOOpaXkaembix Ons
OJHOW CeTu:

1. B rmaBHOM MeHI0 BblibepuTe pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBDI.

2. B naHenun nHctpymeHTOB BbIGepuTe BKNaaky Tononorus.
OTobpasutcs kapTta ceTu.

3. B naHenun MHCTpyMEHTOB HaxmuTte E.
OTKpOETCHA OKHO HACTPOWMKM BMAA KapTbl CETU.
4.  YKaxuTe YMCno aKkTUBOB B Nosie YMeHbLIaTb y3nbl B ceTsAX 6onbLue
<4yncno> y3rnos.
Ha kapTe ans kaxgon cetn otobpakeHo BbIOpaHHOE YMCO akTUBOB.

Bbi6op omobpaxeHusi Kapmbl cemu

Bbl MoxeTe BblbpaTb oTObpaxeHusa kapTbl ceTu B paboyen obnactm - ¢
NPOKPYTKOM UNun 6e3 NPoKpPYyTKMU.

Ecnu BbiOpaH BapuaHT 6e3 NpOKpyTKM, TO Ha KapTe CEeTU Bbl BUOUTE BCE
aKTMBbl U CBA3N Mexay HuMK. KapTa ceTu 3aHMmaeT Bcto pabouyto obnactb, ee
mMacLiTab 3aBUCUT OT KONMYECTBA aKTMBOB.

Ecnu BbIOpaH BapmaHT ¢ NPOKPYTKON, TO MacLluTab oTobpaxkeHnss akTMBOB Ha
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KapTe ceTu yBenunumBaeTtcs. KapTta ceTu BbIxoauT 3a npeaensl paboyen obnactu.
% Yrtobbl BbIbpaTb 0TOBpaXkeHme kapTbl ceTn B paboyen obnacTu:
1. B rnaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBI.
2. B naHenu vHCTpymeHTOB BbiGepuTe Bknaaky Tononorus.

OTobpasutcs kapTta ceTu.

3. B naHenu MHCTpyMEHTOB HaXxmuTe :
OTKpOEeTCs OKHO HAaCTPOMKN BUAA KapTbl CETU.
4. Bbibepute 0QMH 13 BapMaHTOB:
— €eCcnu Bbl XOTUTE BUAETb Cpa3y BCe aKTMBbl Ha KapTe CeTw,
BbIKITHOUNTE MPOKPYTKY;
— €eCInu Bbl XOTUTE YBENNYUTb MacluTab oToOpaeHns akTUBOB Ha
KapTe CeTu, BKITUYNTE MPOKPYTKY.
KapTta ceTu otobpaxaeTcs B paboyen 0651actu B COOTBETCTBUM C BbIOpAHHbIM
BapuaHTOM.

BbiknroyeHue omoGpameHun Ha3eaHuli akmueoe

Mo ymonuyaHuio Ha kapTe ceTn oTobpaxalTcsa Ha3BaHUsS akTUBOB. Bbl MOXxeTe
BbIKMOYUTE OTODpaXkeHne Ha3BaHUW akTUMBOB. Hanpumep, ecrnv Ha 3KpaHe CIIULLKOM
MHOIO aKTMBOB W WX Ha3BaHWSA 3aTPyOHAT BOCMpUATUE UHopmauun n paboTty ¢
KapToun ceTu.

% Yrtobbl BbIKNOYMTE OTOOpaXKeHMe Ha3BaHM akTMBOB Ha KapTe:

1. B rmaBHOM MeHI0 BblibepuTe pasgen AKTUBBI.
OTkpoeTcsa cTpaHuua AKTUBBI.

2. B naHenun nHctpymeHTOB BbIbepuTe BkNaaky Tononorus.
Otobpasuntcs kapTta ceTu.

3. B naHenu MHCTpyMEHTOB HaXmuTe :
OTKpOeTCsa OKHO HAaCTPOMKN BUAA KapTbl CETU.
4.  BblknounTte oTobpaxkeHne Ha3BaHuM y3roB U CETEN.
OTtobpaxxeHne Ha3BaHMN aKTUBOB Ha KapTe BbIKITHOYEHO.

5.4.2 NMpocmoTp nHcpopmaumm od6 akTuse

Ha kapte cetn oTobpaxalTcs akTuBbl, YAOBNETBOPSHOLME YCIOBUSAM
dunbTpa. Bol MoxeTe BbibpaTb N0OON akTMB MMM CBA3b MEXAY aKTuBamu, YToObI
NPOCMOTPETb NOAPOOHYI0 MHGOPMALMIO O HUX.

AKTMBbI, yaoBneTBoOpsoLLMe ycrnoBmsiMm ounbTpa, HO HE BbibpaHHbIe Ha KapTe,

He M3MEHSIOT uBeT E. AKTUMBBbI, BblOpaHHbIe Ha KapTe, BblgeneHbl CUHUM LBETOM
AKTUBbI MU CBSI3N MeEXAY aKTMBaMW, He YOOBMETBOPSIOLWMMK YCNoBusaM UNbTpa,
N3MEHSIOT LBET Ha CepbIn

Knonkn »° u «” nossonsioT CBOpa4yMBaTb M pasBopadvMBaTb COAEPXKUMOE
akTnBoB TUNa «CeTby.

Mo HaxaTuo Ha akTUB OTKPbIBAETCA OKHO C 6a30BOWN MHGPOPMALMEN O HEM —
MUHU-KapTodka aktmBa. 1o ccbinke KapToyka akTMBa Bbl MOXETe MNepenTu K
NPOCMOTPY COCTOSIHNSA aKTUBa.

[na aktmBa Tmna «CeTb» B OKHE C MHopmauuen Ha Bknagke CBoncTBa
oToGpaxaloTcs napamMeTpbl, a Ha BKragke AKTUBbI — CMMCOK aKTUBOB.
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% YT06bI CBEPHYTH OKHO C MHGOpMaumen ob akTuBe UM CBA3N MeXay

A
aKTUBaMW, HAXXMUTE 7.
% YT06bI 3aKpbITb OKHO C MHGOpPMauMen o6 akTMBe UMW CBA3N MEXAY

aKTnBaMun, HAXXMuUTe x

5.4.3 JOCTMXXMMOCTb MeXxAay akTuBamu

[JocTXMMOCTb — 3TO CBOWCTBO akTMBa W rpynnbl akTMBOB, O3Hayarllee
BO3MOXHOCTb X B3aUMOAENCTBUS C APYrMMU akTUBaMM 1 rpynnaMu akTMBOB B CETH.
MyTb Mexay OOCTUXKUMbIMU aKTUBaMU U rpynnamMm akTMBOB (MapLUpyT) onpeaenseTcd
BblOpaHHbIMK NapameTpamMu JOCTUXKUMOCTMU.

C nomoLbio pacyeTa JOCTUXKUMOCTU Bbl MOXETE:

— KOHTpONMpoBaTb AOCTYMHOCTb aKTUBOB U FPynn akTMBOB B CETY;

— NpOBEpPsATb MPaBUMbHOCTb YCTAHOBKM W HACTPOMKU CeTeBbIX
YCTPOWUCTB;

— npoBepsATb paboTy MONUTUK [OCTyna K aktmBam W rpynnam
aKTUBOB;

— YTOYHATb CMUCOK aKTMBOB W FPYMN akTUBOB, KOTOPbIE HYXHO
npoaHanM3npoBaTb BO BpeMdA ayauTa;

— BbISIBNATb aKTUBbI M rPYMMbl aKTUBOB, NpeacTaBnsaoLwmne yrposy
B, 1 nx cBa3u ¢ gpyrumn aktTuBamm u rpynnamm akTmeoB.

Bbl MOXeTe paccuntaTb JOCTMXKMMOCTb OT OAHOrO akTmea W (Mnu) rpynnol
aKTMBOB WUNN BCEX aKTUBOB W CETEBbIX apeCcoB K aKTUBY W (UNM) rpynne akTuBOB,
ceTeBOMY afpecy, Anana3oHy CeTeBbIX aipecoB.

Bbl MoxeTe nepentn K pacyeTy LOOCTMXKMMOCTU MO KHOMKe a Pacuet
AOOCTUXMMOCTU B NaHENN MHCTPYMEHTOB.

5.4.3.1 Pacyem docmu)xumMocmu om aKkmuea

Bbl MOXeTe paccuvMtatb AOCTMXKMMOCTb OT BbIOpaHHOro aktvea u (Unu)
rpynnbl akTUBOB K OPYroMy akTuBy W (Mnn) rpynne akTMBOB, CETEBOMY adpecy,
AnanasoHy ceTeBbIX apecoB.

% Yrtobbl paccumTatbh AOCTUXKMMOCTb OT aKTMBa:

1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTKpoeTca cTpaHuua AKTUBbDI.
2. BbibepuTte akTmBbI B Tabnumue.

3. B naHenu MHCTPYMEHTOB Ha>KMUTE KHOIKY a PacueT gocTtuxxmmocTtu

N B pacKpbIBLUEMCH MEHIO BbIDEpUTE MYHKT 3 Kyaa oTKpbIT gocTyn.
B HoBow Bknagke 6paysepa oTkpoeTcs cTpaHnua AKTUBLI, B Tabnuvue
aKkTMBoB OyayT oToOpaxaTbCa BblOpaHHble akTMBbl. B naHenu
Tononorusa otkpoeTca okHO PacyeT 4OCTUXMNMOCTH.

4.  AKTMBbI, OT KOTOPbIX pacCYUTbIBAETCA AOCTMXUMOCTb, YKa3aHbl B
6noke napameTpoB UCTOUYHUKN.

5. B 6noke napameTtpoB Llenu BbibepuTe KOHEYHbIE TOYKM MapLUPYTOB.
Ecnn TpebyeTcs, yKkaxuTe [ONOSHUTENbHYIO WHOPMALMIO O
NpoToKOMiax M noptax uenn No CCbifike YTOYHUTb MPOTOKONbI U
nopThI Lenu.

6. Haxmunte kHonky PaccuutaTb MapLipyThbl.

Cunctema chopmMmpyeT CUCKN AOCTYMNHbIX LieNen U MapLIpyTOB K HUM.

7. [ocTynHble ceTeBble agpeca U MapLpyTbl K HUM OTOOpassaTca Ha
BKknagke [locTynHble.
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Ecnn TpebyeTtcsa, no kHonke === BblbepuTe cnocob rpynnupoBKM
MapLUpPYyTOB.
8. BbibepuTe KOHEYHYO TOYKY MapLipyTa.

B packpbiBatowemcs 6noke oTobpaxalTca MaplipyTbl  SOCTUXMMOCTU
BblOpaHHON Lienun, CrpynnnMpoBaHHbIE NO Napam «NpoTOKOS — NOpT». [nsa mappyToB
Takke MoryT oTobpaxkaTbCs npasuna MapLipyTusauumn, TpaHcnsumMm ceTeBblX aapecoB
(NAT) n cnuckoB ynpasrneHus goctynom (ACL).

MapLupyT AOCTUXKUMOCTM OTOBpaxaeTca Takke Ha KapTe CeTu.

Kpome TOro, Bbl MOXeTe MepenTn K pacyeTy AOCTMXKMMOCTU MO KHOMKe 8
PacuyeTt pocTtmxxmmMocTu Ha Bknagke Tonornorus.

5.4.3.2 Pacyem docmuxumocmu K akmuey

Bbl MOXeTe paccumTaTb JOCTMXMMOCTb OT akTuBa W (Unv) rpynnbl akTUBOB
NIN BCEX aKTUBOB U CETEBbIX aApecoB K BblIOpaHHOMY akTuBY U (UNK) rpynne akTUBOB.
% Yrtobbl paccumTaTtb AOCTUXKMMOCTb K aKTUBY:
1. B rmaBHOM meHI0 BbibepuTe pasgen AKTUBBI.
OTkpoeTcs cTpaHuua AKTUBBI.
2. Bblbepute aktmBbl B Tabnuue.

3. B naHenu MHCTPYMEHTOB HAXXMUTE KHOMKY & Pacuer AOCTUXUMOCTHU
_’

W B pacKpbiBLUEMCS MEHI0 BblbepuTe MNyHKT a OTKyAa OTKpbIT
[OCTYyn.

B HoBOM Bknaake 6paysepa oTkpoeTcs cTpaHuua AKTUBbI, B Tabnvue
akTmBoB OyayTt oTobpaxaTbCs BblOpaHHble akTuBbl. B naHenmn
Tononorusa oTkpoeTca OkHO PacyeT 4OCTMXKUMOCTM.

4.  AKTMBbI, OT KOTOPbIX paccyYUTbiBaeTCs AOCTUXKUMOCTb, yKasaHbl B
6noke napameTpos Llenu.

Ecnn TpebyeTcs, yKkaxuTe [OMNOSHUTENbHYIO WHQOPMALMIO O
npoToKonax M nopTax UenuM no ccbifike YTOYHUTb MPOTOKOSbI U
nopThbl Lenu.

5. B ©Onoke napameTtpoB WMCTOYHMKM BblbepnTe HavanbHble TOYKM
MapLUpyTOB. HavyanbHbIMX TOYKaMU MapLUPYTOB MOTYT ObiTb aKkTUBHI,
rpynnbl akTMBOB M BCE aKTUBbI U CETEBLIE agpeca.

6. Haxmute kHOMKy PaccuntaTb MapLpyThbl.

Cuctema copmMumpyeT CNUCKN AOCTYMHbIX UCTOYHUKOB Y MapLUpyTOB
K BbIOpaHHbIM aKTMBaM. .
S

7. Ecnu TpebyeTtcs, no kHoMke -+= BblibepuTe cnocod rpynnMpoBKu
MapLUPYyTOB.
8. BblbepuTe HavyanbHy TOYKY MapLupyTa.

B packpbiBatowemcs 6noke oTobpaxarTcs MapLipyTbl  AOCTMXUMOCTHU
BbIOpaHHON Lienu, CrpynnupoBaHHbIE MO Napam «NpPOTOKOST — NopT». [na MmapLlipyToB
Takke MOoryT oTobpaxkaTbCs Npasuia MapLipyTu3aunmn, TpaHCnsLmMm ceTeBbIX agpecos
(NAT) n cnuckoB ynpasneHust goctynom (ACL).

MapLupyT AOCTUXKUMOCTM OTOBpaXaeTca Takke Ha KapTe CeTu.

Kpome TOro, Bbl MOXeTe MepenTn K pacyeTy AOCTMXKUMOCTU MO KHOMKE 8
PacueTt goctmxxumMocTu Ha BKknaagke Tononoruvs.

5.4.4 MNMepexoAa K paboTe ¢ COOLITUAMU U UHUUAEHTAMN U3
Tabnuubl akTUBOB

N3 Tabnuubl akTMBOB Bbl MOXETE nepe|71T|/| K pa60Te C coObITnamMn u
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WHUMOEHTaMK1, CBS3aHHbIMU C BblOpaHHbIMM akTMBaMK, a Takke HaWTW 3agavv no
cbopy AaHHbIX.
% YT06bI NEpenTn n3 Tabnuubl akTMBOB K paboTte ¢ cobbITUAMN:
1. B rmaBHOM meH0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBDI.
2. B Tabnuue aktmBoB BbIbepuTE aKTmMB.
3. B naHenu MHCTpyMeHTOB BbiGepuTe KHOMKY HanTu 1 B packpbiBLLEMCS
cnucke Bblbepute NyHKT HanTn cobbiTuSA.
OtkpoeTca cTpaHnua CobbiTua. B pabouen obnactn otobpasuTtcss CNmMcok
cobbITUIN, CBA3AHHbIX C BbIOpaHHbIM aKTUBOM.
Takke Bbl MOXETE UckaTb MHUMOEHTbI U 3a4a4m No cOopy AaHHbIX, CBA3AHHbIE
C BbIOpaHHbIM aKTUBOM.

5.4.5 MNepexopn Kk padboTe ¢ COOLITUAMU U UHUNOEHTAMMU C
KapTbl ceTn

3 kapTbl ceTn Bbl MOXeTe nepentn K pabote ¢ cOBbITUAMM N MHUMOEHTaMW,
CBSA3aHHbIMU C BbIOpaHHbIM aKTUBOM.
% Yrtobbl NnepenTn K paboTe ¢ COOLITUSMN N3 KapTbl CETU:
1. B rnaBHOM MeH0 Bblbepute pasgen AktuBbl. OTKpoeTcsa cTpaHuua
AKTUBbI.
2. B naHenn wnHCTpymMeHTOB BblbepuTe Bknagky Tononorus.
Otobpasutcs kapTta ceTu.
3. BbibepuTe akTuB Ha KapTe ceTwu.
OTKpOeTCsa OKHO c.Vchbopmau,meVl 06 akTtuBe.

4.  HaxmuTe KHOMKY « N B pacKpbIBLLEMCHA MEHIO BbibepuTe nNyHKT HanTtun
coobiTna. OTkpoeTcs cTpaHuua CobbiTua. B pabouen obnactm
oTobpasnTca cnMcok cobbiTU, CBA3AHHbIX C BblIOpaHHBIM aKTUBOM.

Kpowme Toro, n3 okHa c Mquopmau,mel‘/'l 06 aKTMBE Bbl MOXETE NEPENTUN K paboTe

C MHUMAEHTamu, BbIOpaB B MEHIO ¢ NYHKT HanTn MHUMAEHTDbI.
5.4.6 QKCNopT TONOSIOrMn aKkTUBOB

MK Ankey SIEM NG cobupaet wuHpopmaumo o6 aktmBax B CeTU #
npeactaBnseTr ee B BuAe KapTbl. Bbl MoOXeTe 3KCNOpTUPOBaTb HACTPOEHHYHO
TOMOJIOrMI0 CeTU B BUAe rpaduyeckoro anna ansa nocreayoLwero aHanmaa.

% Yrtobbl 3KCnopTMpoBaTh TOMOMOMNI0 CETH:

1. B rmaBHOM MeHI0 BblibepuTe pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBDI.

2. B naHenun nHctpymeHTOB BbIGepuTe BKNaaky Tononorus.
OTob6pasutcsa kapTa ceTu. .

3. B naHenn WHCTPYMEHTOB HaXMuTe KHOMKy --— CkayaTb M B
packpbIBLIEMCS MEHI0 BblbepuTe hopmart rpacdmyeckoro canna: PNG
unn SVG.

Tononorna ceTn akCnopTUpoBaHa.

95



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

5.4.7 Co3paHue 3agaym Ha coop coObITUIM C aKTUBa U3
Tabnuvubl akTUBOB

Bbl MOXeTe nony4atb MHGOpMaLUmo 0 cOBbITUAX, NPOM3oLLEeALINX Ha aKTUBaX.
[na atoro TpebyeTcs co3naTth 3agadvy Ha cbop cobbiTuin ¢ BbiIOpaHHOro aktmea. Bbl
MOXeTe cO3a4aTh TaKyto 3agadvy u3 Tabnuupbl akTMBOB.
% Yrtobbl co3gaTtb 3agadvy Ha cbop cobbITuin C aKkTUBa:
1. B rnaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBI.

2. B T1abnuue aktnBoB BbIGEpPUTE AKTUB.

-
3. B naHenu MHCTPYMEHTOB HaxmuTe &
OTtkpoeTca cTpaHuua CospaHue 3apaym Ha cb6op AaHHbIX. BbiGpaHHbIv
aKkTMB yKkasaH B naHenun Lienu cb6opa AaHHbIX B nofne AKTUBBI.

5.4.8 Co3paHue 3agaym Ha coop coObITUM C aKTMBA

Bbl MOXXeTe nony4atb MHGopMaLumo 0 cOBbITMAX, NPOM30LLEALINX Ha aKTUBaX.
[na atoro TpebyeTcs co3naTtb 3agadvy Ha cbop cobbiTuin ¢ BbIbpaHHOro akTuea. Bbl
MOXEeTe NepenTn K CO3A4aHMI0 Takon 3agadn U3 KapTbl CETH.
% Yrtobbl NepenTn K co3gaHnto 3agaym Ha cbop cobbITUIN C akTMBa:
1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTkpoeTcs cTpaHuua AKTUBBDI.
2. B naHenu nHCTpymeHTOB BbiGepuTe Bknaaky Tononorus.
Otobpasuntcs kapTta ceTu.
3. Bblbepute aKTMB Ha KapTe CeTu.

4. HaxmuTte ¢ 1 B packpbiBLUEMCS MEHIO BblbepuTe nyHKT Cos3patb
3apayvy no c6opy AaHHbIX.
OtkpoeTtcsa cTpaHuua Cos3gaHue 3agaynm Ha cbop AaHHbIX. BbibpaHHbIN
aKTuB yka3aH B naHenu Llenu c6opa AaHHbIX B nore AKTUBBDI.
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6 PaboTa ¢ ya3BUMOCTAMMU

MpumeyvaHune. PyHkUMoOHan And paboTbl C yA3BMMOCTSMU AOCTYMEH TOMbKO Mpu
Hanuuuu JononHuTensHoro KomnoHeHta Ankey SIEM NG VM. [ononHuTernbHbIN
komnoHeHT Ankey SIEM NG VM akTuBMpyeTCs C MOMOLLbIO CrieunanbHON NIULEH3NN.

YA3BMMOCTb — 3TO HEAOCTaTOK, OoOHapyXeHHbIn B IT-cucteme. Mcnonbays
9TOT He[oCTaTOK, 3IOYMbIWIIEHHUK MOXEeT HapywuTb KOHUOAEeHUManbHOCTb,
LenoCTHOCTb UMM OOCTYMNHOCTb AaHHbIX. YA3BMMOCTU MOTYT BO3HWUKaTL, Hanpumep, B
pesyrnbTaTte OWMbOoK NporpaMmMnpoBaHus.

Ankey SIEM NG npegHasHayeH He TOMbKO AN Moucka Ysi3BMMOCTEW Ha
aKTuBax, HO 1 Ang ynpasnenunsa nmu. MNpouecc paboTsl ¢ ysa3sumoctamu B Ankey SIEM
NG cocTtouT 13 criegyroLmnx aTarnos:

— VHBEHTapu3aunsa akTUBOB,

— KraccuuKaumsa n oueHka akTUBOB;

— BbIABIEHUE 1 NMPpUOpUTU3aLmnSA YS3BUMOCTEN;
— YyCTpaHeHue ya3BUMOCTEN;

— MpoBepkKa pe3ynsTaTos.

UHeeHmapu3ayusi akmueos

Llenb aTtana: obHapyxuTb U wnaeHTUdMUMpoBaTb akTuBbl B Bawen WT-
NHQPaACTPYKTYpe.

Mpn ckaHvpoBaHun WUT-uHdpacTpykTypbl opraHudaumm Ankey SIEM NG
obHapyXmnBaeT akTUBbI 1 CO34aeT O HUX 3anucu. Bbl Takke MoxeTe o6aBNATL akTUBbI
BPYYHYlO, uMnopTupoBatb u3 anna wunm u3 MP8. O6HapyXeHHble aKTuBbl
Heob6xoaumMo naeHTudmumpoBaTb, YTOObI n3bexartb Mx gybnmuposaHus. N He meHee
BaXXHO NoAAepKmBaTb MHpOpMaLnIo 00 akTMBax B akTyaslbHOM COCTOSIHUMM, MHAYe Bbl
MOXeTe MnponycTUTb 4YacTb yasBumocten B WT-nHdpacTtpyktype. Bbl mMoxeTe
Mcnonb3oBaTh BUIKET AKTyanbHOCTb AaHHbIX 06 akTMBax, 4YTOObl OTCNexuBaThb,
CKONbKO Yy BaC akTMBOB C OTCYTCTBYHOLMMU WU  HeakTyanbHbIMW AaHHbIMU
CKaHMpPOBaHMUs.

PesynbTat aTtana: Bbl obnagaete akTyanbHbIMW OaHHBIMW O TOM, Kakue
aKkTuBbl eCTb B U T-MH(ppacTpyKType 1 Kakasa y HUX KoHgurypauusi. Ha ocHoBaHum 3Tnx
AaHHbIX Ankey SIEM NG ©Oyget o6HOBNATbL WMHopMauuio 06 oBHapyXeHHbIX
YA3BMMOCTSX.

Knaccughukayusi u oyeHka akmueoe

Llenb atana: BblgennTb 3Ha4YMMble aKTMBbI, YSI3BUMOCTM Ha KOTOPbIX MOryT
HaHecTn 6ornbLle Bcero Bpeaa.

Bbl MOXeTe ucnonb3oBaTtb BUKET 3HAYUMOCTb aKTUBOB, YTOObI MOHATD,
CKOJTbKO Yy BacC akTMBOB, Af11 KOTOPbIX HE yKa3aHa 3HaYMMOCTb. 3aTeM BaMm HYXHO
NPUCBOUTbL 3HAYMMOCTb MaKCMMasibHO BO3MOXHOMY KOSIMYECTBY aKTUBOB BPYYHYHO
MNNM C NOMOLLBID MpaBun cneunanbHOW MONUTUKA. OTO MOMOXKET OTCOPTUPOBATb
aKTMBbI NO NPUOPUTETY N ONTUMU3NPOBATL CPOKN YCTPAHEHUS YS3BUMOCTEN Ha HUX.

B Ankey SIEM NG npegycmoTpeHa BO3MOXHOCTb UCMONb30BaTb
CTaHOapTHble UM MONb30BaTeNbCKMe rpynnbl akTMBOB, 4YTOObI ObIIO  ygobGHee
puUnbTPOBaTb aKkTMBbl. JTO MNOMOXET BaM ObICTpee NPOBEPUTb WMX Ha Hanuyue
KOHKPETHOW YSI3BUMOCTH.

Pesynbtat atana: Bbl NPUCBOUIIM 3HAYUMOCTb MakCUMaribHOMY KOJIMYecTBY
aktmBoB B T-uHpacTpykType.
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BbisienneHue u rnpuopumu3sayus yﬂseumocme(l

Llenb atana — npyopntnanposaTb yS93BUMOCTU U HACTPOUTbL aBTOMAaTUYECKYHO
06paboTKy Anst MakcMMaribHO BO3MOXHOIo UX KOnnyecTsa.

B Ankey SIEM NG BbIsiBNeH/NE YSI3BMMOCTEN NPOUCXOAUT aBTOMAaTUYECKM Ha
OCHOBaHUK AaHHbIX 06 NHAPACTPYKTYpe, NOCTOSTHHO akTyanuanpyemon nHdopmauum
06 aktuBax. [lo pesynbTaTam CKaHMpPOBaHWA B pexumax ayauTta u neHTtecta (B
pexumax 6enoro n yepHoro Awmka) Ankey SIEM NG BbISsBNSeT OTKpbITble CETEBbIE
NopThbl U AOCTYMHbIe cryXbbl, yassumocTtu B 10, a Takke HeagocTaTkM KOHUrypawmm
obopygoBaHMs, CepBepOB W CPeACTB 3aluTbl. AkTyanusauus [aHHblX 06
yassmmocTsx B Ankey SIEM NG npoucxoaut npu obHoBneHun Knowledge Base B
YacTu yA3BMMOCTEW, a Takke Mpu akTyanusauunm uHgopmauum o6 aktmBax. B
pesyrnbTate MOXeT OblTb BbISABMEHO 3HAYUTENbHOE KONMMYEeCTBO yA3BMMOCTeN. Bam
HeobxoaMMO MakcuMmanbHO aBTOMaTu3upoBaTb npouecc ux 06paboTku, YTOObI
YCTPaHATb BPYYHYIO TOMbKO CaMble CITOXHbIE N OnacHble YA3BUMOCTU.

B Ankey SIEM NG gna atux uenem UCNosnb3yrTcs MNOMUTUKM — Habopbl
npasun, B COOTBETCTBMW C KOTOPbIMU YA3BMMOCTW Ha akTMBax MNPOBEPSATCA WU
obpabartbiBaloTcA. Bbl MoxeTe mnpocmaTpmBaTb CAWCOK MOMUTUK Ha CTpaHuue
Cucrema — Monutukn. [Ans Kaxxgonm NONMMTUKM MOXHO CO34aBaTh U MCMNONb30BaTh
npaesuna obpaboTkn yasBMMOCTeN (ONna ya3BMMOCTeM B cTaTyce «Hoasa») wunu
npaeuna, No pesynbTatam MPUMEHEHUS KOTOPbIX YA3BMMOCTU ByayT OTMEYeHbl Kak
BaXHble.

MpumeyaHue. YnpaensaTb NOMUTUKaAMM MOXET TONbKO MONb3oBaTesfb C MNpaBamMu
agMuHuctpatopa. [ogpobHoe onucaHve nonuMTMKk cMm. B PykoBoactee
agMUHUCTpaTopa.

Ecnu ys3BUMOCTb aKTMBHO UCMONb3yeTCs B aTakaxX 3M0yMbILSIEHHUKOB (MK
OygeT ucnonb3oBaTbCH B Onwkanwem byayem), OHa OTHOCUTCA K YUCY TPEHO0BbIX
m ob 9TOM nosiIBNAETCA COOTBETCTBYKOWAa OTMeTka. Ha Takme ys3BUMOCTU
HeobxoauMo obpallaTb NOBbILLEHHOE BHUMAHWE U YCTPaHATb UX B MEPBYIO o4epeb.

Bbl MOXeTe oTcnexuBatb OTMETKY TpeHAoBas B kapToyke ya3sumocTu. C
NMOMOLLbIO MOSUTUK Bbl MOXETE OTMETUTb BCE TPEHAOBbIE YA3BUMOCTU KaK BaXKHble.
Takxke Bbl MOXETe UCNONb30BaTb BUAXeTbl TpeHaoBbIe YA3BUMOCTU 1 TpeHAOBbIe
YA3BMMOCTM Ha aKTuBaXx, 4YTOObl OLEHUTb KOMMYECTBO HaWOEHHbIX TPEHOOBbIX
YA3BUMOCTEMN.

Kpome Toro, Bbl MOXeTe npucBamBaTth yS3BUMOCTSAM KINOYeBble cnoBa (MeTKn)
Ans nx 6eICTPOro noucka, nAeHTUUKaUMmn unn KaTeropmsaumm.

PesynbTat aTana: MakcumarnbHoe KOnnMyecTBo ysi3BMMOCTEN
NPUOPUTU3NPOBAHO.

YcmpaHeHue ysizeumocmel

Llenb aTana — onepaTUBHO YCTPaHATb YA3BUMOCTU Ha aKTUBaXx.

Mocne o6GHapyxeHus yaA3BMMOCTEN HeobxogMmo OOHOBUTH  Bepcun
onpegeneHHoro MO 1 ycTaHOBUTb HYXXHble NaTyn B onpeaeneHHble Cpokun. 3atem Bam
HY>XHO MCMOMb30BaTh NOSIUTUKMK:

— NO NNaHOBOMY YCTPaHEHMUIO YSI3BUMOCTEN — YTOObI yCTaHOBUTL
CPOKM YyCTPaHEHNSA N CTATyC YCTPaHEHWS;

— MO VCKITHYEHUIO YA3BUMOCTEN — YTOObI UCKMIOYNTD YSA3BUMOCTH,
KOoTopble, Harnpumep, TMOSABUIUCL B pe3yrnbTaTe JOXHbIX
cpabaTbiBaHUN U KOTOPbIE€ HEBO3MOXHO YCTPaHUTD;
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— MO YCTPaHEHWUIo YyA3BMMOCTEN BPYYHYIO — €CNN Bbl HE CMOXeTe
YCTPaHUTb HaWJEeHHble YS3BUMOCTM aBTOMaTUYECKH;

— N0 OTMEeTKe «BaxHas» — YTobbl CaMble OnacHble YS3BUMOCTU
OblfIM OTMEYEHbI KaK MPUOPUTETHbIE.

B Ankey SIEM NG Bbl MOXeTe co3gaTth 3agadvy Ha BbiyCck oT4yeTa, YTobbl BCe
COTPYAHVKW, BOBII€YEHHbIE B MNpPOLECC YCTpaHeHUs YA3BUMOCTEN, peryrisipHoO
nony4yanu aktyanbHyto nHpopmauuio 06 akTmBax U ya3BUMOCTSIX.

YA3BMMOCTAM MOryT 6bITb NPUCBOEHBI CReayoLlme cTaTycCbl:

1. HoBasa. Ankey SIEM NG o6Hapyxun ya3BUMOCTb Ha aKTuBe.
Heobxogumo ee knaccnuumpoBaTth U NOHSATb, Kak ee YCTPaHSATb.

2. B pab6orte. Bbl B3anu yas3BuMoCcTb B paboTy u nnaHuvpyeTe ee
ycTpaHutb. B ycTpaHeHuM MoryT yyactBoBaTb COTpyaHuKM IT-
nogpasgernieHnn, Hanpumep, OTBETCTBEHHbIE 32 YCTAHOBKY NaTyen.

3. MWUcnpaBnsetcA. YcTpaHeHMe YS3BUMOCTM  3anflaHUpoOBaHO —
BPYYHYKO WM NONUTUKOW. EcCnn nnaHoBbIM CPOK MUcnpasBfieHUA
nucteyeT, TO YA3BMMOCTb aBTOMATMYECKM Mepenger B cTaTtyc
TpebyeTcsa npoBepka.

4. Tpebyetca npoBepka. Heobxogumo npoBepuTb, yganocb nu
ncnpasnTb YA3BMMOCTb. 1151 3TOr0 HY>KHO BbIMOMHUTL CKaHMPOBaHWe
aktuBa. Ecnu  Hanuuue  ys3BMMOCTM  MOATBEPAMUIIOCH, OHa
aBTomMatmnyeckn nepenger B cratyc [lpocpoyeHo. Ecnm  He
noaTBepannocb — B cTaTyc YcTpaHeHa. Ecnv HYXXHO MCKNOYnNTb
YS3BMMOCTb U3 YMCna noanexalux npoBepke, Bbl MOXeTe nepeBecTu
ee B cTtatyc McknioyeHa.

5. [TlpocpoyeHo. VicTek 3annaHMpPOBaHHbLIN CPOK  MCNpaBrieHUs
YA3BMMOCTU, N B pe3ynbTaTe CKaHMPOBaHUS akTuBa ee NpucyTcTene
noaTBEpPANNOCH.

6. MWcknwueHa. Bbl MoOXeTe WUCKNOYUTL YA3BUMOCTb W3 4ucrna
nognexawux yctpaHeHuto. [MpnynHbl MoOryT ObiTb  pasHbIMU:
Hanpumep, ee 06HaPYXUNKN Ha aKTUBE C HN3KOW 3HAYMMOCTLIO UMK Xe
3aBeJOMO W3BECTHO, 4YTO Ha BCeX aktmBax C NoA06HbIMK
YSA3BUMOCTSAMMW YK€ NPUHATbLI 3aLUTHbIE MEpbI.

7. YcTpaHeHa. YS3BUMOCTb Obinia ycTpaHeHa unv aktus 6bin yaaneH.

PesynbTaTt aTana: Bce BbISIBfIEHHbIE YSI3BMMOCTU Ha akTMBax 3anflaHMpOBaHbI
K YCTPAHEHMIO, WCKIIOYEHbl W3 PaCCMOTPEHUS WU yCTpaHeHbl. Bbl MoxeTe
onepatMBHO nofiydatb W nepegaBaTtb WMHGOPMaUMIO O TOM, CKOMbKO Yy Bac
YySI3BUMOCTEWN U B KaKuUX cTaTycax.

Jdoctyn K vHopMauMm O HanOeHHbIX, 3ansiaHUPOBaHHbIX K YCTPaHEHWUIo,
WCKINIOYEHHBIX W3 PACCMOTPEHUSA, MNPOCPOYEHHBLIX W YCTPAHEHHbIX YA3BMMOCTAX
obecneunBaeTca C nomollblo 3anpocoB Ha s3blike PDQL. OH nossonsieT rmbko
3anpawmBaTb faHHble, PUNbLTPYS MX Kak No napameTpamMm ys3BUMOCTEW, Tak U Mo
napamMeTpam akTMBOB, Ha KOTOPbIX 3TU YA3BUMOCTWU NPUCYTCTBYIOT. Ha 6ase aTux
AAHHbIX CTPOSATCA BUXKETbI, C NMOMOLLbIO KOTOPbIX MOXHO OTCIeXmnBaTb COCTOSIHUE
3awmueHHocTn UT-MHGpacTpykTypbl OpraHuM3aumm w nnaHuposaTb paboTy no
yrnpaBneHuo ya3BUMOCTAMM.

MogpobHoe onucaHue 3anpocoB MNpeacTaBneHo B AOKymMeHTe «CUHTakcuc
a3blka 3anpocos PDQL Ankey SIEM NG 5.2.3».
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Mpoeepka pe3ynbmamoe

Llenb aTana: npoBepuTb, Kak ObICTPO YCTPaHAKTCH KPUTUYECKU OnacHble
YSI3BUMOCTU 1 COBMOAaTCA NN NONUTUKM YCTPAHEHNS YA3BMMOCTEN.

Bbl  MoxeTe wucnomnb3oBaTb BUOKETbl MO akTMBaM W YA3BMMOCTSAM,
pacronoXxeHHble Ha rnaBHon cTpaHuue Ankey SIEM NG. Hanpumep, ecnu 3a
BblOpaHHbLIN Nepuos KONMMYeCTBO akTMBOB 0e3 yka3aHHOW 3HAYMMOCTU BbIPOCHIO,
cTano 6onblue BaXKHbIX U TPEHOOBbLIX YSI3BUMOCTEW, HE UCMNPABMEHHbLIX B CPOK, BaM
Heob6Xxo4MMO MPOBEpPUTb, Kak HACTPOEHbI NOMUTUKUA YCTPaAHEHNS Yys3BUMOCTeN. Ecnu
KONMMYECTBO YS3BMMOCTEN Ha 3HA4YMMbIX aKkTMBaX YMEHbLUUIIOCb, TO Bbl MOXeTe
3annaHnpoBaTtb yCTpaHeHne ya3BUMOCTEN Ha MeHee NPUOPUTETHBLIX akTUBax.

6.1 KapTouka ys3BMMOCTHU

Ankey SIEM NG moxeT obHapymBaTb YA3BMMOCTM Ha akTMBax. HanageHHas
YyA3BMMOCTb OTOBpaxaeTcsa B Tabrnvue akTMBOB B CTONOLE YA3BUMOCTb. [0 ccbirke
B 9TOM cTonbue Bbl MOXeTe MnepenTn B KapTOuKy YA3BMMOCTW, rAe [OCTynHa
CTPYKTYpMpPOBaHHaA nHopMaumsi O Hen:

— YPOBEHb OMacHOCTH;

— onucaHue ysa3BMMOCTM M crnocoboB ee yCTpaHeHWs;

— meTpukmn CVSS;

— CCbIflkKM Ha nybnuyHble 6asbl AaHHbIX, B KOTOPbIX OMUCaHbI
yA3BMUMOCTM Takoro Tuna (B 4YacTHoct, Ha Common
Vulnerabilities and Exposures n 6aHk gaHHbIx yrpo3 ®CT3IK).

Bce aTn cBegeHus nomoratoT MOHATb, KakoW NPUopuUTET MMEET YS3BUMOCTb
npv ee yCcTpaHeHun.

Ecnu ys13BUMOCTb akTMBHO UCMOSb3yeTcsl B aTtakax 3r0yMbILUEHHUKOB (MUIu
OyneT ucnonb3oBaTbCa B bnvkanwem byaywem), oHa OTHOCUTCH K YMCY TPEHOO0BbLIX
n ob 9TOM nosiBNAEeTCA COOTBETCTBYKOWAa OTMeTka. Ha Takme ysi3BUMOCTU
HeobxoaMmo obpallaTtb NOBbILEHHOE BHUMaHUE U YCTPaHATb X B MEPBYIO oYepenpb.

Takke HeobxoaAnMOo OTCnexunsaTb yA3BMMOCTH B NporpaMMHOM obecrneyeHuu,
AN UCNOJSIb30BaHMS KOTOPbIX CYLLECTBYHOT ONyOrMKOBAHHbBIE 3KCNITONTbI. OKCMIONThI
NO3BOMAIT AaXe HEeomnbITHOMY 310YMBbILMEHHUKY BOCMOMb30BaThCH YA3BMMOCTAMM,
aBTOMATU3NPOBaTb aTaKy W MNOSMyYUTb KOHTPOSb Hah BaXKHbIMU pecypcamu. Takue
ysi3BuMocTn umetoT B Ankey SIEM NG gononHutensHyo oTMeTKy dKennouT. Kpome
TOro, AOMOSMHUTENbHBIMX OTMEeTKaMn O06O03HaYeHbl YA3BUMOCTM, KOTOpble MOryT
3KCnyaTMpoBaTbCs yaaneHHo, 1 YI3BMMOCTU, KOTOPbIE MOXXHO UCMPaBUTb, BbINOSTHUB
onpeaerneHHbie ycnosus (Hanpumep, 06HOBUB NporpaMmHoe obecneyveHme).

B kapTo4ke ya3BMMOCTU Takke oTobpaxatoTcsa TUMNbI NOCNeACTBUN, K KOTOPbIM
MOXET MPMBECTU IKCNnyaTaums ya3BMMOCTU: yaaneHHoe BbinonHeHne koga (RCE),
nosbiweHue npusunernin (LPE), otkas B obcnyxumeaHum (DoS).
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AkTuBbl / important asset (192.0.1.1) CocronHue Ha ceivac (4

35 c nyna agpa Windows | CVE2014.4064 (7

# Mamenutbcraryc~v  § OTMeTHTb Kak BaxkHylo W MaMeHUTb MeTku
OGHapyxena 16 oKTAGPS, 01:46

AKTHBBI C TaKHMM e YASBUMOCTAMN

OcHosHan uHdopmauus ot

NAcHOCT: O HU3kui ypoBeHs

© Boicokan 0
ofsve @ Cpenuas 0
7 fa
IKC q O Huakan 0
[ Hogas O He onpepenena 18
Beero 18

{eHue  Het nonuTuku

Axtve () important asset (192.0.1.1)
Tpynnbi € TAKUMK e YASBUMOCTAMK
Onucanue

YA3BMMOCTD, TO3BONAIOWIAR NONYSUTH AOCTYN K KOHDHACHUMANbHOR

z Q Unmanaged hosts 18
undopmayum, cywecTayer B Windows u cBR3ana ¢ 06paboTKOR NaMATH AAPA.

RaHHOR nony4nTh

wHOOPMaLMIO 06 aapecax NAMATH UK APYrHe CBEACHUR O AADe. MRCHTHOUKATOPSI B 6233X AGHHBIX

Kak ucnpasuto Unentudmrarop AKTUBbI
ite CVE-2014-4064 [ 18
http://technet. microsoft.com/en-us/security/bulletin/ms14-045 BDU:2015-00752 18
MP8ID: MP8ID-413493 18

Metpuku CVSS v2
Y6uian ouenka 3.6
Ga3osbii BekTop 4.9 — AV:L/AC:L/AUN/C:C/IN/AN
on BekTop 3.6 — E:U/RL:OF/RC:C

Ccebinku

http://technet.microsoft.com/en-us/security/bulletin/ms14-045 (2

JlononuutenbHan uidopmauus
A 12 aprycra 2014, 07:00
P CVE-2014-4064 (7

MNe 1 Henpumexnuma
/aseumoe N0 Windows
6 o6Hapykenus  Pacuer (@
Hanpgexa b 8 OC Mi ft Wi
OC Ha yane

o] Windows. Wind

e Microsoft Windows
as  Windows 7

ApxutexTypa x86

MNaker o6HoBNEeHNA 1

A CaepHyTb NOAPOSHOCTH

PucyHok 6.1 — KapTo4dka ysi3BUMOCTHU

YA3BMMOCTb MOXeT ObITb paccyMTaHa Ha OCHOBE AaHHbIX 00 akTuBe unu
obHapyxeHa BO BpeMs ckaHupoBaHus WT-uHdpacTpykTypbl mogyrnem Pentest.
MpMeHeHne moaynen Ans CKaHMPOBaHWS ONUCaHO B LOKYMeHTe « PykoBOACTBO MO
NHTEerpaumm ¢ nctodHnkamu coboitun Ankey SIEM NG 5.2.3».

Bce ya3BMMOCTM Ha akTMBax TUNM3MPOBAHbI. Y KaXgoro Tuna ecTb nacnopT,
KOTOPbIN COAEepXUT OOLLYI CNpaBOYHYO MHGOpMauni o060 Bcex YA3BUMOCTSX,
KOTOpble K Hemy npuHagnexart. lMacnopT BbIMMSAMT Tak Xe W COAEPXUT Ty Xe
MHOPMaLNIO, YTO M KapToyKka YsI3BMMOCTU, 32 UCKITKOYEHNEM TOro, YTO B nacnopTe
HeT uHdopmaumm 06 yA3BMMOCTAX Ha KOHKPETHbIX akTuBax (He ykasaHbl AaTbl U
cnocobbl 06HapyXeHusl, KOHTEKCTHblEe MeTpukn CVSS).

Bbl MoxeTe rpynnupoBaTb akTuMBbl C OAMHAKOBbIMU YA3BMMOCTSMU C
NOMOLLbIO NceBOoHMMOB Ha sa3blke PDQL
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6.2 MaccoBble onepauun Hag YA3BUMOCTAMU

Ana ygobcTtBa M 9KOHOMMM BPEMEHW Bbl MOXETE BbINOMHATL MacCCOBble
onepauun Hag ysi3BUMOCTSIMU: MEHSATb CTaTyCbl, OTMeYaTb YSA3BMMOCTU KaK BaXKHble,
NPUMEHSATL NpaBuiia 06paboTkn ys13BMMOCTEMN.

6.2.1 Ucnonb3oBaHue npaBun

[na yasBuMocTen, napameTpbl KOTOPbIX MEHSANUCb BPYYHYIO, nepecTtaroT
AecTBOBaTb Mpasuna nonutuk. Bbl MoxeTe cbpocuTb napameTpbl M CHOBa
NPUMEHUTb Npasunia K 3TUM ySa3BUMOCTAM.

% Yrtobbl NpMEHNTL Npasuna:

1. B rnaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.

OTkpoeTcs cTpaHuua AKTUBBI.

2. B naHenun punbTpaumm Haxmute ll.
OTkpoeTcsa okHO BbiGbop nonen.

3. [HobasbTe none Host.(@Vulners 1 HAXXMUTE KHOMKY BbINOMHUTB.
B Tabnunue aktmBoB 0To6pasaTcs ya3BUMOCTU.

MpumeyaHune. MogpobHoe onucaHue 3anpocoB npeacTaBfieHO B
AokyMmeHTe «CuHTakcuc sasbika 3anpocoB PDQL Ankey SIEM NG
5.2.3».

4. B Tabnuue akTMBOB BblbepuUTE YA3BMMOCTN.
5 Bbibepute Bknagky YA3BMMOCTb.

6. B naHenun WHCTPYMEHTOB HaXMWUTE KHOMKY Ucnonb3oBaTb
npaBuna 1 noaTBepauTe NpMMeHeHne npasun.
MapameTpbl, HaCTPOEHHble BpYy4YHYO, cbpoleHbl. Korga 3akoH4YMTCS
nepepacyeT, Ha YsI3BUMOCTUN HAYHYT PacrnpoCTPaHATLCS YCIOBUS NMOMUTHUK.

6.2.2 U3mMeHeHMe cTaTyca ya3BuMocTeun

o5 YT00bI N3MEHUTb CTaTyC YA3BUMOCTEN:
ycy
1. B rmaBHOM meHI0 BbibepuTte pasgen AKTUBBDI.
OTKpoeTca cTpaHuua AKTUBbDI.

B naHenu punbTpauumn HaxmmuTe ll.

OTkpoeTcsa okHO BbiGop nonen.

HobasbTe none Host.@Vulners U HAXXMUTE KHONKY BbINONHUTL.
B Tabnunue aktmBoB BbIbepuTe ys13BMMOCTMW.

Bbibepute Bknagky YA3BMMOCTb.

B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY ¢ UameHunTb cTatyc u B
pacKpbIBLLEMCSI MEHIO BbiOepuTe cTaTyc.
OTKpoOeTCs OKHO U3BMEHEHMS cTaTyca YsiI3BUMOCTEN.

7.  YkaxuTe HeoOxoauMble NnapaMeTpbl U HaXKMUTE KHoMKy U3MeHUTb.
CraTyc ysa3BMMOCTEN U3MEHEH.

N

o 0k w

6.2.3 BbiaeneHne BaXHbIX YS1I3BUMOCTEWN

% YT10obbl OTMETUTbL YSA3BUMOCTU KaK BaXKHbIE:
1. B rnaBHOM MeHI0 BblibepuTe pasgen AKTUBBDI.
2.  OtkpoeTca cTpaHmua AKTUBDI.

3. B naHenun punbTpaumm Haxmute |1
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OTkpoeTcsa okHO Bbibop nonen.

[o6asbTe none Host.(@Vulners n HAXMUTE KHONKY BbINONHUTB.
B Tabnuue aktnBoB BbibepuTe ysi3BMMOCTMU.

Bbibepute Bknagky YA3BMMOCTD.

8. B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY ¥ ormetuts kak BaXHYO.
YA3BUMOCTM OTMEYEHbI KaK BaXXHble.
% YTOobbl CHATbL OTMETKY «BaXkHas» C yA3BUMOCTEN:
1. B rnaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.
OTkpoeTcs cTpaHuua AKTUBBI.
2. B tabnuue akTMBOB BbliGEPUTE YS3BUMOCTMW.

3. BbibepuTe Bknagky YA3BUMOCTb.

4. B naHenu MHCTPYMEHTOB HAXXMUTE KHOMKY ¥ chsto OTMEeTKY BaXkHasl.
C ysi3BUMOCTEWN CHATA OTMETKA «BaXkHas».

No ok

6.2.4 U3MeHeHUe MeTOK Ansl YA3BUMOCTEMN

Bbl MOXeTe npucBamBaTtb YA3BUMOCTAM KIOYEBbIE CIioBa 4SS UX ObICTPOro
noucka, naeHTudukauum nnn kateropnsaumm. Takme cnosa Ha3blBalOTCSA METKaAMMU.
% Ytobbl 4OOABUTL UNN N3MEHUTL METKM OJ1S1 YS3BMMOCTEN:
1. B rmaBHOM meHI0 Bbibepute pasgen AKTUBBDI.
OTKpoeTca cTpaHuua AKTUBbDI.

B naHenu punbTpauumn HaxmmuTe I,

OTkpoeTca okHO Bbibop nonen.

HobasbTe none Host.@Vulners n HAXMUTE KHONKY BbINONHUTL.
B Tabnuue aktnBoB BbibepuTe ysi3BMMOCTMW.

Bbibepute Bknagky YA3BMMOCTb.

B naHenn MHCTPYMEHTOB HaXMUTE KHOMKY ¥ UsmennTn MeTKM.
OTKpOeTCA OKHO N3MEHEHUSA METOK.

7. BbibepuTte MeTku 4N YS3BUMOCTEWN.

8. Haxmute kHOMKy NMpUMeHuUTb.
MeTkn Ans ya3BMMOCTEN N3MEHEHDI.

N

o gk w

6.3 OueHKa ypOBHS1 ONacHOCTU YA3BMMOCTEN Ha
akTuBax no metoauke PCTIK

MpepBaputenbHO Heobxoammo onpefdenuTb aktuebl B UT-nHMpacTpykType
npeanpusTus, NogBepPXEHHbIE YA3BMMOCTAM, U cobpaTb faHHble 06 3TMX akTMBax
mMeTonoM ayauTa. [Nocne aToro Heo6xoanMMo co3faTth B COOTBETCTBMM C Nogpasgeriom
5.1.3.1:

— rpynny ns akTMBOB, ON151 KOTOPbIX HY>XHO paccynTaTb YPOBEHb
OMacHOCTU YA3BUMOCTEWN;

— rpynny «[llepumetp» ana aktmeBoB Ha nepumeTtpe WUT-
MHPaCTPYKTYpPbl NPeLNPUATUS, NOLABEPKEHHbBIX YA3BUMOCTAM U
OOCTYMHbIX U3 UHTEPHETA;

— rpynny «KpuUTUYeCcKM BaXHble aKTUBbI» AN NOABEPXEHHbIX
YA3BMMOCTAM aKTMBOB, KOTOpble obecneuvmBaloT peanusauuio
KPUTUYECKUN BaXKHbIX (PYHKLUIW M MPOLIECCOB.

MpumeyaHmne. Ecnu Bbl co3ganu cTaTUYeckue rpynnbl, HEOOXoOUMO BpPYYHYHO
[06aBWTb B HUX COOTBETCTBYHOLLIME aKTUBBI.
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% Yrtobbl paccunTaTb YPOBEHb OMNACHOCTU YSA3BUMOCTEN HA aKTUBaXx:

B rmaBHOM MeHI0 BbiGepuTe pasgen AKTUBDI.

OTkpoeTcsa cTpaHuua AKTUBBI.

B nanHenu lpynnbl akTuBOB BbLIGEpUTE CO3[aHHYKO paHee rpynny
aKTMBOB, [AONA KOTOPbIX HYXHO paccyMTaTb YpPOBEHb OMacHOCTU
YSA3BMMOCTEN.

B nanenu cunbTpaumm Haxmute =

B oTkpbiBLLEMCS none BBeauTe cnegyowmin PDQL-3anpoc:
select(@Host, Host.HostType, compact(Host.@Groups) as groups,
Host.@Vulners, Host.@Vulners.KB as kb, Host.(@Vulners.Score) |
filter(Host.@Vulners) |

join(select(Host.@Vulners.KB as kb,  countunique(@Host) as
alikeHostsCount) as Q1, kb = Q1.kb) |

join(select(count(Host.@Id) as hostsCount) as Q2, True) |
calc(Q1.alikeHostsCount/Q2.hostsCount as alikePercent) |

calc(if groups contains "Kputnieckn BaskHble arTuebl" then 0.4 else if
Host.HostType in ["Server", "Server Controller"] then 0.32 else if
Host.HostType = "Network Device" then 0.32 else if Host.HostType =
"Desktop" then 0.2 else 0.2 as kK) |

calc(if alikePercent < 0.1 then 0.1 else if alikePercent < 0.5 then 0.12 else if
alikePercent < 0.7then 0.16 else 0.2 as IL) |

calc(if groups contains "MepumeTp" then 0.4 else 0.2 as pP) |

calc(kK +IL+pPasl)|

calc(Host.@Vulners.Score*| as total) |

calc(if total >= 7 then "Critical" else if total >= 4.5 then "High" else if total
>=1.5 then "Medium" else "Low" as criticality) |

select(@Host, Host.@Vulners, total as "OueHka yazsumocTn", criticality as
"YpoBeHb onacHoCTH yA3BuMocTH'") |

sort("Ouenka ysa3sumocTn" desc)

wn e

ok

NMpumeyaHme. PacyeT no 3TOMy 3anpocy BbINOMHSETCS B
cootBeTcTBUM C gokymeHToMm PCTIK Poccum «MeTogmka OLEHKM
YPOBHSA KPUTUYHOCTM YA3BMMOCTEN MNPOrpaMMHbIX, NPOrpamMMHO-
annapaTtHbIX CpeacTB».

6. Haxmunte KkHOonKy BbINOMHUTD.
B Tabnuue aktnBoB 0TOBpa3ATCA oLeHKa 1 ypoBEeHb OMaCHOCTU YyA3BUMOCTEN.
3anucu B Tabnuvue 6yayT OTCOPTUPOBaHbLI MO YMEHbLLEHUIO YPOBHSA OMACHOCTH.
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7 PaboTa co ctaHaapTamu

an/IMeanVIe. PaboTta c Tpe6OBaHI/IFIMI/I n CrtaHgapTamMun AOOCTyNHa TOJIbKO MNpu
Hann4mnm COOTBeTCTBleLLl,eIZ JIMUEH3NN.

CraHgapT npeacTtaBnaet cobon Habop TpeboBaHUIN, CrpynnMpPOBaHHbIX A5
peleHna KOHKpPeTHOM 3agjaym obecnevyeHnss MHGOpPMaUMOHHOM ©Ge30nacHOCTMW.
KoHTponb  COOTBETCTBUSA  aKTMBOB CTaHZapTaM  MO3BOSISIET  CBOEBPEMEHHO
obHapyxmBaTb yA3BMMOCTM B 3aluliaemMonM CUCTeMe W, criefoBaTesibHO,
npegoTepalaTb aTakm C UX UCMOSb30BaHNEM.

B Ankey SIEM NG BO3MOXHO MpYMEHEHNE CUCTEMHbBIX U MONb30BaTENbCKNX
cTaHgaptoB. Bbl MoxeTe uMnopTMpoBaTb COOGCTBEHHbIE CTaHAapTbl, 4YTOObI
pacLNpPSATb CUCTEMHbIE BO3MOXHOCTK 06ecneyeHns HopmaLMOHHON 6e30nacHoOCTH
N KOHTPONSs 3@ OTCYTCTBMEM YA3BMMOCTEN HA aKTMBaX.

[na aBTOMaTU3auum npouecca MPOBEPKM aKTMBOB Ha COOTBETCTBUE
ctaHgaptam B Ankey SIEM NG wucnonbsyTcs nonutukm — Habopbl npasun, no
KOTOpPbIM MPOBEPSAIOTCA akTuBbl. Bbl MOXeTe npocmaTtpuBaTb CNUCOK MpaBun Ha
cTpaHuue Cucrema — Monutukun. Ons nonutukn CooTBeTCTBME CTaHAapTaMm Bbl
MOXeTe co3aBaTb M UCNOSb30BaTh NpasBuia NPOBEPKN akTUBOB W rpynn akTMBOB Ha
COOTBETCTBME  OnNpefdefieHHbIM  cTaHgaptam. [Ona  nonutukn  CraTtychbl
HEeCOOTBETCTBMM Bbl MOXeTe cO34aBaTb W MCMNOMb3oBaTb Mpasuna obpaboTku
BbISIBNIEHHbIX HECOOTBETCTBMI akTUBOB CTaHAapTaM.

Mpy npoBepke aKkTMBOB Ha COOTBETCTBUE TpeboBaHWMSM paccyUTbIiBaOTCA
BEpPAMKTbI TpeboBaHMI; Bbl MOXeTe npocMmaTpuBaTb WMHGOpMaUMo O BepauKTax
TpeboBaHUN, pacCcYMTaHHbIX OS5 aKTUBOB, Ha CTpaHuue AKTUBBI.

HecootBeTcTBMAM akTmBoB TpeboBaHMsAM  MOryT ObiTb  NPUCBOEHDI
crneayroLine craTycebl:

1. HoBoe. Ankey SIEM NG o06Hapyxun HecoOTBeTCTBME aKTuBa
TpeboBaHuo. Heobxoammo obpaTuTb BHUMaHME Ha TaKOW aKTUB U
onpeaenuTb cnocob ycTpaHeHUs HECOOTBETCTBUS.

2. B pa6ote. Bbl B35 HeCOOTBETCTBME B paboTy M nnaHMpyeTe ero
YCTPaHUTb.

3.  Xpem ucnpaBneHus. YcTpaHeHne HeCOOTBETCTBUSA 3anaHNpoBaHO
— BPYYHYK MM nonutukon. Ecnyv nnaHoBbIM CPOK MCNpaBreHus
ncTeyeT, TO HECOOTBETCTBME aBTOMATUYeCKU nepengetr B cTaTyc
HyxHa npoBepka.

4. HyxHa npoBepka. HeobxogmMmo npoBepuTh, yaanochb N yCTPaHUTb
HecooTBeTCTBME. [NA 3TOr0 HYXXHO CHOBa paccuutatb BepAuKT
TpeboBaHusa. Ecnu Hanuume HeCOOTBETCTBUA MOATBEPAMTCS, OHO
aBToMatuyeckn nepengetr B crtatyc [lpocpo4yeHo. Ecnn  He
noaTBepanTCa  —  BEPAUKT  TpeboBaHWs  U3MEHUTCS  Ha
CooTtBeTcTBYET.

5. MpocpoueHo. VicTek 3annaHWpOBaHHbIN CPOK YCTPaHEHus, U B
pesynbTate pacyeta TpeboBaHMA ONA akTMBa MOATBEPAMIIOCH
Hanuyne HeCoOTBETCTBUS.

6. WMcknro4veHo. Bbl NpuHANKN pelleHne UCKMoYnMTb HECOOTBETCTBUE U3
yucna noanexalumx ycTpaHeHunto — 6eCccpoYHO Nnn Ha onpeaeneHHbINn
CPOK.

Kpome Toro, Bbl MOXeTe npucBavBaTb TpeboBaHMAM KrtoyeBble CrioBa (MeTKN)
Ans nx 6bICTPOro noucka, naeHTUMKauumn unn KaTeropmsaumm.
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Bbl Takke MOXeTe KOHTpONMpoBaTb YyCTpaHEHMe HeCOOTBETCTBUN aKTUBOB
TpeboBaHUAM C NOMOLLLIO BUIKETOB Ha Aawbopae CooTBeTCcTBME CTaHAapTaM Ha
rnaBHoun ctpanHuue Ankey SIEM NG.

Bbl mMoxeTe nonyunTb MHGOpPMaUMIO O HECOOTBETCTBUSIX aKTMBOB
TpeboBaHuaAM C nomoulblo 3anpocoB Ha A3blike PDQL. OH nos3sonsaetr rubko
3anpalwmBaTb AaHHble, UNbTPYS MX Kak Mo napaMmeTpam HECOOTBETCTBUW, TaK M NO
napameTpam akTMBOB, KOTOpble HEe COOTBETCTBYIT TpeboBaHuaM. Ha 6ase aTux
AAHHbIX CTPOSATCHA BUAXKETbI, C NMOMOLLBI KOTOPbIX MOXHO OTCREXmBaTb COCTOSIHME
3awmweHHoctTn UT-uHdpacTpykTypbl OpraHuM3aumMmM Wu nnaHMpoBaTb paboTy no
YyCTpPaHEHMIO HECOOTBETCTBUIN akTUBOB cTaHaapTam. NogpobHoe onncaHmne 3anpocoB
npencraeneHo B JokymeHTe «CuHTakcuc asblka 3anpocoB PDQL Ankey SIEM NG
5.2.3».

7.1 AmnopT cTaHaapToB

B Ankey SIEM NG HCC Bbl MOXeTe MMnopTMpoBaTb CTaHOaPThl, ONUCAHHbIE
B dpanne copmaTta YAML. CtangapTbl MOryT ObiTb CO34aHbl TOSIbKO U3 TpeboBaHuM,
CyLLIeCTBYIOLWNX B cucteme. Bo3MOXHOCTb co3gaBaTb COBCTBEHHblE TpeboBaHUS He
npegycMoTpeHa.
B danne popmata YAML ans kaxxgoro ctaHgapta Bbl MOXETE yKasaTb:
— naeHTudmkKaTop ctaHaapTa;
— oTobpaxkaeMoe UM cTaHaapTa;
— TEeKCTOBOE OnucaHue CTaHgapTa;
— HasBaHue perfnaMmeHTUpylowero AOKyMeHTa, Ha OCHOBaHWUU
KOTOpOro cosfaH ctaHaapT;
— napameTpbl NPUBA3KM Y3MN0B aKTuBa K TpeboBaHMo;
— TpeboBaHus, BXOAsLME B CTaHOAPT;
— HOBble 3Ha4yeHuns napameTpoB TpeboBaHui (npwn
Heobxo4MmMocCTN).
% Y106bI MMNOPTMPOBATL CTAHAAPTHI:
1. B rmaBHOM meHIo Bbibepute pasgen CtaHgapThbl.
OTtkpoeTca cTpaHvua CtaHaapThbl.
2. B naHenu MHCTpYMEHTOB HaXXmuTe KHornky UMnopTtupoBaTth.
OTkpoeTcsa okHO UMnopT cTaHaapToB.
3. lMepetawute anmn co craHgapTamm B 0ONactb 3arpysku Wnu
3arpysmTe ero no ccbifike BblbepuTe.

MpumeyaHune. CkayaTb wWwabnoH dawna co ctaHgapTamun Ankey
SIEM NG HCC standards template.yaml Bbl MoXeTe no KHornke 7.

4.  Haxmute kHonky UMnopTupoBaTthb.
HayHeTca umnopt ctaHgapTtoB. 1o 3aBeplueHMM mMmnopta B OKHE
Umnopt ctaHpapTtoB oTObOpasvTca uHOpMauuss O pesynbTaTax
nMnopTa CTaHO4apToB.
5. Haxmunte KHOMNKy 3aKkpbIThb.
CrtaHgapTtbl uMmnopTupoBaHbl B Ankey SIEM NG HCC.
MmnopTupoBaHHble cTaHOapTbl oTobpaxatoTcs Ha cTpaHuue CtaHaapTbl B
naHenu Cnucok ctaHaapToB B packpbiBatoLlleMcd cnvcke NMonb3oBaTenbckue.
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7.2 YpaneHue nosnb3oBaTefibCKUX CTaHAApPTOB

Ankey SIEM NG HCC nos3BonseT yaanaTb Nonb3oBaTenbCkne ctaHaapThl.
% YT06bI YyOanuTb cTaHgapTbl:
1. B rmaBHOM meHIo Bbibepute pasgen CtaHaapThbl.
2.  OrtkpoeTtca cTpaHvua CtaHgapThbl.
3 B naHenn Cnucok cTaHpapTOB B pacKpbliBalOLWEMCH Ciucke
Monb3oBaTenbckme BbibepuTe OANH NN HECKONBbKO CTaHAAPTOB.

MpumeyaHme. Bbl MoxeTe BbIOpaTbh HECKONBKO CTaHAAPTOB NOAPSA4,
yaepxusaga knasuwy Shift, nnn HECKONbKO OTAENbHbIX CTaHAAPTOB,
yoepxnas knasuwwy Ctrl.

4. B naHenu cnpaBa oTobpasaTcs KONM4YecTBO BblOpaHHbIX CTaHA4ApTOB
N KHOMKM Yaanutb 1 CopocuTb BblaeneHue.
5. B naHenun MHCTPYMEHTOB HaXXMUTE KHOMKY YAanuTb U NoaTBepante
yoaneHue.
CtangapTbl yoaneHsbl.
lMocne yganeHna ctaHOapTOB NepecTaHyT paboTaTb npaswusia MonvuTUKK, a
yXXe pacCuyMTaHHble BEPAMKTbI OyayT yaaneHsbl.

7.3 MpocmoTp MHcpopMauum o BepaukTe TpeGoBaHUA

Ankey SIEM NG HCC nosBonsieT npocmMatpmBaTtb MHGOPMaLUIO O BEPANKTaX
TpeboBaHUN, pacCYNTaHHbIX ANS aKTUBOB.
% Yrtobbl NnpocMoOTpeTb MHPOPMaLMIO O BEPAMKTE:
1. B rmaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBDI.

2. B naHenu punbTpaumm Haxmute Il .
OTkpoeTcsa okHO BbiGop nonen.

3. [HobasbTe none Host.@Requirements N HAXXMUTE KHOMKY BbINOMHUTD.
B Tabnunue aktmBoB oTo6passaTca TpeboBaHus.

4. Bblbepute B Tabnuue aktus, AN KOTOPOro HYXXHO MPOCMOTPETH
MHdOpMaUUIO O BEPAUKTE.

5. B naHenu cnpaBa BbibepuTe Bknagky TpeboBaHue.

OTKpoeTcsa KapToyka TpeboBaHUA, pacCYNTAHHOIO ANd akTuBa.

6. B packpbiBawowemca 6noke BepAauKT nepengute MO CCbIfke
MoppobHocTK.

7. OtkpoeTca okHO BepaukTt ot <[lata pacyeTa BepAUKTa>, B KOTOPOM
OyaoyT oTobOpaxeHbl BepAUKT, MNPUYMHA HEeCOOTBETCTBUSA aKTuBa
TpeboBaHuio (4Ns BepankTa «He cooTBETCTBYET») N MHGOPMaLMs O
pacyeTe BepAauKTa B Buae Tabnuupl.

MpumeyvaHune. Tabnuua He oTobOpaxkaeTcsa ANA NPOCTbIX NPOBEPOK,
HanpumMep, Ons yCTaHoBKM donara B napaMeTpax KOMMOHEHTA.

8. Bbl MOXxeTe coxpaHuTb MHopMauuo o Bepaukte B CSV-chann no
kHornke CkavaTb B CSV.
MHdopmauma o BepaunkTe nonyyeHa.
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7.4 N3ameHeHUe MeTOK Ans TpeboBaHuUn

Bbl moxeTe npucBamBaTb TpeboBaHMSIM KrtoYeBble CrioBa Afist UX ObICTporo
noucka, naeHTudunkauum unmn kateropnsaumm. Takme cnoea HasblBalOTCS METKaMMU.

% Ytobbl N3MEeHUTb MeTKM Ans TpeboBaHuS:
B rmaBHOM MeHI0 BbibepuTe pasgen AKTUBBI.

B naHenu punbTpauumn HaxmmnTe Il .

OTkpoeTcsa okHO Bbibop nonen.

Hob6asbTe none Host.@Requirements N HAXXMUTE KHONKY BbINONHUTB.
B Tabnunue aktnBoB oTobpasaTcs TpeboBaHuS.

Bbibepute TpeboBaHus.

hopn -

o

Mpumevanue. [Ons Bbibopa HecKonbknx TpeboBaHun noapsa Bbl
MOXeTe ucnonb3oBatb knasuwy Shift, ana Bblibopa HeCKONbKUX
oTaenbHbIX TpeboBaHun — knasuwy Ctrl, ana Bblbopa Bcex
TpeboBaHuni B cnncke — komMbuHauuto knasuw Ctrl+A.

6. B naHenwu cnpaBa BbibepuTe Bknagky TpeboBaHue.
OTKpoeTcsa KapToyka TpeboBaHUA, pacCYNTAHHOIO ANdA akTuBa.

MpumeyaHne. Ecnm B Tabnuue akTMBOB BblOpaHbl HECKOMbKO
TpeboBaHui, B NaHenu oTobpasAaTcss MX KOMMYECTBO W KHOMKU
AOCTYMNHbIX AENCTBUMN.

7. Haxmute kHonky U3MEeHUTb MeTKW.
OTkpoeTcsa okHO MeTku gna TpeboBaHus.
8. Bblbepute meTku onga TpeboBaHus.

MpumeyaHune. Bl MOXeTe go6aBUTb HOBYHO METKY AN TpeboBaHUMN.
[na aToro HeobxoaMmo BBECTU Ha3BaHWE METKM B Morfe noucka u
HaxaTb ccbiniky [lobaBuTb MeTKy <HasBaHue meTkn>.

9. Haxmute kHOMKy NMpUMeHUTb.
MeTkun anst TpeboBaHNsA U3MEHEHbI.

7.5 N3meHeHUe cTaTyCca HeCOOTBETCTBUA aKTUBaA
TpeboBaHUIO

[na TpeboBaHun ¢ BepANKTOM «He COOTBETCTBYET» Bbl MOXETe U3MEHSTb
CTaTyCbl HECOOTBETCTBUSA aKkTMBa TpeboBaHMIO.
% YT10obbl N3MEHNTL CTaTyC HECOOTBETCTBMS aKkTuBa TpeboBaHuIo:
1. B rnaBHOM MeHI0 BblibepuTe pasgen AKTUBBDI.
2. B naHenu dpunbTpaunm HaxmuTe Il
OTkpoeTcsa okHO Bbibop nonen.
3. [JobasbTe none Host.(@Requirements N HAXXMUTE KHOMKY BbINONHUTD.
B Tabnuue aktmBoB oTobOpasaTca TpeboBaHus.
4. Bblbepute TpeboBaHus.
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Mpumeyanune. [nsa Bbibopa HecKoNbkMx TpeboBaHMK noapsa Bbl
MOXeTe ucnonb3oBatb knaeuwy Shift, ana Bbibopa HeECKONbKUX
oTaenbHbIX TpeboBanmn — knasuwy Ctrl, gns Bblbopa Bcex
TpeboBaHuin B cnucke — komoumHaumio knasuw Ctrl+A.

5. B naHenu cnpaBa BblbepuTe Bknagky TpeboBaHume.
OTKpoeTca kKapToyka TpeboBaHMs, paCCYUTAHHOIO 4118 aKTUBA.
6. Haxmnte kHOMKy WM3MeHUTb cTaTyc M B pPaCKPbIBLUEMCS MEHIO
BblbepuTe craTtyc.
OTKpOeTCa OKHO M3MEHEHMSA cTaTyca.
7.  YkaxuTe HeoOXxoaMMble NapaMeTpbl U HAXXMUTE KHOMKY U3MeHUTb.
CrtaTtyc HecooTBETCTBUS TPEOOBAHNIO N3MEHEH.
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8 COop pAaHHbIX

Mpumeuanmne. Ankey SIEM NG Collector moxeT ogHOBpeMeHHO cobupaTb cobbITus
He 6onee 4yem ¢ 1000 KNMEHTCKMX KOMMbOTEPOB NN He 6ornee Yem ¢ 500 cepBepoB.

C6op cobbITU C UCTOYHUKOB BbINOSHAETCA KoMnoHeHToM Ankey SIEM NG
Collector. KoMnoHeHT wuMeeT MOAYNbHYHO CTPYKTYpy W, B 3aBUCUMOCTU OT
NCNONb3yeMbIX MOAYNEN, MOXET BbINOMHATb pasnuyHble 3agaqm no cbopy AaHHbIX 13
UT-nHppacTpykTypbl opraHnsaumn. Mogynn MOXHO pasgenutb  Nno  Tunam
cobrpaeMbix AaHHbIX Ha criegytoLlime rpynnbi:

— MOAynu ayauTa — npegHasHa4veHbl 4ns novcka akTuBoB 1 cbopa
MHdOpMaLUM O HUX;

— naccuBHoOro cbopa cobbiTM — MNpegHasHayYeHbl Ans npuvema
COBbITUIN, OTNPaBSEMbIX UCTOYHUKAMU;

— MOHUTOpPUWHra - npefHasHayeHbl Ansi cbopa cobbiTM cpasy
nocrie permctpaumm Ux Ha UCTOYHUKaXx;

— MoAynu Angd nepuogmyeckoro cbopa codbiTUIM, COXpaHEHHbIX Ha
NCTOYHUKAX.

[na HacTponkn mogynst v ykasaHus ocobeHHocTen cbopa cobbITuin C
KOHKPETHOro UCTOYHUKa nnn cbopa nHgopmaumm ob aktnee gnsi MOAySien co3garTcs
LWabnoHbl HacTponkn — npocunu. B 3aBucnmMocTn oT cnocoba xpaHeHns cobbITUN Ha
NCTOYHUKe (ceTeBas nanka, xxypHan OC, CYB[]) unu cnocoba cbopa nHgopmaumm ob
akTmBax (ceteBon npotokon, API) ncnonbsyroTca cneumann3npoBaHHble anropuTMbl
cbopa AaHHbIX — TpaHcnopThl. [na JocTyna K UCTOYHMKY UMW akTUBY B napamMeTpax
TpaHcnopTa MOXHO yKka3aTb AaHHble YYEeTHOW 3anucu.

8.1 PaboTa ¢ y4eTHbIMU 3aNUCAMMU

Y4yeTHble 3anucu MCNOoJ1b3YyTCA OJ1A aBTOpU3aLnn 1 NOBbILLEHUA I'Ipl/lBVIJ'IGFI/IVI
Ha WUCTOYHMKE COOLITUA UMM aKTUBE. I'Ip|/| co3gaHunn y‘-l€THOI7I 3arncum Bbl MOXeTe
yKa3aTb OANH UITN HECKOJ1IbKUX TPAHCMOPTOB, B KOTOPbIX OHa MOXET UCIMOJIb30BATbCA.

,D,O6aBJ'IFITb, N3MEHATb N yAandaTb y4e€THblEe 3alnncn Bbl MOXETE Ha CTpaHuue
Y4yeTHble 3anucu.

8.1.1 [lobaBrneHne y4eTHOM 3anUCU TUNA «JTOrMH—NapPosib»

% YT06bI 4OBaBUTL YHETHYIO 3anNUCh TUMa «NOMMH—MAPOSb»:
1. B rnaBHom meHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
YyeTHble 3anucu.
OTkpoeTcsa cTpaHuua Y4YeTHbIe 3anucu.

2. B naHenu WHCTPYMEHTOB HaxmuTe KHomnky J[o6aBUTb YYeTHYHO
3anucb 1 B pacKkpbIBLUEMCS MEHIO BbibepuTe NyHKT JIorMH-naponsb.
OTkpoeTca cTpaHvua [lobaBneHne y4eTHOM 3anuncHu.

B none Ha3sBaHue BBeauTE Ha3BaHMe y4eTHOW 3anuncu.

Ecnn yyeTHas 3anucb gobaBnsgetca ns onpefesieHHbIX MeTonoB
cbopa fOaHHbIX, B packpbiBalowemcs cnucke MeTKu ycrtaHoBuTe
dnaxku y aTmx MeTOA0B.

B none NlornH BBEanTe norvH y4eTHOM 3anucu.

Ecnun tpebyeTcs, B none MNMaponb BBeAUTE Naposb U NOATBEPAUTE €ro
B none NoaresepxaeHue napons.

B w
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110



FA3UH®OPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

MpumeyaHue. MNpy BBOAE pasnMyaloTCa 3arnaBHble M CTPOYHbIE
OyKBbl.

7. Ecnu ana poctyna K MCTOYHMKY WUCMNONb3yeTcs AOMEHHas ydeTHas
3anucb, B nosne [lomeH BBeguTE MMS JOMEHA.
8. Haxmute kHonky CoXpaHUTb.
YyeTHasa 3anucb gobasneHa.

8.1.2 lo6aBrneHne y4eTHOMW 3anucu Tuna «naposiby»

o%

% UT06bl 106ABUTL YYETHYIO 3aNnChb TUMa «Naposiby:
1. B rnaBHoM MeHo B pasgene COoOp AaHHbIX BbibepuTe MyHKT
YyeTHble 3anucu.
OTKkpoeTcs cTpaHuua Y4YeTHble 3anucu.

2. B naHenu WHCTPYMEHTOB HaxmuTe KHOMKy [Job6aBUTb Y4YeTHYIO
3anucb 1 B packpbIBLUEMCS MEHIO BbibepuTe NyHKT Maponb.
OTkpoeTcsa cTpaHvua [lobaBneHne y4eTHOM 3anucHu.

B none HasBaHue BBeaUTE Ha3BaHME Y4ETHOWN 3annCH.

Ecnn yyeTHasa 3anucb gobasndetca ana onpegeneHHbIX MeTOAoB

cbopa fOaHHbIX, B packpbiBalowemcs cnucke MeTKu ycTtaHoBuUTe

donaxkn y 3TUX METOLOB.

5. B none Maponb BBeaute naponb W MNOATBEpAMTE €ro B none
NMoaTBepxaeHue napons.

ko

Mpumeuanue. lMpu BBOAE pa3nuualoTCs 3arnaBHble W CTPOYHbIE
OyKBbI.

6. Haxmute kHonky COXpaHUTb.
YueTHasna 3anunck gobasneHa.

8.1.3 lo6aBneHue y4yeTHOU 3anucu Tuna «ceptudpukaT»

/7

% YT06bI 4OBABUTE YYETHYIO 3anNnCb TUMNa «CepTudmKaT»:
1. B rnaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
Y4yeTHbIe 3anucwu.
OTkpoeTca cTpaHvua Y4yeTHble 3anucu.

2. B naHenu WHCTPYMEHTOB HaxmuTe KHOMKYy [o6aBUTbL Y4YeTHYH
3anucb 1 B packpbiBLUEMCHA MeHIO BblbepuTe NyHKT CepTudunkar.
OTkpoeTcsa cTpaHvua [lobaBneHne y4eTHOM 3anuvcu.

B none Ha3BaHue BBeaUTE Ha3BaHME Y4ETHOW 3anuUCHK.
Ecnn yyeTHasa 3anucbk gobasnsetca ana onpeaeneHHbIX MeToaoB
cbopa p[aHHbIX, B packpbiBawwemca cnmcke MeTku ycTtaHoBute
doraxkn y aTmx MeTonoB.
5. B none Ceptudumkar BBeante nyTb K hanny ceptudpukaTa.
Bbl MOXeTe ykasaTb pacnonoxeHue danna ceptudumkara rno ccbisike
BbiOpaTb nnu nepetawmtb hann B none Ceptucpmkar.

o

BHumanne! Pasmep cpanna ceptudpmkata JOMmMKEH ObiTb MeHbLUE
100 KB.

6. Ecnu tpebyetcs, B none JlornH BBeanTe NOrvH y4eTHOM 3anmcu.
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7. EcnuTtpebyetcs, B none NMaponb BBEgMTE Naposib U NOATBEPAUTE €ro
B none MNMoAarBepxaeHue napons.

MpumeyaHue. MNpy BBOAE pas3nMualoTCA 3arnaBHble U CTPOYHblE
OyKBbl.

8. Haxmute kHonky CoXpaHUTb.
YyeTHasa 3anucb gobasneHa.

8.1.4 lo6aBneHne y4yeTHoun 3anucu tuna LAPS

Ankey SIEM NG nossonset mcnonb3oBaTb Local Administrator Password
Solution (LAPS) B codeTaHun co cnyxbown katanoroB Active Directory ans cbopa
AaHHbIX C aKTUBOB.

% UYt06bI fOBGaBUTL y4eTHyo 3anuck Tuna LAPS:

1. B rnaBHom meHwo B pasgene CO6op AaHHbIX Bbibepute MNyHKT

YyeTHble 3anucu.
OTKkpoeTcs cTpaHULa Y4yeTHbIe 3anucu.

2. B naHenu WHCTPYMEHTOB HaxmuTe KHOmnky J[o6aBUTb YYeTHYIO
3anucb N B packpbiBLUEMCHA MEHIO BbibepuTe NyHKT LAPS.
OTkpoeTca cTpaHvua [lobaBneHne y4eTHOM 3anucHu.

B none HasBaHue BBeguTE Ha3BaHMe y4E€THOW 3aruncu.

Ecnn yyeTHasa 3anucb gobaBnsetca ansa onpegeneHHbIX MeTOAoB
cbopa [OaHHbIX, B packpbiBawowemcs cnucke MeTKu ycrtaHoBuTe
driaxku y aTmx MeTOAOB.

5. B 6noke napametpoB lMapameTpbl nogknioyeHna B none Apgpec
Beeaute FQDN wnun IP-agpec koHTponnepa gomeHa Active Directory.

6. B 6noke napameTtpoB lMapameTpbl nogknto4veHus B none Mopt
BBeaute Homep TCP-nopta Ans NOOKMKOYEHUS K KOHTponnepy
AOMeHa.

7. Ecnu tpebyetcs, B none ba3sa noucka akTMBOB BBeauTE (PUNbLTPbI
ANs yCKopeHus noucka aktueoB B fomeHe Active Directory.

8. B packpbiBaowemcs MmeHio YdetHasa 3anucb Active Directory
YKaXuTe Yy4eTHyl 3anucb C npaBaMy Ha NpOCMOTP aTpubyTos
06bekToB TUNa «KomnbroTep».

9. BaeauTe NOrvH ANg NOAKMYEHUS K LieneBbiM akTuBam.

JTornH no ymonyaHuio — Administrator.

10. Haxmute kHonky Co3aaThb.

YyeTHasa 3anucb Tuna LAPS pobaBnena

B w

8.1.5 N3meHeHMe y4yeTHOMN 3anucu

% YT06bI NI3MEHNTL YYETHYH 3aMNUCh:
1. B rnaBHoM MeH B pasgene COoOp AaHHbIX BbibepuTe MyHKT
YyeTHble 3anucu.
OTkpoeTcsa cTpaHuua Y4YeTHbIe 3anucu.
Bbibepute yueTHyto 3anuchb.
B naHenun nHCTpyMeHTOB HaxxmuTe KHOMKY PegakTupoBath.
M3meHnTe napameTpbl y4ETHOW 3anncu.
Haxmute kHonky CoxpaHuUTb.
Y4yeTHasi 3anncb n3amMeHeHa.

akown
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8.1.6 YaaneHue y4eTHOM 3anucu

R/

% YT06bI YOAnNUTb y4ETHYIO 3anunchb:
1. B rnaBHom meHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
YyeTHble 3anucwu.
OTkpoeTcsa cTpaHuua Y4yeTHbIe 3arnucu.
B nesow naHenu BbiGepuTe y4eTHYIO 3annch.
B naHenun MHCTpYMEHTOB HaXXmuTe KHOMKY YaanuTb U noarsepaunte
yaaneHue.
YyeTHaqa 3anuch yaaneHa.

2.
3.

8.2 PaboTa co cnpaBOYHUKaMu

B cnpaBo4yHMKax MOryT XpaHuUTbCHA OOMOMHUTENbHbIE OaHHblEe U CLeHapuu,
Heobxoaumble ans paboThbl Moaynen. Hanpuwmep, CNpaBOYHUKMU
example_collect process changes,  example collect tabular,  example collect text
cogepXar cueHapun Ha a3blke nporpaMmmupoBaHus Python.

CnpaBoYyHMKM OblBalOT CTaHOAapTHble M nonb3oBaTtenbckue. CtaHOapTHble
CMpaBOYHMKN NpeayCTaHOBIMEHbI, Bbl HE MOXeTe UX N3MEeHATb U yaanatb. Co3gasath,
M3MEHATb U yaansaTb MOnb30oBaTeNbCKMe ChpaBOYHMKM Bbl MOXETE Ha CTpaHuue
CnpaBO4YHUKM.

8.2.1 Co3paHue cnpaBoO4YHMKA

/7

% YT06bI CO3a0aTb CNPaBOYHNUK:
1. B rnaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
CnpaBO4YHUKM.
OTkpoeTcs cTpaHuua CnpaBOYHUKW.
2. B naHenu MHCTpyMEHTOB HaxmuTe kHornky Co3paTthb.
OTkpoeTcsa okHO Co3pgaHMe cnpaBOYHMKA.
3. B none HasBaHue BBeanTe Ha3BaHWe CnpaBOYHUKA.
4. B none Copepxumoe BBeaMTE TEKCT ANSA CNPaBOYHUKA.
[Ona peneHns TekcTa Ha KOMOHKM Bbl MOXeTe MCNofb3oBaTb
Tabynsumo (kombuHauua knasuw Alt+009). Bbl Takke MoxeTe
HanucaTb TEKCT B NOOOM TEKCTOBOM pefakTope W CKonvMpoBaTb B
none CogepxxaHue.
5. Haxmunte kHonky CoxpaHuUTb.
CnpaBoYHMK CO3aaH.

8.2.2 KonupoBaHue cripaBoO4YHMKaA

*

% YToObl CKONMpPOBaTL CNPaBOYHNK:
1. B rnaBHoM MeHo B pa3gene COoOp AaHHbIX BbiObepuTe MyHKT
CnpaBO4YHUKM.
OTkpoeTcs cTpaHuua CnpaBOYHUKW.
2. BbibepuTe cnpaBoYHuK.
3. B naHenu uHcTpymeHTOB Haxmute kHonky KonupoBaThb.
OTtkpoeTcsa okHO Co3aaHMe cnpaBOYHMUKA.
4.  Ecnn HyXXHO, U3MEHNTE CMPaBOYHUIK.
5. Haxmute kHonky CoxpaHUTb.
CnpaBo4YHMK CKONUPOBAH.

113



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

8.2.3 U3ameHeHUue nosnib3oBaTeNbLCKOro crpaBoYHUKa

% YT106bI NI3MEHNTL NONbL30BATENBCKUI CMPABOYHUK:
1. B rnaBHom meHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
CnpaBOYHUKMU.
OTkpoeTca cTpaHmua CnpaBOYHUKM.
Bbibepute nonb3oBaTenbCKM CPaBOYHMK.
B naHenun MHCTpyMeHTOB HaxxMuTe KHOMKY PegakTupoBath.
OTkpoeTcsa cTpaHuua PegakTupoBaHue cnpaBOYHMUKA.
4. B none HasBaHue nameHnTe Ha3BaHWe CNpaBOYHMKA.
5. B none CopgepXumoe N3mMeHnTe CoaepXXMMOe CrpaBOYHUKA.
6. Haxmute kHonky CoxpaHuUTb.
[Monb3oBaTeNbCKU CNPaBOYHNK U3MEHEH.

2.
3.

8.2.4 YpaneHue cnpaBOYHUKa

/7

% Yrtobbl yoanuTb NONb30BaTENLCKUIN CIPABOYHUK:
1. B rnaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
CnpaBO4YHUKM.
OTkpoeTca cTpaHmua CrnpaBOYHUKM.
2. Bbibepute nonb3oBaTeENbCKUN CNPABOYHUK.
3. B naHenun nMHCTpyMEHTOB HakMUTe KHOMKY YAaanuTb U noatBepante
yoaneHue.
[Monb3oBaTeNbCKUM CNPaBOYHUK yaareH.

8.3 PaboTta ¢ npochunamu

Mpodunb — WwabnoH HaCTPONKN MOAYNs, ONUCLIBaKOLWNN ocobeHHocTn cbopa
COBbITUIA C UICTOYHNKOB UNN ayauTa akTUBOB.

Mpodunu ncnonb3yTes AN CoOXpaHeHUsa napameTpoB moaynen. Mpodunu
OblBalOT  cTaHgapTHble U nonb3oBartenbckne.  CraHgapTHble  npodounu
npeayCcTaHOBIEHbI, Bbl HE MOXETE UX UBMEHSATbL M yaanaTb. Ha 6a3e ctaHAapTHbIX Bbl
MOXeTe co3daBaTb Mofb3oBaTefibckmue npodunu 1 HacTpamBaTb napameTpbl cbopa
AaHHbIX. Co3gaBaTh, M3MEHATbL M yaanaTb NoMb3oBaTenbckme Npodunm Bbl MOXETe
Ha cTpaHuue Mpodwmnu.

8.3.1 Co3paHue nonb3oBaTenbCcKoro npocdunsa Ha 6ase
cCTaHAapTHOro

*

% Yrtobbl co3gaTb Nonb3oBaTENbLCKNN NPOoduIib Ha 6ase cTaH4apTHOrO:

1. B rnaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
Mpodunu.
OTkpoeTtcsa cTpaHuua Mpodunu.
B naHenn Cnucok npodunen sbibepnte npodhusb.
B naHenu WHCTpyMEHTOB HaxmuTe kHonky Co3pgatb ©n B
packpbiBLIEMCA MeH0 BblbepuTe nyHkT Ha ©6ase BbIGpaHHOro
npoduns.
OTtkpoeTcsa cTpaHuua HoBbin npocunb.
B none HasBaHue BBeanTe HaszBaHue npocuns.
Ecnn Tpebyetcqa, B naHenn [apametpbl npoduna B
packpbliBalOLWEeMCa cnvcke Y4yeTHas 3anucb BbiIGEpUTE Y4YETHYHO
3anucb Ansa cbopa AaHHbIX.

w N

o s
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B 3aBMcuMMOCTM OT Npodhmnsa Ans Bblibopa y4eTHOWM 3anmMcy Bam MOXET
noTpeboBaTbCs ykasaTb Apyrne napameTpbl Npocuna unu BeibpaTtb
APYroi NyHKT B MepapXmyeckoM Crincke.

NMpumeyaHme. B packpbiBalowemca cnucke Y4veTHass 3anucb
oTobpaxatrTca ydeTHble 3anumcu, npu gobaBneHun KoTopbiX Obina
BblOpaHa MeTKa MCnonb3yemoro npodpunem metoga cbopa AaHHbIX
UM He 6bI1N0 BbIBPAHO HUKAKNX METOK.

6. Ecnu tpebyetca, HacTporTe Apyrve napameTpbl NPoduns.

NMpumeyaHne. Bbl MoOXeTe MMNOPTMPOBATbL COXPAHEHHblE paHee
napameTpbl nNpodund, YykasaB Mo kHonke WmnopTt ddann c
napamMmeTpamu.

7. Haxmwnte kHonky CoxpaHuUTb.
lMonb3oBaTenbCKUN NPOdUITb CO34aH.

8.3.2 Co3pgaHue npocunnsa ansi noucka ysa3BMMocTeun

MpumeuyaHmne. Pabota C yaA3BMMOCTSMM [OCTyNHa TOMbKO NpU  Hanuyum
COOTBETCTBYHOLLEN NULIEH3NN.

% Yrtobbl co3gaTtb npodunb ANs Noucka ysa3BUMOCTEN NEHTECTOM:

1. B rmaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
Mpodunu.
OTtkpoeTca cTtpaHuua Mpodunn.
B naHenu WHCTpyMEHTOB HaxmuTe kHOonky Cos3patb © B
packpbiBlWeMcAa MeHio Bblbepute nyHKT [Mouck BbIGpaHHbIX
yasBuMmocTten B pexume BlackBox.
OTKpoeTcsa OKHO BbIbopa yA3BMMOCTEN.
4. B none BbibpaTtb yasBumocTu Beeamte Homep CVE ya3BumocTn nnm

apyrov ngeHtudgukatop B 6ase 3HaHun Knowledge Base.

w N

NMpumeyaHne. Bbl moxeTe npocMoTpeTb MNofHbIM cnucok CVE-
NOEHTUPUKATOPOB YA3BMMOCTEN, OS5 KOTOPbIX AOCTYMHbI NPOBEPKN B
Ankey SIEM NG, BbINOfMHMB Ha CcTpaHuue AKTUBbI 3anpoc
select(@VulnerPassport, VulnerPassport.HasPentestCheck,
VulnerPassport.CVEs) | filter(VulnerPassport.HasPentestCheck = true and
VulnerPassport.CVEs).

5. BbibepuTte ncnonb3yemble NopThbl.
6. HaxmuTte kHonky Co3pnaTb.
OTtkpoeTcsa cTpaHuua HoBbin npocunb.
7. B none HaseaHue BBeguTe Ha3BaHWe npoduns.
8. Haxmwute kHonky CoxpaHuUTb.
Mpodunb ona noucka ys3BMMOCTEN CO3aH.
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8.3.3 UameHeHMue nonb3oBaTenbLCKOro npocpuns

% YT06bI NI3MEHNTL NONb30BATENLCKUIN NPOUb:
1. B rnaBHom meHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
Mpodunu.
OTkpoeTca cTtpaHuua Mpodumnn.
B naHenn Cnucok npodunen sbibepnte npodhusb.
B naHenun MHCTpyMeHTOB HaXXxMuTe KHOMKY PegakTupoBaTh.
OTkpoeTtca cTpaHuua Mpodunu / <HassaHue npocdunsa>.
4.  W3meHunTe napameTpbl npodouns.

w N

NMpumeyaHne. Bbl MoxeTe MMNOPTUPOBATbL COXPaAHEHHbLIE paHee
napameTpbl npodunsa, ykasas Mo kHornke Wmnopt dann ¢
napamMmeTpamu.

MpumeyaHue. Bbl MoxeTe HacTpouTb unbTpauuio CobbITUN Ha
ypoBHe npocunsa coopa. Hactponka o6paboTku cobbITUIN C MOMOLLLIO
nosib3oBaTesibCKUX npodunen Ha ocHose mopyren cbopa WmilLog,
WinEventLog, Syslog, FileMonitor wn Filelmporter onucaHa B
npunoxeHun b.

5. Haxmwute kHonky CoxpaHuUTb.
lMonb3oBaTenbCKUN NPOUb U3SMEHEH.

8.3.4 kcnopT napameTpoB npocpunsa

[Mpun akcnopTe napamMeTpoB Nosnb3oBaTenbCKoro npodund B panne gopmara
JSON coxpaHsiotcs HasBaHne n GUID ctaHgapTHoro npodunsd, Ha 6ase KOToporo
cO34aH Nonb30oBaTeNbCKNA NPOUIb, U NAapaMeTpPbl, OTAMYAKOLMNECS OT yKa3aHHbIX MO
YMOJTHaHUIO.

% Yrtobbl 3KCnopTMpOBaTb NapameTpbl NOSIb30BATENLCKOro Npodunns:

1. B rnaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT

Mpodunu.
OTtkpoeTca ctpaHuua Mpodunn.
B nanenn Cnucok npodmnen Bbibepute npodusb.
B naHenun MHCTpyMEHTOB HaxxMuTe KHOMKY PegakTupoBaTh.
B naHenu MapameTpbl npodhnna HAXXMUTE KHOMKY DKCNOPT.

hwn

MpumeyaHme. KHonka 3IKcnopT [OCTynHa, ecnv napameTpbl
nosib3oBaTeNbCKOro  Npodunss  oTnMyarTca  OT  napamMeTpoB
CTaHgapTHOro npoduns, Ha 6ase KOTOPOro OH CO3AaH.

MapameTpbl NONb30BaTENLCKOro NPOMUNA 3KCMOPTUPOBAHLI U COXPaHEHbI B
danne <HaspaHune npoduaa> </lata v Bpemsa 3KCnopTa>.json.

8.3.5 YpaneHue nonb3oBaTenbCcKoro npoduns

% YT06bI YyOanuTb Nonb3oBaTeNbCKU NPOUIb:
1. B rnaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MyHKT
Mpodunu.
OTtkpoeTca cTtpaHuua Mpodumnn.
2. B naHenu Cnucok npodunen Boibepute npoune.
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3. B naHenun nMHCTpYMEHTOB HaXMuUTe KHOMKY YAaanuTb 1 noateepante
yaaneHue.
[Monb3oBaTenbCKUN NPOdUIb yaareH.

8.4 PaboTa c 3apgayamum

Ona nonyyeHus gaHHbIX € WUT-MHpPaAcCTpykTypbl oOpraHuM3auMm B
MK Ankey SIEM NG Heobxoammo co3gaTb 3agady. B 3agade Heobxoammo ykasaTtb
Lenn, C KOTOPbIX HY>KHO NOSyYnTb AaHHble, Hanpumep, IP-agpeca nnu gobaBneHHbIe
B CUCTEMY akTuBbl (rpynnbl akTMBOB). Bbl MOXeTe 3anyckaTb 3agadvy BPYYHYH UK
HaACTPOUTb 3anyck No pacnucaHuio. B pamkax 3agaym cuctema cosgaeTt noasagayu,
KOTOpble BbINOSTHAKTCA aBTOMaTU4eckn. B 3aBucumocTn oT BbIGpaHHOro B 3agadve
npouns ¢ nomowbio komnoHeHTa Ankey SIEM NG Collector 3anyckaetca
COOTBETCTBYHOLUNA MOAYNb ANs cbopa AaHHbIX. 3a4aqm MOryT UCMONb30BaTbCs ANS:

— 0bBHapyxeHua yanoB. Cuctema BHOCUT MHOpMaLno 060 Bcex
obHapyxeHHbIX B T-MH(MppacTpyKType opraHMsaummn aktneax B
XpaHWUNuLLLE aKTUBOB;

— CKaHMpOBaHUS aKkTMBOB MeTOAOM 4epHoro suwmka. Cucrtema
obOHapyXuBaeT OTKpPbITble MOPTbl U CETEBbIE CEPBUCHI HA ITUX
noptax. 3atem oOOHapyXmBaeT YsI3BUMOCTM Ha CETEBbIX
cepBucax;

— ayauTta aktmeoB MeTofoM 6enoro swuka. Cuctema onpegensiet
AeTanbHyto KOHpurypaumio onepaumoHHOn CUCTEMBI,
YCTAHOBMIEHHOM Ha akTMBe, MNepeyYeHb YCTaHOBIIEHHOINO Ha
aKkTuBe nporpamMmmMHoro obecrneyeHusi, CNMCOK OTKPbITbIX NOPTOB,
nepeyeHb norib3oBaTternien, KOTopble 3aperMcTpupoBaHbl Ha
akTuBe. PopmupyeT nepeyveHb YA3BMMOCTEN N KapTy CeTH;

— CKaHupoBaHusa Beb-npunoxeHns. Cuctema ob6HapyxuBaeT
napameTpsbl Be6-NpunoxeHus, BbIABNAET yS13BUMblE
napameTpsbl, bopMupyeT nepedeHb YyAa3BUMbIX BUBINOTEK,;

— cbopa cobbITun ¢ MUcTovHMkoB. Cuctema cobupaet cobbITus
XypHanupoBaHUS U NPUBA3bIBAET UX K aKTUBaAM, Ha KOTOPbIX OHM
obHapyxeHbl. Ha ocHoBe cobpaHHbIX CObbLITUM cucTema
obHapyxunBaeT cobbITuS, CBsi3aHHbIE c puckamm
MHOpMaUnoHHOM 6e30MacHOCTN, U PpernMcTpupyeT MHUNOEHTDI;

— nowucka ya3BMMOCTEN Ha akTMBax B pexume neHtect. Cucrema
BbIMOSIHUT MOUCK Ha aKTUBax ysa3BUMOCTEN C yka3daHHbiMu CVE-
naeHTudmkaTopamu;

— noucka WHOMKATOpOB KomnpomeTauun B cobbiTnsx. Cucrtema
BbIMOSIHUT NPOBEPKY NOJTyHYEHHbIX paHee cobbITUN Ha Hanuyne B
HUX WHAOMKATOPOB KOMMpOMETauum MO [OaHHbIM TabnMYHbIX
CMUCKOB;

— PeTpoCneKkTMBHOM Koppensumm cobbiTuin. Cuctema BbINOMHUT
NMOBTOPHYD MNPOBEPKY MOSflydeHHbIX paHee cobbiTUN Mo
BblGpaHHbIM NMpaBunam Koppenauuu;

— WMmnopTta onanH-XypHanos cobbITUN.

Bbl MOXeTe co3gaBaTtb, U3MEHATb, yOansaTb, 3anyckaTb M OCTaHaBMBaTb
3agayv Ha cTpaHuue 3agayvm no c6opy AaHHbIX. KpoMe TOro, Bbl MOXETE NepenTu K
NPOCMOTPY MCTOPUM 3arnyCcKoB nogsagady rno ccoirike Uctopusa 3anyckos.

3apgaun Ha cbop AaHHbIX 00 aKkTMBax, CO3[daHHble Ha OCHOBe npodunen
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Windows Audit, Windows Audit Vulnerabilities Discovery n Unix Audit, nogaepxusatoT
obHOBNEHUA 3aKCNepTU3bl Ans ayguTta, nonyyaemble ¢ cepBepa Ankey SIEM NG
Server. [aHHble 13 oBGHOBMEHWI Mo3BONAT ObHapyxuBaTb 10, KOoTOporo HeT B
Moenu akTuea, 4Tobbl BnocrneacTeBum BeicTpee HaxoaAnTb TPEHO0BbIE YA3BUMOCTU. B
yXXe CyLLEeCTBYIOLMX N HOBbIX 3aadyax Ha cOop AaHHbIX C yYKka3aHHbIMW NpodunsMum
Mcnonb3oBaHMe OBHOBNEHNN SKCNEPTU3bl BKITHOYEHO MO YMOJSTHAHWUIO.

8.4.1 Co3paHue 3aga4m Ha cOop AaHHbIX

% Yt06bI CO3aaThb 3agavy:
1. B rnaBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTcsa cTpaHuua 3aga4vm nNo c6opy AaHHbIX.
2. B naHenn WHCTpPYMeHTOB Haxmute kHOrnky CospmaTtb 3apayy v B
pacKkpbIBLUEMCSI MEHIO BblibepuTe NyHKT CO0p AaHHbIX.
OTkpoeTca cTpaHmua Co3pgaHue 3agaym Ha coOop AaHHbIX.
B none HasBaHue BBeaUTE Ha3BaHWe 3aaun.
B nanenu MNMapameTpbl c60opa AaHHbIX B packpbiBalOLEMCS CMUCKE
Mpodunb BoIGEpUTE NPOUIB.
5. Ecnu Tpebyetcs, B packpbiBaloeEMCs Cnucke Y4eTHas 3anucb
BblGepuTe yY4eTHYH 3anncb Ans cbopa AaHHbIX.
B 3aBucmMmocTu oT npochunsa ansi Bbibopa y4eTHOM 3anmcmn Bam MOXET
notpeboBaTbCA yKkasaTb Apyrne napameTpbl npodunsa unu Bbibpatb
APYron NyHKT B MepapXxmyeckoM CrnCKe.

ko

NMpumeyaHne. B packpbiBatowemcs crnvcke Y4yeTHasi 3anuchb
oTobpaxalrTca ydeTHble 3anucu, npu gobaBneHun KoTopbiX Obina
BblbpaHa mMeTka ucnonb3dyemoro npodunem metoga cbopa AaHHbIX
unu He O6biNo BbIBpaHO HWUKaKMX MeTOK. 1o ymonyaHuio BbibpaHa
y4yeTHas 3anncb, ykasaHHas B npodgurne.

6. Ecnu tpebyeTtcs, HacTponTe apyrve napameTpbl Npoduns.

Mpumeyanune. T[podunn  Windows Audit, Windows Audit
Vulnerabilities Discovery n Unix Audit nogaep>xvmBatoT nosiydeHue
0BOHOBNEHUN 3KCNEePTHbIX AaHHLIX Ana ayauTa ¢ cepeepa Ankey SIEM
NG Server. O6HoBNEHUSA XpaHATCA B CrpaBOYHUKE
audit_expertise_extension. Bbl MOXeTe OTKHOYUTb UCMONb30BaHNE
3TOro crpaBoyYHMKa B NyHkTe [ononHuTenbHasa 3akcnepTusa AnA
ayauTa nepapxmyeckoro cnucka.

NMpumeyaHue. Bbl MOXeTe MMNOPTMPOBATbL COXPaHEHHble paHee
napameTpbl npodund, YykasaB o kHonke WmnopTt dann c
napameTpamu.

7. Ecnun Tpebyetcs, B packpbiBawowemcs cnucke Konnekropbl
BbiGepuTe Ankey SIEM NG Collector ana c6opa gaHHbIX.
8. Ecnu B cucteme 3aBefeHO Oonblie OOHOM WHAPACTPYKTYpbl, B

packpbiBaroLLeMcA cnucke UHdpacTpykTypa Bblbepute
WHPaCTPYKTYPY.

9. B naHenun Lenu cbopa AaHHbIX Ha Bknagke BknwoumTb ykaxuTe
Lenu:
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— €CNnu Bbl XOTUTE CKaHMpPOBAaTb rPynny akTUBOB, YKaXWUTE €€ B
nosie MNpynnbl aKTUBOB;

— €CInK Bbl XOTUTE CKaHNPOBAaTb OTAESNbHbIE aKTUBbI, YKaXUTE NX B
nosne AKTUBBI,

— €CNu Bbl XOTUTE CKaHMPOBATb KOHKPETHble CeTeBble Y3bl,
ykaxute ux IP-agpeca, FQDN wnnu macku nogcetenm B none
CeTeBble agpeca.

MpumeyaHue. Bbl Takke MoOXeTe U3MEHUTb NPUOPUTETHBIN
crnoco® MNOoAKMYEHMs K akTMBam — MO MOSIHOMY JOMEHHOMY
nmenn (FQDN) mnnm no IP-agpecy. Mo ymonyaHuio BbiGpaH
npuoputetT nogknodeHns no FQDN aktuBa, Tak Kak
BEPOSATHOCTb €ro u3MeHeHua Huxe, 4Yem Yy IP-agpeca.
MNoakntoyeHne rno FQDN no3BonseT yBENUYNTb
COrnacoBaHHOCTb pe3ynbTaTtoB cbopa AaHHbIX U peanu3oBaTb
nogaepxky npotokona Kerberos. [lpy HEBO3MOXHOCTU
nogkntoyeHus kK aktmy no FQDN mncnonesyetcsa nogknoveHne
no IP-agpecy, n HaobopoT.

NMpumeyaHune. B none CeTeBble agpeca Bbl TaKKE MOXETE
yKasblBaTb NlOKarnbHble ceTeBble agpeca, Hanpumep, localhost,
127.0.0.1, 1. OTO MOXET noTpeboBaTtbecs Ana cbopa AaHHbIX O
KoHdurypaumm Ankey SIEM NG Collector, xypHanos Ankey
SIEM NG Collector wnu gna wmucnonb3oBaHuMst MoAayns
RemoteExecutor.

10. Ecnu TpebyeTtcs, yctaHoBuTe naxok BbINOMHUTL OOGHapyxeHue
y3noB A0 Hayana cbopa faHHbIX.
O6HapyxeHue y3roB 0o Havana cbopa AaHHbIX MO3BONAET COKpaTUTb
obLee BpeMs CKaHMPOBaHMUSI.

11. Ecnu Tpebyetca wuckniouMTb OTAenbHble uenu cbopa AaHHbIX,
yKaxuTe nx Ha Bknagke UCKNoUunTb.

Mpumeyanune. [nsa ucknoveHnsa uenen cbopa gaHHbIX, 3a4aHHbIX MO
IP-agpecy unm macke nogcetn, Heobxoaumo ykasaTb ux IP-agpeca, a
ansa uenen, 3agandHblx no FQDN, — ykasatb nx FQDN.

I'Ipumeqal-wle. B naHenn PacnucaHue Bbl MOXETEe BKMAYUTbL U
HaCTpPOUTb aBTOMaTU4ECKUI 3anyckK 3agayu no pacrnmcaHuto.

12. HaxmuTe KHonKy CoXpaHUTb.
3apava cosfaHa.
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8.4.2 Co3paHue 3aa4ym Ha NOUCK YA3BUMOCTEN

lMepen cosgaHvem 3agayM Ha MOMCK YA3BMMOCTENM B pPEeXMME MNEHTECT
HeobxoanMo co3agaTtb Npodunb Ans nomcka yassumocTen (cM. pasgen 8.3.2).
% Y106bI CO3a0aTb 3a4a4y Ha NOUCK YI3BUMOCTEN B PEXMME MEHTECT:
1. B rnaBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
2. B naHenun WHCTpyMeHTOB Haxmute kHornky CospmaTtb 3apayy v B
pacKpbiBLUIEMCSA MEHIO BblbepuTe nyHKT CO0p AaHHbIX.
OTtkpoeTcsa cTpaHmua Co3pgaHme 3agaym Ha cOop AaHHbIX.
Ecnun TpebyeTcs, B none HasaBaHue M3MeHUTE Ha3BaHWe 3agayn.
B naHenu MapameTpbl c60pa AaHHbIX B packpbiBaloWEMCa CnMcKe
Mpodunb BoIGepuTe Npodunb, CO30aHHLIN paHee.
5. Ecnu Tpebyetcs, B packpbiBatowemcs cnucke Konnekropsbl
BblbepuTe KonnekTopbl Ans cbopa gaHHbIX.
6. B naHenu Llenun cbopa AaHHbIX Ha Bknagke Bknwo4uuTb ykaxuTte
uenu:
— Ecnn Bbl x0TUTE ckaHMpoBaTb rpynny akTUBOB, YKaXxute ee B
none MFpynnbl akTUBOB.
— Ecnun Bbl X0TUTE CkaHMpoBaTb OTAENbHbIE aKTUBbI, YKaXUTe UX B
none AKTUBbI.

B w

ﬂpumeanMe. B naHenn PacnucaHue Bbl MOXETEe BKMAOYUTL U
HaCTpOUTb aBTOMaTUYECKUN 3anyck 3agayu no pacrnmcaHuto.

7. Haxmwnte kHonky CoxXpaHuUTb.
3apaya cos3gaHa.

8.4.3 Co3pgaHue 3agayum Ha UMNOPT cobobITUN U3 panna
XypHana

% Yrtobbl co3gaTtb 3agady Ha MMMNOPT cobbITU N3 (hanna XypHana:

1. B rnaBHom meHIo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTca cTpaHvua 3agaym no co6opy AaHHbIX.

2. B naHenu uHCTpymeHTOB HaxmuTe kHonky Cos3gaTtb 3apgady v B
pacKkpbIBLUEMCS MEHIO BbiGepuTe NnyHKT MMNoOpT XXypHana.

3. OrtkpoeTtcsa cTtpaHmua Co3pgaHue 3agaym Ha coOop AaHHbIX.

4. B none Has3BaHue BBeauTe Ha3BaHWe 3agauu.

5. Ecnu tpebyetcs, B packpbiBatowemcs cnucke MNMpodunb Buibepute
nosib3oBaTeNbCkM  Npodurb, CO30aHHbIM Ha 6Gase npodwuns
Filelmporter.

6. B packpbiBatowemcs cnvcke lMpoTokon noaknto4veHusi BbibepuTte
NPOTOKON.

7. B packpbiBatowemcsa crnvcke YyeTHas 3anucb BbibepuTe y4YeTHyHo
3anucb nonb3oBatensa OC.

8. B nepapxumyeckom cnucke Bbibepute nyHKT O6paboTka cobbiTun —
<Manka He yka3aHa>.

9. B none MNanka XxypHana BBeauTe ums obuwen nanku ¢ dannamu
XXypHara Ha UCTOYHUKE.
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MpumeyaHue. Ecnu dannbl XXypHana pacnonoXxeHbl BO BIIOXEHHON
nanke, ykaxute nyTb B BuAae \<Ha3saHuwe BAOXKeHHOW nanku> 6e3
NCMonb30BaHNA UMEHU y3na.

10. Ecnu Tpebyetca, B packpbiBatowemcs cnucke Konnekropsbl
BblbepuTe KonnekTopbl Ans céopa gaHHbIX.

11. Ecnu B cucteme pobaBneHo 6Gonblue OAHOW MHAPACTPYKTYpPbl, B
packpblBaloLLemMcA crnucke UHdpacTpykTypa Bblbepute
NHPaCTPYKTYpY.

12. B naHenu Llenun cb6opa AaaHHbIX Ha Bknagke BknrwouuTb B none
CeTteBble agpeca BeeguTe IP-agpec MCTOYHMKA COBLITUN.

MpumeuaHne. B naHenun PacnucaHue Bbl MOXETe BKIHOYUTL U
HacTPOUTb aBTOMaTUYECKMIA 3arnycK 3afa4qum Nno pacrnmcaHuto.

13. HaxmuTe kHonKky CoXpaHUTb.
3apgayda Ha MMNopT cobbITMIA co3faHa.

8.4.4 NMowuck n unbTpaunsa 3apad

Bbl MoOXeTe HacTpouTb GunbTp MO cTaTycam 3aga4y, WX Uuensm,
MCNonb3yemMblM B HUX MOAYSAM, NPpOodUnsaM, TpaHCNOPTaM U YY4EeTHbIM 3anucam; rno
KONNeKTopam, KOTOpble BbIMNOMHAT 3adayn wnu uHdpacTpyktypam (ecnu ux
HECKOMbKO).

% Yrtobbl HacTpOUTb PUNLTP 3agav:

1. B rnaBHoMm meHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTca cTpaHvua 3aaaym no co6opy AaHHbIX.

2. B naHenu Bce 3agayun HaXXmMuTe KHOMKY Y.
OTKpoeTca naHenb punbTpauun.

3. Haxmwnte KHOMKy C Ha3BaHMEM nNapamMeTpa 3agaudu.
OTKpoeTcsa OKHO ANisi Bbibopa 3Ha4YeHun napameTpa.

4. Ecnu Bbl HacTpamBaeTe UIbLTP MO KOMNekropam, MOAynsMm,
npodunsm, crtatycam 3afad, TpaHCnopTam, y4YeTHbIM 3anucsam umu
WHPaCTPyKTypam, B OTKPbIBLUEMCS OKHE YCTaHOBUTE IIaXKu
HanpoOTUB 3HA4YEHNN NapamMeTpPOB.

I'Ipumeqal-wle. Bbl MoXxeTe mcnonb3oBaTb Mofne noucka B BerHeIZ
4acCTu OKHa AO51A Nnoncka 3Ha4vYeHus napamMeTpa.

5. Ecnu Bbl HacTpamBaeTe uUNbTP NO LENAM 3agadn, yKaxute Lenm
cnegylowmmm cnocobamm:
— B packpbiBatowemMmcs cnucke pynnbl akTUBOB YCTaHOBUTE
doniaxkn HaNpoOTMB rPynMn akTUBOB;
— B none AKTUBbI YKaXXUTE OOMH U HECKOSbKO aKTUBOB;
— B none CeteBble agpeca BeeauTte |IP-agpec, gnanasoH |P-
agpecos, macky noacetu unmn FQDN.
6. Haxmnte KHOMKy C Ha3BaHMEM nNapamMeTpa 3agaudun.
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NMpumeyaHne. Bbl MOXeTe OYUCTUTL 3HAYeHWA AN OOHOro
napamMeTpa 3aga4u, HaxxaB psaOM C ero Ha3BaHuem x, NITN OYUCTUTD
PuUNbTPLI, HAXaB X 5 nanenu dunbTpaunn.

3apgayn oTUNbLTPOBaHbI B COOTBETCTBUM C YCIIOBUEM.

8.4.5 3anyck 3aga4um Bpy4Hyro

R/

% YT06bI 3anyCTUTb 3aa4vy BPYYHYO:

1. B rnaBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTcsa cTpaHuua 3aga4vm nNo c6opy AaHHbIX.

2. B naHenun Bce 3apaum BLIGepuTe 3agauy.

Mpumeyanune. [1ns BbibOpa HECKONbKMX 3adad Noapsg Bbl MOXETe
ncrnonb3oBaTtb knasuwy Shift, ana Bblbopa HECKONbKUX OTAENbHbIX
3agay — knasuwy Ctrl, gns Bblbopa Bcex 3agad B CNUCKE —
KoMOuHauuto knasuw Ctrl+A.

3. B naHenu MHCTPYMEHTOB HaXXMUTe KHOMKY 3anycTUTb.
3apava 3anyLieHa.

8.4.6 NpnocraHoBKa 3agauum

Bbl MOXeTe npuocTaHaBnMBaTh 3a4a4vn, HanpumMep, YTobbl CHU3UTL Harpysky
Ha obopypoBaHve B ceTu. [1pyM NMOBTOPHOM 3anycke CKaHWpOBaHWE MNPOOOSIPKUTCS
TONBbKO AJS151 HE NPOCKaHNPOBAHHbLIX aKTUBOB.
% Yrtobbl NpnocTaHOBUTL 3agauy:
1. B rnaBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTca cTpaHMua 3agaym no co6opy AaHHbIX.
2. B naHenun Bce 3apaum BbIOepuTe 3agauvy.

Mpumeyanune. [1ns BbibOpa HeCKONbKMX 3adad noapsa Bbl MOXeTe
ncnonb3oBatb knaeuwy Shift, ana BbiIbOpa HECKONBbKMX OTAENbHbIX
3agay — knaesuwy Ctrl, ana Bbibopa Bcex 3agay B CNUCKe —
komMmbuHauuo knasuw Ctri+A.

3. B naHenu nHCcTpymMeHTOB HaxkmuTe kHonky May3a.
3apaya npuocTtaHoBneHa.

8.4.7 OcTaHOBKa 3agaum

Bbl MOXeTe ocTaHaBnuBaTb 3a4a4vn, Hanpumep, YTobbl CHU3UTL Harpy3ky Ha
obopynoBaHne B ceTu. Npu NOBTOPHOM 3anycke Onsl BCEX aKTUBOB CKaHMpOBaHWE
Ha4YHeTCcsa cHa4vana.

% Yrtobbl OCTAaHOBMUTL 3agavy:

1. B rnaBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTcsa cTpaHuua 3agavm no c6opy AaHHbIX.
2. B naHenn Bce 3apaum BbibepuTe 3agady.
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MpumeyanHune. [1ns Bbibopa HECKONbKMX 3adad Noapsia Bbl MOXETe
ncnonb3oBatb knasuwy Shift, ana Bbibopa HECKONBbKNX OTAENbHbIX
3agay — knaesuwy Ctrl, ana Bbibopa BCex 3agay B CNUCKe —
kombuHauuo knasuw Ctri+A.

3. B naHenu MHCTpyMEHTOB HaXmuTe KHornky OCTaHOBUTL.
3apaya octaHoBeHa.

8.4.8 NMpocMoTp NCTOpUM 3anNyCKOB 3agaum

Mpu kaxxgom 3anycke 3agadm (NO pacnUcaHuIio UM BPYYHYH) aBTOMaTUYECKM
co3gaeTcsd noasagaya.

% YTtobbl NPOCMOTPETH NCTOPUIO 3aMyCKOB 3a4auMu:

1. B rnmaBHOM MeHi0 B pa3gerne Coop AaHHbIX BbibepuTe NyHKT 3apayn.

OTkpoeTca cTpaHMua 3agaym no co6opy AaHHbIX.
B naHenn Bce 3apaum BbibGepuTe 3agavy.
Mo ccbinke Wctopus 3anyckoB OTKpouTe cTpaHuuy WMctopua
3anyckoB <HasBaHue 3agaun>.

B naHenu NMop3apaum otobpaxaeTca NCTOpUS 3amnyCcKOB 3a4auMn.

2.
3.

NMpumeyaHne. Bbl MoxeTe HacTpouTb nepuog Ans npocmoTpa
3anycKkoB 3ajayu, ykasaB €ero no Cccblfike 3a Bce BpeMs, unm
HacTpouTb unbTp (N0 cTaTycaMm nogsajady, ux uendam wunu no

KonnekTopam, KOTopble BbIMOMHST NoA3agayn), Haxas Y B NaHenm
MNoasapaum.

Bbl MOXeTe NpocMoTpeTh XypHan nogsagayv no kHorke XKypHan nogsagayum
NIN 3KCMOPTMPOBATL €ro B TEKCTOBLIN doann no kHonke CKayaTb XKypHarn.

8.4.9 NMpocmoTp XKypHana noasagaym

% Yrtobbl NpOoCMOTpETHL XKypHan nogsagayu:

1. B rnaBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaum.
OTkpoeTca cTpaHvua 3aaaym no co6opy AaHHbIX.
B naHenn Bce 3apaum BbiGepuTe 3agady.
Mo cceinke Wctopusa 3anyckoB oOTkpouTe cTpaHuly Wctopus
3anyckoB <Ha3BaHue 3agaumn>.
4. B naHenu lNoasapaum BbibepuTe noasagavy.

w N

NMpumeyvaHune. Bbl MOXeTe HAacTpouTb PUNbLTP NoA3anad, Haxas Y.

5. HaxmuTte kHonky XKypHan noasagaym.
OTtkpoeTca cTpaHuua XypHan noasagaum ot <[lepuop xypHana>.
Bbl MOXeTe aKkcnopTupoBaTb XypHan noasajadn B TeKCTOBbIM hann no
kHonke CKavaTb XypHarn.

8.4.10 KonnpoBaHue 3agauu

*

% YT06bI CKONMMpPOBaTb 3aaavy:

1. B rnasBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTca cTpaHuua 3agavm no c6opy AaHHbIX.

2. B cnucke BblibepuTe 3agady.

3. B naHenun nHctpymeHTOB HaxkmuTe kHornky KonupoBaTtb.
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OTtkpoeTcsa okHO Co3aaHMe 3agaym Ha c60p AaHHbIX.
4.  Ecnv HyXHO, nameHuTe napameTpbl 3aa4uu.
5. Haxmwnte kHonky CoxpaHuUTb.
3apavda ckonupoBaHa.

8.4.11 HacTpouka 3agaumn

% YT06bl HacTpoUTb 3agauy:

1. B rnaBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTcsa cTpaHuua 3aga4vm nNo c6opy AaHHbIX.
B cnncke Bbibepute 3agauvy.
B naHenun nHCTpyMeHTOB HaxxmuTe KHOMKY PegakTupoBaTh.
OTkpoeTca cTpaHvua 3agaym / <HasBaHue 3apgaun>.
4.  W3meHuTe napameTpbl 3aga4vn 1 BbIGpaHHOro npoduns.

wn

NMpumeyaHue. Bbl MOXeTe MMNOPTMPOBATbL COXPaHEHHble paHee
napameTpbl npocunsa, ykaszaB rno kHonke WMmnopTt dann c
napameTpamu.

5. Haxmute kHonky CoXpaHuUTb.
3agava HacTpoeHa.

8.4.12 COpoc COCTOSAHUA UCTOYHMKOB

[ns 3agay Ha cbop gaHHbIX CO cTaTycoM 3aBepLueHa Bbl MOXeTe cOpocuTb
COCTOSIHME MCTOYHUKOB. B pesynbTaTe BbINOMHEHUS 3TOW onepaumm B BblOpaHHbIX
3afavax Bce cobbITMSA B XXypHanax UCTOYHMKOB ByayT CHUTATbLCA HOBBIMU.

% YT06bI COPOCUTL COCTOSIHNE NCTOYHWUKOB:

1. B rnaBHom meHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTca cTpaHvua 3aaaym no co6opy AaHHbIX.
2. B naHenun Bce 3apgaum BLIGepuTe 3agauvy.

Mpumeyanune. [1ns BbibOpa HECKONbKMX 3adad Noapsia Bbl MOXeTe
ncnonb3oBatb knasuwy Shift, ana Bbibopa HECKONbKUX OTAENbHbIX
3agay — knasuwy Ctrl, ana Bbibopa Bcex 3agady B CNUcKe —
komMmbuHauuo knasuw Ctri+A.

3. B naHenu WHCTPYMEHTOB HaxmuTe KHOMKy COpocuTb COCTOsIHME
NCTOYHUKOB.
CocTosHME NCTOYHMKOB COPOLLIEHO.

8.4.13 JkcnopT napameTpoB npoduna

Bbl MOXeTe 3KCnopTMpOBaTh N3MEHEHHbIE NapaMeTpbl Npoduns, BbIGpaHHOro
B 3apgadve. [lpu skcnopTte napametpoB B avne dopmata JSON coxpaHsawoTcs
HasBaHMe u GUID craHgapTHOro npoduns u napameTpbl, oTnuyarowmecss oT
YKa3aHHbIX N0 YMOSYaHUIo.
% YT06bI 3KCNOPTUPOBATL NAapamMeTpbl NPOUNS, BbIOPAaHHOrO B 3agadye:
1. B rnaBHOM MeHt0 B pa3gene Coop AaHHbIX BbiGepuTe NyHKT 3apayun.
OTkpoeTca cTpaHvua 3aaaym no co6opy AaHHbIX.
2. B naHenun Bce 3apgauwm BLIGepuTe 3agauvy.
3. B naHenu nHCTpyMeHTOB HakmuTe KHomnky PegaktupoBaTth.
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OTkpoeTca cTpaHuua 3apaum / <HasBaHue 3agaun>.
4. B naHenu NMapameTpbl c60pa AaHHbIX HAXKMUTE KHOMKY DKCNOPT.

MpumeyaHme. KHomka JKCNOpPT [OCTynHa, ecnu npodunb
oTnn4yaeTcs OT cTaHO4apPTHOrO.

MapameTpbl NpPodUNa 3KCNOPTUPOBaHbI U COXpaHeHbl B dhanne <HassaHue
3agaum> </lata v Bpems 3KCrnopTta>.json.

8.4.14 YpaneHue 3apaumn

RY

% UTobbl yoanuTb 3agady:

1. B rnaBHOM MeHi0 B pa3gene Coop AaHHbIX BbibeprTe NyHKT 3apayn.
OTkpoeTca cTpaHvua 3aaaym no co6opy AaHHbIX.

2. B cnucke BblibepuTe 3agady.

Mpumeyanune. [1ns BbiboOpa HecKONbKMX 3adad Noapsa Bbl MOXeETe
ncnonb3oBaTtb knasuwy Shift, ana Bolbopa HECKONbKUX OTAENbHbIX
3agay — knasuwy Ctrl, ana Bbibopa Bcex 3agay B CNUCKe —
komMmbuHauuo knasuw Ctri+A.

3. B naHenu MHCTPYMEHTOB HaXMUTe KHOMKy Y@anuTb 1 NOATBepauTe
yaaneHue.
3apava ypaneHa.

8.5 MOHVITOpVIHF AOCTYNMHOCTU aKTUBOB

Ankey SIEM NG ocywiectBnsieT MOHUTOPWUHI OOCTYMHOCTW akTMBOB. JTa
dyHKUMA peanusoBaHa B Buae Habopa npodunen, cneumduyHbIX OS1S KaxOon
MHOPMaUNOHHOM cuctembl. [lpu 3anycke 3agadnm C BblGpaHHbIM Npodunem
NPOUCXOOUT CKaHUPOBAHWE LeNeBOM CUCTEMbI Ha HanMyne BO3MOXHbIX Npobnem. B
crny4ae obHapyXeHUst HeMCNPaBHOCTU UMW He3anIaHUPOBAHHOMO OTKITHOYEHNS aKTUBa
Ankey SIEM NG wuHopmupyeT nonb3oBaTens: cosgaeTtcss cobbiTe, Ha OCHOBE
KOTOPOro hopMmpyeTcst MHUMAEHT.

Bbl MOXeTe HacTpouTb OTNpaBKy COOTBETCTBYHOLMX YBEAOMMAEHUA MO
anekTpoHHou noyte (cM. PykoBoacTtBo agMmuHuctpatopa Ankey SIEM NG 5.2.3).

[nsa cbopa gaHHbIX HEOBXO0AUMO co3aaTth 3agavy, NapameTpbl CKAHNPOBAHNA
KoTopon ByayT onpeaenartbca npodunem. B 3aBUCMMOCTM OT cUTyauum HeobxoaMmo
ncnonb3oBaTb  onpefeneHHbln  npodunb, YTOObl  BbIABUTE  HEUCMPABHOCTb.
BonblNMHCTBO CTaHOApPTHBIX Npodunen He TpebyT HAaCTPOMKN A1 MOHUTOPUHIA U
roToBbl K MCNOSb30BaHU. OQHAKO Bbl MOXETE BHECTU U3MEHEHUSA B CTaHOAAPTHbIV
npocunb (Hanpumep, N3MEeHUTb NPOTOKOM MUK NOpPThl). Pe3ynbTatoMm ckaHMpoBaHWUSA
SIBNSeTCH co3gaHHOe B cucteme cobbitue. Beibepute ero ns cnmcka cobbiTuin, 4ToObI
NpPOCMOTpeTb AeTanu.

Tabnuua 8.1 - PekomeHagyemble npounu
Cutyauus PekomMeHayeMble npodunu
C6oun B paboTe O ceteBoro o6opyaoBaHus Service Availability Monitoring,
Monitoring Linux Services,
Monitoring Unix Services
OTknoYeHne unu nepesarpyska ceTeBoro Host Availability Monitoring
obopyaoBaHus
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Cutyauums PekomeHgyemble npodunu
C6ou B paboTe onepauyoHHbIX CUCTEM Service Availability Monitoring, Host
Availability Monitoring
Mpobnembl ¢ 4OCTYMHOCTLIO CEPBEPOB, Host Availability Monitoring,
BXOASILLNX B COCTaB CETU Monitoring Windows CPU Load,

Monitoring Linux CPU Load,
Monitoring Unix CPU Load
Mpobnembl ¢ HannumMem ceobogHoro mecta Ha | Monitoring Windows HDD Free Space,
XKEeCTKOM ANCKe U 3arpy3kon onepaTuBHOM Monitoring Windows RAM Load,
namMsTu Ha cepBepax, BXoasawwmx B coctaB ceTtu | Monitoring Linux HDD Free Space,
Monitoring Linux RAM Load,
Monitoring Unix HDD Free Space,
Monitoring Unix RAM Load
OcTaHoBKa, OTKITHOYEHWE UMK Nepe3arpyska Monitoring Windows CPU Load,
onepaumoHHbIX CUCTEM Monitoring Windows RAM Load,
Monitoring Linux CPU Load,
Monitoring Linux RAM Load,
Monitoring Unix CPU Load,
Monitoring Unix RAM Load

Mpo6bnembl ¢ 4OCTYNHOCTLIO U Monitoring Linux Services,
paboToCNOCOBHOCTLIO CMYX0 1 CEPBUNCOB Monitoring Unix Services,
MHAOPMAaLIMOHHOW CEeTH Service Availability Monitoring
C6oun n oTkasbl B paboTe cpeacTB 3almThbl Monitoring Linux Services,
MHdopmMaLmn Monitoring Unix Services,
Service Availability Monitoring
OTknoYeHre Ny nepesarpyska cpeacTs Monitoring Linux Services,
3aLMThbl UHOPpMaLK Monitoring Unix Services,

Service Availability Monitoring

8.6 MOHUTOPUHI UCTOYHUKOB COOLITUN

[ns yMeHblUeHMsI BEPOATHOCTM nponycka uHuMaeHToB WMB Heobxoaumo
CBOEBPEMEHHO OTCIIEXMBATb COCTOAHME UCTOYHMKOB CODLITUM M MOTOKA LaHHbIX OT
HUX. KayecTBO M HenpepbiBHOCTb cbBopa AaHHbIX C WUCTOYHWMKOB BAWUAKOT Ha
0onepaTUBHOCTb BbISIBIIEHUS MHLUMOEHTOB U MPUHATUS PELLEHUN.

[aHHble oT uctoyHmkoB nepepatotcs B MK Ankey SIEM NG Hanpsivyto (6e3
NOCPEAHNKOB) UMK Yepe3 NMPOMEXYTOYHbIM akTUB — doopBapaep (Hanpumep, vepes
KOHTponnep AomeHa). dopsapaep, KpOMe Mepechbiniki OaHHbIX OT APYrux akTUBOB,
TakKe MOXeT OTNPaBNATb AaHHbIE OT HAXOAALWNXCHA B HEM UCTOYHUKOB.

NcTouHnkn n doopsapaepbl NOABNATCH B CUCTEME aBTOMaTU4eCKn, No Mepe
cbopa cobbITMM C aKTMBOB U WX wnaeHtTudukaumm. Ha ctpaHvue MOHUTOpPUHr
MCTOYHUKOB MMOSb30BaTeflb CUCTEMbI MOXET NPOCMOTPETbL COCTOSIHUE UCTOYHUKOB U
napamMeTpbl MOTOKa AaHHbIX OT HWUX UMW COCTOSAHWE (hpopBapLepoB U napameTpbl
HaxXo4ALMXCH B HUX UCTOYHMKOB. Ccbinka angd Belbopa Tvna anemMeHToB (MCTOYHUKOB
nnu coopBapaepoB) HaXO4UTCS B BEPXHEN YacTu paboyen obnactu CTpaHuLbl.

8.6.1 NMNpocmoTp cnncka UCTOYHUKOB M CNUCKa NOTOKOB
COObITUA OT UCTOYHUKA

*

% Y106bI NPOCMOTPETL CMUCOK UCTOYHMKOB:

1. B rnmaBHOM MEHIO HaXMUTE =i U B PaAcKpbIBLLEMCS MEHIO BbibepuTte
nyHKT MK Ankey SIEM NG.
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OTKkpoeTcs rnaBHasi CTpaHuua.
2. B rnaBHom meHio B pasgene COop A[aHHbIX BblbepuTe MyHKT
MOHUTOPUHI UCTOYHUKOB.
OTkpoeTca cTpaHua MOHUTOPUHI NCTOYHUKOB.
B ueHTpanbHoOM naHenu otobpaxkeHa Tabnumua co CNMCKOM MCTOYHWUKOB.
[nsa kaxgoro mctodHuka B Tabnuue ykasaHbl 3HayeHus napameTpoB. Bebl
MOXEeTe COPTUPOBATb CMNCOK, HAXMMas Ha Ha3BaHWe KONMOHKKU (NapameTpa). Haxxmumas

'ﬁ' B NPaBOM BEPXHEM Yriy CTpaHuLbl, Bbl MOXeTe 0TOOpaXxaTb U CKpbIBaTb KONTOHKM
Tabnuusbl.

\ MpumeyaHune. Cpok XpaHeHUs AaHHbIX, MOSyYEHHbIX OT UCTOYHMKA, 30 OHEN.

[ns aBTOMaTM3auum MOHUTOPUHra MOTOKA COOLITUM OT WCTOYHMKOB WU
dopBapaepoB  aAMUHUCTPATOP  CUCTEMbl  co3faeT  npeaynpexgeHns  ans
OTCNEXMBAHUA HanMunsa cobbITUin, cpegHen CKOPOCTM NOTOKa COObITU U 3aEPXKKN B
nonyyeHmn cobbitus konnektopoM. CoctosiHue npeaynpexgeHus otobpakaeTca B
KOoNnoHke KOHTpOsb COOTBETCTBYIOLLNM 3HAYKOM:

_ V- napamMeTpbl MOTOKa COObITUIA HaxoaAaTcs B npedenax
AOMYCTUMbIX 3HAYEHUN;

- o— napaMeTpbl MOTOKa COObITUIA BbIWNW 3a npeaens
AOMYCTUMbIX 3HAYEHUN;

- - npegynpexaeHne OTKITHYEHO.

Mpyn HaBegeHUMM Kypcopa MbIliM Ha 3HA4YOK npedynpexaeHns BO
BCMNSIbIBAKOLWEM OKHE OTObOpakaeTca MHdopMauus o6 oTcnexumBaeMblx napameTpax
NnoToKa COObITUNA.

MpumeyaHune. VICTOYHMK aBTOMaATUYECKM yAansieTca U3 crucka, ecriv OT Hero He
nocTynatT cobbiTna B TedeHne 30 AHen 1 ANg Hero He HaCTPOEHO NpeaynpeXxaeHue.
Takxe ygansoTcs AaHHble, NOyYeHHbIe OT UCTOYHUKA.

o5 UTo6blI NPOCMOTPETHL CMNCOK NOTOKOB COOLITUIN OT UCTOYHUKA, OTKPOUTE
CTpaHWULYy CO CMUCKOM MOTOKOB COObLITUM ABOMHbLIM LLUENYKOM MbIlM HA CTPOKE C
Ha3BaHMEM UCTOYHMKA.

8.6.2 NpocmoTp cnucka chopBapaepoB U CNUCKa UCTOYHMUKOB
dopBapaepa

*

% Yrtobbl NnpocMOTpeTb CNNCOK hOpBapAEPOB:

1. B rnaBHOM MEHI0 HAXMUTE === N B PACKPbIBLLEMCS MEHIO Bblibepute
nyHKT MK Ankey SIEM NG.
OTkpoeTcs rnaBHasi CTpaHmua.
2. B rnaBHoM meH0 B pasgene COop AaHHbIX BbibepuTe MyHKT
MOHUTOPUHI UCTOYHMUKOB.
OTtkpoeTcsa cTpaHuua MOHUTOPUHI MCTOYHUKOB.
B ueHTpansHon naHenu otobpaxeHa Tabnuua co cnMckom hopBapaepoB.
[na kaxgoro cdopeapaepa B Tabnuue ykasaHbl 3Ha4YeHUs napaMeTpoB. Bbl
MOXeTe COPTUPOBaTb CMNCOK, HAXKMMasi Ha Ha3BaHMe KONOHKKU (NapameTpa). Haxxummas

B NPaBOM BEPXHEM YIiy CTPaHULbI, Bbl MOXETE OTOOpaXaTb U CKPbIBATb KONMOHKM
Tabnuupl.
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\ Mpumeyanune. Cpok XpaHeHUs AaHHbIX, NOMNyYeHHbIX OT oopBapaepa, 30 aHeNn.

[na aBToMatM3aumMm MOHUTOPUHIa MOTOKa COObITUMA OT WCTOYHWMKOB WK
dopBapAepoB  aAMUHUCTPATOP  CUCTEMbl  co3faeT  npeaynpexgeHus  ans
OTCNEXMBaAHNA HanMumnsa cobbITUin, cpeagHen CKOPOCTM NOTOKa COObITUIA N 3a4EPXKKN B
nonyyeHnn cobbiTna konnektopoM. CocTtosiHue npefynpexaeHuss otobpaxaeTtcsa B
KONoHke KOHTPOrb COOTBETCTBYIOLLUMM 3HAYKOM:

- V— napamMmeTpbl MOTOKa cobbITN HaxogaTca B npegenax
OOonyCTUMbIX 3Ha4YeHun;

_0- napameTpbl NOTOKa COObITUA BbIWAM 3a npeaens
AONYCTUMbIX 3HAYEHWI;

- - npeaynpexaeHne oTKITYEHO.

Mpn HaBegeHMM Kypcopa MbIWM Ha 3HAYOK nNpeaynpexgeHns BO
BCMNSbIBAKOLWEM OKHE OTObparkaeTca MHdopMauus o oTcnexumBaeMblx napameTpax
NnoTOKa COObITUNA.

Mpumeyanune. dopBapaep aBTOMaTUYECKU yaansieTcss U3 Crucka, ecnm OT Hero He
noctynatwT cobblTns B TedeHne 30 AHEN 1 ANnd HEero He HaCTPOEHO NpeaynpexaeHne.
Takxke yaanswTca gaHHble, NoslydeHHble OT hopBapaepa.

% Yrtobbl nNpPOCMOTPETbL CMUCOK WCTOYHMKOB dbopBapaepa, OTKpouTe
CTpaHULYy CO CMUCKOM UCTOYHMKOB ABOVHbBIM LLIENTYKOM MbILLM HA CTPOKE C Ha3BaHUEM

dopBagepa.
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9 PaboTa c coObITUAMMU

MK Ankey SIEM NG obecneumnBaeT:
— cbop cobbITuin, NnponsoLenmnx Ha akTuBax;
— dounbTpaunto cobbITni;
— cO34aHMe  MHUMAEHTOB NO  COObITUAM, CBSI3@HHbIM  C
MHdopMaLUNoHHOM 6e30MacHOCTbIO;
— pasnu4yHoe npeactaBfieHne AaHHbIX O COBbITUAX;
— NpUBA3KY COBbITUI K UHUMOEHTaM.
Bbl MmoxeTe ynpasnaTb cobbITUAMU Ha cTpaHuue CobbiTnA. 1o ymonyaHuio
Ha Heln oTobpaxatoTcsa Bce cobbITUS, CBA3aHHbIE C rpynnaMm akTMBOB, K KOTOPbIM Bam
npegocTaBneH JOCTyn.
Kpome Toro, nonb3oBatesib ¢ ponbto agmuHucTpatopa K Ankey SIEM NG
MOXEeT HacTpavBaTb aBTOMATUYECKYlD OTNPaBKy Ha afpec 9SfeKTPOHHOW MoYThl
yBeZJOMIIEHUIN O NOSIBIIEHMM COBbITUI M OTYeTOB (CM. pa3gen 13.12).

9.1 PunbTpaumnsa M rpynnupoBKa cCoobITUN

Mo ymonyaHuto Ha cTpaHuue CoObiTa B Tabnuue oTobpaxkarTca Bce
cobbiTna, cosgaHHble [1K Ankey SIEM NG 3a nocnegHunM 4ac M CBsi3aHHble C
aKTMBaMm 13 rpynmn, K KOTOPbIM y Bac eCTb AOCTYN (BKMOYasa BOXEHHbIE rpynnbl).

[na yoobctBa aHanusa 1 Ans BbiNycka OTYETOB Bbl MOXeTe (PUnbTpoBaTb
cOoObITUSA C NOMOLLBIO CTAaHOAPTHBIX U NONb30BaTENbCKNX OUNBTPOB.

Bbl MOXXeTe 0T06pa3nTb cobbITUSA:

— npowusoLweline B BbIbpaHHbIV NEpPUOL;

MpumeyaHue. Ecnn nHTepBan mexagy BpeMeHeM permcrpaumnm
cobbITUA Ha WCTOYHWKE N BpeMeHem cbopa cobbitus Ankey
SIEM NG Collector npesbiwaeTt 24 yaca (u npu cbope cobbiTne
He OblfI0 OTMEYEHO Kak ycTapeBllee), To cobbiTve nonageT B
nepuwoa, BKo4awLwmin gaTty n spems cbopa cobbitus.

— CBsI3@aHHbIE C BblIOpaHHOW rpynnon akTUBOB;

— OoTBevawLlne YCroBUAM CTaHAAPTHbIX UK NOMb30BaTENbCKNX
PUNbTPOB;

— OoTBevawLme ycrnoBsmsiM 3anpoca Ha a3bike PDQL,;

— XpaHslWmecsa Ha apyrux nnowagkax;

— NpuHagnexawue TEeM WM WUHbIM KOHBeWepam 06paboTku
cobbITURA.

Kpome Toro, ¢ nomowpto PDQL-3anpoca Bbl MOXeTe M3MEHWUTb COCTaB
KOMNMOHOK Tabnuupbl cobbITUI, a Takke ykasaTb MOPSAOK COPTMPOBKM 3anucen. [Ons
yaobcTBa aHanu3a Bbl MOXeTe CrpynnmpoBaTh COBbITUS.

Takke Bbl MOXETEe OrpaHMyYnTb KONMYecTBO cobbiTMiA B Tabnuue, Hanpuvep,
ANS nonyveHus rpadukoB Buga «ton-10» B BUAXKETaX.

Ecnu Bbl XO0TUTE perynspHo HacTpamBaTb NpeAcTaBrneHne AaHHbIX B Tabnuue
C nomMoLbio Habopa nonen cobbITUN U MUX 3HAYEHWUR, Bbl MOXETE COXPaHUTb ITOT
Habop kaK punbTp.
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9.1.1 dunbTpaumnsa cobbITUM MO Nnepuoay

Bbl moxeTe pmunbTpoBaTh cobbiTMA B Tabnuue no nepuogy. Mo ymonyaxuio B
paboyen obnactu Ha cTpaHuue CoObITua oTobpaxatoTca cobbiTUs 3a NOCneaHnin
yac.

% Yrtobbl oThunbTpOBaTh COOLITMS NO Nepuoay:

1. B rnaBHOM MeHI0 BbliGepuTe pasgen CobbiTus.

OTkpoeTcsa cTpaHmua CobbiTuA.
2. Haxmure (v so BCMNSbIBAKOLLEM OKHE YKaXKuTe nepuoa.

anMe‘-laHVIe. Bbl MoxeTe COXpPaHNTb yKa3aHHbII7I nepunon And
MOBTOPHOIo NCNOJIb30OBaHUA.

3. Ecnu tpebyetca npogormkutb paboTy Hag 3anpoOCoOM, HXKMUTE KHOMKY
N3MeHUTb.

4.  Ecnu TpebyeTca BbINOMHUTE 3anpoc cpasy nocre ykasaHus nepuoaa,
HaXMuTe BbINOMHUTBL.

Mpumeyanune. B none HepgaBHue hunbTpbl 0TOGPaXKaOTCA TONLKO
nepuoapl, N0 KOTOPbIM Bblna BbiNONHEHA punbTpaLms cobbITUN.

CobbITUA 0TUNBTPOBAHLI.

9.1.2 ®dunbTpauma cobbITUI MO rpynne akTUBOB

Bbl MOXeTe ncrnonb3oBath rpynnbl akTUBOB, YTOObLI hubTpoBaTb COBLITUA B
Tabnuue cobbITUN.
Nepapxumyeckuii Cnmcok rpynn akTMBoB oTobpaxkaeTcs Ha cTpaHuue CobbiTus
B naHenu MNpynnbl.
% YTtobbl OT(hUnbTPOBaTh COOLITUS MO rpynne akTUBOB:
1. B rmaBHOM meHo BbibepuTte pasgen CobbiTusa.
OTkpoeTtca cTpaHuua CobbiTus.
2. B naHenu pynnbl BbiGepUTE rpynny akTUBOB.
CobbITUS OTOUNBTPOBAHbI.

9.1.3 dunbTpaumsa coo6bITUN C MOMOLLBLIO COXPaHEHHbIX
dunbTpoB

Bbl MOXeTe ncnonb3oBaTbh CTaH4APTHBIE N COXPAHEHHbIE NOSb30BaTENbCKUE
GunbTpbl, YTOOLI hunbTPoBaTh COOLITUSA B Tabnmue cobbITnn. Mepapxmniyecknin Cnncok
unbTpoB oTobpaxaeTcs Ha cTpaHuue CobbITUsA B NnaHeNn ®UnbTpbI.

% YTtobbl OT(hunbTpOBaTh COOLITUS C MOMOLLLIO UNbTPA:

1. B rnaBHOM MeH0 BblibepuTe pasgen CobbiTus.
OTkpoeTtca cTpaHuua CobbiTus.
2. B naHenu ®unbTpbl Bbibepute punbTp.

CobbITUS OTUNBTPOBAHbI.
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9.1.4 Ucnonb3oBaHue ana punbTpaumm coobITUN
BbINOSTIHEHHOr O paHee 3anpoca

R/

% YT06bl OT(hMNbTPOBaTE COOLITUS C MOMOLLBLIO BbIMNOSTHEHHOIO paHee
3anpoca:
1. B rnaBHOM MeHI0 BbliGepuTe pasgen CobbiTus.

OTkpoeTcsa cTpaHmua CobbiTuA.

2. B naHenu punbTpaumm Haxmute @
OTkpoeTcsa naHenb UcTtopusa 3anpocos.
3. Bbibepute 3anpoc.

anMe‘-laHVIe. Bbl MOXeTe OTMETUTb 4YacTo ncnoJibdyemble 3arnpochl,

HaXaB i\( B CTPOKe 3anpoca.

CobbITUS OTOUNBTPOBAHbI.

9.1.5 PunbTpaumna cobbiTK ¢ nomolybio PDQL-3anpoca

Bbl MoxeTe mcnonb3oBatb 3anpocbkl Ha A3blke PDQL, 4yTobbl dounbTpoBaTh
cobbITus B Tabnuue cobbIThi.
% YT06bI OTUNBLTPOBaATL COOLITUA C NnomMoLbo PDQL-3anpoca:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTusa.
OTkpoeTcsa cTpaHmua CobbiTuA.

2. B naHenun punbTpaumm Haxmute Y.
OTtkpoeTcsa okHo PDQL-3anpoca.
3. BbinonHute ogHo 13 cneayloWmnX OENCTBUN:
— ecnu Bbl XoTuTe gobaBnTb BBEOEHHOE YCrOBME B 3anpoc Asis
dunbTpaummn cobbiTnin, HAXXMNTE KHOMKY [lo6aBUTb;
— ecnn Bbl xotute oTnpaBuTb PDQL-3anpoc Ha nony4veHue
cobbiTM C BBEAEHHLIMWM MNapamMeTpamMu, HaXMUTE KHOMKY
BbinonHutsb (Ctrl + Enter).
CobbiTua B Tabnuue otunbTpoBaHbl B cOOTBETCTBUM C ycrioBuem PDQL-
3anpoca.
Ecnn Bbl nnaHupyete panee paboTtaTb C 3TUM (PUNBTPOM, Bbl MOXeETe
COXpaHuTb ero B nanky (cMm. pasgen 9.2.4).

9.1.6 Bbl6op KkoHBenepoB Ansa punbTpaumm coobITUN

Mo ymonuaHuio ans unbTpaumm AOCTYNHbI COOLITUSE BCEX KOHBEWEPOB
nokanbHOro npunoxexus. Ecnn tpebyetca orpaHnYnTb KONMMYECTBO COOLITUN, Bbl
MOXeTe BblOpaTb HYXHble BaM KOHBerepbl. [Ana dunbTpauum cTaHyT LOCTYMHbI
cOoBbITUA TONBKO BbIGpaHHbLIX KOHBENEPOB.

% Yrtobbl BbIOpaTh KOHBEWEPDI:

1. B rnaBHOM MeH0 BblibepuTe pasgen CobbiTus.
OTkpoeTtca cTpaHuua CobbiTus.

2. B naHenun unbTpaumm Haxmute <.
3. Bo BcnnbiBatoLem okHe BbibepuTe KoHBenepbl 00paboTkn cobbITUIA.
4. Haxmute kHonky [lo6aBUTb.
KoHBenepbl BbIOpaHbI.
Bbl moxeTe coxpaHuTb punbTp (CM. pasgen 9.2) no cobbiTuam BbIOpaHHbIX
KOHBenepoB. BmecTe ¢ Tem HeO6X0ANMO yunTbIBaTh pag orpaHuyeHuin npm pabote ¢
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Takumu unbTpamu. Ecnm koHBenep HeaoCTyneH, Npu ucnonb3oBaHuu unbTpa
nosaBATCA coobLleHns 06 owmnbkax B BULKeTe Ha fawbopae unm B ot4eTe, CO34aHHOM
B KOHCTPYKTOpPE, a Takke Npu BbiNycke oTyeTa.

Takke coobuieHne o6 owmnbke byaet cogepxatb yBegOMIIEHME O COBLITUSX,
CcO3aHHoe C Taknm OUnbTPOM.

9.1.7 Bblb6op cBA3aHHbIX NPUNOXEHUN Ana dunbTpauum
CoObITUH

Mpn pasBepTbiBaHMn Ankey SIEM NG Ha Heckonbkux nrowagkax
aAMWHNCTPATOP CUCTEMbI MOXET HACTPOUTb CBA3M Mexay npunoxeHnammn Ankey
SIEM NG wn npegpoctaBuTb TOMY WM MHOMY MONb30BaTeNto npaea AocTyna K
pacnpegeneHHomMy noucky cobbiTuin. B aTom cnyvae nonb3oBaTternib CMOXeT paboTaTb
(cm. pasgen 9.1) B uHTepdbence OAHOrO MNPUITOXEHUA CO BCEMU COBLITUAMM,
cobpaHHbIMM KakK Ha NoKanbHOM nnowagke, Tak U Ha nnowagkax CBs3aHHbIX
NPUNOXEHNN, HE3aBUCUMO OT MpaB AOCTyna K COObITUSAM, YCTAHOBMEHHbIM OS5 €ro
ponen.

% Yrtobbl BbIOpaTh CBA3AHHbLIE MPUNOXEHWS:

1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTus.

OTkpoeTcsa cTpaHmua CobbiTuA.

2. B naHenun punbTpaumm Haxmute =.
3.  Bo BcnnbiBaloLweM OKHe BbibepuTe NpUoXeHus.
4. Haxmute kHonky [lo6aBUTb.
CBs3aHHble NPUNOXeHUs BblbpaHbl. VX cobBbITUA 4OCTYNHbI A5 (PUNbTpaumm.
Bbl MoxeTe coxpaHuTb GunbTp (CcM. pasgen 9.2) cobblTin CBSI3aHHbIX
NpUNoXeHnn. Bmecte ¢ TeM HEOH6XOANMO YUMTbIBATL PSS OrpaHuyYeHui npm paboTe ¢
Takumn  punbtpamu.  Ecnv nomnb3oBaTens  He MMeeT npaB  AocTyna K
pacnpeneneHHoMy noucKy cobbITUR:
— npu Bblbope Takux (PUNbLTPOB OH HEe MOXEeT co3daBaTb WK
N3MEHATb OTYEThI NO WAaboHy, a Takke BbiNyCKaTb UX BPYYHYIO;
— B BUAXeETax, WUCNonb3ywwux Takue unbTpbl, byaeT
oTobpaxaTbca coobuieHne o6 owunbke (Ha gawbopae wnu B
oTYyeTe, CO30aHHOM B KOHCTPYKTOpE).
Takke npu Bbibope NOAOOHLIX (PUNLTPOB HEBO3MOXHO OyaeT cosgaTb
yBeZloMIeHne o 3agadvax cbopa JaHHbIX.

9.1.8 BbIOOp KOMMOHOK AnA Tabnuubl cOObITUN

Mo ymonuaHuio B Tabnuue cobbiTnin oTobOpaxatTcss gata U BpeMsi, Korga
npounsowsio cobbiTne, MHpopmaumnsa o6 akTnee, Ha KOTOPOM MPOU3OLLNO cobbiTHe, a
TakKe onvcaHue cobbiTvs. 3aronoBKN KOFMIOHOK Tabnuubl COOTBETCTBYIOT HA3BaAHUAM
nonen cobObiTUA. Bbl MOXeTe W3MEeHATb COCTaB KONIOHOK Tabnuubl C MOMOLLbIO
onepauun Bblbopa nonen. Kpome TOro, Bbl MOXETE WCMNOMb30BaTb MNCEBLAOHUMBbI,
4TOOblI NEPEMMEHOBbLIBATb KOMOHKM Tabnuubl coObITU ANs yaobcTBa NnpeacTaBneHns
MHopMauuu.

B kayecTtBe nceBOoHMMa Bbl MOXeTe WCMONb30BaTb OAWH UMW HECKONbKO
CMMBOJIOB, KOTOpPbIE 3aMeHAT Ha3BaHMe nons cobbiTna. Hanpumep, 4ns nons «county
Bbl MOXKETE yKa3aTb NceBAOHUM «KonmyecTtBo cOObITUNY.
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MpumeuaHune. MNMceBooHUM ANst NOMsS, yKasaHHbIN Npy onepaumy Bblbopa KOMOHOK,
cCoXpaHsieTcsl Ans BCell nocrnenoBaTenibHOCTU onepaunii B paMkax OfHOro 3anpoca
ANs punbTpaummn cobbiTMin. [ns pe3ynbTaTtoB onepawumii rpynnupoBKX 1 arperauum Bbl
MOXXeTe ykasaTb ApYrne nceBaoHNMbI.

% Yrtobbl BbIOpaTh KOMNOHKM Anst Tabnuubl COBbLITUN:
1. B rmaBHOM meHIo0 BbibepuTte pasgen CobbiTus.
OTkpoeTcsa cTpaHmua CobbiTuA.

B naHenu punbTpauumn HaxmmnTe Il .

B oTkpbiBwemca okHe Bbibop nonen BbibepuTe KOMOHKM NS
Tabnuubl cCOObITUN.

4. Ecnu tpebyeTcs nepeMMmeHoBaTb KOMNOHKY, HAXKMUTE Ha ee 3arofioBoK,

B OTKPbIBLLEMCS OKHE YKaXXUTE NCEBLOOHUM U HAXMUTE .
5. BbinonHuTe 0gHO 13 cneayrowmnx 4eNCTBUN:
— ecnn Bbl xoTute pobaBuTb BbIGOpP nonew B 3anpoc Ans
GunbTpaunmn cobbliTnn, HAXXMNTE KHOMKY [lo6aBUTb;
— €eCnuM Bbl XOTUTE OTNPaBUTb 3anpoc Ha OoTobpaxeHune
BblOpaHHbLIX KOMOHOK B Tabnuue coBbITUN, HaXMUTE KHOMKY
BbinonHutb (Ctrl + Enter).
B Tabnuue cobbiTnin oTobpakeHbl BblIbpaHHbIE KOSTOHKN C AaHHbIMM.
Ecnu Bbl nnanupyeTte ganee pabotatb C 3TMM BbIGOPOM KOMOHOK, Bbl MOXETE
COXpaHuTb ero B nanky (cM. pasgen 9.2.4).

wn

9.1.9 CopTupoBKa 3anucen B Tabnuue codbITUN

R/

% Y106bI OTCOPTMPOBATL AAHHbIE B TabNMLE COObITUIA:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTus.
OTtkpoeTcsa cTpaHmua CobbiTuA.

2. B naHenun punbTpaumm Haxmute i,

3. B oTkpbiBwemcsa okHe CopTUpOBKa MO MOMSM YKaXWUTE KOFOHKM
Tabnuubl cobbLITUIN, NO KOTOPLIM TPebyeTCH BbIMOMHUTL COPTUPOBKY.

4. Ecnu TpebyeTcs, nameH1UTe HanpaBrieHne COPTUPOBKM.

5. BbInonHuTe 0gHO 13 cneayrowmnx 4eNCTBUN:

— ecnu Bbl XO0TUTe A06aBUTb YCNOBME COPTUPOBKM B 3anpoc AN
unbTpaunm cobbliTUn, HAXXMUTE KHOMKY [lo6aBUTb;
— €CNnu Bbl XOTUTE OTMNPaBUTb 3anpoC Ha COPTUPOBKY COBLITUN,
HaXXxmuTe KHoNKy Beinonuutb (Ctrl + Enter).
[aHHble B Tabnvue cobbliTnin OTCOPTUPOBAHDI.

9.1.10 N'pynnupoBKa u aHanu3 AaHHbIX O COOLITUAX C
NOMOLLLIO MaTeMaTU4YeCKUX onepauumn

[nsa nogrotoBkM aHanMTUYECKOW MH(OPMaLUN Bbl MOXETE rpynnupoBaTth U
arpermpoBatb (BbINOMHATL MaTemMaTMyeckue onepauun Hag CrpynnupoBaHHbIMU
AaHHbIMKU (CM. npunoxeHue A)) AaHHble O cobbiTuax. [Ona ygobctBa npocMoTpa
pe3ynbTaToB aHanu3a (HanpumMep, Ha BUa)eTax) Bbl MOXeTe yKa3blBaTb NCEBAOHMMbI
ANs rpynn coBbITUIA, NOMYYEHHbIX B pe3yrbTaTte BbINOMHEHUSA onepaumm rpynnmpoBKu,
n ANng pe3ynbTaToB BbINOMHEHUS onepauun arperaumm cobbiTUR.

B kayecTBe nceBAOHMMa Bbl MOXETE MCMONb30BaTb OAWH WKW HECKOMbKO
CMMBOJSIOB, KOTOpble 3aMeHAT HasBaHue nons cobbliTus, no KoTopomy Obina
BbINOMHEHa onepauus. Hanpumep, npu rpynnupoBKke MO MO0 «action» Bbl MOXeTe
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ykasaTtb A1 pe3ynbTaTta NCeBOOHUM «/lelicTBME.

% Y106bI CrpynnNMpoBaTh 1 NpoaHanM3MpoBaTb AaHHbIE O COBObITUAX:
B rmaBHOM meHI0 BbibepuTte pasgen CobbiTus.
OTkpoeTcsa cTpaHmua CobbiTuA.

B naHenu punbTpauumn HaxmmnTe E

OTKpOETCHA OKHO rpynnUPOBKN N aHanm3a gaHHbIX.

B packpbiBatowemca cnucke FpynnupoBka Bbibepute nons, no
KoTopbiM TpebyeTcsa crpynnupoBaTth COObITUS.

Ecnu TpebyeTcs, ykaxute nceBAOHUM A5 pe3dynbTaTa rpynnupoBKu.
B packpbiBatowemcs cnvucke Arperaumsa Bblbepute yHKUMIO.

B packpbiBatoLiemcs cnvcke BolbepuTe Ha3BaHWe KOSTOHKM Tabnuvubl,
Hag [OaHHbIMM KOTOpoW TpebyeTcA BbINOMHUTL MaTemMaTU4ecKyto
onepauuio.

9. B packpblBatoLLiemcs cnucke Bbibepute apryMeHT (PyHKUUK.

10. Ecnu TpebyeTtcs, ykaxuTe NceBOOHUM ANd pesynbTarta arperauuu.
11. Bblbepute WHTepBanbl BpeMeHW, MO KOTOpbIM  TpebyeTtcs
pacnpenenuTtb pe3ynbTaTbl aHanmaa.

oW NE

© N

MpumeyaHue. Bbl MoxeTe yaansTb matemaTuyeckue onepauum no
naxatvio I B cTpoke onepaumu.

12. BbINOSIHUTE O4HO U3 CrieayLWwmnx 4eNCTBUN:
— €ecnu Bbl XoTnTe o6aBnTb YCNOBUA FPYNNUPOBKN U arperaunm B
3anpoc ansa ovnsTpauumn cobblTUin, HaXMUTE KHOMKy [lo6aBUTb.
— €Cnn Bbl XOTUTE OTNPaBUTb 3anpoCc Ha BbINOSIHEHME onepauun,
HaXxmuTe KHONKy Beinonuutb (Ctrl + Enter).
CobbITus B Tabnuue crpynnupoBaHbl 1 NpoaHann3npoBaHbl B COOTBETCTBUM C
YyCNOBUSIMU.
% YT006bI CKPbITb KOMIOHKN C YCITOBUSIMU rPYNNUPOBKM,

naxmnte K.
% Y706bl 0TOOPA3NTb KOMOHKN C YCNOBUSIMU MPYMMUPOBKMY,

HaXMuUTe >> .

9.1.11 OrpaHunyeHue Konuyecrtsa coObITUM B Tabnuue
coObITUN

% YT10bbl OrpaHNYNTL KONIMYECTBO COOBLITUI B Tabnuue cobbIThi:
1. B rmaBHOM meHo BbibepuTte pasgen CobbiTusa.
OTkpoeTtca cTpaHuua CobbiTus.

B naHenu punbTtpauumn HaxmuTe §<
B oTkpbiBLIEMCS OKHE CHUMUTE hriaxok lNMokasaTb BCe CTPOKU 1 B
nosie MakcumanbHOe KOSfIM4eCcTBO CTPOK BBeOUTE KONUYEeCTBO
CTPOK Tabnuubl.
4.  BbInonHUTE 0QHO U3 crneayrLwmx AeNCTBUN:
— ecnu Bbl XO0TUTe Jo6aBUTb BBEOEHHOE OrpaHuYeHue B 3anpoc
Ans punbTpaunm cobbiTUin, HaXXMUTE KHOMKY [lobaBuUTb;
— €eCnu Bbl XOTUTE OTNPaBUTb 3anpoc Ha OrpaHNYeHne KonmyecTaa
cobbiTn B Tabnuue, Haxmute KHOMKY BbinonHute (Ctrl +
Enter).
KonnyectBo cobbiTuii B Tabnuue orpaHnyeHo.

w N
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9.2 PaboTa ¢ coxpaHeHHbIMU (punbTPamMmn

B MK Ankey SIEM NG npeaycmMoTpeHbl CTaHAapTHbIE PUNbTPbI AN COBbITUN.
OTN UNbTPbl pacnofioXeHbl B Nankax, BIIOXEHHbIX B nanky CrtaHaapTHble
unbTPLI.

NMpumeyaHne. Bbl He MoXeTe W3MEHSATb UMW yaanaTb CTaH4apTHble Mankm u
PuNbTPSLI.

Ona peweHns pabounx 3agady Bbl  MOXeTe co3fjaBaTb B narke
NMonb3oBaTtenbckne UNLTPLI  BrOXKEHHbIE MNanku W nomMewarts Tyda
nonb3oBaTenbckne punbTpbl. Kpome Toro, Bbl MOXeTe AenaTtb ubTpbl JOCTYNHbIMU
Ana gpyrmx nonb3oBatenen. [Ons atoro unbTp TpebyeTca NOMecTUTb B Nanky
O6wme hbunbTpbLI.

Bbl MOXeTe paboTaTh ¢ hunbTpamm cobbITUn Ha cTpaHuue CobbITUs.

9.2.1 Co3pgaHune nankun ¢punbTpoB

[ns yoobctea paboTbl Bbl MOXETE co3gaBaTth Nanky, YTobbl noMelaTb Tyaa
GunbTpbl ANA Noucka cobbITUN NO BbIBPaAHHBLIM KPUTEPUAM.
% Yrtobbl cosgaTtb nanky omnbTPOB:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTus.
OTkpoeTcsa cTpaHmua CobbiTuA.

2. B naHenn ®unbTpbl HAXXMUTE KHOMKY +.
OTkpoeTcsa okHO HoBasi nanka ¢ounbTpoOB.
3. B none HasBaHue BBeguTe HasBaHWe Nanku OUNbTPOB.
4. B packpbiBatowiemcs cnucke BHyTpu nanku Bbibepute nanky, BHyTpU
KoTopon TpebyeTcs co3gaTth nanky ounbTPOB.
Mo ymonyaHuto nanka cosgaeTtca BHYTpu nanku NMonb3oBaTenbckue
unbTpbI.
5. Haxmwnte kHonky Co3gaTth.
Manka unbTpoB co3gaHa.
Kpome Toro, Bbl MOXeTe NepenTn K CO34aHnIo nanku BHYTPM yxe CO3aHHON

nanku punbTpoB, HaBeAs KypCcop Ha CO34aHHYH0 NanKy U HaXas :.
9.2.2 N3meHeHMe nanku punbTPOB

Bbl MOXeTe M3MeHUTb Has3BaHMe MOoNb30BaTENbCKOM Mankm punNbTPOB UMK
nepemMecTuTb ee B ApYryto narky.
% Y10obbl N3MeHUTb nanky ounbTPOB:
1. B rnaBHOM MeH0 BblibepuTe pasgen CobbiTus.
OTkpoeTtcsa cTpaHuua CobbiTus.
2. B naHenu CD_Manpbl HaBeauTe Kypcop Ha Nonb30BaTeNbCKyH0 Nanky,

HaXXMUT€ ¢ W B pPacCKPbIBLIEMCH MEHIO BbIOEpUTE  MYHKT
PepaktupoBatb.
OTkpoeTcsa okHO PepakTupoBaHue nanku hunbTpoB.

3. B none HasBaHue n3meHUTe Ha3BaHWe Nankn PUNbLTPOB.

4. B packpbiBatowemcs cnmcke BHyTpu nanku BbibepuTe nanky, B
KOoTopyto TpebyeTca nepeMecTuTb nanky pubTpos.

5. Haxmute kHonky CoxpaHuUTb.

[Manka punbTPOB U3MEHEHA.
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9.2.3 YaaneHue nanku ¢ounbTpOB

Bbl MOxeTe yganuTb nonb3oBaTernbCKylo nanky dunbtpos. [Npu yganeHun
narnku Bce BNOXEHHbIe nanku 1 ounbTpbl Takke OyayT yaaneHs!.
< Y1o6bl yganuTb nanky ounbTpoB.:
1. B rmaBHOM meHIo BbibepuTte pasgen CobbiTus.
OTtkpoeTcsa cTpaHmua CobbiTuA.
2. B I'IaHeJ'IVI.q)VIanpr HaBeauTe Kypcop Ha Nofb30BaTeNbCKyto Nnarnky,

HaXXMuTe 2, B packpbIBLLEMCH MEHIO BbibepuTe NyHKT YaanuTb 1 npu
HeobxoaAMMOCTV NoATBEPAUTE yaarneHue.
Manka punbTpoB yaanexa.

9.2.4 CoxpaHeHue nonb3oBaTesibCKoro counbTpa

[Ons ypobctBa paboTbl Bbl MOXETE COXPaHWTb MOMb30BaTENbCKUIA OUNBbTP
cobbITni.
% YTtobbl COXpaHUTb NONb30BATENLCKUI PUMBTP:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTusa.
OTkpoeTcsa cTpaHmua CobbiTuA.
2.  OtdounbtpynTe cobbiTna ¢ nomowso PDQL-3anpoca.
Ycnosue cdunbtpa 6yget nobasneHo B PDQL-3anpoc Hag Tabnvuen
cobbITUN.

3. B naHenu cdunbTpauumn HaxmuTe M B PacKpbIBLUEMCSH MEHIO
BblbepuTe NyHKT CoXpaHUTb Kak.
OTkpoeTcsa okHO HoBbIN ¢ounbTp.

4. B none Has3BaHue BBeuTe Ha3BaHWE NONb30BATENLCKOrO oUbTPA.

5 Ecnn Tpebyetcs, B packpbiBalowemMcs cnvcke BHyTpu nankwm
BblbepuTe nanky, B KOTOPYO TpebyeTcs nepeMecTuTb 3TOT PUnNbTP.

6. Haxmute kHonky CoxpaHuUTb.

PunNbTP COXpaHeH.

9.2.5 Co3pgaHue nonb3oBaTeNbLCKOro hunbTpa Ha OCHOBe
cyuiecTBylowero ¢punbTpa

Bbl MOXeTe co3gaTb norib3oBaTenbCKUA UBTP Ha OCHOBE MMEOLLErocs
unbTpa — CTaH4APTHOIO UNN NOSIb30BATENbLCKOrO.
% YT06bI CO3a0aTb GMNLTP HA OCHOBE UMELLErOoCs:
1. B rmaBHOM meHo BbibepuTte pasgen CobbiTusa.
OTkpoeTca cTpaHmua CobbiTuA.
2. B naHenn ®unbTpbl Boibepute punbTp.
Ycnosue cunbtpa 6yget godasneHo B PDQL-3anpoc Hag Tabnvuen
cobbITnn.
3. Haxmwute Ha ycnosue unbTpa.
OTtkpoeTcsa okHo PDQL-3anpoca.
M3meHuTe ycnosue punbTpa Ha a3bike 3anpoca PDQL.
Haxxmute kHonky NMpuMeHunTb.

6. B naHenu dunbTpaumm Haxmute N B pacKpbIBLUEMCH MEHIO
BblbepuTe NyHKT COXpaHUTb Kak.

OTkpoeTcsa okHO HoBbIN ¢hunbTp.

B none Ha3sBaHue BBeauTe Ha3BaHMe Monb30BaTENbCKOro punbTpa.
Ecnn Tpebyetcs, B packpbiBalowemMmcs cnvcke BHyTpu nankwu
BbIbepuTe nanky, B KOTOPYLO TpebyeTca nepeMecTuTb 3T0T PUnbTp.

ok
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9. Haxmunte kHonky CoxpaHuUTb.
dunbTp co3gaH.

9.2.6 Co3gaHue Konuu nosib3oBaTenbCcKoro punbtpa

Bbl MoOXxeTe co3gatb KOMMIO MONb30BaTENbCKOro unbTpa CobbITUN,
Hanpumep, 4ToObI Ha ee OCHOBE C€O034aTb HOBbIM MONb30BATENLCKUNA PUILTP
(cm. pasgen 9.2.5).

% Yrtobbl co3gaTtb KONUIO NOMb30BaTENbCKOro hunbTpa:

1. B rnaBHOM MeH0 BbliGepuTe pasgen CobbiTus.

OTkpoeTcsa cTpaHmua CobbiTuA.

2. B naHenn q)Vlﬂprbl HaBeanTe KypCcop Ha Nosib30BaTESIbCKUIN
[

PUNbLTP, HaXMUTE ¢ U B PaCKPbIBLUEMCHA MEHK BblbepuTe MNyHKT
CoxpaHUTb KaK HOBbIN.
Konua dunbTpa co3gaHa B TOM e narke, B KOTOPOW PacrofioXeH UCXOOHbIN
dunbTp, N NMeeT Ha3BaHWe <HasBaHue ucxogHoro cpunbTpa> (Konus).

9.2.7 N3meHeHuMe ycrnoBus nonb3oBaTesibCKoro ¢ounbTpa

Bbl MOXeTe M3MeHUTb CoOXpaHEHHbIN NoNb30BaTeNbCKMN UnbTp. Hanpumep,
B ycrnosuu unstpaumm Ha a3bike PDQL Bbl MOXeTe N3aMeHUTb NOPSiA0K COPTUPOBKM
OTMNBbTPOBAHHbLIX COObITMI B Tabnmue.
% YT10obbl N3MEHUTL NONb30BaTENBCKUN (PUNBLTP:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTusa.
OTkpoeTca cTpaHuua CobbiTus.
2. B naHenn ®unbTpbl Boibepute nonb3oBaTeNbCKUA OUNbTP.
Ycnosue unbtpa 6yget nodasneHo B PDQL-3anpoc Hag Tabnvuen
cobbITUN.
3. Haxmute Ha ycnosue dunbTpa.
OTkpoeTca okHo PDQL-3anpoca.
M3meHuTe ycnosue punbTpa Ha a3bike 3anpoca PDQL.
Haxxmute kHonky NMpUMeHnTb.

6. B naHenn dunbTpauumn HaxmuTe M B PacKpbIBLLEMCS MEHH
Bblbepute NnyHKT COXpaHUTb.
OTkpoeTcsa okHO PegakTtupoBaHue punbTpa.
7.  HaxmuTte kHonky CoxpaHuTb.
Ycnosue nonb3oBaTenbCKOro hunbTpa N3MeHeHO.

o s

9.2.8 YpaneHue nonb3oBaTenbCcKoro hunbTpa

*

% Yrtobbl yoanuTb Nonb3oBaTenbCku unbTp:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTusa.
OTkpoeTcsa cTpaHmua CobbiTuA.
2. B naHenu CDManp.bl HaBeOWTe Kypcop Ha norb30BaTeNbCKUN

UnNbTP, HaXMUTe &, B pPaCKPbIBLUEMCS MEHI0 BbliOepuTe MNyHKT
Ypanutb 1 nogTBEpANTE yaaneHue.
lMonb3oBaTenbCKUN PUNbTP yaaneH.
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9.3 PaboTa ¢ wabnoHaMu AnNs KApTO4YKMN COObITUSA

Ona ypobctBa paboTbl C  HOPManM30BaHHbIMW U KOPPENAUMOHHBIMU
cobbITUAMM NpegyCMOTPEHO UCMONb30BaHME WabnoHOB ANs KapToyvkn cobbitus. Mpn
BKIMOYEHHOM LWabnoHe BBepxy nNaHenu CBopgka ¢ noapobHon uHdopmaumen o
cobbITun oTobBpaxatoTCa cBeaeHUsA o cybbekTe, 00bekTe, oTnpasuTene, nony4varene,
MCTOYHMKE coObITMSA 1 T. N. CocTaB oTobpakaeMbix CBEAEHUI 3aBUCUT OT BbIOpaHHOIO
wabnoHa.

Bbl MoxeTe onpegensaTtb, AnNs Kakux cobbiTMi M nonb3oBaTenen byaet
oTobpaxaTtbca wWwabnoH, [obaenaTb B CUCTEMY MONb3oBaTesNbCkMe LWabroHbI,
HacTpamBaTtb UX N yoanaTb.

anMeanMe. Bbl He MOXeTe yaannTb CTaHﬂapTHbIVI lwabnoH ans KapToO4Kn cobbITuA.

B kapTouke cobbiTns MoXeT oTobpaxaTbCsa TOSNbKO oauH WwabnoH. Ecnn ans
OAHOro CobbITUA BKITHOYEHO HECKOSLKO LWAabnoHOB, B KapTovke oTobpa3snTtca Hambonee
npuopuTeTHbIn. lNpuoputeT wabnoHa 3aBUCUT OT ero MNosfioXeHus B Tabnuue Ha
cTpaHuue LabnoHbl: Yem Bhilwe WAabnoH pacnonaraeTcs, TeM BbiLE €0 NPUOPUTET.

9.3.1 BKkno4yeHne n OoTKN4YeHue WabnoHa Ans KapTo4ku
coobITUA

% YT1obbl BKNOYNTL WABMOH N5l KAPTOYKN COBLITUSA:
1. B rnaBHom meHto B pasgene Cucrema Bbibepute NyHKT LLIaBnoHbI
ONA KapTOYKK coObITUSA.
OTkpoeTca cTpaHmua LWabnoHbl.
2. B T1abnuue Bce wabnoHbl BbibepuTe WabnoH.
3. B naHenu MHCTPYMEHTOB HaXXMUTe BKNOYUTL.
LLla6roH BKIOYEH.
% Yrtobbl OTKNIOUNTL WABMNOH ANs KAPTOYKM COBLITUSA:
1. B rnaBHom meHlo B pasgene Cucrtema Bbibepute NyHKT LLIaBGnoHbI
ONA KAPTOYKU COObITUSA.
OTkpoeTtcsa cTpaHuua LUabnoHbI.
2. B Tabnuue Bce wabnoHbl Boibepute WabnoH.
3. B naHenun nHcTpymMeHTOB HaXmuTe OTKNIOYUTD.
LLIabnoH OTKMNtOYEH.

9.3.2 UMnopT wabnoHa Ans KapTo4Yku cobbITUA

/7

% YT06bl LO6aBUTL WABNOH ANS KAPTOYKN COBLITUS:
1. B rnaBHom meHto B pasgene Cucrtema Bbibepute NyHKT LLIaBGnoHbI
AN KAPTOYKU COObLITUSA.
OTkpoeTcsa cTpaHmua LWabnoHbl.
2. B naHenu vHCTpyMeHTOB Haxmute AMnoprT.
OTkpoeTcsa okHO UmnopT wabnoHa.
3. B oTkpbiBLLEMCA OKHE nepeTawmTte ¢hann wabnoHa ¢ paclumpeHnem
Jjs B none ®aun unu Bbibepute No CCbISIKe.
MakcumarnbHbIn pa3mep anna —10 Mb.
YKaxuTe HasBaHue wabnoxa.
B none ®unbTp cobbiTun ykaxxmte PDQL-3anpoc ans cobbitun, B
KapTo4dkax KoTopbix OyaeT oTobpakaTbCsi LabMoH.
7. YKaxuTe nonb3oBaTenen, Ana KoTopbix 6yaetr oTtobpaxartbes
LIaBMoH.

oo b

138



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

8. Haxmunte Jo6aBUTL.
LLlabnoH no6aeneH B cuctemy.

9.3.3 HacTpouka wabnoHa Ana KapTo4ku coobITus

R/

% Yrtobbl HACTPOMTL WABMOH ANs KAPTOYKN COObITUS:
1. B rnaBHoMm meHlo B pasgene Cucrtema Bbibepute NyHKT LLIaBGnoHbI
AN KapTOYKM CoBbITUS.
OTkpoeTca cTpaHuua LWabnoHbI.
B Tabnunue Bce wabnoHbl Bbibepute WabnioH.
B naHenu nHctpymeHToB HaxxMnte U3MEHUTB.
OTkpoeTcsa cTpaHuua U3meHeHUe napameTpoB LWabnoHa.
4. BHecuTe n3aMeHeHusi B napamMeTpbl WabnoHa n Haxkmute CoXpaHUTb.
LWabnoH ansa KapToukm CoBbITUIN HACTPOEH.

2.
3.

9.3.4 YaaneHue wabrnoHa AnNA KapTo4kn coObITUSA

/7

% Yrtobbl yoanuTb WabnoH ansg KapToykM coObITUS:
1. B rnaBHom meHlo B pasgene Cuctema Bbibepute NyHKT LLIaGnoHbI
ONA KapTOYKU COObITUSA.
2 OTkpoeTtca cTpaHuua LUlabnoHbI.
3. B T1abnuue Bce wabnoHbl Boibepute WabnoH.
4 B naHenun MHCTpyMEHTOB HaXxXmMuTe YaanuTb.
LabnoH yoaneH.

9.4 Co3gaHue UCKMIYEeHUA Ha OCHOBE AaHHbIX
coobiTna b

[Onsa MHOrMX npaBwusl KOppenauMm B CUCTEME NPeayCMOTPeH MeXaHu3Mm
06paboTkn NoXHbIX cpabaTbiBaHW, peann3oBaHHbI HA OCHOBE TabsfiMYHbIX CMUCKOB
Ans  ucknoveHnn. Mpun BbISBNEHUN NOXHOrO cpabaTbiBaHMS B OAWH U3 TaKux
TabnnyHbIX CNMCKOB HEOOXOANMMO BHECTU AaHHble, YKa3aHHble B KOPPENSLNOHHOM
cobbiTn (Hanpumep, UMs y3na, Ha KOTOPOM 3aperMcTtpupoBaHo cobbiTne, unm
NoeHTUMKaToOp y4eTHOM 3anmcn, C KOTOPOW CBA3aHa Nogo3pUTENbHAsS akTUBHOCTD).
Bbibop TabnuyHoro cnmcka 3aBucuT OT npaBuna. lNocne gobaBneHWa OaHHbIX B
TabnnyHbIN CNUCOK COObITUS C TakMM e AaHHbIMW He OyayT perncTtpupoBaThbCs
NpaBUIIOM KOPPENALMMN.

[lo6GaBnaTb OaHHble ANs UCKIYEHUM B TabnMYHbIA CNUCOK Bbl MOXETEe
BpydHyto 13 Ankey SIEM NG Knowledge Base (cornmacHO onucaHuio nakeTta
9KCMNEepPTM3bl, B KOTOPbIA BXOAUT NPaBUIIO) UM aBTOMaTUYECKN MO CCbISTKE N3 CBOLKM
O KOPPENALUNOHHOM COOLITUMN.

BHumaHne! ABTomaTnyeckoe obaBneHne gaHHbIX 4SS UCKITHYEHWI JOCTYMHO TOMbKO
B TabnuyHble cnuckM, ONS KOTOpPbIX  cO34aH  WabnoH  UCKNYEeHUNn
(cm. pasgen 17.13.1.2).

% Yrtobbl co3gaTb WUCKMOYEHWE HA OCHOBE [aHHbIX KOPPENSUMOHHOro
cobbITnS:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTus.
OTkpoeTcsa cTpaHmua CobbiTuA.
2. B Tabnuue cobbiTui BbibepuTe KoppenaunoHHoe cobbiTme.
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MpumeyaHme. [0ns noucka KOppPeENAUNOHHBIX COObITUI Bbl MOXETEe
ucnornb3oBatb PDQL-3anpoc correlation name != null n rpynnupoBky
Mo nomt cobbITnA correlation_name.

3. B naHenu CBopgka no ccobinike [l06aBUTb UCKIKOYEHUE OTKpPOuTEe
BCMNIIbIBAOLLEE OKHO ANst paboTbl C UCKMIOYEHUSIMUA.
B okHe pacnonoxeHbl GNOK C yxe CO34aHHbIMU MCKIOYEHUSIMMU,
CCbIIKM ONsl CO30aHUS WUCKIMHOYEHUA pasHbiX TUMOB M CCbiNka Ha
TabNMYHbIN CNNCOK, B KOTOPbIA BHOCATCS UCKMOYEHUS.

MpumeyaHune. Bbl MoXeTe yaanuTb CO34aHHOE paHee MCKIoYeHue
no kronke 1.

4. B 6noke [lo6aBUTbL UCKNKOYEHUE MO CCbIFIKE C TUMOM WUCKNIOYEHUs
OTKPOWTE OKHO Ans Bbibopa UCKNIOYEHNS MO AaHHBIM COObLITUS.
CnpaBa OT KaXOOW CCbIFIKM YKa3aHbl KONMYECTBO COObLITUN,
nognagaroLlmx nog 3TO UCKMOYEHME, U CCbifika Ha Tabnuuy ¢ 3TUMM
COObITUSAMMN.

5. Tlo ccbinke ¢ gaHHbIMU cObbITMA JoOaBbTE UCKITIOYEHME.

MckntoyeHne Ha OCHOBE AaHHbIX KOPPEensiUMOHHOro cobbiTUs co34aHo.

9.5 3KcnopT 3anucen o coOLITUAX

[aHHble 0 coBbITUAX B cucTemMe MOryT ObiTb NpeAcTaBneHbl B BUae Tabnuubl
B pasgene CobbiTus. Bbl MOXeTe 9KCnopTUpoBaTb 3anucu O COBObITUAX U3 Takowm
Tabnuubl B hann doopmata CSV, XLSX, JSON unu XML ans nocneayrowero aHanumaa.
% Yrtobbl 3KCNOpPTMPOBATL 3aMMcKn 0 COBLITUAX:
1. B rmaBHOM meHo Bbibepute pasgen Cobbitus.
OTkpoeTtcsa cTpaHuua CobbiTus.

2. Ecnu tpebyetcs, B naHenu Mpynnbl BbiGepute rpynny cobbiTui No

akTMBam.

3. Ecnu Tpebyetcsa, B naHenu ®PunbTpbl Bbibepute unbtp 4NS

CcobbITUN.

4. Ecnu TpebyeTtcqa, OTKpOWTE BPEMEHHOW UNBLTP W YCTaAHOBUTE
WHTepBarn, 3a KOTOpbIM HeobXxoAMMO 3JKCMopTMPOBaTb 3anmncu O
cobbITUAX.

BbibepuTte cobbITUA unu rpynnel codbiTui B Tabnuue.
B naHenu WHCTPYMEHTOB HaXMWUTE KHOMKY JKCNOPT U B
pacKpbIBLUEMCSA MEHIO BbiDepuTe BapuaHT aKkcnopTa.

o o

Mpumeyanne. Ecnn BbIGpaHHbLIN PUNLTP COBLITUN BbLIMNOMAHAET FPYNMUPOBKY, Bbl
MOXeTe 9KCMopTUpOBaTb HE TOSMbKO 3anucu, HO W rPynnbl: COOTBETCTBYHOLUME
BapuaHTbl akcnopta otobpasatca B 6nokax MPYMMbl n 3AMUCU B MeHIO KHOMKK
AkcnopT. Bbl MOXeTe 3aKCnopTMpoBaTb BCe 3anucu M3 BblOpaHHbIX rpynn, Bbibpas
AkcnopTupoBaTtb Bce B 6noke 3AMNMUCHK B MeHIO KHOMKM DKCNOPT.

7. B oTkpbiBluEMCHA OkHe Bblbepute popmat cpavna gna akcnopta
3anucen.
8. Haxmunte KHONKy KkcnopTupoBaTh.
dainn coxpaHeH Ha BalleM KOMNbITepe.
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9.6 HacTpouka npeactaBrieHMUs1 U IKCNOPT
pe3ynbTaToB aHanM3a gaHHbIX O COObITUAX

B MK Ankey SIEM NG Bbl MOXeTe MU3MeHATb NpeacTaBfeHne pesyribTaToB
aHanusa [aHHbIX 0 coObITUAX. Bbl Takke MoOXeTe 3KCnopTUpoBaTb pesynbTaTbl U3
cucTeMbl B Buae canna gopmata PNG.

lMepen HacTpoMkoW npeacTaBfieHMs OaHHbIX O COObITUAX BaM HYXHO WX
OTUNBbTPOBAThL, CrPYNNUPOBaTbL U NpoaHanM3MpoBaThb.

< YT06bI HacTpouTb MpeAcTaBneHve pes3ynbTaToB aHanu3a AaHHbIX O
cobbITUAX:

1. B rmaBHOM meHIo0 BbibepuTte pasgen CobbiTus.
OTkpoeTtca cTpaHuua CobbiTus. I
ol

2. B naHenu MHCTPYMEHTOB HaXmuTte ==.

OTKpoeTCca CTpaHuLa HacTPOMKK NpeacTaBneHnsa AaHHbIX.

3. B 6noke npencrtaBneHus AaHHbIX BbibepuTe TUMN nNpeacraBrieHns —
Tabnuua, Crtonbuyatas pguarpamma, [pacduk wvnn KpyroBas
aunarpamma.

4. Ecnu TpebyeTtcs, HacTpouTe nereHay: Bblbepute oTobpaxeHue u
pacnosioXXeHme Mapkepos.

5. Ecnu TpebyeTtcs, BKNUMTE U HacTponTe oTobpakeHue noanucen
3Ha4YeHUn Ha rpadmke.

NMpumeyanne. [lpn  ycrtaHoBneHHOM  naxke  PaspewuTtb
HarnoXeHue Ha npeacTaBneHun dyayT otobpaxaTbCsl NOAMUCU BCEX
3Ha4YeHuI, gaxe ecnv oHW ByayT NnepekpbiBaTh APYr Apyra.

6. Ecnu tpebyeTtcsa, BknounTe nognucu ocen n B nonax X n Y seegute
HanMeHOBaHNA OCeMN.

7. Ecnu tpebyetcs, HacTponTe oTOOpakeHMe noanucen 3HayvyeHun Ha
ocn X.

Mpumeyanue. lNpu ycTtaHoBRNEHHOM (hbnaxke PaspewunTb NoBOpoOT
nognucyn 3Ha4YeHU, eCnNn OHN He NOMELLLATCS FOPU3OHTanNbHO, byayT
NOBEPHYThI.

MpencraBneHune pesynbTaToB aHanNM3a AaHHbIX O COObITUAX HACTPOEHO.

Mpn BbIGOpe anemeHTa (Hanpumep, cTonbua AnarpaMmmbl) OTKpbIBaeTCs
CcTpaHuua Beb-nHTepdenca cuctemsl ¢ NogpoGHON MHOpMaLVeEN.

HacTtpoeHHOe npeacTaBneHne pes3ynbTaToB Bbl MOXETe COXpaHUTb B BUAE

a
BU)KETa Mo KHOMKe CoxpaHuTb B 6MOGNMOTEKY BUOKETOB.

% YT06bI 9KCNOPTUPOBATL 3aNUCK O COBOLITUAX NPU CO34aHUN TAaBNMYHOrO
BMAXKeTa:
1. B naHenn WHCTPYMEHTOB HaXMWUTE KHOMKY JKCNOPT U B
pacKkpbIBLUEMCSI MEHIO BbiGEpUTE BapmMaHT aKCnopTa.
2. B oTkpbiBlueMCA OkHe Bblbepute opmat panvna ana akcnopta
3anvcen.
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3.  Haxmunte KHOMKy QKCNOPTUPOBATD.

®daiin coxpaHeH Ha BalLeM KOMMbOTEpeE.

Mo kHOMKe ﬂ Bbl MOXeTe BEPHYTbCA K 0To6pa>|<eHmo pe3ynbTaTtoB aHaln3a

JaHHbIX B BUAe Tabnuubl COObITUN.

9.7 OWnMbKM Nnpn NnpocMmoTpe CobbITUN

Mpwn Bo3HMkHOBeHUU B 1K Ankey SIEM NG npobnem B paboTe ¢ cobbiTusiMun
B pabouen obnactu ctpaHmubl CobbiTnA oTobOpaxatTcs cooblueHna o6 owwmnbkax.
OpHoBpeMeHHO oTobpaxatoTcs He Bonee Tpex oWmnboK.

B 3aBncumMocCTM OT Tvna y4yeTHOW 3anncu coobuieHne o6 owmnbke coaepuT
TEKCT pa3Horo ypoBHs getanuaauun. [insa nonb3oBaTens oTobpa)xarTcsi KOA OLwmnoKu,
ee onvcaHne U HanMeHoBaHMe KOMMOHEHTa, B paboTe KOTOpOoro npousoLlen cOom.
[ns nonb3oBaTtens C ponbi agMUHUCTpPaTOpa OOMOSHUTENBHO NpuBOAUTCA Gornee
aeTarnbHas MHopmMauus o6 NCTOYHUKE OWNBKM (Hanpumep, CeTEBOM agpec).

Ecnn c owwvbkon cBa3aHbl gpyrve OwubKW, Bbl MOXETE MNPOCMOTPETH
MHpopMaLnio 0 HMX No ccbinike NMokasaTb BNOXEeHHbIe OLNOKN.

Bbol  moxeTe ckonupoBaTb TEKCT owwubku, 4YTOObI nepepatb  ero
aAMWHNCTPATOPY CUCTEMbI UK B CNYXXOY TEXHMYECKOW NOALEPXKKN.

% Yrtobbl ckonupoBaTb TEKCT OWMOKN, B OMNOKE C TEKCTOM OLIMBKK

naxmute 2.
TekcT ownbKn (BMECTE C onmMcaHneM BIOXKEHHbIX ownbok) ByaeT ckonmpoBaH
B 6ydep obmeHa.
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10 PaboTa ¢ uHUMOeHTaMm

MK Ankey SIEM NG nomoraeT BaMm BbISIBNSITb U paccnegoBaTb MHUMOEHTbI
MHOpMaLUNOHHOM B6e30MacHOCTN.

NHUMaeHT mHdopmaumoHHon 6e3onacHOCTU (Takke MHUMAOEHT) — 39TO O4HO
MNN HECKOMNbKO HeXernaTerlbHbIX WM HEeOXWOaHHbIX COObITUI, KOTOpble MOryT
NOBMUATb HA MHPOPMALIMOHHYI0 6e30NacHOCTb OpraHM3aumnn.

Mpumepamun nHUnaeHToB B MOryT CnyXuThb:

— HeCaHKUMOHNPOBaHHOE U3MEHEHUEe OaHHbIX;
— ycTaHoBKa 3anpeuyeHHoro [10;

— obHapyxeHue Bupyca;

— CKaHMpoBaHue ceTu;

— cnaw;

— yTeuKa AaHHbIX.

MK Ankey SIEM NG npegHasHayeH ans BbiABNEHUS MHUMOEHTOB M NOMoOraeT
aHanuaupoBaTb 1 paccnefoBaTbh MHUMOEHTI, a Takke XpaHUTb MHAOPMaLMIO O HUX.

MK Ankey SIEM NG ckaHupyeT WT-MHGpacCTpykTypy oOpraHmsauum C
noMoLLbi0 Moaynen u cobupaeT MHpOpMaLM, Ha OCHOBE KOTOPOW chopmupyeT
BHYTPEHHIOK MOJerb aKTUBOB.

Ha ocHoBe aHanusa cobbitun 1K Ankey SIEM NG aBTOMaTU4ecks vnu Bbl
BPYYHYIO MOXETEe perncTpupoBaTtb UHUMAEHTbI MHOPMaLUNOHHOM 6e30nacHOCTH.

MK Ankey SIEM NG nomoraeT BaM TOYHO M ObICTPO pearmpoBaTb Ha
WHUWOEHTbI, YTO NO3BOMUT B KpaTyaullne CPOKM BOCCTAHOBUTbL paboToCnocoBHOCTb
UT-nHdpacTpyKTypbl OpraHMsaunm n CBeCT K MUHUMYMY HebnaronpusaTHoe BrvsiHue
NHUMOEHTOB Ha N T-MHGpacTpyKTypy opraHusaumnu.

Mpouecc pabotbl ¢ wHuuaeHtamu B [1K Ankey SIEM NG coctout wu3
crneayroLmnx aTanos:

1. BbigBneHne MHUMOEHTOB.

2. [NpuopuTtusauunsa MHUNOEHTOB.
3.  AHanus nHuugeHTa.

4. PaccrnegoBaHne MHUMAOEHTA.

BbisiesieHue uHUudeHmMos

Llenb 9aTana: y3HaTb O nOsIBNEHUW UWHUMAEHTa (ecnu OH co3fdaH
aBTOMaTU4eCKN) WNK, ecrnm Bbl OBHAPYXWNM €ro CaMOCTOATENbHO, BHECTU
nHdpopmauuio o Hem B MK Ankey SIEM NG.

Ecnv nHungeHT 6bin co3gaH aBToMaTUYeCKn, Bbl MOXeTE y3HaTb 06 3TOM 13
yBeAOMIEHUS, Mpulealero Ha Bawy 3MeKTPOHHy noyTy. CtaTyc co3gaHHoro
MHUMOeHTa B cucteme — HoBbIn.

MHumpeHTel co ctatycom HoOBBLIM nepexogdaT Ha crnegywwmi  aTan
XXW3HEHHOro LMKMna B cucteme — atarn npMoputnsauum MHUMOEHTOB.

Mpuopumu3sayus uHUUAeHmMos

Llenb atana: BbI6paTb MHUMOEHTLI, KOTOPbIE BaM HYXXHO B3ATb B paboTy B
nepBylo oyepeab.
Bawwn gencreus:
1. OrtcoptupoBatb W” OT(PUNbLTPOBaTb WHUMAEHTBI C  MOMOLLbLHO
BcTpoeHHbIX B 1K Ankey SIEM NG WHCTpYMEHTOB — COPTUPOBKU U
dunbTpaunn:
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— COpPTMPOBKa MHUMOEHTOB. Bbl MOXeTe copTMpoBaTh MHUNOEHTHI
no napamMeTpam: No BpEMEeHU CO34aHns, Mo CTENEHN ONacHOCTH,
no craTycy;

— unbTpaums  mHUMOEeHToB. Bbl  MOXeTe  mcnonb3oBaTb
CTaHOapTHble,  BPEMEHHble UM CBOM  HACTPOEHHbIe
(nonb3oBaTtenbckue) uUnbTpbl, YTOBbI BLICTPO HANTU HYXHbIN
BaM MHUMAEHT wWnW Tpynny WHUMAEHTOB MO 3afaHHbIM
napamMeTtpam.

2. BbInonHuUTb AMarHOCTUKY WHUMAEeHTa. B xoge [OuarHOCTUKM  Bbl
OOJDKHbI MPUHATD PeLleHne O TOM, HYXXEH N AanbHEeNnWnin aHanms v
paccnegoBaHve MHUMAOEHTa:

— eCn  WHUMOEHT 4BrnseTcs JOoXHbIM cpabaTbiBaHWEM, Bbl
OOJTKHbI N3MeHUTb ero ctatyc ¢ HoBbin Ha 3akpbIT. HUMOEHT
OyOeT XpaHuTbCa B CUCTEME CO CTaTycoM 3aKkpbIT (noXxHoe
cpabaTbiBaHue), N3MEHEeHNe 3TOro ctatyca HEBO3MOXHO;

— €eCnN  WHUMAEHT  SBMSIeTCA  UCTMHHbIM  (HE  JIOXHbIM
cpabaTbiBaHMEM), Bbl AOSMKHbI M3MEHUTL €ro ctatyc ¢ HoBbin
Ha YTBepXAeH. YTBepXAEHHbIM WHUMAEHT nepexoauT Ha
crnenylowmnn aTan XM3HEHHOMO UMKNa UHUMOEHTa B cuctemMe —
aTan aHanmaa.

AHanus uHyuodeHma

Llenb aTana: paclwumputb KOHTEKCT MHUMAEHTA U NPUHATL PELLEHNE, HYXXHO N
AanbHenwee paccrnegoBaHue.
Bawwn pencrsus:
1. [lpoananu3vpoBaTb CBA3W MHUMOEHTA; COObLITUSS U aKTUBHI,
NPUBSA3aHHbIE K NHUWAEHTY; AaHHbIE N3 KapTOYKM.
2. [puHATb pelleHne, HYXXHO N AanbHeKnwee paccrnegoBaHue Unu
WHUMAEHT Obin paspelueH 6e3 Ballero y4actus:
— €CInu NHUUMAEHT Obin pa3pelueH 6e3 Bawero y4acTtus (Hanpmvep,
Obln co3gaH unHUmaeHT OOGHapyXeHue Bupyca, HO K aTtany
aHanmsa aHTMBMPYC YXXe ycnen yaanuTb BpegoHocHoe M10), Bbl
OOJDKHbI UBMEHUTbL CTaTyC MHUMAEHTA C YTBepXAeH Ha 3akpbIT;
— €CNnM  HY)XHO [farnbHenwee paccrnegoBaHve, Bbl  [OMKHbI
M3MEHNTb CTaTyC uHUMOeHTa c YTBepxaeH Ha B pabGore.
WMHumnpeHT co cratycom B pabote nepexoauT Ha criegyrowimm
3Tan >XM3HEHHOrO LMKIia B CUCTEME — 3Tan paccnenoBaHus.

npmmeqal-me. Ha aTtane paccnengoBaHnAa NSMeHeHne Ha3BaHUA U ONMCaHnA ctaTtyca
MHUMOEHTa CTaHOBUTCA HEOOCTYMHbIM.

PaccnedoeaHue uHyudeHma

Llenb a3Tana: onpegenuTb WUCTOMHMK Yrpo3, BbISIBUTb OOCTOSTENbLCTRA,
KOTOpble TMNPVMBENW K BO3HMKHOBEHUIO MWHUMAEHTa, cobpaTb [oKasaTenbcTBa
WHUMOEHTA, AaTb peKoMeHaaumm No YCTPpaHEHUIO MHUMAEHTA U 3aKPbITb MHUMAEHT.
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Bawwu gencreus:

1. KateropusmpoBaTb MHUMAEHT. Bbl AOMKHbI OLEHUTb CUTyauUUIo U
npenBapuTenbHO MNPUCBOUTbL MHUWOEHTY KaTeropuid Ha OCHOBe
WHdopMaUUK, OOCTYNHOW BaM Ha MOMEHT BbISBEHUS MHUMOEHTA:
Hanpumep, YcTaHoBKa 3anpeweHHoro MO nnn YTteuyka AaHHbIX.

2. JlokanusoBaTb MHUMOEHT. Bbl JOMKHbI NPOCMOTPETb TOMOSIOTUIO
WHUMOEHTa U OOCTMXKMMOCTM, 4YTOObl OnpenenuTb, Kakue akTuBbl
BOBJEYEHbI B MHLUNOEHT.

3. [ocTtaBuTb 3agayvn No MHUMAEHTY. Bbl MOXeTe NocTaBuUTb 3agady Ha
ApYyroro COTpyAHWKa, 4YTOObI MNpuMBNEYb €ro K paccrnegoBaHuio
WHUngeHTa, cbopy  OokasatenbCTB MO WHUMOEHTY UMK
BOCCTaHOBMNEHUO  paboTocnocobHocTn cuctembl. B pamkax
paccrnefoBaHua  KaXaoro uvHUuaeHTa Bbl MOXeTe co3jaBaTb
HECKONbKO 3ajau.

4. PaspaboTaTb nnaH U NpUHATL Mepbl MO MHUMAEHTY. Nocne Toro, Kak
Bbl uccrnegoBanu Bce 06CTOATENbCTBA MHUMOEHTA, BaM  HYXHO
paspabotatb nnNaHbl M [JaTb pPeKoOMeHOauuMn BOBJSIEYEHHbIM B
WHUMAOEHT  COTpyAHMKaMm, 4ToObl nNpegoTBpaTtuTb  MOBTOPHOE
BO3HUKHOBEHWE BbISBMNEHHOINO MHUMAEHTa. 3ateM Bbl [OOSDKHbI
N3MEHNTb CTaTyC UHUMAEHTa ¢ B paboTe Ha Pa3peLueH.

5. [NpoKOHTpoOnMpoBaTb UCMOSMIHEHNE PEKOMEHOALMN (ONMUMOHASTbHO):

— eCnu BawWn pekoMeHZaunn BbIMOMHEHbI, a WHUWOEHT WU
nocneacTBust  yCTpaHeHbl, Bbl [OOSMKHbI W3MEHUTb CTaTycC
WHUMaeHTa ¢ PaspeweH Ha 3akpbIT. [lpuHATBIE Mepbl MO
WHUMAOEHTY BaM HYXXHO 3a(puKCuMpoBaTb B KapTOYKe MHUMOEHTA.

— €eCnu BalK pekoMeHOaumn He BbINOSTHEHbI IO NPUHATBIX Mep
OKa3anocb HeAOCTaTOYHO M MHUWAEHT BO3HUKAET NOBTOPHO, Bbl
OOJDKHbl M3MEHUTb CcTaTyCc uHuuMaeHTa ¢ PaspeweH Ha B
pabore.

/— HoBbin
! !

3aKpbIT

A #

B paboTte 4—\

v

PaspeweH —J

A

YTBEepKAEH

—

PucyHok 10.1 — CTaTyCbl MHUMAEHTA
B ntobon momeHT paboTbl C MHUMOEHTAMKN Bbl MOXETE 3KCMOPTUPOBATb UX B

yHucmumposaHHom copmate obmeHa Ans nocrieaywllero uMnopta B Apyrue
CUCTEMBI.
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Takke Bbl MOXeTe MpocMaTpuBaTb KMYEBblE MokasaTenu paboTbl Mo
WHUMAOEHTAM, HanpuMMep, OTCReXuBaTb AWHAMUKY MOSIBNEHUS WHUMAEHTOB, Kak
ObICTPO OHM 06pabaTbiBalOTCSl, CKONbKO BPEMEHM B CpeAHEM TPATUTCS Ha YCTpaHEHUe
NHUMAEHTA.

Ha cTpaHuue NHUMAeHTbl Bbl MOXETe npocMaTpuBaTh Tabnvuy MHUMOEHTOB
1 BbINOMHATb TUMOBbIE AEACTBUSA C MHUMAEHTAMMN.

10.2 BbisiBneHne MHUWAEHTOB

Ha aTane BbIABNEHWS WMHUMOEHTOB Balla UefNb — Y3HaTb O MOSBEHUM
WHUMOeHTa (ecrnm OH co3gaH aBTOMAaTMYECKM) WUNK, ecnu Bbl OBHapyXunu ero
CaMOCTOATENbHO, BHECTU MHGopmaumio o Hem B 1K Ankey SIEM NG.

NHumaeHTol BoisBrisitoTes B MK Ankey SIEM NG cneaytowmmm cnocobamu:

— K Ankey SIEM NG co3gaeT WMHUMAEHT M OTNpaBnseT Bam Ha
3NEKTPOHHYI0 MOYTY yBeAOMIIEHNEe 06 UHUNOEHTE;

— Bbl cO34aeTe NHUNOEHT BPYYHYIO;

— Bbl  umnoptupyete uHumaeHtsl 13 1K Ankey SIEM NG,
oTHocswerocs kK UT-nHdppacTpyktype cetu gpyroro dpunmana,
U N3 gpyrnx cuctem ynpasrieHusi cCobbITusamm 6e3onacHoCTy.

Aemomamuyeckoe yeedomsieHue 06 uHyudeHme

Mpy BO3HUKHOBEHUM COObLITMSA, KOTOPOE MOXET HapywuTb paboTty ceTw,
MK Ankey SIEM NG co3gaeT nHUMAEHT aBTOMaTMYeckn. Takke cobbiTe MOXET ObiTb
arpermpoBaHO C HECKOMbKUMM YXKe CYLLLECTBYOLLMMN NHUMOEHTaMMU.

Arperaumst Heobxoguma ong Toro, YTobbl Bbl MOrNIM HAKOMUTL MHOpMaLMIo,
Heobxo4MMyo AN NEPBUYHON OLIEHKN MHLUMAEHTA, B pamMKax OAHOro MHUMOEHTA U Mpu
9TOM YMEHbLUNTb KONTMYECTBO NOBTOPSAIOLLNXCA OQHOTUMHbLIX NHLUNOEHTOB.

MK Ankey SIEM NG moxeT coobwartb nonb3oBatensm Mno 3NeKTPOHHON
no4yte o6 N3mMeHeHn cocTasa rpynmnbl akTMBOB, O COBBLITUAX N COCTOSAHUM NHLNOAEHTOB.
[na oTnpaBkM YyBEOOMMEHUA MO JMEKTPOHHOM MNo4vTe HeobXo4MMO HacTpPOMUTb
MK Ankey SIEM NG.

Co30daHue uHyudeHmMa epy4Hyr

Ecnu Bbl 0OHapyxunu, 4To B cucteme cpaboTano npaBusio Koppensauuun, unm
3aMeTuUnu NoAo03puUTENbHOE NOBEAEHNE CUCTEMbI, Bbl MOXETE:!
— €030aTb UHUMAEHT Ha cTpaHunue MHUMAeHT b,
— co34aTb MHUMAOEHT U3 CriMcka cobbITui;
— npuBsA3aTb K paHee CO30aHHOMY WHUMOEHTY OOHO WNu
HECKOJIbKO COObITUMN.

Umnopm uHyudeHmos

Bbl mMoxeTe wumnoptupoBaTb MHUMAEHTbl (cMm. pasgen 10.7.2) u3
TepputopunanbHo pacnpegeneHHoro K Ankey SIEM NG wunu 13 gpyrux cuctem
ynpasneHus cobbituamu IT-6e3onacHocTn B yHUmumpoBaHHoM hopmate obmeHa -
JSON.

MoapobHas nHdopmaumsa 06 aBToMaTUHECKUX YBEAOMITEHUAX COOEPXKUTCS B
PykosoacTtee agmuHuctpatopa Ankey SIEM NG 5.2.3.
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10.2.1 Co3gaHue MHUNAEHTa BPYYHYIO

Mpn BO3HMKHOBEHUM COObLITUS, KOTOPOE MOXET HapywuTb paboty WNT-
nHdpacTpykTypbl cetn, MK Ankey SIEM NG co3gaeT UHUMAEHT aBTOMaTu4eckn. Beol
MOXeTe CO34aTb UHUMAEHT BPYYHYIO B CreAYyOLWNX Cryvasix:

— WHUMAEeHT Obin  BbIBAEH ApyrMMu  nogbMu  (Hanpumep,
COTPYAHWK Apyroro noapasgenenus coobwun ob atake);

— WHUMOEHT ObiN BbIABNEH BaMW Ha OCHOBE Ballen 3KCNepTHOM
OLIEHKN.

< YT06bI CO3a0aTb MHUMAEHT:

1. B rnaBHoM wMeHi0 B pasgene WHumaeHTbl BbiGepuTe MyHKT
MHUMOEeHTbI.
OTtkpoeTcsa cTpaHuua UHUMAEHTDI.
2. B naHenu HCTpyMEeHTOB HaxmuTe kHornky Co3paTb.
OTKkpoeTca cTpaHuLua co34aHnsa HOBOrO UHLUMAEHTA.
3. 3anonHute 6nok napametpos MNapameTpsbil:
B none HasBaHuMe BBeauTe Ha3BaHME WHUMOEHTA, KOTOPOE
NO3BOMUT ONpeaennTb XapakTep MHUMOEHTA;

Mpumeyvanune. OrpaHnyeHne Ha Beog — 200 cMMBONOB.

— ecnu Tpebyetca, B none OnucaHue BBeauTe noapobHoe
TEKCTOBOE OnucaHne NHUMOEHTa, yka3aB Bce Heobxoanmble aAns
ero o6paboTkun cBeaeHus;

Mpumeyvanune. OrpaHnyeHne Ha BBog — 2000 cuMBOSOB.

— B packpbiBawowemcs cnucke PacnonoxeHue Bbibepute Bce
rpynnbl akTMBOB, CBA3aHHbIE C UHLUNOEHTOM;
— ecnu TpebyeTtcsa, B none OBGHapyXeH yKaxuTte gaty u Bpems

o6Hapy>KeH|/|;| MHUMOEHTa BPYYHYH Ui C MNOMOLLbHO 3Ha4YKOoB N\
nwv;:

MpumeyaHune. [Jata n BpeMsa OBHapYXEHUS MHUMOEHTa He
MOryT 6bITb 60oMbLUE TEKYLLEN AaTbl U BPEMEHM.

— B packpbiBalowemca cnucke Karteropms v TN Bbibepute
KaTeropuio 1 TUn MHUNOEHTA;

— B packpblBawowemca cnucke BnusiHme BbiGepute, Kakoe
BO3OENCTBME OKa3biBaeT UHUMOEHT Ha aKTMBbI.

4. 3anonHute 6nok Crartyc:

— B packpbliBawowemcs cnucke OnacHocTb BbibepuTe cTeneHb
OMacHOCTM CO34aBaeMOro NHUMAEHTA — BbICOKYHO, CPEHION UMK
HU3KYIO;

— ecnu TpebyeTcs, B packpbiBatoemcsi cnucke OTBeTCTBEHHbIN
BblbepuTe nonb3oBaTens CUCTEMbI, KOTOPbIA Ha3Ha4yaeTcH
OTBETCTBEHHbIM 3a CO34aBaeMbI MHUWAOEHT.
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5.

6.

7.

NMpumeyaHne. Ecnu BbI octaBute none OTBETCTBEHHbIN
He3anosIHEHHbIM, TO B KapTOYKe WMHUMAEHTA MOCHE COXpaHeHus
OyneTt otobpaxaTbcs 3HadeHne He Ha3Ha4eH.

Ecnu TpebyeTcs, 3anonHute 6510k napameTpoB AKTUBbI U CETMU:

B packpbiBatoLiemcs cnmcke Mpynnbl akTUBOB BbibepuTte ogHy

WITN HECKOJSTbKO aTakoBaHHbIX IPynmn akTUBOB,

— B packpblBaloLeMcsi cnucke AKTUBbI BbIOeEpuUTe OAWH WK
HECKOJTbKO aTakOBaHHbIX aKTUBOB;

— B packpbiBawlwiemca cnvcke CeTu BbibepuTe oOuMH UMK
HeckoNnbKo |IP-aapecoB aTakoBaHHbIX CeTeN;

— B none CeTteBble agpeca BBeAUTE OAMH UNN Heckonbko DNS-
a[peCcOoB aTakoOBaHHbIX CETEN;

— ecnu TpebyeTcs, B none Mpo4yne akTUBLI U c€TU BBEANTE OANH
WUNX HECKONbKO akTmBoB, unu |IP-agpecoB ceten, unm DNS-
a[peCOoB CETEWN, CBA3AHHbIX C aTaKOBAHHbIMUW aKTMBaMMW.

MpumeyaHune. B 3ToM none Bbl MOXeTe ykasaTb MHOPMALIMIO
MO aTakoBaHHbIM aKTMBaM W CETAM, KOTopble ele He
3aperncTpuMpoBaHbl B CUCTEME.

Ecnu TpebyeTca, 3anonHuTe 6nok napameTpoB ATakyroLiue akTUBHbI,
yKasaB MHopMaumio 06 aTakyoLlmx akTMBax N CeTsX.
Haxmunte kHonky CoxXpaHUTb.

MHumpoeHT cosgaH. CoagaHHbii  MHUMAEHT oTobOpaxaeTcs B Tabnuue

NHLWOEHTOB.

10.2.2 Co3paHMe MHUMAEeHTa C NPUBA3KON K COObLITUIO

Ecnn Bbl 0BHapyxunu, 4To COObITME WHGOPMAUWOHHOM Ge3onacHoCTU B
MK Ankey SIEM NG curHanmampyeT 0 BO3MOXHOM cboe B paboTe akTMBa, Bbl MOXETE
co34aTb UHUMAEHT C NPUBS3KON K COObITUIO.
UTtobbl co3gaTh MHUMAOEHT C NPUBS3KOM K COBbITUIO:

0,
0'0

1.
2.

B rmaBHOM meHIo Bbibepute pasgen CobbiTus.
B Tabnuue cobbiTnin yKaxkmTe OOHO WM HECKOSIbKO COObITMIA M B
naHenn NMHCTPYMEHTOB HaXmuTe KHonky Co3aaTb MHUMAEHT.

MpumeyaHne. Bbl moxeTe BbiGMpaTb HECKONMbLKO CTPOK MNOApsSa,
Haxknmas knasuwy Shift, nnn HeCKONbKO OTAENbHbLIX CTPOK, HAXXMMasi
knasuwy Ctrl.

OTkpoeTcsa okHo Co3gaHue MHUMOeHTa.
B none HasBsaHue BBeanTe Has3BaHWe UHLUNOEHTA, KOTOPOE NO3BOMUT
onpenenqTb XapakTep MHUMAEHTA.

Mpumeyanune. OrpaHnyeHmne Ha Beog — 200 cMmBOSIOB.

Ecnu TpebyeTcs, B none OnucaHue BBeanTe NoapobHoe TeKcToBoe
onucaHne MHUMAEHTa, yka3aB Bce Heobxoaumble Ana ero o6paboTku
cBefeHus.
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Mpumeyanune. OrpaHnyeHme Ha BBog — 2000 cnmBonoB.

5. B none Npynnbl BoiGepute rpynnbl akTUBOB, KOTOPbIE 3a4€MCTBOBAHDI
B MHUMOEHTE.

6. B packpbiBatowemcs cnncke Kateropusa n tun Bbibepute Kateropuio
W TUN MHUMOEHTA.

NMpumeyanHme. Habop nonen nocne packpbiBalOWErocs Ccrnvcka
KaTeropusa n Tun 6yaet 3aBuceTb OT BbiOpaHHbIX BaMUX KaTeropumn u
TMNa nHungeHTa.

7. B packpbiBalowemca cnvcke OnacHocTb Bblbepute CTeneHb
OMacHOCTM CO34aBaeMOro MHUMAEHTA — BbICOKYI, CPEOHIO WNn
HU3KYIO.

8. B none O6HapyxeH:

— B Kanengape BblbepuTe aaTty OOHapyXeHust MHUMOEHTa WUnu
BBEAMTE 3Ty ATy BPYYHYIO;

— BblbepuTe C NOMOLLbI CTpenok /A n VvV BpeMs obGHapyXeHus
WMHUMOeHTa.

9. Ecnu Tpebyetcqa, B packpbiBalowemMmcs cnmcke OTBeTCTBEHHbIN
BblbepuTe nonb3oBaTens CUCTEMbl, KOTOPOro Bbl HasHavaeTe
OTBETCTBEHHbLIM 3@ MHLUMAEHT.

10. B packpbiBarowemcsa cnvcke BnuaHue  BbibepuTte,  Kakoe
BO3JENCTBME OKa3blBaET MHLUMAEHT Ha aKTUBbI.

11. HaxmuTe kHonky CoxpaHUTb.

MHumaeHT co3gaH. Ha cTtpanuue CobbiTusa oTobpakaetcss cooblleHue o
CO3[4aHuUM MHUMAEHTA CO CChISTKON Ha 3TOT UHLUUOEHT.

10.2.3 O6bHOBNEeHue cnucka MHUMOEHTOB

Bbl MoxeTe OOGHOBNATbL CMMCOK WHUMAEHTOB BPYYHYH WAW HACTPOMUTb
aBTomMartmyeckoe obHOBMEHME Cnucka.
%  Y1006bI OOHOBUTL CNNCOK MHLUMAOEHTOB:
1. B rnaBHoM wMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUunpeHTbI.
OTkpoeTcsa cTpaHmua UHUMAEeHTbI.

2. Bblbepute xenaemblii BapuaHT 0OHOBNEHNS criMcka UHUMAOEHTOB:
— ecnu Bbl XOTUTE OOHOBWUTb CMWUCOK MWHUWOEHTOB BPY4HYIO,
HaXXMuTe 3;
— eCnu Bbl XOTUTE, YTOObI CMMCOK  MHLMAEHTOB obHoBnAncs

aBTOMaTUYECKN, HaXMuTte H yCTaHOBUTE donaxok
ABTOMaTU4YeCKN OGHOBNATL M BbiOEPUTE HYXXHbI BaM NepUoa
oDOHOBIEeHud.
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10.3 NMpuopuTU3auma MHUUOEHTOB

B npouecce BbISIBNEHUsT WMHUMAEHTOB MOXET OblTb CO30aHO MHOXECTBO
nHumaeHToB. OAHOBPEMEHHO B3ATb BCE MHUNAEHTbI B paboTy HEBO3MOXXHO, NMO3TOMY
Bbl [OJPKHbI MPUOPUTM3UPOBATbL MHUMAEHTbI — pacnpefenvTb UX Mo CPOYHOCTU U
Ba)KHOCTM peakLun Ha HUX.

YT100bl paccTtaBuTb MpUOpUTETbI B paboTe C MHUMOEHTaMK, UCMONb3ynTe
dunbTPaLmio U COPTUPOBKY UHLIMAEHTOB.

dunbmpayuss UHUUOEHMos

dUNbTPbl UHUMAEHTOB ObIBaOT CTaHAAPTHBIMM U NONb30BaTENBCKUMMU.

CTtaHaapTHble UnbTpbl SBNSKTCA NpeayCTaHOBMEHHbIMK, Y Bac HeT
BO3MOXHOCTU UX U3MEHSITb UNWN yaansTb. B ctaHoapTHOM BpeMeHHOM (OUNbTPE Bbl
MoXeTe BblbMpaTb W3 NpPeaycTaHOBMEHHbIX 3HAa4YeHU BPEMEHHOW WHTepBan
MHUMOEHTOB (MO YMONYaHMUIO YCTaHOBIIEHO 3HaYeHWe 3a nocneaHue 7 aHeMn).

Monb3oBaTenbckne UNbTPbI  MHUMOEHTOB Bbl  MOXETe CO34aBaTb
camocTosTenbHo. Takke AN rpynnMpoBKU U GbICTPOro NoMcka co3aaHHbIX PUNbLTPOB
Bbl MOXXeTe 400aBnsiTb Nonb3oBaTeNbCkMe Nanku ounbTPOB.

Copmupoeka uHyudeHmoe

Bbl MOXeTe copTMpoBaTb MHUMAEHTHLI N0 BPEMEHM CO3[aHusi, No cTaTycy, rno
YpOBHIO onacHocTu. CopTupoBKa WHUMAEHTOB MO  YMONYaHWUKO  siBNsieTcst
MHOrOypOBHEBOW. OTO O3HA4YaeT, YTO Bbl MOXETE OTCOPTUPOBATb MHUMAEHTHI MO
HeckonbkuM nonsm. CopTUpoBKa NPOM3BOAMTCS B TOM Mopsiake, B KOTOPOM yKa3aHbl
nons Ans copTMPOBKW. [ns Kakaoro mMonsi COPTMPOBKU Bbl MOXeTe YykasaTb
HanpaeneHne COPTUPOBKM.

10.3.1 PunbTpauma MHUMAEHTOB NO nNepuoay

Bbl MOXxeTe hunbTpoBaTh NHUMAEHTLI MO NEPUOAY, NCNOSb3Ya CTaHO4APTHLIN
BpemMeHHOW unbTp. 1o ymonyaHuio Ha cTpaHuue WMHumpaeHTbl B Tabnuue
WHUMAEHTOB OTOBpaXatTCs He3akpbITble MHUWAEHTDLI 32 nocrneaHne 7 gHeN.

% Yrtobbl OThmnbTpOBaTH CNNCOK MHUMOEHTOB NO NEPUOAY:

1. B rnaBHoM MeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
NHUMpEeHTDbI.
OTkpoeTca cTpaHvua UHUMAEHTDbI.

2. Haxmute [ neo BCM/bIBAOLLEM OKHE YKaXunTe Nnepuoa.

MpumeyaHune. Ecnn BoiOpaH BapMaHT TeKyLWMN KBapTan (TeKyLumn
roa), B Tabnuue MHUMAEHTOB OTOBpaXKatoTCa MHUNAEHTLI 32 Nepuos
OT Hauyana TeKylwlero kBapTana (Tekyliero roga) AO HacCTOSILWEro
MOMEHTA.

3. HaxmwuTte kHonky NMpumMeHUTL.
B Tabnunue nHumaeHToB oTOOpaxatTcs MHUMOEHTHI 3a BbIOpaHHbIN Nepuoa.

10.3.2 dunbTpaums UHUMOEHTOB MO rpynne aKkTMBOB

B wuHUMaeHTax y4yacTBYWOT aKTUBbl, BXogsliMe B CTaHOapTHble W
nonb3oBaTeNbCKME TPynnbl akTMBOB. Bbl MoxeTe dunbTpoBaTb MHUMAEHTHI MO
NPUHAONIEXXHOCTU K TrpynnaM akTMBOB. lepapXxuyeckuin cnucok rpynn akTUBOB
oTobpaxaeTca Ha cTpaHuue WHumpeHTbl. WHUMOEHTbI M3 BIOXEHHbLIX TPYNMn
OTOOpaXalTCs MO YMONYaHMIO.
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MpumeyaHme. WHUMOEHTbI, KOTOpble He nMpuBsi3aHbl K akTueam (rpynna
«HenpuBasaHHble MHUMAEHTbLI»), [OOCTYMHbl TOMbKO MOSb30BATEN0 C  POSiblo
agMUHMCTpaTopa.

R/

% Y106bI OTOMNBLTPOBATL UHUNAEHTLI B Tabnvue MHUMOEHTOB Mo rpynne

aKTUBOB:

1. B rnaBHoMm wMeHi0 B pasgene WHumaeHTbl BbiGepuTe MyHKT
UHuUnpeHThI.
OTkpoeTca cTpaHvua UHUMAEHTDbI.

2. B naHenv UHumpeHTbI BbiIGepuTe rpynny akTUBOB.
HasBaHue rpynnbl akTMBOB 0TOOpa3nTca Hag Tabnvuen MHUMAEHTOB.
B Tabnuue nHumMaeHToB 0TOBpasaTcs MHUMOEHTbI, NpounsoLlelne Ha
aKTuBax U3 BblOpaHHOW rpynrbl.

10.3.3 PunbTpauma MHUMAEGHTOB C MNOMOLLbLIO CTaHAAPTHbIX
WUIM nonb3oBaTesibCKUX puUnbLTpoOB

Bbl MoXeTe MCcnonb3oBaThb CTaHOapTHble nnu COXpaHeHHble
nonb3oBatesibckue QUIIbTpbl, 4YTOObl  UNbTPOBaTb WHUMAEHTbI B Tabnuue
WHUMOEHTOB. WMepapxuyeckun cnucok GunbTpoB oOTobpaxaeTcsa Ha CcTpaHuue
MHumMpeHTbl B naHen ®unbTpbl.

MpumeyaHune. Bbl MOXeTe OTUNBbTPOBATL CMNCOK UHLUMOEHTOB TOMBKO MO OAHOMY
dunbTpy.

/7

% YT0bbl OTOUNBLTPOBATL NMHUMOEHTLI B Tabnmue MHUNMOEHTOB C MOMOLLbIO
CTaHOapPTHOro MM NoNb30BaTENbCKOro unbTpa:
1. B rnaBHoM MeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
NHUMpEeHTDbI.
OTkpoeTtca cTpaHuua MHUMAEHTLbI.
2. B naHenn ®unbTpbl Boibepute punbTp.
HasBaHue punbTpa oTobpaxkaeTcsa Hag Tabnmuen NHUMOEHTOB.
B Ttabnuue wHUMOEHTOB OTOOpaXalTCs WHUMAEHTbI, yOOBMETBOPSOLLMNE
yCrnoBusIM hunibTpaLmu.

10.3.4 dunbTpaumnsa nHUMAeHTOB ¢ nomouwbio PDQL-3anpoca

Bbl MoxeTe mcnonb3oBaTtb 3anpocbkl Ha s3bike PDQL, 4yTtobbl omnbTpoBaTth
WHUMOEHTbI B Tabnuvue nHumMaeHToB. 3anpockl Bbl MOXeTe co3faBaTb M3 aTpubyToB
NHUMOEHTA NN BPYYHYHO.

% YT06bI OTOMNLTPOBATL UHUMAEHTLI MO aTpubyTam UHUMAEHTA:

1. B rnaBHoM MeHiO B pasgene WHumaeHTbl BbiOGepuTe MyHKT
NHUMpEeHTDbI.
OTtkpoeTcsa cTpaHuua UHUMAEHTDI.

2. B 1abnuue vHumgeHToB BbIbepuTe aTpubyT MHUMgeHTa (Hanpumep,
cTaTyC MHUMOEeHTa).

3. Bo BcnnbiBatoLwwem OkHe BbibepuTe ycroBme unbTpaummn.
Ycnosue gobasneHo B PDQL-3anpoc Hag tabnvuen MHUMAOEHTOB.

MHumaeHTbl B Tabnuue otdmnbTpoBaHbl B COOTBETCTBUM € ycrouammn PDQL-
3anpoca. Bbl Takke moxeTe ykaszatb PDQL-3anpoc ana uneTpaumm MHUWMOEHTOB

BPYYHY!IO.

151



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

% Yrtobbl oThunbTpoBaTh MHUMAEHTLI C NoMoLbio PDQL-3anpoca:
1. Hag Tabnuuen wuvHUMOEHTOB HaxmuTte <HasBaHue unbTpa
WHUNOEHTOB>.
OTkpoeTca BennbiBatowee okHo ¢ PDQL-3anpocom.
2. B none ®unbTp BBeauTE ycrosue unbTpaumm Ha a3bike PDQL (cm.
AokyMeHT CuHTakcuc sa3bika PDQL).
3. Haxwmwute kHonky NMpUMeHnTb.
NHumnaeHTsbl B Tabnuue oTunbTpoBaHbl B COOTBETCTBUM € ycrnoBuammn PDQL-
3anpoca.

10.3.5 PaboTa ¢ nonb3oBaTeNibCKMMU hUNbTpamMu
WHLUMOEHTOB

Ankey SIEM NG nosBonsieT cosgaBaTb nosib3oBaTenbckme  unbTpbl
MHUMAEHTOB. [onb3oBaTenbckMe UnbTPbl MOMOratT BbICTPO HaxoauTb U BpaTtb B
paboTy MHUMAEHTbI, COOTBETCTBYIOLLME BaALUMM KPUTEPUSAM, U COXPaHATbL NapameTpbl
noucka. Ons rpynnMpoBKM U BbICTPOro nomcka co3fdaHHbIX PUITbTPOB Bbl MOXeTe
pobaBnsaTb norb3oBaTtenbCckMe nankum unbTpoB. B 3TOM pasgene copepxartcs
WMHCTPYKUUK no paboTe € nonb3oBaTenbCKUMU (punbTpamuv U NoNb30BaTeNbCKUMU
nankamm ounbTpPoOB.

Bbl MoxeTe pabotaTtb € dunbTpamMu N0 WHUMAEHTAM Ha CTpaHuue
NHUnpeHThbI.

10.3.5.1 Co30aHue nosib308amesibCKOU narnku ¢husibmpoe
UHYyudeHmos

[ns yoobctea paboTbl Bbl MOXETE co3gaBaTth Nanky, YTobbl noMelaTb Tyaa
duUNbTPbI ANSA NOUCKA MHUMOEHTOB NO BbIOPaHHBLIM BaMN KPUTEPUSIM.
CywecTBylOT creagyllimMe OrpaHuMyYeHuMst Ha co3gaHuMe nanok  Aans
Nnofib30BaTeNbCKNX (PUNbLTPOB:
— WMeHa nanoK LOMXKHbl ObiTb YHMKaNbHBIMW Ha OAHOM YPOBHE.
Ecnn Bbl nonpobyeTe coxpaHuTb uUnvM nepeHectn unbTp B
nanky, Kotopas yxe coaepXuT (punbTp C TakMM Ha3BaHUEM,
MK Ankey SIEM NG BbiBegeT coobuieHne 06 owmnbke;
— MaKCUMarsibHbIM YPOBEHb BNOXeHHOCTN — 30 nanok;
— MakcumarnbHas AnMHa umenun punbtpa — 256 CMMBOMOB;
— MakcumanbHaga grnvHa ctpoku ycrosusi — 4000 cnmBornos.
% Yrtobbl co3gaTtb Nonb30BaTENbCKYHO Nanky unbTPOB:
1. B rnaBHoMm MeHio B pasgene WHUmAeHTbl BbiGepuTe MyHKT
NHUMpEeHTDbI.
OTkpoeTca cTpaHmua MHUMAEeHTbI.

2. B naHenn ®unbTpbl HAXXMUTE KHOMKY +
OTkpoeTcsa okHO HoBasi nanka ¢ounbTpoOB.
B none Ha3BaHue ykaxunte Ha3BaHWe nanku.
Ecnn Tpebyetcs, B packpbiBalowemMmcs cnvcke BHyTpu nankwu
BblbepuTe pacnonoXeHue nanku.
Mo ymonyaHuio nanka cosgaetca BHyTpu nanku Nonb3oBaTenbckue
¢uUnbTPLIL.
5. Haxmunte kHonky Co3aaTth.

CospaHHas nanka otobpaxaeTca B CNMCKe MNONb30BaTENbCKUX (PUNbTPOB

WHUMAOEHTOB.

B w
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10.3.5.2 U3ameHeHuUe nonib308amesibCKOU narnku ¢pusibmpoe
UHYudeHmMos

Bbl MOXeTe M3MeHUTb HasBaHWe MOoMb30BaTENbLCKOM Narnku punbTpoB unm
nepemMecTuTb ee B APYryto narky.
% YTt0obbl N3MEHMTL NOMb30BaTENbCKYIO Nanky:
1. B rnaBHoM wMeHi0 B pasgene WHumAaeHTbl BbibepuTe MyHKT
MHUunpeHTbI.
OTkpoeTca cTpaHuua MHUMAEHTDI.
2. B nanenu ¢.Manpb| HaBeguTe Kypcop Ha Nofib30BaTeSbCKY Nanky,

HaXXMUTE ¢ UM B pacCKpbiBLUEMCA MeEH0 BblbepuTe  MyHKT
PepakTupoBaTth.
OTkpoeTcsa okHO PepakTupoBaHue nanku punbTpoB.

3. B none HaszBaHue n3ameHUTe HasBaHwWe nanku oubLTPOB.

4. B packpblBatowemcs cnucke BHyTpu nanku BbibepuTe nanky, B
KoTopyto TpebyeTca nepeMecTuTb MNONb30BATESbCKYK  Narnky
PUnbTPOB.

5. Haxmute kHonky CoxpaHuUTb.

lMonb3oBaTtenbckas nanka punbTPoOB N3MEHeHa.

10.3.5.3 YO0aneHue nonb3oeamesibCKOU nanku ¢huribmpos
UHYuOdeHmos

Bbl MoxeTe YAannTb NOJib30BaTESIbCKYHO Marky (bI/IJ'IprOB.

BHumanwue! Mpun yganeHun nanky Bce BrOXEHHble nankv v ounbTpbl Takke OyayT
yaarneHol.

% Yrtobbl yoanuTtb NoNb30BaTENbLCKYO Nanky (punbTpoB:
1. B rnaBHom wMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUunpeHTbI.
OTkpoeTcsa cTpaHmua UHUMAEeHTbI.
2. B I'IaHeJ'II/I.CDVIanpr HaBeguTe Kypcop Ha Nofib30BaTesbCKy nanky,

Ha)XMUTE ¢ 1 B PACKPbIBLUEMCS MEHI0 BbIbepuTe NyHKT YAanuThb.
lMonb3oBaTtenbckas nanka punbTPoB yaaneHa.

10.3.5.4 Co30aHue nosb308amesibCKO20 husibmpa UHYUGeHmMos

% Yrtobbl co3gaTb Nonb3oBaTENbCKUA PUILTP:
1. B rnaBHoM MeHiO B pasgene WHumaeHTbl BbibepuTe MyHKT

NHUMpEeHTBbI.

OTtkpoeTcsa cTpaHuua UHUMAEHTbI.

B naHenn UHUmMAeHTbI BbIGepuTe rpynny akTMBOB.

B Ttabnuue nHunaeHToB BbibepuTe atpmbyT MHUMAEHTa (Hanpumep,

crartyc).

4. Bo BcnnbiBaloLweM OKHe BblibepuTe ycnosue ounbTpauuun.
Ycnosue 6ymetr pobasneHo B PDQL-3anpoc Hag Tabnvuen
WHUNOEHTOB.

w N

MpumeyaHme. Bbl MoxeTe BblbpaTb  HECKONbKO  yCrOBUN
dunbTpaunn.
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5. Haxwmute ccbinky ¢ PDQL-3anpocom.
OTkpoeTca BennbiBatowee okHo ¢ PDQL-3anpocom.

NMpumeyaHue. Bbl Takke MoxeTe ykasaTb 3anpoc ans unbTpaumnm
WHUMOEHTOB BPYYHYIO.

6. Haxmunte kHonky CoxpaHuUTb.
OTkpoeTcsa okHO HoBbIN chunbTp.

7. B none HazBaHwue BBeaAUTE Ha3BaHMe NOJSIb30BATENLCKOro unbTpa.

8. B none Manka ykaxuTe nanky, B KoTopon OyaeT coxpaHeH
nonb3oBaTenbCKUn OUnbTP.

9. Haxmunte kHonky CoxpaHuUTb.

Co3gaHHbIM NoNb30BaTENbLCKNN UbTP OToBpakaeTcsa B CnMcke punbTpoB
WHUMOEHTOB.

10.3.5.5 Co30aHue nosib3o8amesibCKO20 ¢husibmpa UHYUOEHMoa8
Ha OCHoge cyuiecmeayrouw,e20 ¢punbmpa

Bbl MOXeTe co3gaTb nosib3oBaTesibCkM (PUNbTP HA OCHOBE CYLLIECTBYHOLLErO
dunbTpa — CTaHAAPTHOIO UM NONb30BaATENBLCKOrO.
% Yrtobbl co3gatb oMnbTP Ha OCHOBE CYLLECTBYHOLLErO:
1. B rnaBHoM wMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUnpeHTbI.
OTkpoeTca cTpaHmua UHUMAEeHTDbI.
2. B naHenn ®unbTtpbl Boibepute punbTp.
Ycnosue cdunbtpa 6yget gobasneHo B PDQL-3anpoc Hag Tabnvuen
WHUNOEHTOB.
3. Haxmwute Ha ycnosue unbTpa.
OTtkpoeTca okHo PDQL-3anpoca.
M3meHunTe ycnosume punbTpa Ha a3bike 3anpoca PDQL.
Haxmunte kHornky CoxXpaHUTb.
OTkpoeTcsa okHO HoBbIN ¢ounbTp.
6. B none HasBaHue BBeauTe Ha3BaHME NONb30BATENLCKOrO UNbTPA.
7 Ecnn Ttpebyetcqa, B packpbiBatowemcs cnmcke [lanka Bbibepute
nanky, B KOTOpyto TpebyeTcsi NOMeCcTUTb 3TOT PUNbTP.
8. Haxmwnte kHonky COXpaHUTb.
Monb3oBaTenbCkun  (PUNLTP  MHUMOEHTOB HA OCHOBE CYLUECTBYIOLLErO
dunbTpa co3aaH.

ok

10.3.5.6 Co30aHue Konuu nosib308ameJsibCKo20 hunbmpa
UHYuOeHmos

Bbl MOXeTe co3gaTb KONUIO NOSIb30BaTENbCKOro PUbTpa UHLNOEHTOB, YTOObI
MCMNOJSIb30BaTb €€ Kak OCHOBY AN CO3[aHWA HOBOrO Morib30BaTesibCKOro ounbTpa
(cm. pasgen 10.3.5.4).

% Yrtobbl co3gaTtb KONUIO NOMb30BaTENbCKOro hunbTpa:

1. B rnaBHoM MeHiO B pasgene WHumaeHTbl BbiGepuTe MyHKT
NHUMpEeHTBbI.
OTtkpoeTcsa cTpaHuua UHUMAEHTDI.

2. B naHenu CDManF.)bI HaBeOWTe Kypcop Ha norb30BaTeNbCKUN

PUNbTP, HAXMUTE ¢ U B PACKPLIBLUEMCS MEHIO BbiOEpUTE MYHKT
CoenaTtb Konuio.
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Konusa dunbTpa co3gaHa B TOM e narke, B KOTOPOW pacrnofioXeH UCXOOHbIN
GunbTp. K Ha3BaHMO NCXO4HOrO NOSib30BaTENbLCKOro hunbTpa npubdaBngeTcs CroBo
« Konwa».

10.3.5.7 U3meHeHue ycrioeusi nosib3oe8amersibCKo20 husibmpa
UHYudeHmMos

Bbl MOXeTe N3aMeHUTb CoOXpaHeHHbIN NoNb30BaTENbCKUNA (PUNbTP: HaNnpumep,
B ycrnoBun dunbTpaumm Ha a3bike PDQL  u3MeHUTb nopsgok  COpPTUPOBKMU
OTUINBLTPOBAHHbLIX MHUNAEHTOB B Tabnuue.
% YT106bI NI3MEHNTL NONb30BaATENLCKUIN PUNBLTP:
1. B rnaBHoM MeHiO B pasgene WHUmaeHTbl BbiOepuTe MyHKT
MHUunpeHTbI.
OTtkpoeTcsa cTpaHuua UHUMAEHTBI.
2. B naHenn ®unbTpbl BoibepuTe nosib3oBaTeNbCKU OUnbTp.
Ycnosue cunbtpa 6yget gobasneHo B PDQL-3anpoc Hag Tabnvuen
WHUNOEHTOB.
3. Haxmwute Ha ycnosue unbTpa.
OTtkpoeTca okHo PDQL-3anpoca.
4. WNameHuTe ycnosue unbTpa Ha s3bike 3anpoca PDQL.
5 HaxmuTe kHornky CoxpaHuUTb.
OTkpoeTcsa okHO PepakTtupoBaHue comnbTpa.
6. Haxmunte kHonky CoxpaHuUTb.
Ycnosue nonb3oBaTenbCKoro ounbTpa N3MeHeHO.

10.3.5.8 YOasieHue nosib3o8amesibCKO20 ¢husibmpa UHYUOGEeHmMoa8

/7

% Yrtobbl yoanuTb nonb3oBaTenbCku QunbTp:

1. B rnaBHoM MeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
NHUMpEeHTDbI.
OTkpoeTca cTpaHvua UHUMAEHTDbI.

2. B naHenu CDVIanp.bI HaBeOUTe Kypcop Ha Mnorfb30BaTeNbCKUN

PUnbTp, HaXMUTE &, B pPacCKpPbIBLULEMCS MEHI0 BblbepuTe MyHKT
YpanuTtb 1 nogTBepauTe yaaneHue.
lMonb3oBaTenbCKUN PUNbTP yaaneH.

10.3.6 CopTUpOBKa MHLUMAOECHTOB

Mo ymonyaHuio BCe MHUMOEHTHI B Tabnuvue MHUMAEHTOB OTCOPTUPOBAHbI:
1. Tlo BpemeHu co3gaHus: OT HOBbIX K CTapbIM.
2. o crartycy: HoBble, YTBepxaeHHble, B pabote, Pa3pelueHHble,
3akpbITble.
3. [lo yposHio onacHocTu: Bbicokas, CpeaHsas, Huskas.
B Tabnuue WHUMAOEHTOB MNOPSIAOK COPTMPOBKM KOMOHOK MO YMOMYaHuUIo
o6o3HaveH undpamm 1- 3, pacnonararoMMncs psiaoM CO 3Ha4YKamn W 1 4
Bbl MOXeTe MeHATb MOpSAOK COPTMPOBKM ABYMSi criocobamu: B Tabnuue
NMHUMAEHTOB 1nu ¢ nomowbio PDQL-3anpoca.

Copmupoeka uHyudeHmoe 8 mabsuuye uHyuUdeHmMos

% YT0bbI OTCOPTUPOBATDL NHLUMAEHTDI:
1. B rnaBHom wMmeH B pasgene WMHumaeHTbl Bbibepute MyHKT
NHUMpEeHTHbI.
OTkpoeTca cTpaHmua UHUMAEeHTbI.
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2. HaxxmuTe Ha 3arofiloBOK KOFTOHKM, MO cogepXaHuto KOTOpOVl Bbl XOTUTE
OoTCcopTUPOBaATb MHUNOEHTDI.

NMpumeyaHune. Bol MoxeTe copTupoBaTb WUHUMOEHTbI MO OOHOW U3
cnegywowmnx konoHok: Cospan; Cratyc;, OnacHocTb,; ID; UHUmMAaeHT;
Kateropus; Tun; OTBeTCTBEHHbIN.

CnpaBa OT Ha3BaHUSA ATOM KONOHKN NOABUTCS 3HAYOK 4.
3HayeHUa B 9TOM KOINOHKe OyayT ynopsiAoyeHbl No BO3pacTaHuio
(A-A, A-Z, 0-9).
3.  Ytobbl ynopagountb 3HaYEHUS B 3TOM Xe KOMOHKe MO YObiBaHWMIO
(A-A, Z-A, 9-0), eLwle pa3 HaXXMUTEe Ha ee 3arofloBOK.
CnpaBa OT Ha3BaHMS KOSTOHKM MOSBUTCA 3HAYOK W,
3HayeHnsa B 3TOM KOMOHKe ByayT ynopsagodeHsl no yobiBaHuio (A-A,
Z-A, 9-0).
MHUMAEHTLI OTCOPTMPOBAHDI.
YT00bl COPOCUTL COPTUPOBKY MO KOMOHKE, BbIMNOSIHUTE OOHO M3 CneayloLwmx
AENCTBUI, HACTPOUTE COPTUPOBKY MHUMOEHTOB NO JSIH060M OPYron KONOHKE.
3Havyok W unn 4. cnpaBa OT Ha3BaHWUSA KOMOHKM nponageTt. CopTupoBka no
KOMNoHke cbpoLueHa.

Copmupoeka uHyudeHmoes ¢ nomouw,bro PDQL-3anpoca
% YT06bl OTCOPTMPOBATbL MHUMAEHTHI B Tabnvue MHUNOEHTOB C MOMOLLbHO
PDQL-3anpoca:
1. Haxmute Ha cTpoky PDQL-3anpoca nog BpeMeHHbIM (PUbTPOM.
OTkpoeTtca okHo PDQL-3anpoca.

MpumeyvaHune. Nopsgok konoHok B norie CopTupoBKa NO NOnsimM
onpegensieT nNopsgok COpTUPOBKU. 1o ymonyaHuio oTobpaatoTcd
cnegywoowme  KonoHkn ans coptmpoBkuM:  CospgaH, Cratyc,
OnacHocCTb.

2. B none CopTtupoBKa Mo NosiiM HaxXMuTe OAWH pa3 Ha HYXXHOe Bam
Ha3BaHWe KONMOHKM, YTOObI UI3MEHUTb HanpaBfieHne COPTUPOBKM.

3. Ecnm  Tpebyetcq, yctaHoBUTE  Kypcop  MoOcne  Ha3BaHusA
npefyCcTaHOBIIEHHONW KOMOHKM W B PacKpbIBAKOLLEMCSH  CrUCKe
BblOepuTe Ha3BaHWE KOJIOHKWM, KOTOpoe Bbl XOTUTe AobaBuTb AN
COPTMPOBKMW.

4.  Haxmute KHonky NMpumMeHUTb.

MHUMOEHTLI OTCOPTMPOBAHbI.

MpumeuaHune. Ecnun Bbl yaanuTe Bce HasBaHWs KONOHOK B norie CopTupoBka no
NONAM 1 HaxxmeTe KHOMNKY NMPUMeHUTb, TO MHUMAEHTLI B Tabnuue NHUMAeHToB OyayT
OTCOPTUPOBAHbI MO YMOSTYaHMUIO.
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10.3.7 Copoc Bcex ycnosun chunbTpaumm

Bbl mMoxeTe BepHyTb Ana Tabnuubl MHUMAEHTOB 3HAYeHMS OUIbLTPOB MO
ymMon4aHuo, cbpocuB Bce yCcrnoBusi omnbTpaunm.
% YT06bI COPOCUTL BCE YCMNOBMSA OUNbTPALIUNA:
1. B rnaBHoM wMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUunpeHTbI.
OTkpoeTca cTpaHmua UHUMAEeHTbI.
2. B naHenu HCTpyMEeHTOB HaXmuTe KHonky COpocuTtb ounbTp.
Tekywme ycrnosus dunbTpauun cbpoweHbl. K Tabnuue WHUMAEHTOB
NPUMEHEH PUNBbTP MO YMONYaHWUIO: BCE HEe3aKpbiTble WMHUMAEHTbl 3a nocnegHue 7
OHen.

10.4 AHanu3 nHUUOeHTa

Ha aTtane aHanu3sa Balua Lenb — paclnpuUTb KOHTEKCT MHUMAEHTA U MPUHATb
peLLeHmne, HYXXHO N AanbHenwee paccnegosaHe. Bam Heobxoammo:
1. OTKpbITb KAPTOYKY UHUMAEHTA U MPOCMOTPETb ONUCAHME NHLUNOEHTA,
ero ctaTtyc u napameTpbl.
2. B kapTouke uHUMAOEHTa npoaHanM3anpoBaTb CMUCOK MPUBA3AHHbLIX K
WHUMAOEHTY COBbLITUN U aKTUBOB.
3. B kapTouke mHumgeHTa npoCMOTPETbL Ha TOMOMOrMN BOBMIEYEHHbIE B
WHUMAOEHT aKTUBBI.
4. TlpuHATbL peLUeHne, HYXXHO N [anbHeWlee paccrnefoBaHue Wnm
WMHUNOEHT Obin paspelueH 6e3 Ballero y4yactums:
— ecnn MHUMAeHT Obin paspeweH 6e3 Bawero yyactusi, Bbl
3aKkpbiBaeTe UHUMAEHT (cM. pasgen 10.5.4);
— ecnu MOoflydeHHOM B pes3ynbTaTe aHanmsa WHGOopMaunn
HeoCTaToOuYHO, Bbl 6epeTe NHUNAEHT B paboTy 1 nepexoante Ha
aTan paccnegoBaHusa nHuuaeHTta (cm. pasgen 10.5).

10.4.1 NMpocMoOTp KapTOYKU MHUMAOEHTA

B npouecce paboTbl C UHLUMAEHTOM Balle OCHOBHOe paboyee NpOCTPaHCTBO
— KapToyka uHuMgeHTta. B kapTodke uHUMAeHTa oTobpaxaeTcs MHdopmauus o
npounsowegieMm cobbITUn MHPOPMaALMOHHOM BEe30MacHOCTU: Ha3BaHMe U onucaHue
MHUMOEHTa, napamMeTpbl U CTaTyC WHUMAEHTA, CBA3aHHble C WMHUWOEHTOM 3ajauyu,
cobbITUSA, aKTMBbI, @ TaKkKe KOMMEHTapun 06 HUMAOEHTE.
B kapToOYke MHUMAOEHTa Bbl MOXETE:
— npocmMartpuBaTb MHGOPMaLUMO 06 MHUMAEHTE;
— MEHSATb CTaTyCbl UHUMAEHTA;
— CTaBWUTb 3aa4vv Opyrnm nonb3oBaTensw;
— OnuCbIBaTb MPUHATBLIE NO MHUMOEHTY MepbI.
% YT06bI NPOCMOTPETH KAPTOUKY MHUMAEHTA:
1. B rnaBHoM MeHw B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHunpeHTbI.
OTkpoeTca cTpaHmua UHUMAEeHTDbI.
2. [lo ccbinke ¢ HasBaHMEM WHUMAEHTa nMepenguTe B KapTOYKy
WHUMAEHTA.
KapToyka MHuMaeHTa COCTOMT U3 NaHen MHCTPYMEHTOB 1 paboyen obnactu
cTpaHuupbl. Paboyas obnacTtb CTpaHuLbl COCTOMT U3 OBYX MNaHeNnem — BEpPXHEN n
HUKHEWN.
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BepxHsis naHenb coaepxut noapobHyt MHbopmaumio 06 MHUMAEHTEe, ero
cTatyce n napameTpax. HWwkHsAs naHenb coaepxuT Habop Bknagok. Ha Bknagkax Bbl
MOXeTe npocMaTpuBaTb U M3MEHSITb MHOPMALMIO O CBSI3aHHbIX C WUHLUMAEHTOM
3aavax, cobbITuAX, akTUBaxX, a Takke OCTaBNSATb KOMMEHTapun 06 MHUMAEHTE.

10.4.2 NMpocMoTp cnucka coobITUKX, NPUBA3AHHbIX K
MHUMAOEHTY

% YT06bI NPOCMOTPETL CMMUCOK NPUBA3AHHBIX K MHLUMAEHTY COBbITUN:

1. B rnaBHoM wMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUunpeHTbI.

OTkpoeTca cTpaHmua UHUMAEeHTbI.

2. [lo ccbinke C Has3BaHWMEM WHUMOEHTa nepengute B  KapTOYKY
WHUMAEHTA.

3. Bbibepute Bknagky CobbiTus.

Ha Bknagke oTtobpasatca 5 nocnegHux cobbiTUK, NPUBS3aHHbIX K
WHUNOEHTY.

4. Ecnu tpebyeTcs oTobpasnTb Ha BKIaake Bce COObITUS, NPUBA3AHHbIE
K MHUMAEHTY, Haxmute KkHonKy [loka3aTb Bce <Konu4yectBo>
CcoObITUN.

OTobpasnTcs NOSHbIA CMIUCOK CODbLITUIA.

Ecnu TpebyeTcs, oTBHKMTE COBbITME OT MHUMAEHTA, HaXaB S,
Ecnu Tpebyetca, HaxmuTe KHornky OTKpbITb «CoObITUAY.
OTtkpoeTca cTpaHuua CobbiTna. B Tabnuue cobbitnin otobpasuntcs
MOMHbIN CNNCOK COBBLITUIA, MPUBSA3AHHBIX K UHUMAEHTY.

Bbl npocmoTpenu cobbiTns, NpUBs3aHHbIE K MHUNOEHTY.

o g

10.4.3 NMpocMoTp Ha TONOSIOrMMN aKkTUBOB, BOBJIEYEHHbIX B
MHUMAOEHT

% YT10Obl NPOCMOTPETL HA TONOMOrMM BOBIIEYEHHbIE B UHLMAEHT aKTMBbI:
1. B rnaBHoMm MeHio B pasgene WHumAaeHTbl BbiGepuTe MyHKT
MHUunpeHTbI.
OTkpoeTca cTpaHmua MHUnAEeHTbI.
2. [lo ccbinke € Ha3BaHMEM WHUMOEHTA nepengute B KapTOYKy
WHUMAEHTA.
3. B naHenun nMHCTpyMeHTOB B packpbiBatowiemcst cnucke lNMokasaTtb Ha
Tononornu BbIOEpUTE OOMH U3 BapwaHToOB: AKTUBbI U CeTH,
ATaKkymume akTMBbI, Bce cBA3aHHble aKTUBDI.
Otkpbinace cTpaHuuya AkKTuMBbLI. B Tabnuue aktmBoB oToOpakaetcs
noapobHasa mHdopmaumsa o BbibpaHHOM Buae akTMBoB. Ha Bknagke Tononorus
oTOOpaXxkaeTcs KapTa akTUBOB.

10.5 PaccnegoBaHue MHUMAOEHTA

[Mocne Toro kak Bbl NpoaHanM3MpoBan NHUWMAEHT U NOATBEPANIIN, YTO 3TO He
NoXxHoe cpabaTbiBaHWe, Bbl OMMKHbI HAYaTh paccnegoBaHMe MHUMOEHTA.
B npouecce paccnegoBaHus MHUMAEHTa BaM He0b6X0ANMO:
1. OnpegenuTb UCTOYHUK Yrpo3bl.
2. BbisiBUTb 006CTOATENBLCTBA, KOTOPbIE MNPUBENN K BO3HUKHOBEHMIO
MHUMOEHTa.
3. CobpaTb gokasatenbCcTBa MHUMAEHTA.
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4. BblpabotaTb pekomeHOauuu, YTO U KOMY HYXXHO caenaTb, YTOObl
YyCTpPaHUTb NOCNeaCTBUA NHUMOEHTA.

Uem ObicTpee Bbl paccnegyete WHUMAEHT, TeM MeHblie Oyaet puck
HaHeceHnsa 3HaudnTenbHoro yuepba WT-uHdpacTpyktype cetn. YToObl yCKOPUTb
paccrnegoBaHve, Bbl MOXeTe npuBfiekaTb K paccnefoBaHUO  COTPYAHUKOB,
3aperncTpupoBaHHbix B [1K Ankey SIEM NG.

Korga paccrnegoBaHve MHUMAEHTA 3aBepLUEHO, ONULInTE MPUHATLIE MepbI MO
MHUMOEHTY B KApTOUKe MHUMAEHTA U YKaXXnte, Nno4eMy Bbl CHATAETE, YTO AarbHenLwme
paboTbl He TpebytoTcA.

10.5.1 Co3pgaHue 3agaym No MHUUAOECHTY

Bbl MOXeTe npmBnekaTb K paccriefoBaHUIO APYrMx Nonb3oBaTenen, 4Tobbl
YCKOpUTb paccrnegoBaHue nHumaeHTta. [Jns 9Toro BaM Hy>XHO co3gaTb NO MHUMAEHTY
OAHY UM HECKOJbKO 3a4ady 1 Ha3Ha4YNTb OTBETCTBEHHbIX 3a BbIMOMHEHNE 3TUX 3a4au.

% Yrtobbl co3gaTtb 3agadvy no UHUMAOEHTY:

1. B rnaBHomM wMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUnpeHTbI.
OTkpoeTca cTpaHvua UHUMAEeHTbI.
2. [Tlo ccbinke C Has3BaHMEM WHUMOEHTA nepengute B KapTOYKy
MHUUAEeHTAa.
3. B HwxHen naHenu Ha Bknagke 3agayvm HaxmuTe KHorky NoctaBUTb
3agavy.
OTkpoeTcsa cTpaHmua Co3gaHue 3agaym.
4. B packpbiBatowemca cnucke Tun Boibepute Tnn 3agavdun:
— PaccnepoBaHue — BbISIBNEHME NPUYMH MHLUMAOEHTA U cnocoboB
npenoTBpaTUTb €ro NOBTOPHOE BO3HUKHOBEHMUE;
— COop pokasaTtenbCTB — BbiBIeHNME 0OBLEKTOB aTaku, coop u
XpaHeHne AoKasaTenbCTB aTaky;
— BoccTtaHoBneHue — BoccTtaHoBneHne pabortocnocobHoctn UT-
MHGPACTPYKTYpbI CETH.
5. B none OemananH ykaxuTe AaTy, K KOTOPOW 3ajada AOSmKHA ObiTb
BbIMOJSTHEHaA.
6. B packpblBaloLLeMCcs cnucke OTBeTCTBEHHbIN YKaXuTe
OTBETCTBEHHOrO 3a BbIMNOJIHEHME 3aa4N.

MpumeyaHme. OTBETCTBEHHbIM Bbl MOXETE YyKasaTb TOJbKO
nonb3oBaTens, Ybs y4eTHaa 3anncb 3aBegeHa B K Ankey SIEM NG.

7. Ecnu tpebyetcsa, B none OnucaHue BBeauTte nogpobHoe onucaHue
3ajaun, ykasaB Bce Heobxoanmble ans ee obpaboTkm aetanu.
8. Haxmwnte kHonky COXpaHUTb.
3apaya co3gaHa.
Bce 3apaumn, oTHOcAWMECS K WMHUMAOEHTY, OTobOpaxakwTcsa B KapTOdke
NHUWAEHTA.

10.5.2 U3meHeHuMe cTaTyca MHUMAOEHTA

CraTyc mHumaeHTa otobpaxaeT MHdopmauuio O TOM, Ha KakoM 3Tane B
TEKYLLMA MOMEHT HaxoauTCsl paccriefoBaHne UHUMAEHTAa.

MNpwn nepexoge OT OAHOrO 3Tana paccrefoBaHUs WHUMAEHTa K Apyromy
(Hanpumep, oT B pa6oTe k PaspelueH) Bam HY)XHO B KapTO4ke MHUMAEHTA U3MEHSITb
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cTaTyc MHUnaeHTa.
% Yt0obbl N3MEHUTb CTaTyC MHUMAEHTA:

1. B rnaBHoM wMeHi0 B pasgene WHumAaeHTbl BbiGepuTe MyHKT

MHUunpeHTbI.
OTkpoeTca cTpaHuua MHUMAEHTDI.

2. B 1abnuue nHUMOEHTOB HAXXMUTE Ha3BaHWE NHLUMOEHTA.
OTKpoeTca KapToyka MHUMOEHTA.

3. B naHenun nHcTpymMeHTOB HaxkmuTe kHornky U3meHuTb cTaTtyc.
Otkpoetca okHO CMeHUTb cTaTyc uHUuaeHta <HasBaHue
MHUMOEHTa>.

4. B packpbiBaowemMmcs cnucke <Tekywumnh crtatyc UHUMAEHTa>
Bbl6epuTe HOBbLIN CTaTyC MHUMOEHTA.

Mpumeyanune. JocTynHbi Ansa Bbibopa cTaTyC 3aBUCUT OT TEKyLLEro
aTana paccregoBaHusa nHuuaeHTta (cm. pasgen 10.5).

5. Ecnu T1pebyetcs, B none lpuHATbIE Mepbl yKaxute, 4To Obino
cAenaHo B Xxo4e aHanuaa unuv B XxoAe paccriefjoBaHusa NHUMOeHTa.

6. Ecnu tpebyetcs, B none KommeHTapum ykaxure NPUYUMHY CMEHbI
ctatyca WHUMOEeHTa unuv  ApYyryio  WHopmaumio, KacarLlycs
006paboTKkn MHUMAEHTA.

7. Haxmwnte kHonky CMeHUTb cTaTyc.

CraTyc vHUuaeHTa u3mMeHeH. HoBbI cTaTyc MHUMAeHTa oTobpaxaeTcsa B
Tabnuue NHUMOEHTOB U B KapTO4Ke MHUMOEHTA.

Y4yeTHada 3anncb aBTopa U3MEHeHUI COXpaHeHa B KapToYke MHUMAEHTA.

Bbl MoxeTe copTupoBaTb WMHUMAEHTbI MO MPUCBOEHHBIM UM CTaTycam Wumnu
dopmmnpoBaTb Ha OCHOBE CTaTyCOB MHLUUOEHTOB CTAaTUCTUKY MO UHUMAEHTaM.

10.5.3 NMpuBs3Ka cOObITUN K UHLIUAOEHTY

Bbl MmOXxeTe ynpasnaTb cobbITuAMM Ha cTpaHuue CobbiTuA. 1o ymonyaHuio
Ha Hen oTobparkatloTcs BCe COObITUS, CBA3AHHbIE C rPyNnamMmn akTMBOB, K KOTOPbIM Bam
npegocTaBneH gOCTyn.

B pesynbrtaTe paccrnegoBaHna MHUMOEHTA Bbl MOXETe BbISIBUTb CBS3b
WHUMAEHTA C OOHUM WUIX HECKONbKUMU cOBbITUSMU. Takue cobbITUS BaM HYXHO
npuBA3aTh K UHUUAEHTY.

% YT06bI NPUBA3aTH OAHO UITM HECKOSTLKO COOLITUI K MHUNOEHTY:

1. B rnaBHom mMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUunpeHTbI.
OTkpoeTca cTpaHmua MHUMAEeHTbI.

2.  Hamgute HyXHbIM BaM MHUWOEHT U cKonupynte m3 kosioHkn ID ero
naeHTudukaTop.

3. B rnaBHoMm meHto BbIbepute pasgen CobbiTus.
OTkpoeTcsa cTpaHmua CobbiTuA.

4,  YKaxuTe O4HO UM HECKONBbKO CODbLITUIM B CMNCKE CODLITU N HAXXMUTE
KHOMKy CBA3aTb C UHLUAEHTOM.

MpumeyaHme. Ytobbl BbiOpaTb HECKONBKO COOLITUIA OAHOBPEMEHHO,
yaepxusante knasuwy Ctrl.

OTkpoeTcsa okHO UaeHTUdUkaTop MHUMAEHTA.
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5. Beegoute B okHe WpeHTUUKaTOp MHUMAEHTA CKOMUPOBAHHbLIN
NOEHTUMUKATOP MHLUMAEHTA U HAXXMUTE KHOMKY CBA3aThb.
OAHO 1N HECKONBbKO COOLITUI NPUBA3AHbI K MHUMAEHTY.

10.5.4 3akpbITUe MHUUAOEHTA

Mocne Toro, Kak Bbl 3aBepLUUM paccreaoBaHne nHumaeHTa n ybegmnmce, 4To
nocrneacTevMs  MHUMOEHTa YCTpaHeHbl W pPEeKOMEeHJOBaHHble BamMu Mepbl MO
YCTPaHEHMIO UHLUMAEHTA NPUHATLI, BAM HY>XHO 3aKpbiTb MHUMAEHT. [1pnM 3TOM O4YeHb
BaXXHO, 4YTOObI Bbl COXPaHUM WH(OPMALUIO O NPUHATBIX Mepax Mo MHUMAEHTY B
KapToyke uHUuaeHTa. B ganbHenwem ata nHdopmauus nos3sonuT npenorsBpaTuTb
nosierieHne noAaobHbIX WHUMOEHTOB WM YCKOPUTb pearnpoBaHue Ha noaobHbie
WHUNOEHTbI.

% Yrtobbl 3aKpbITb MHUMOEHT:

1. B rnaBHoM wMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUnpeHTbI.
OTkpoeTca cTpaHmua UHUMAEeHTbI.
BbibepuTte nHUMaeHT B Tabnuue.
Mo ccbinke € HasBaHMEM WHUMOEHTA MepenguTe B KapTOYKy
MHUMAeHTa.

4. B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY M3MeHUTb cTaTyc.
Otkpoetca oOkHO CMeHuTb cTatyc uHUumaeHta <Homep
MHUMOEHTa>.

5. B packpbiBatoLLemMcs cnnucke CMeHbl cTaTyca Bblbepute 3akpbITbIN.

6. B none MpuHATbIe Mepbl nepeyncnuTe, Kakme AOencTBus Obinu
BbINOJSTHEHBI BO BpEMS1 00paboTKM nHUMaeHTa.

7. Ecnu tpebyetcqa, B none KoMMeHTapun yKaXxunte NPUYnHY CMEHbI
cratyca WHUMOeHTa uWnu  Opyryro  uMHoOpMauuio, KacaroLlyrcs
006paboTKn MHUMAEHTA.

8. Haxmwnte kHonky CMeHUTb cTaTyc.

WMHUMOEeHT 3aKpbIT.

w N

10.6 MpocMOTp CTaTUCTUKU MO UHLMAEHTaM

Ona oueHkn 3PPEeKTUBHOCTM paboTbl MO MHUMAEHTaM BaM HeobGxoauMmbl
n3MepsieMble KIYeBble MnokasaTtenu. OTU KIYeBble nokasaTenu MoMoralT Bam
OUeHUTb, ycneBaeTe nu Bbl ob6pabatbiBaTb WHUMAEHTbI, ObLICTPO nNK  Bbl
obpabaTbiBaeTe WHUMOEHTbI, PacTeT WU CHMXAeTCsl KONMMYECTBO He3aKpbITbIX
OnacHbIX UHLUWOEHTOB.

MK Ankey SIEM NG coxpaHsieT kr4yeBble Mokasatenu paboTtbl Mo
WHUMOEHTAM M oTobpakaeT CTaTUCTUKY MO HMM B BMAE AuarpamMm Ha CTpaHuue
CratucTtuka B pasgene MHUMAEHTbI.

K knto4eBbIM Noka3aTensamM OTHOCATCS:

— OWHaMMKa KONMYecTBa HOBbIX MHUMAEHTOB (gnarpamma
Co3faHHble UHUMAEHTDI);

— CKOpOCTb 00paboTkm WHUMAEHTOB 3a Nepuog BpPEMEHMU
(Bnarpamma 3akpbITble MHUMAEHTbI 32 NEepPUOA);

— KONMYECTBO  HE3aKpbITbIX WHUMOEHTOB pPas3HOM  CTeneHu
onacHocTtu (guarpamma HesakpbiTble MHLMOEHTbI MO YPOBHIO
OnacHoCTW);
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— cpegHee Bpemsi YCTpaHeHus uHuuaeHta (naHenb CpegHee
BpeMs YCTPaHeHUs1 UHLMOEHTA).
% YT106bl NPOCMOTPETL ANArpaMmsbl C KIHOYEBbLIMW MOKa3aTeNAMMN:
1. B rnaBHoM wMeHi0 B pasgene WHumAaeHTbl BbibepuTe MyHKT
CraTtucruka.
OTkpoeTcsa cTpaHuya CtaTucTuka.
2. Bbibepute nHTepecyloWmMn Bac KNOYEBOW nokasaTenb paboTbl Mo

WHUMOEHTaM M Ha COOTBETCTBYIOLLEN AuarpaMmMe HaXMuTe ==,
Hag gnarpammon otobpasarca punbTpbl MHUWMOAEHTOB NO rpynnam u
no BpeMeHHOMY nepuoay.

3. B packpbiBatowemcsa cnucke Mo rpynnam Bbibepute nHTEpecytowme
Bac rpynnsl MHUMOEHTOB.

4. Ecnu TpebyeTcs, B pacKkpblBaloLLEMCS CNNUCKE BPEeMEHHOro unbTpa
BbIDepuTE HYXXHOE 3HayYeHne nepuoaa.

Ha pguwarpamme oTobpasunacb AMHaMuMka KonuyectTBa  MHUMAEHTOB
onpenerneHHoro Tuna B BbIGpaHHOM nepuoge.

Ecnv Bbl 3amMeTunu HeoOblYHYI OWMHAMUKY MO KaKOMy-NMbO KIoyeBOMYy
nokasaTeso 3a BblOpaHHbIN nepuog (Hanpumep, 3Ha4YUTErNbHbLIN POCT UMK NageHue
KONM4yecTBa MHUMAEHTOB, CKA4YKOOOpa3Hble N3MEHEHWS KONMYeCcTBa MHUMOEHTOB), Bbl
MOXeTe YBeNnuYMTb COOTBETCTBYIOLIYK Auarpammy Ansa ygobctea npocmoTpa
AaHHbIX.

% UT06bI yBENNYUTL NHTEPECYIOLLYIO Bac Anarpammy:

1. Ha gnarpamme HaXXMUTe KHOMKY YBEeNUYnNTb.

B HOBOM OKHe OTKpoeTCcs yBenuyeHHasa guarpamma.

2. Ecnu tpebyeTcs, nsameHute 3HadeHus (punbTpPOB, HaxaB B JIEBOM

BEPXHEM Yriy AnarpamMMbl KHOMKY ~+-=-.

3. Ha BpemeHHOM wWkKane AuvarpaMmmbl KypCOpPOM MbIWM BblgenuTe
nepuoa, KOTOpbIA HY>XHO npocMoTpeTb 6onee getanbHo. Macwwtad
anarpamMmmbl YBENTMYNTCS.

4. Haxmute kHonky CO6pocuTb MacwTab, 4TOObl BEpHYTLCA K
ncxogHomy macwtaby guarpammei.
MacwTab gnarpaMmbl BEpHETCS K UICXOOHOMY.

5.  Haxmunte KHONKy 3akpbIiTb Ha yBENUYEHHOW Auarpamme, 4YTOObI
BEPHYTbCH K CTpaHuue CTaTUCTUKA.

OTkpbinacbk ctpaHuua CTtaTucTuka.

Ona oueHkn 9dPEEKTUBHOCTM npouecca YynpaBrneHus WHUMAEHTaMu Bbl
MOXeTe MNOCMOTPETb, CKOMbKO B CpedHEeM BpeMeHM TpaTUTCA Ha YCTpaHeHue
NHUMOEHTA.

% YT06bl NOCMOTPETL CpeaHee BpeMs YCTpaHeHUst MHUMAEHTa 3a Nepuoa;:

1. B rnaBHom wMeHo B pasgene WHumaeHTbl BbiGepute MyHKT
CraTtucTuka.
2. Beblbepute naHenb CpenHee BpeMsl yCTpaHeHU MHLMAOEHTA.

3.  Haxmwurte ==,
4. B packpblBaloLEMCS CNNCKe BPEMEHHOIO hmnbTpa BblbepuTe HyXHOe
BaM 3HayeHue nepuoaa.
OT1obpasunock cpegHee BpeMs yCTpaHeHUst MHUMAEHTA 3a 3a4aHHbI Nepuoga.
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10.7 AKCNopT U UMNOPT MHUMNOEHTOB

MK Ankey SIEM NG npepgoctaBnsieT BaM BO3MOXHOCTb OOMeHMBaATbLCA
nHpopmaumnen o6 wuHungeHtax. ObmMeH uHdopmaumen 06 MHUMAEHTaxX MOXeT
NPOVUCXOAUTb BHYTPU TeppuUTOpUanbHO pacnpedeneHHblX cuctem (Hanpumep,
MK Ankey SIEM NG ronosHon opraHusauuun n NK Ankey SIEM NG, oTHocAWMNCS K
NT-nHppacTpykType cetn cdomnunanoB opraHudaumn) unn mexay NK Ankey SIEM NG
W Opyrumm cuctemamu ynpasneHus cobbituamm IT-6e3onacHoctn. Takon obmeH
NO3BOJSISET KOHCONMANPOBATh JaHHbIE MO UHUMOEHTaM U U3BMNekaTb aHanuTUYecKyto
NHopMaLnIo.

Hanpumep, onepatop [MKAnkey SIEMNG B  dunvane  MoxeT
9KCMOpPTMpPOBaTb MHUMAEHTbI M OTMNPaBnATb B FOMOBHOE nogpasgeneHune, 4Tobbl
NONyyYnTb KOHCYyNnbTauuio ©Oonee OnbITHbIX CNeunanucToB, Kak paccrnefosaTtb
CnoxHble nHuMaeHTol. Onepatopsbl MK Ankey SIEM NG B rofiloBHOM noapasgeneHum
MOryT UMMOPTUPOBATbL MHUMAEHTbI U3 dununanos, 4Tobbl copmmupoBaTtb obLiee
npegcrasneHne ob NHUngeHTax B opraHmM3aumm.

10.7.1 AKCNOPT MHLUUNAOEHTOB

Bbl MoxeTe akcnopTupoBaTb MHUMAEHTbI 13 Ankey SIEM B dpopmate JSON
ANS nocnenyowero MMnopTa aTMx UHUNAEHTOB B APYrne CUCTEMbI.

Mpumeyanune. B ognH drann MoxHo akcrioptupoBatb He 6onee 10 000 NHUMAEHTOB.
Ecnn Bbl BbiOpanu 6onee 10 000 nHUMaeHTOB, TO ByaQyT 3KCNOPTUPOBaHbLI NepBble
10 000 MHUMOEHTOB U3 Crncka.

/7

% Yrtobbl akcnopTMpoBaTh MHUNOEHTDI:

1. B rnaBHoM wMeHio B pasgene WHUmAaeHTbl BbiGepuTe MyHKT
NHUMpEeHTDbI.
OTkpoeTca cTpaHmua MHUMAEeHTDbI.

2. Ecnu tpebyetcs, B Tabnuue BbibepuTE OTAENbHBbIE UHLMAEHTHI.

Mpumeyanune. [na Boibopa HECKOMbKMX CTPOK NOAPSA Bbl MOXETE
ncnonb3oBatb knaeuwy Shift, ana BbiIbOpa HECKONBbKMX OTAENbHbIX
cTpok — knasuwy Ctrl.

| MpumeyaHune. Bbl Takke MoXeTe OTUIbTPOBaTb NHLMOEHTDI.

3. B naHenn WHCTPYMEHTOB HaXMUTE KHOMKY JKCMoOpT U B
pacKpbIBLUEMCS MEHIO BbibepnTe AKCNOPT B cTapom c¢hopmare.
OTKpOETCHA OKHO DKCMOPT MHLUAEHTOB.

4. Bblbepute oouH M3 BapuMaHTOB — BCE MHUMAEHTbl 3@ YKa3aHHbIN

nepuvoa nnu BbibpaHHble BaMy NHLUNOEHTbI.

Haxmute kHonky dKCnopTUpoBaTh.

Cuctema ccopmupyet JSON-dparn 1 BbIrpy3UT €ro B JNoKalibHYH

nanky, ykasaHHyto B CBOMCTBax bpay3sepa.

o O
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NMpumeyanne. Ankey SIEM NG dopmmpyetr uma anna c
WHUMOEHTAMX B 3aBUCMMOCTU OT CUCTEMHOMO S3blka MO OAHOMY U3
AByx wabnoHoB: WMHungeHTbl_YYYY-MM-DD hh-mm-ssZ.json unu
Incidents_YYYY-MM-DD hh-mm-ssZ.json, rge YYYY - rog, MM —
mecay, DD — geHb, hh — yacbl, mm — MUHYTbI, SS — CEKYHAbI, Z — 30Ha
UTC. Bpemsa dopmupoBaHus otyeta hh_mm_ssZ ykazaHo B HyNieBOM
YacoBom nosice (GMT+0).

MHUMOEHTbI 9KCNOpTMPOBaHbI U coxpaHeHbl B dpann doopmata JSON.

10.7.2 UMNopT nHUNaeHToB

Bel  moxete wmnoptuposBatb B [1IK Ankey SIEM NG  vHUMOeHTbl B
yHUnumposaHHoM popmate obmeHa — JSON.
% Ytobbl MNOPTMPOBATL UHLMAEHTDI:
1. B rnaBHoM MeHiO B pasgene WHumaeHTbl BblbepuTe MyHKT
MHUnpeHTbI.
OTtkpoeTcsa cTpaHuua UHUMAEHTBI.
2. B naHenun nHctpymeHTOB HaxkmuTte kHornky UMnopT.
OTkpoeTcsa OKHO UMNopT MHLUNAEHTOB.
3. B packpbiBalowemcsa cnucke PacnonoxeHue Bbibepute rpynnbl
aKTUBOB, rae HeobxoaAMMO PacnoOXUTb NHLNOEHTHI.
4. Ecnu TpebyeTcs, ycTaHoBUTe donaxok nepesanucaTb
cyuiecTByHOLWMNE UHLUOEHTDI.

MpumeyaHne. Ecnn onaok CHAT, MHUWAEHTbI C COBMajaroLmm
noeHTnmkaTopom (napameTtpom identification.source.id),
3KCNOPTMPOBaHHbIE W3 pasHbiX cucTeMm, OyayT nMponyLlleHbl B
npouecce nMmnopTa.

5. 3arpyaute dann ¢ nHumgeHTaMmm ogHMM 13 AByx crnocobos:
— nepetawmTe dann B norne;
— HaxmuTe BblOpaTb 1 obaBbTe dann.

NMpumeyaHne. Ecrniv y wumnopTtupyemoro danna WHUMOEHTOB
noeHtndpumkatop gopmara otnmndaetcsa ot JSON nnun coopmaT AaHHbIX
aToro amna HekoppekTHbl, To NK Ankey SIEM NG oTob6pasuTt B
OKHe wumnopTa WHUMOEHTOB oOwubky Banuvgaumm W  BblAenut
HeBanuaHbIM bann KpacHbiM useToM. KHonka MimnopTtuposaTh 6yaet
HeJOCTynHa [0 Tex Nnop, Nnoka Bbl He yaanuTe HeBanuaHble dpansbl.
MakcumarnbHbIn 06beM 0gHOro MmnopTupyemoro gamnna — 512 Mb.

6. Haxmute kHonky AMnopTupoBaThb.
HayHeTca nmnopT uHuMaeHToB. 1o 3aBeplleHuMM MMmnopTa B OKHE
UMnopT mHUMAaeHTOB OTOOpasnTcs MHGopMauus O pesyrnbTaTax
nMnopTa NHUMOEHTOB.
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MpumeyaHne. OkHO UMNOPT MHUMAEHTOB COAEPXWUT 3anucm o
KaXK4oOM MMMNOPTUPOBaAHHOM dhanne, BKoYasa pesynbtaTt mMmrnopta u
KONMM4ecTBO UMMNOPTUPOBAHHbIX WHUMOEHTOB. B cnyyae
BO3HUKHOBEHNS OLLMBKM NpU MMNOPTE MHUMOEHTOB Takne UHLUMAOEHTbI
nponyckatoTca. B konoHke WUmMnopTtupoBaHO UMHUMAEHTOB
oTobpaxkaeTcs KONMYECTBO YCMNELHO UMMOPTUPOBAHHbBIX UHLMAEHTOB
n obluee KONMYECTBO MHUMOEHTOB B hanne. B HWxKHen yactn okHa
oTobpaxaeTcs obLMin NTOr UMNopPTa: KOIMYECTBO MMMOPTUPOBAHHbIX
gannoB,  KONMUYECTBO  UMMOPTUPOBAHHBLIX U NPOMYLLUEHHbIX
WHUWOEHTOB.

7. Haxmunte KHOMKy 3akpbIThb.

NHUMOeHThI NMMNOPTUPOBAHbI B MK Ankey SIEM NG.
MMnopTupoBaHHble  MHUMOEHTbl OTOBGpaXalTCcAa Ha CTpaHuue
UHumnaeHTbI B Tabnvue WHUNOEHTOB no dbunbTpy

UMnopTtupoBaHHble U3 canna.
Obwasa nanka UNBLTPOB AN BCEX MMMOPTUPYEMbBIX WHLUMOEHTOB —
MHUMAEHTbI N0 UCTOYHMKY MMNopTa. NS MMNOPTMPOBaHHbLIX MHUMAEHTOB B Mone

MCcTOYHUK NosiBUTCA 3HAYOK _E

10.8 AkcnopT 3anucen 06 MHUMAEHTaX

HaHHble 06 MHUMOeHTax MOryT OblTb MpeAcTaBneHbl B Buae Tabnuubl B
pasgene UHuupeHTbl. Bbl MoXeTe akcnopTMpoBatb 3anMcu 06 WHUMAEHTax U3
Tabnuubl B hann dopmata CSV, XLSX, JSON nnu XML ansa nocnegytoulero aHanuaa.

BHumanune! CtpykTypa danna popmarta JSSON npu TakomM 3KCNopTe He NoaxoauT Ans
nMnopTa nHumMaeHToB (cMm. pasgen 10.7.2). [Ina nocneayowero uMnopTa MHUMAEHTOB
HeobXoaMMO UCMOoMb30BaTh IKCNOPT B CTapoM hopmate (cMm. pasgen 10.7.1).

% Yrtobbl akcnopTMpoBaTh 3anmcu ob MHUMOEeHTax:
1. B rnaBHoM wMeH B pasgene WMHumaeHTbl Bbibepute MNyHKT
MHUunpeHTbI.
OTkpoeTcsa cTpaHmua UHUMAEeHTbI.
2. Ecnun Tpebyetcqa, B naHenn WHumpeHTbl Bblbepute rpynny
WHUMAOEHTOB.
3. Ecnu tpebyetcs, B naHenn ®dunbTpbl Bbibepute PDQL-3anpoc gns
dunbTpaunmn NHLMAEHTOB.
4. Bblbepute nHunaeHTbl B Tabnuvue.
5 B nmaHenun WHCTPYMEHTOB HaXMWUTE KHOMKY JKCMNOPT U B
pacKpbIBLUEMCSI MEHIO BblbepuTe BapuaHT 3KCnopTa.
6. B oTkpbiBlueMcCA OkHe Bblbepute copmat charvna ana aKcnopta
3anucemn.
7. Haxmnte KHOMKy QKCNOPTUPOBATD.
dann coxpaHeH Ha BalleM KOMMNbloTepe.
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10.9 YoaneHue NHUWAEHTOB

Mpn passeptbiBaHMM U1 3anycke [1K Ankey SIEM NG wmoryT 6bITb
aBTOMATUYECKM CO3AaHbl NTOXHbIE MHUMAEHTLI. Takke Npy aHanuae 1 paccnenoBaHnm
WHUMOEHTOB Bbl MOXeTe OOHapyXuTb, YTO WMHUMOEHTbl Ay6rvpyoTca unm Obinu
3aBeJeHbl B CUCTEME OWKWOO4YHO, Hanpumep, B pe3ynbTaTe HEKOPPEKTHO
cpaboTaBllero npasuna koppensaumn. Taknme UHUMAEHTbI Bbl MOXETe yaansTb — no
OAHOMY UIK rPYMnown.

% YT06bI YOAnMTb MHUNOEHT Unu rpynny MHUMAEHTOB:

1. B rnaBHoM wMeHi0 B pasgene WHumAaeHTbl BbiGepuTe MyHKT

MHUMOEHTDbI.

OTtkpoeTcsa cTpaHuua UHUMAEHTDI.

2. B T1abnuue nHumaeHToB BbIGepuTe OAMH UM HECKOSbKO MHUMAEHTOB.

MpumeyaHne. Bbl MoxeTe BbiOMpaTb HECKOMbKO CTPOK noapsag,
Haxxmmas knasuwly Shift, nm HECKONMbKO OTAENMbHbIX CTPOK, HAXXUMas
knasuwy Ctrl.

Takke Bbl MOXXETE MPUMEHUTb K Tabnmue MHUMAEHTOB UNbTp, YTOOLI
ObICTPO BbIOpaATh U yAanNuTb rpynny MHUMAEHTOB.

3. B naHenun nMHCTpYMEHTOB HaXMUTE KHOMKY YAanuTb U NoaTBepanTe
yaaneHue.

ﬂpumeanMe. Takxke Bbl MOXeTe yaannTb MHUMOEHT U3 €ro KapTO4KK
no KHomMke YaanuThb.

MHUMAEHT nnn rpynna MHUMAEHTOB yAaneHsbl.

YpaneHbl Bce CBsA3aHHbIE C MHUMAEHTOM UMK rPYNnon MHUMOEHTOB A04YepHue
3agayn.

YpganeHbl BCe CBSI3W WMHUMAEHTA WNW TPYNNbl UHUWMOEHTOB C  OPYrMMM
CYLLIHOCTSIMW (Camu CYLLIHOCTW Npy 3TOM He yaansatTcs).

YaaneHHbIn MHUMOEHT Uy rpynna UHUNMOEHTOB UCKITOYEHbl U3 CTaTUCTUKKU U
bonblue He oTobpaxatoTcs Ha gawbopaax.
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11 OnepaTuBHaa HaCTpPOMKa aHann3a AaHHbIX

Mo pesynbTataM paccrnenoBaHUs WHUMAEHTOB oOnepaTtop MOXET BHECTU
N3MEHEHUS B TabNMYHbIE CMMCKKU, 3aNyCTUTb, OCTAHOBUTL MpaBuna Koppensauumn unm
oboraLiueHus.

11.1 PaboTa ¢ TabrIMYHbLIMU CNUCKaMU

TabnunyHbIA CANCOK — ABYMEPHbLIM MAacCMB AaHHbIX, XPaHALWMNACA B NamsTm
MK Ankey SIEM NG »n gOCTynHbIM ANS MCNONb30BaHUA B NpaBuiiax Koppensuum m
npasunax oboraweHus.

PekomeHgauumn no co3gaHuio, pegakTUPOBAHUIO U 3aNOSTHEHUIO TabnmnyHbIX
cnuckoB Tuna «CnpaBoYHMK» NpeacTaBneHbl B pasgene 17.13.1.

KntodeBasi KOMIOHKa — 3TO KOSIOHKA, 3HayeHUs B KOTOPOW SIBNSAKOTCA
noeHtudmkaTopamm 3anucer TabnuyHoro cnmcka. Ecnu  KnodeBbIX  KONMOHOK
HEeCKOmnbKo, TO 3anucb WOEHTUMULMPYETCA MO COBOKYMHOCTU 3HA4YeHUW BCeEX
KNHOYEBbBIX KOJTOHOK.

PaboTtaTb ¢ TabnnyHbiMKM CnuUcKamMu Bbl MOXeTe Ha cTpaHuue TabnuyHble
CMUCKKU. B 3aBNCMMOCTM OT Ha3Ha4YeHus CyLLECTBYIOT criegytoime Tunbl TabnnyHbIX
CMUCKOB:

— OdaHHble 00 aKkTtMBax — npefHasHayeHbl AN XpaHeHus
WHopMauuen o6 akTmBax, WCMNOoNb3yeMon B npaBunax
oboralleHnsa n koppensaumn. 3anonHaTCs 4aHHbBIMU U3 MO4ENN
aKTMBOB M aBTOMaTU4eckn OOHOBAAKTCA MpU WU3MEHEHUU
COCTOSIHUSI aKTUBOB;

— 3anosHATCA NpaBUiaMn KOPpPEenauMM — npegHasHayeHbl Ans
XpaHeHUs OaHHbIX, UCMorb3yeMblX B NpaBunax oboraweHust un
Koppensumn. 3anonHaTcsa aBTOMaTUYECKN MPU BbINOMHEHUN
npasun koppenauun. Bbl MoxeTe BpyYHyro A06aBUTbL unu
N3MEHNTb 3anucyn B TabNMYHbIX CNUCKax, BbIMOAHUTL UMMOPT
AaHHbIX 13 danna dopmata CSV mnu ounctutbe TabANYHbLIN
CMUCOK;

— 3anonHaTCa npaBunaMmm oboralleHnsa — npegHasHayvyeHbl Ans
XpaHeHUs OaHHbIX, UCMOoMb3yeMblX B MpaBuinax oboraweHust u
Koppensumn. 3anonHaTCs aBTOMaTUYECKN MPU BbINOSTHEHUN
npasun oboraweHna. Bbl mMoxeTe BpydHyto [06aBuUTb unn
N3MEHNTb 3anucyn B TabNMYHbIX CNUCKax, BbIMOAHUTL UMMOPT
AaHHbIX 13 danna dopmata CSV mnu ounctutbe TabANYHbLIN
CMNCOK;

— CNpaBOYHUMK — MpedHasHayeHbl Af9 XpaHeHUs CrpaBOYHOM
WHpopMauuKn, ncnonb3yemon B MpaBunax oboraweHns wu
Koppenauun. Uepes BebG-uHTEpPdEnc
Ankey SIEM NG Knowledge Base Bbl MOXeTe BpPY4YHYHO
nobaBnTb UNM U3MEHUTb 3anucu B TabnuyHbIX CAUCKaX,
BbIMOSTHUTL UMMNOPT AaHHbIX M3 d¢anna cdopmata CSV wunu
OYUCTUTb TabNMYHbINA CMIUCOK.

Bbl MOXeTe BbINOMHUTL 3KCMOPTUPOBATL 3anucu M3 noboro TabnuyHoro
cnncka B chann popmata CSV, XLSX, JSON mnnu XML.
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11.1.1 NMNowuck 3anuceun ¢ nomouwbio PDQL-3anpoca

Bbl MoxxeTe ncnonb3oBaTb 3anpockl Ha sa3bike PDQL, 4To6bI nckaTb 3anucu B
TabnnyHbIX cnmckax. 3anpocbl MOXHO co3faBaTb C MOMOLUBK AaHHbIX U3 s4eek
TabnnyHbIX CMUCKOB 1 BPYYHYIO.

< YT06bI HanMTM 3anucu B TabnMyHOM CNUCKE C MOMOLLBI [aHHbIX W3
AYeex:

1. B rnaBHom meHwo B pasgene CO6op AaHHbIX Bbibepute MNyHKT
TabnunyHble cNUCKMU.

OTkpoeTca cTpaHmua TabnuyHble CNUCKN.

2. Ecnu ycTtaHOBNEHO HECKONbKO KOHBEWEepOB 06paboTkm cobbiTun, no
CCblSike BblbepuTe KOHBEKEP.

3. B naHenu TabnuyHble cnUCKKU BbiGepuTe TabNUYHbIN CIMCOK.

4. Bbibepute Bknagky 3anucm.

OTKpoeTca TabnNUYHbIN CNINCOK.

5. B TabnuyHom cnmMcke MO CCbifike C nogyYepkMBaHMeM BblbepuTe
3HayeHue B s4enke (Hanpumep, TUN WnudpoBaHus).

6. Bo BcnnbiBawLeM OKHe BbibepuTe yCcnoBme novcka.

Ycnosue noucka 6ynet pobasneHo B PDQL-3anpoc Hag TabnuyHbim
CMUCKOM.

B TtabnuyHom cnncke oTobpakaloTca 3anucu, COOTBETCTBYIOLLME YCIOBUIO
PDQL-3anpoca.

% YT10ob6bl BPYYHYIO N3MEHUTL CYLLIECTBYIOLLIEE YCIOBME MOMCKa 3anvcen B
TabnuyHom cnucke:

1. Hapg tabnuyHbiM cnnckoMm Haxmute <Ycnosue PDQL-3anpoca>.
OTtkpoeTcsa BennbiBatowee okHo ¢ PDQL-3anpocom. B none SELECT
yKa3aHbl KOFNIOHKM TabnMYHOro cnucka.

2. B none ®unbTp BBEAUTE YCrosue unbTpaumm Ha a3bike PDQL (cwm.
AokyMeHT CuHTakcuc a3bika PDQL).

3. Ecnu tpebyetcs, B packpbiBatowemcs cnncke ORDER BY Bbibepute
KOMOHKY, MO KOTOpOW OydeT OTCOPTUPOBAH pe3ynbTaT BbINOSHEHWS
3anpoca, 1 no CCbifIke C noagvyepkmBaHnem BbibepuTe HanpasBneHue
COPTMPOBKMW.

Mo ymonyaHuio 3anucy B TabrMYHOM CMNMCKE OTCOPTUPOBaHbLI MO
BPEMEHW NocnegHero N3MeHeHUs OT HOBbIX K CTapbIM.

4.  Haxmute kHonky NMpumMeHuTb.

Ycnosue noucka 3anmcend B Tabnu4HOM CMMCKe U3MeHeHo. 3anucu
TabnnMyHOro cnmucka HangeHbl U OTCOPTUPOBAHbI B COOTBETCTBUM € ycnosuamu PDQL-
3anpoca.

11.1.2 3KcnopT 3anucen n3 TabsIMYHbIX CNIUCKOB

% YT06bI 3KCNOPTUPOBATL 3aNMCK N3 TabNNYHOro cnucka:
1. B rnaBHoM MeHo B pa3gene COOp AaHHbIX BbiObepuTe MyHKT
TabnuyHbie cNUCKMU.
OTkpoeTcs cTpaHuua TabnuyHble Cnncku.
2. Ecnu yctaHOBNEHO HECKONbKO KOHBENepoB 06paboTkM COOLITUIA, MO
CCblIfike BblibepuTe KOHBENEp.
B naHenn TabnuyHble cnucku BoibepuTte TabrnMyHbIA CINCOK.
BbibepuTe Bknagky 3anucu.
Ecnu Hy)XHO aKkcnopTUpoBaTh OTAENbHbIE 3anMcy TabrMYHOro CNuckKa,
BblOEpunTE CTPOKM C 3TUMM 3aANUCAMM.

ok ow
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MpumeyvaHune. [Ins BbibOpa HECKOMbKMX CTPOK MOAPSA Bbl MOXeETe
ncnonb3oBatb knasuwy Shift, ana Bbibopa HECKONbKNX OTAENbHbIX
CTPOK — knasuwy Ctrl.

6. B naHenu WHCTPYMEHTOB HaXMWUTE KHOMKY JKCNOPT U B
packpbIBLLEMCS MEHIO BbibepuTe BapmaHT 3KcrnopTa.
7. B oTkpbiBleMcA oOkHe Bblbepute copmaTt cpavna ana akcnopTa
3anucen.
8. Haxmunte KHOMKy QKCNOPTUPOBATD.
dann coxpaHeH Ha BalleM KOMMNbITEpE.

11.1.3 AMnopT AaHHbIX U3 hanna chbopmara CSV

MopoepxunBaetTca UMMNOPT AaHHbIX U3 dpannoB opmata CSV B KogUpOBKe
UTF-8. B nepBon cTpoke (hanna Hy>KHO yKkasaTb HauMeHOBaHNA KONTOHOK, B Ka4ecTBe
pasgenutenst AaHHbIX B CTPOKE HY>KHO MCMONb30BaTh TOYKY C 3andTom (;).
dann gnsg umnopTa JOSMKEeH coAepXaTb 3Ha4YeHUs ANS KNHYeBbIX KONOHOK
TabnunyHoro cnucka. 3HavyeHus s4Yeek OO0SMKHbl YAOBMNeTBOpATb TpeboBaHMaAM: Ans
Tna gaHHblx DateTime — pgaTta gormkHa Haxooutbcs B MHTepBane ot 1970-01-01
00:00:00 po 2106-02-07 06:28:15; pna Number — 4yucno OOMMKHO HaxoaUTbCS B
nHTepBane ot —-9223372036854775807 po 9223372036854775807; aona String -
ANNHA CTPOKM He AomKHa npeBbiwaTtb 16 382 cumeoros (65 531 6anT).
% YT06bI BBINOMHUTL MMMOPT AAHHbLIX B TaOMWYHbIA CMIMCOK ANS NpaBun
KoppenaumMm nnu odboraleHus:
1. B rnaBHom meHwo B pasgene CO6op AaHHbIX Bbibepute MNyHKT
TabnuyHble cnUcku.
OTkpoeTcsa cTpaHmua TabnuyHbie CNUCKN.
2. Ecnu yctaHOBRNEHO HECKONbKO KOHBeNepoB 06paboTku cobbITUKI, MO
CCbISiKe BblIbEpUTE KOHBEWED.
3. B naHenu TabnuyHble cnUCKU Bblbepute TabnuyHbIA CNMCOK ASS
npaBun Koppenauum nnm oboraleHuns.
Beibepute Bknagky 3anucu.
Haxmute kHonky UMnoprT.
B oTKpbIBLLEMCS OKHE MO CCbISIKE BbIOpPaTbh YKaXXUTe pacronoxeHue
dranna ¢ gaHHbIMK ONS uMmnopTa.

oo b

Mpumevanne. [na Bbibopa danna C AaHHbIMKM  Bbl  MOXETE
nepetawuTb ero B okHo Umnopt TabnuyHoro cnucka B obractb
3arpy3uTtb chann CSV.

7. Haxmute kHonky AMnopTupoBaThb.
8. [lpu nosiBneHun coobuleHns o6 OKOHYaHWW npoueaypbl MMMopTa
HaX>XMUTE KHOMKY 3aKpbIThb.
[aHHble mMmnopTMpoBaHbl. CTPOKM C YHUKanbHbIM 3HAYEHWEM KIHOYEBbIX
KONOHOK fobaBneHbl B KOHey TabnuyHoro cnucka. CTpOKM C CyllecTBYKOLWUMU B
TabnnyHoM cnmncke 3HaYeHNAMU KINOYEBbIX KONTIOHOK Nepe3anmncaHsbl.
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11.1.4 NJo6aBneHue 3annucu B TabNNYHbLIN CINCOK

R/

% Yrtobbl 406aBUTL 3annCb B TabNNYHbLIA CANCOK ANs NpaBun oboralleHuns
NN Koppensaunmn:
1. B rnaBHoM MeHo B pa3gene COoOp AaHHbIX BbibepuTe MyHKT
TabnuyHble CNUCKMN.
OTkpoeTcsa cTpaHmua TabnuyHbie CNUCKN.
2. Ecnu yctaHOBMNEHO HECKONbKO KOHBENEpoB 06paboTku CoBbITUI, MO
CCbISiKke BblibepuTe KOHBEWEp.
3. B naHenn TabnuyHble cnUCKKU BbiIGepuTE TabNIMYHBIN CAMCOK AN
npasun Koppenauun nnm oboraweHus.
BbibepuTe Bknagky 3anucu.
Haxmute kHonky PepgakTtupoBaTb coaepXumoe.
B oTkpbiBlIEMCS OKHe Bblbepute BapuaHT lpuocTtaHOBUTL Bce
CBfi3aHHble NpaBusa 1 HaxxMmuTe KHonky [anee.
B naHenun MHCTpyMEHTOB BKNaaku HaXmmuTe kKHonky [lo6aBuTb.
B no6aBneHHON CTpOKe 3amnofHUTE S4Yeliku B COOTBETCTBUM C TUMOM
[aHHbIX KOSIOHOK TaBsIMYHOro cnucka v Haxmute V.
9. B HWKHEM YacTM BKMagKM HaXMUTEe KHOMKY 3aKOH4YUTb
peAakTupoBaHue.
3anucb gobasneHa B TabNMUYHbINA CINCOK.

R

© N

11.1.5 YpaneHue 3anucen U3 TabriMyHOro cnucka

< YT06bI yOanuTb 3anucu n3 TabnuyHoro cnmcka Ans npasu Koppenauumn
nnun oborawleHus:
1. B rnaBHom meHwo B pasgene CO6op AaHHbIX Bbibepute MNyHKT
Tabnu4Hble cnUcku.
OTkpoeTcsa cTpaHmua TabnuyHbie CNUCKN.
2. Ecnu yctaHOBRNEHO HecKomnbko KoHBenepoB 06paboTku cobbiTum, Nno
CCbISiKe BblIbEpUTE KOHBEWED.
3. B naHenu TabnuyHble cnUCKU Bblbepute TabnuyHbIA CNMCOK ASS
npaBun Koppenauum nnm oboraleHuns.
Beibepute Bknagky 3anucu.
HaxxmuTe kHONKy PegakTtMpoBaTtb cofgepXxumoe.
B oTkpbiBlweMca okHe Bbibepute BapuaHT lpuoctaHOBUTHL BCce
CBfi3aHHble NpaBusa 1 HaxxMuTe KHonky Janee.
7. BbibepuTe o4HY NN HECKONBLKO 3anucemn.

oo b

MpumeyvaHune. [Ins BbibOpa HECKONbKUX CTPOK NOApsi4 Bbl MOXETe
ncnonb3oBatb knasuwy Shift, ana BblIbOpa HECKONBKUX OTAENbHbIX
CTpoK — knasuwy Ctrl.

8. HaxmwuTte kHoMKy YaanuTb 1 noaTBeEpauTe yaaneHve.
9. B HWwkKHeW YacTu BKNAAKM HaXMUTE KHOMKY 3aKOHYMUTb
penakTupoBaHue.
3anvcy yaaneHbl U3 TabnmnyHoro cnmcka.

170



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

11.1.6 OuncTka TabnmMyHoOro cnucka

% Yt06bl YypanuTb BCe 3anucn M3 TabnuyHoro cnucka Ansi npaswn
oboraleHnsa nnn Koppensiumm:
1. B rnaBHoM MeHo B pa3gene COoOp AaHHbIX BbibepuTe MyHKT
Tabnu4yHbie cnUcku.
OTkpoeTcsa cTpaHmua TabnuyHbie CNUCKN.
2. Ecnu yctaHOBMNEHO HECKONbKO KOHBENEepoB 06paboTkm COBbLITUI, MO
CCbISiKke BblibepuTe KOHBEWEp.
3. B naHenn TabnuyHble cnUCKKU BbiIGepuTE TabNIMYHBIN CAMCOK AN
npasun Koppenauun nnm oboraweHus.
4. Bbibepute Bknagky 3anucm.
5 Haxmute kHoOnky O4YMCTUTBL TaGNUYHLIN CNUCOK U MNoaTBeEpauTe
OYUCTKY.
Bce 3anucu yaaneHbl n3 TabnmyHoro cnucka.

11.2 BknroyeHne U OTKIIKOYEHME NpaBus Koppensuum
n oboraweHusa coobITUn

Koppenauua cobbltun - 3TO  npouecc obHapyxeHuss  cobbITui
MHopMaUnoHHon 6e3onacHOCTM NyTEM aHanmMsa MnoToka HOpMarnmM30BaHHbIX
cobbiTnin. MNpn oBbHapyxeHun B MOTOKE COOLITUW Takou KX MnocrnefoBaTeribHOCTY,
KOTopas ykasaHa B YCrOBMM OOHOIO M3 3apaHee HaCTPOEHHbIX NpaBui KOPPENaLuM,
perncTpupyeTcs KoppensaunoHHoe cobbiTue.

O6oraweHne cobbITM  —  3anofiHEHME MOfIem  HOPMAariM30BaHHbIX,
arpermpoBaHHbIX N KOPPENSUMOHHBIX COObLITUI COrfacHO npasuinamMm oboraweHus.
Mona 3anonHATCA OaHHbIMW, YKas3aHHbIMM B NpaBune oboraweHuss  unm
NosTly4eHHbIMWN U3 TabNNYHbIX CMUCKOB.

Ha ctpanuue lMpaBuna koppensauunm Bbl MOXETE BKMNOYATb U OTKMAOYaTb
npasuna koppenauum cobbiTun, Ha cTpaHuue lMpaBuna oboraweHua — npasuna
oboraLleHus coobITUN.

11.2.1 OTKnoYeHUe npaBuna Koppensuum

Bbl MOXxeTe oTknovaTb npaBuna Koppenaumm co ctatycamu «BkntoveHo» un
«lpnoctaHoBnNEHOY.
% YT06bI OTKMOUYNTL NPABUIIO KOPPENALINN:
1. B rnaBHom meHw B pasgene CO6op AaHHbIX Bbibepute MyHKT
MpaBuna koppensuuu.
OTkpoeTcsa cTpaHuua MpaBuna koppensauuu.
2. Ecnu yctaHOBMNEHO HECKONbKO KOHBeNepoB 06paboTkn cobbITUI, MO
CCblIfike Bblibepute KOHBENEP.
3. B naHenu Cnucok npaBun Koppensiuum Bblbepute OAHO WUnK
HECKOSbKO NpaBwn.

Mpumeyanune. [1ns Bbibopa HECKOMbKMX NMpaBuni NOApPSa Bbl MOXETE
ncnonb3oBatb knasuwy Shift, ana BblIbOpa HECKONBKMUX OTAENbHbIX
npaswun — knasuwy Ctrl.

4. B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY OTKMIOYUTD.
MpaBnno Koppensauum oTKMYeHo, KOHBeep He OyaeT NCnonb3oBaTh ero Ans
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Koppensaunn cobbITUN.

11.2.2 BknroyeHue npasusa Koppensiumm

Bbl MoXeTe BKnoyaTb npasBunia koppensauun co crtatycom «OTKIYEHO» U
«[lMprocTtaHoBneHO».
< YT06bI BKIOUYNTL NPaBUIO KOPPENSLUMK:
1. B rnaBHoM MeHo B pasgene COoOp AaHHbIX BbibepuTe MyHKT
MNMpaBuna koppensauuu.
OTkpoeTcsa cTpaHuua lNMpaBuna koppenauuum.
2. Ecnu yctaHOBMNEHO HECKONbKO KOHBENEpPOB 06paboTkn CoBbLITUI, MO
CCblfike Bblibepute KOHBENEP.
3. B naHenn Cnucok npaBun Koppensiuuu BbiOepute OOHO unu
HECKOJSbKO NpaBwus.

MpumeyvaHune. [Insa Bbibopa HECKONBKNX NpaBun Noapsa Bbl MOXETE
ucrnionb3oBatb knasuwy Shift, ana BbiIbOpa HECKONBKMUX OTAESbHbIX
npasun — knasuwwy Ctrl.

4. B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY BKNounThb.
MpaBuno koppensiuMm BKMAKOYEHO, KOHBENEpP HaYHEeT MCMonb30oBaTb €ro AN
Koppensaumm cobbITui.

11.2.3 OTKnoYeHue npasuna odoraweHus

Bbl MoXeTe oTkntoyaTb NpaBunia oboraleHnsa co CTaTyCcom «BKoueHoy.
% Yrtobbl OTKNIOUNTL NpaBmio oboraleHus:
1. B rnaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
NMpaBuna oboraweHus.
OTkpoeTtcsa cTpaHuua lNMpaBuna ob6oraweHus.
2. Ecnu yctaHOBNEHO HECKONbKO KOHBENEPOB 06paboTkm COOLITUI, MO
CCblSiKe BblbepuTe KoHBeuep.
3. B naHenn Cnucok npaBun ob6GoraweHus Bbibepute 0OHO unU
HECKOJNbKO NpaBun.

MpumeyvaHune. [1nsa Bbibopa HECKONbKNX NpaBun NoApS Bbl MOXETE
ncrnonb3oBatb knasuwy Shift, ana BblIbOpa HECKONBKUX OTAENbHbIX
npasun — knasuwwy Ctrl.

4. B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY OTKNIOUUTD.
MpaBwuno oboralleHnst OTKNoYeHo, KOHBenep He ByaeT ucnonb3oBaTth ero Ans
oboraLleHuss cobbITUN.

11.2.4 Bknro4yeHue npaBusna odoraweHus

Bbl MOXeTe BknoyaTb NpaBuna oboraweHnsa co ctatycom «OTKITHYEHOY.
% YT006bI BKNIOUNTL NpaBmno oboralleHus:
1. B rnaBHoM MeHo B pa3gene COOp AaHHbIX BbiObepuTe MyHKT
MpaBuna oboraweHus.
OTkpoeTtcsa cTpaHuua lNMpaBuna ob6oraweHus.
2. Ecnu ycTtaHOBNEHO HECKONbKO KOHBENEPOB 06paboTkM COOLITUI, MO
CCblIfike Bblibepute KOHBENEP.
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3. B naHenu Cnucok npasun obGoraiieHus Bbl6epVITe Oa4HO Unn
HECKOJIbKO MpaBwIl.

Mpumeyvanune. [na Bbibopa HECKOMBKNX NpaBun Noapsia Bbl MOXeETe
ncnonb3oBatb knasuwy Shift, ana Bbibopa HECKONbKNX OTAENbHbLIX
npasun — knasuwwy Ctrl.

4. B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY BKNOYNTD.
MpaBuno oboralleHns BKMOYEHO, KOHBEWEP HAYHET UCNoNb3oBaTb ero Anis
oboralleHus coobITUN.

11.3 NMNouck nHankaTopoB KOMNpomMeTauum B
CcoObITUAX

B INK Ankey SIEM NG npegycmoTpeHa BO3MOXHOCTb:

— PeTpOCneKTUBHON MNPOBEPKU MOSyYEHHbIX paHee cobblTui Ha
HanuuMe B HUX MWHOMKATOPOB KOMMpOMeTauuv Mo AaHHbIM
TabnMYHbIX CMMCKOB;

— OTCnexuBaHus MHONKaTOpPOB KomnpomeTauum B
HOPManM30BaHHbIX COObITUSX;

— oboraileHna cobblTUS KOppenauMm B pexume peasribHOro
BPEMEHN MHpopMaLmnen 0 HaNUYMM B HUX MHOMKATOPOB.

NHugunkaTtop komnpomeTtauum (Indicator of Compromise, 10C) — aT0 npusHak
nogo3puUTENbHON aKTUMBHOCTM WU BpedoHOCHOro obbekta B WT-uHpacTpykType
opraHusauun; Takue npu3Hakm MOryT ykasbiBaTb Ha pasBuUTME 3M0YMbILLSIEHHUKaMM
aTaku. MIHgukatopamm KomnpomeTauun MOryT BbICTynaTb ip-agpeca, AOMEHbI, X3Lu-
CyMMbI BPEOOHOCHbIX dpannos, url-agpeca, e-mail agpeca v T.4.

Ob6napaHne ceegeHnamm o6 loC no3BonserT:

— [ONOSHATH HOpManM3oBaHHbIE COOLITUS N COObITUSA KOpPPEnALMK
nHpopmauuen o6 1o0C;

— co3gaBaTb NpaBuna Koppensuum, ucnonb3yluwme gaHHble 06
loC;

— NPOBOAUTbL PETPOCMEKTUBHBLIA aHanM3 Mo CyLEeCTBYHOLUM
cobbITMAM ANSA aHann3a COCTOSAHUSA CUCTEMbI.

M3 noTtokoB AaHHbIX (PMAOB), coaepKalmx WHAMKATOPbI KOMMpOMeTauuu,
KoTopble nocTtynatoT B Ankey SIEM NG, MOXHO Nony4nTb cnegyoLyo MHopmaumio:

— BpemeHHble MeTKM (timestamps) - akTyanbHOCTb Yrpo3bl B
HacTosiLee BpemMs, npuoputesaumsa coboitus Ub,

— Score - YACroBoe 3HavYeHne, KOTopoe OTpaxaeT BPeJOHOCHOCTb
IOC.

— WHdopmauus o BMoO (knacc, CEMENCTBO,
rpynnupoBka)/Malware class (family, group) - nepsuyHoe
npegcrasneHne ob yrpose, NpMHSATME COOTBETCTBYIOLNX Mep.

[Ona peTpocnekTMBHOMW MPOBEPKM MOMyYEHHbIX paHee CcoObITMn Ha
NHONKATOPbl KOMMPOMETAaLMM HY>KHO CO3a4aTh 3afady Ha NpoBepKy COObITUI C O4HUM
n3 npodunen moayns batcheventsearch.

Ona mogyna cosgaHbl CTaHAapTHbIEe NpouUnu Ans npoBepku COObITUK MO
AaHHbIM penyTauMOHHbIX TabMMYHbIX CMIUCKOB:

— 10C search for IP addresses — onga nposepku no IP-agpecam
13 TabnnyHoro cnucka replistip;

173



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

— 10C search for URLs — pana npoBepks no agpecam wnu
MMEeHaM [JOMEHOB U3 TabnuMyHoro cnucka replistMasks (c
ycnosuem cootBeTcTBua url_match);

— 10C search for hash values — ana npoeepku Mo 3Ha4YEHUAM
KOHTPOJSIbHbIX CyMM dhannos n3 TabnuyHoro
cnuvcka replistHashes. Takxe ncnosnb3yeTcs TC
repListHashesManual onsa py4HOro 3anonHeHus.

— 10C search for domain names — gns NpoBepkn No agpecam
UM MMeHam OOMEHOB M3 TabnuyHoro cnucka replistMasks (c
ycrnoBsmem cooTBeTcTBUA host_match)

Ha ©6ase 9Tux craHaapTHbiX npodwunen  BO3MOXHO  CO3JaBaTb
nonb3oBaTenbCckne Npodunu.

11.3.1 Cnoco6bl Nony4YeHUss UHOUKATOPOB KOMMpPOoMeTaLum

B Ankey SIEM NG npegycmoTpeHbl gBa crnocoba nonyyYyeHus MHOUKaTopoB
KOMMpomeTaunmn:
1. ABTOMartMyeckoe 3anofHeHue penyTaumOHHbIX CIMCKOB C MOMOLLbLIO
CTOPOHHUX CEPBMCOB MOMYYEHUA UHONKATOPOB KOMMNPOMETaLMW.
B Ttekywen Bepcun Ankey SIEM NG BO3MOXHO aBTOMaTMyeckoe
3anornHeHve TabnnYHbIX CNUCKoB repListlP, replListMasks,
repListHashes.

Ana Toro, 4Tobbl aBTOMaTMYECKM 3anofHATb TabnuyHble CrnCKK
WMHOMKaToOpaMu KoMrnpomeTauumm, Heobxogumo nogknoumtb Ankey
SIEM NG Kk cneumann3MpoBaHHOMY CTOPOHHEMY cepBuUCYy Ons
nosiydeHnss NOTOKOB [aHHbIX (bnaoB), copgepkawux WHOMKaTOPbI
KoMrpomeTaumu.

2.  Py4Hoe 3anonHeHue TabnuyHblx cnuckoB Tnna « CnpaBoYHUKY.
B Tekywen Bepcum Ankey SIEM NG noctaBnsieTcss oguH CnpaBOYHMK
Ana 3anosiHeHnsa BPYYHYO — replistHashesManual — co 3HayeHnAMU
KOHTPOJIbHbIX CyMM (pannos. Npu 3anonHeHun TabnuyHOro crvcka
Ans ucnonb3oBaHust ¢ mogynem batcheventsearch Heobxogumo,
4TOObI ObINa 3anonHeHa XoT4a 6bl 04Ha U3 KOFIOHOK C X3aLlaMu.

11.3.2 Co3paHue 3agaym Ha NPoOBepPKYy COObITUN

% YT06bI CO3aaThb 3aga4vy Ha NPOBEPKY COOLITUIA AN NOMCKa UHOUKATOPOB
KOMMpomeTaunn:

1. B rnaBHoM mMeHo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaum.
OTkpoeTca cTpaHvua 3agaym no co6opy AaHHbIX.

2. B naHenun WHCTpyMeHTOB Haxmute kHOrnky CospmaTtb 3apayy v B
packpbiBLUEMCHA MeHI0 BbibepuTe NyHKT NMpoBepka cobbiTnn Ha 10C.
OTtkpoeTcsa cTpaHuua Co3paHue 3agavm Ha NPOBEPKY COObLITUMN.

3. B none HazBaHue BBeanTe HasBaHWe 3agauu.

4.  Ecnv HyXXHO HacTpouTb NPOUNb, HAXKMUTE ﬁ, B OTKPbIBLLUEMCSI OKHE
n3meHnTe napameTpbl npodunsa (pucyHok 11.1) U HaXMUTE KHOMKY
CoxpaHuUTb.
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MNapameTpel npoduna x

Bxopsuiue gaHHbIe

CobbiTHA

@UNLTP coBLITUI object.hash !'= null and correlation_name = null

BcTaBuTb YCNOBME M3 COXPaHEHHOMD 3anpoca

Mmy6uxa nposepky  3a nocnefgHue 7 gueit () fo npegbigyliero sanycka

ByoyT NpoBEpeHbl BCE HOBbIE COGLITHA, 3 TaKKe NepPenpoBepeHbl coObITMA 3a BoIGpaHHbIR Neprog.

wunhrpauuﬂ Mo AaHHBIM U3 TA6NWYHOTO CNMCKa

TabnuyHbIiA CNUCOK repListHashesManual v

CopnepkuT konoHku @ _last_changed (datetime), id (string), hash_md5 (string),
hash_sha256 (string), hash_shal (string), score (number), time_last_seen
(datetime), time_first_seen (datetime), threat_type (string), source (string),
description (string)

Mcnonb30EaTh TONBKO YacTb TaGNWYHOMD CIMCKE

hash_sha256 !'= null

Mona cobbITHA object.hash ‘
KonoHKW TaBnMuHOro cnucka ‘ hash_sha256 X ‘
YcnoBMe COOTBETCTBUA ‘ Mo yMon4aHuio (coBNageHne 3HayeHmnin) v ‘

COOTBETCTEMEM CUMTAETCA COBMafeHWe 3HAUEHWA NGOro M3 BblGpaHHbIX Nonei cofbiTUA CO 3HAUEHHEM B
NG00 M3 BbIBPaHHBIX KONOHOK TaBNWUHOTO CNMCKa

*  (OCHOBHbIE MapaMeTPbl KOPPENALMOHHOTO CoBBITHA

Bpems (@) YCTaHOBWTb W3 Bpemeni coBbiTha (event_src.time)

() YcTaHoBMTb No BpemeHy cpabaTbiBaHis Npasuna NpoBepKu

category.generic | 3HavyeHune v‘ Suspicious |

PucyHok 11.1 — lNpumep 3anonHeHna napameTpoB Npodounsa
|OC search for hash values ¢ ucnone3oBaHnem TabnuyHoro cnucka replistHashesManual

5. B packpbiBatowemcsa cnucke Konnekrop Bbibepute Konnektop ong
paboTbl 3agayn.
6. Ecnu HyXHO HacTpouTb Nepuoauvyeckui 3anyck 3agayu, B Onoke
napameTpoB PacnucaHue BKNIOYNTE U HACTPOWUTE pacrnmcaHue.
7. Haxmunte kHonKy CoOXpaHUTb.
3apava cosgaHa.

11.3.3 NapameTpbl moaynsa batcheventsearch

Moaynb npegHasHadeH Ons MPOBEPKM MOSyYeHHbIX paHee CcoObITUM Ha
HanuuMe B HUX WMHOUKATOPOB KOMMpOMeTauun, ykasaHHbIX B OOHOM M3 TabnU4YHbIX
cnuckoB. MNpu BbINONTHEHUN NPOBEPKN MOAYNb OTOMpPaeT HOBble COBLITUS (M COObITUS,
nony4YeHHble 3a YKa3aHHbI Neproa), CoOOTBETCTBYOWME yYkadaHHOMY PDQL-3anpocy.
Ans kaxgoro oTtobGpaHHOro cobblTs MOOynb NPOBEPSIET YCrOBME COOTBETCTBUSA
AaHHbIX B NONAX COObITUS AaHHBIM YKa3aHHOrO TabrIMYHOro Cnucka v Npy BbiMOSTHEHUN
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YCITOBUSA PErUCTPUPYET OOHO UITN HECKOSTbKO KOPPESALNOHHBIX COObITUN.

MapameTpbl MOAYNA COXPaAHATCA B NPOUNAX.

Bbl  MoOXeTe  u3MeHATb  napameTpbl  Npoduns  Npy  CO34aHuM
Nnofib30oBaTENIbCKOro Npoduna unu 3agayn Ha npoBepKy cobbITuin. [Na HacTPOWKK
npocuns B okHe MapameTpbl npoduna OCTYMNHbI Cneayowme 3NeMeHTbI:

— KoHBenep o6paboTkm coObITUM — pPaACKPbIBAKOLMINCS CMMUCOK
ansa  Bblbopa KoHBerepa, CobbITUS KOTOpPOro Heobxoammo
NpOBEPUTD;

— PunbTp cobbITMK — none Beoga PDQL-3anpoca;

NMpumeyaHne. [lo ccobinke BcecTtaButb ycnoBue U3
COXpaHeHHOro 3anpoca Bbl MOXeTe BblbpaTb 3anpoc,
COXpaHeHHbI paHee Ha cTpaHuue CobbiTuA.

— Co3paHHbIe — MO CChbifke OTKpbIBAe€TCA OKHO A5iA HaCTpOf/'IKVI
nepunoaa, 3a KOTOprIZ Obinu noJiydyeHbl npoBepAemMble CcobbITHUS;

NMpumeyaHne. [lpoBepsoTca BCe  HOBble  COBbITUSA,
nosly4eHHble C MOMeHTa npeblayLwen NpoBepkn, 1 NOBTOPHO
NPoBepPSIOTCA COObITUA, NOMNYyYEHHbIE 3a YKaszaHHbI Nepuoa Ao
MOMeHTa npefblaywien nposepkn. Ecnn npoBepka paHee He
npou3Bogunacb, MpoBEPSOTCA CobbITUA 3a  yKasaHHbIN
nepvoga.

— Tabnu4yHbIN CNUCOK — PacKpbIBAKOLMNCS CNNCOK Ans Bblbopa
TabnuyHoro cnucka;

- Wcnonb3oBaTb TONbKO YacTb TaGNMYHOro cnucka -
npu ycTaHoBke naxka OTKpblBaeTcs none BBoAa
PDQL-3anpoca gns unbtpaumm 3anncen TabnnmyHoro
CMu1cKa;

— Monsa cobbiITMA — none Ana BBoAa nonen cobbiTvda, And
KOTOpPbIX MPOBEPSAETCA YCNOBUE COOTBETCTBUS;

— KonoHkn Tabnu4yHoro cnucka — none Ana BBOAA Ha3BaHWM
KONMOHOK TabnunyHoro cnucka, ANna KOTOPbIX NpOBeEpPSieTCH
yCIroBUEe COOTBETCTBUS;

— YcnoBue COOTBETCTBUA — pPaCKPbIBAKOLWMNCA CNUCOK NS
BblbOpa ycnoBusi peructpaumm KOppensiuMOHHOro cobbITus,
COAEPXKNUT 3HAYEHUS:

- Mo ymonuyaHuio (coBnageHue 3Ha4eHUMU) — ycrioBue
BbINOJSTHAETCA NPY COBNaaeHnn 3HayeHnsa noboro nons,
ykasaHHoro B NMons cobbITUA, Co 3HaYyeHnem B nobon
M3 KONOHOK, YyKasaHHbiXx B KOMoHku TabnuyHoro
cnucka (Ons Kaxgoro COBMadEHWUs peructpupyertca
OTAENbHOE KOpPENSUMOHHOE cObbITHE);

- 3apaTb Ans Bcex CTPOK — Mnpu BblOoOpe 3HayeHus
OTKpbIBaeTCs none Ans BBoAa BbipaxkeHus (13 Tabnuubl
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HWwke)!, yKkasblBalOLIero Ha BapuaHT CcoBMNageHus
3HayeHna nons  cobblTMa ¢ Mackon. Ycnosue
BbIMOSIHAETCS, €Cnn B COOTBETCTBUN C BblIOpPaHHbLIM
BapMaHTOM CcOBMagawT 3HadeHus nwboro nong,
ykasaHHoro B lMona cobbiTua C 3Ha4YeHMEM Macku B
no6b0oKr N3 KONOHOK, yKa3aHHbIX B KONOHKM TabnnyHoro
CnucKa,

- <HasBaHuMe KOMOHKW> — Mpu BbLIOOpPE 3HA4YeHus u3
KOJTOHKM TabnMUYHOro crnmcka CYMThIBAETCS BblpaXkeHune
(M3 Tabnuubl Hwxke)!, ykasbiBalollee Ha BapuaHT
COBMAZEHNS 3HAYeHMss nonsd CcoObITUS C  MacKoMW.
YcnoBue BbLIMOMHAETCA, €Cnn B COOTBETCTBUMM CO
CYMTaHHbIM BapuaHTOM COBMagaltT 3HayeHus noboro
nonsi, ykasaHHoro B lMona coObiTuA, C 3Ha4YeHMEM
Mackm B NOOOM M3 KOSTIOHOK, yKasaHHbIX B KOFMoHku
TabnU4HOro Crnucka,;

— Bpema - nosgonsetr BblibpaTb BpeEMS  perncrpauuu
KOppPEensiUMOHHOIO cObbITUS;

— PackpblBatowimecss Cnucku ans  nonen  KoppensunoHHOro
cobbITNA NO3BONSAT BblOpaTh AaHHbLIE ANst 3aMNOfIHEHUS NONeNn.
3HayeHne nonst MOXXHO BBECTM BPYYHYH, 3aMOfNHUTL AaHHbIMU
M3 NONs UCXOOHOro coOblTUA WM M3 yKa3aHHOW KOFOHKMK
TabNMYHOro cnNucka;

— [do6aBuTb napameTp — MO KHOMKE Bbl MOXeTe [00aBuTb
AOMNOJTHUTENbHbIE NONSA KOPPENSALUMOHHOIO COObITHUS.

Tabnuua 11.1 — BelpaXXeHns ans BapMaHToOB COBNAAEHUS C MacKoun

BapuaHT coBnageHusi ¢ MacKkom BbipaxeHue ans
URL FQDN

[lomeH, Bce ero noagoMeHbl U UX COAEPXKMMOE u:hAS h:dAS
Anpec ¢ nankamm u:hAS,dAS -
CueHapui ¢ KOHKPETHbIMU NapamMeTpamm u:hAS,pEX -
Anopec ¢ napameTpamu u:hAS,pSW -
ALpec ¢ nocnenoBaTelbHOCTbLIO CMMBOJIOB u:hAS,pT™ -
[loMeH TpeTbero, YeTBEPTOro, NATOrO YPOBHEN u:hEX h:dEX
[omeH ¢ nankon unu cannom, Ho 6e3 BNoXeHHbIX nanok | u:hEX,dEX -

1 Ina cocTaBneHus ycrioBusl, KoOMe yKasaHHbIX B Tabrvue BbipaXeHui, Bbl MOXKETe MCMonb3oBaTh
perynsipHble BblpaXkeHus, noaaepxmeaemole cnyxbon Elasticsearch. PerynspHble BbipaXXeHUsi Hy>KHO BBOAUTb C
npeduvkcom "re:".
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11.4 PeTpocneKkTuBHasa Koppensuua coobITumn

B MK Ankey SIEM NG npegycmoTpeHa BO3MOXHOCTb MOBTOPHOW MPOBEPKMU
NOoNy4YeHHbIX paHee cobbITUN NO BblOpaHHbIM NpaBunam koppenauun. Bol moxeTte
yKkasaTb Cnocob HamnomnHeHusi TabrMYHbIX CMUCKOB, UCMONb3yeMbIX Npasuiamu npu
npoBepke. 3anucyn TabrMyHbIX CMCKOB MOryT ObiTb NOMyyYeHbl u3 danna cdopmarta
CSV, wu3 Ankey SIEM NG Knowledge Base wunn wu3 T[1K Ankey SIEM NG. T[lo
pesynbTatam npoBEPKU pernctpupytotca cobbitna Wb, kotopble MoryT 6bITb
coxpaHeHbl B ann unn B K Ankey SIEM NG. Ha ocHoBaHun cobbitun VB B
MK Ankey SIEM NG moryT ObITb 3aperMcTpmpoBaHbl MHUMOEHTHI.

PeTpocnekTuBHY0 KOppenaumno cobbITUA MOXXHO UCNONb30BaTb B CrieAyHLLNX
crny4vasix:

- ans NpOBEpPKU cobbITni nocne nobaBneHns B
Ankey SIEM NG Knowledge Base HOBbIX npaBuil KOppensauuu
(Mpn ycTaHOBKE HOBOro NakeTa 3KCMepTM3bl UMM NPU Co34aHun
Nnonb30BaTeNbCKOro npasuna);

— ONnSA NpoBepKn cobbiTni nocne 06HOBMEHMS AAaHHbIX TaONNUYHbBIX
CMUWCKOB;

— Ans noucka yrpos B pexunme threat hunting;

— OnSa npoBepku cobbiTnin No npasunam, pabdota koTopbix Gbina
aBTOMATU4YECKM MPUOCTAHOBIEHA.

[ns peTpoCneKTUBHOM KOppensaunmn cobbITUN HY>XXHO co34aTh 3af4ady C OOHUM
n3 npodunen moayns retrocorrelator (Bxogut B cOCTaB  KOMIMOHEHTa
Ankey SIEM NG RC). [ns moayns co3gaH cTaHgapTHbin npodunb Retrospective
Correlation, Ha 6a3e KOTOPOro Bbl MOXeTe co3faBaTtbh Mofb30BaTeNbCKNE NPOPUIIN.

11.4.1 Co3pgaHue 3agayum Ana peTpocrneKTUMBHOM Koppensauun

Mepen co3gaHveM 3agadv peTpoCneKTUBHON KOPPENALUN HYXXHO Yepes Beb-
nHtepcenc Ankey SIEM NG Knowledge Base co3gatb Habop [nOnsi yCTaHOBKM
(cm. pasgen 17.6) n gobaButb B HEro npasuia, NO KOTOPbIM HYXXHO MNPOBEPUTH
cobbITuA.

< YTt0o6bl cOo3aaTh 3agady Ansa peTpOCNEKTUBHOM KOPPENAunm CobbITUR:

1. B rnaBHoM mMeHIo B pasgene Coop AaHHbIX BbibepuTe NyHKT 3agaym.
OTkpoeTca cTpaHMua 3agaym no co6opy AaHHbIX.

2. B naHenn WHCTpPyYMEHTOB Haxmute kHornky CosgaTtb 3agayy v B
packpbiBLUEMCS  MeH0  BblbepuTe nyHKT PeTpocnekTuBHas
Koppensuusa coobITUN.

OtkpoeTtcsa cTpaHuua Cos3pgaHuMe 3a4ayM Ha pPeTPOCNEKTUBHYHO
Koppensiuuio coobITUN.
3. B none Ha3BaHue BBeanTe Ha3BaHWE 3agauu.

4.  Ecnu HYy>XHO HacTpouTb Npodunb, HAXMUTE G, B OTKPbIBLLEMCS OKHE
N3MeHNTE napameTpbl NPodunsa N HaXXMmnTe KHoMKy CoOXpaHUTb.

5. B packpbiBatowemcs cnvcke Konnektop BbibepuTte KONMEKTOp C
moaynem retrocorrelator.

Mpumeyanme. OguH Konnektop ¢ mopynem retrocorrelator moxer
OHOBPEMEHHO BbIMOMHATL TOSNbKO OAHY 3ajady pPeTpOCneKTUBHOM
Koppensaumm cobbITUn.

6. Haxmunte kHonky CoxpaHuUTb.
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3apava cosfaHa.

Mocne 3anycka W BbINOMHEHUA 3a4ayn Bbl MOXETE CKayaTb apxuB C
pesynbTatamu npoBepkn Ha cTpaHuue Uctopusa 3anyckoB <HasBaHue 3agaum> no
KHonke CkKayaTb XXypHan M pe3ynbTaTtbl; Takke Mo kHonke Hantu cobbiTvsa Bbl
MOXEeTe OTKPbITb CTpaHuLy C COBbITUSIMU, 3apErMCTPUPOBAHHBIMU NP BbIMOMHEHUN
3agaum.

11.4.2 NapameTpbl moaynsa retrocorrelator

Moaynb npegHasHayeH ONA MOBTOPHOW MNPOBEPKU MOSTyYEeHHbIX paHee
cobbITHin NO BbIGpaHHbIM NpaBunam Koppensiummn.

MapameTpbl MOAynsi COXpaHATCA B npodunsx. Bbl MoxeTe U3MEHATb
napameTpbl NPOMUNA NpU co3gaHUM NOMb30BaTENLCKOro NPoMuna unu 3agadun Ha
npoBepky cobbiTun. [Ona HacTponknm npodpuna B oOkHe [MapameTpbl npodwuns
AOCTYNHbI criegytowme 6nokn napameTpos:

Bxoodsiuue 0aHHbIe

— KoHBeunep o6paboTku coObITUM — pacKpbiBaOLMNCA CMUCOK
ansa Bblbopa KOHBEMEepoB, COOLITUS KOTOPbIX Heobxoammo
NpOBEPUTD;

— Co3paHHble — MO CCbIfKe OTKPbIBAETCH OKHO [Af1S1 HACTPOMKK
nepvoga BPEMEHN perncTpauumn cobbiTUA, KOTOPbIE HYXXHO
NpoBEPUTb;

— ®PunbTp cobbITMM - none BBoga PDQL-3anpoca pans
AOMONHUTENbHOW hmnbTpauum codbiTui;

NMpumeyaHne. [lo ccbinke BcetaButb YycnoBue U3
COXpaHeHHOro 3anpoca Bbl MOXeTe BblbpaTb 3anpoc,
COXpaHeHHbIN paHee Ha cTpaHuue CobbITuA.

— Ba3a pgaHHbIX — pacKpbIBaKOLLMACA CNUCOK AN Bblibopa 6as3bl
AaHHblx  Ankey SIEM NG Knowledge Base ¢ npasunamu
Koppenaumn ans npoBepku;

— Habop AnA ycTaHOBKM — pacKpbIBAlOLIMNCS CMNMCOK Anis
Bblbopa Habopa agna  yctaHoBkM obbektoB B B
MK Ankey SIEM NG c npaBunamu koppensiumm onsi NpoBEPKK;

Mpumeyanume. Mo ccbinke HacTpouTb HAGoOp ANSA YCTaHOBKU
Bbl MoXeTe OTKPbITb Beb-nHTEpPenc B
Ankey SIEM NG Knowledge Base n HacTtpouTb Habop ans
YCTaHOBKM.

— HacTtpouka TabnuyHbIX CNIMCKOB — pPacKpbIBaKOLMECS CMUCKM
ans  Bblbopa cnocoba HanofHeHWs TabnU4YHbIX CNUCKOB,
ncnonb3yeMbiX NpasunaMmy nNpu npoBepke cobbiTui. MNMepeyeHb
TabnnMyHbIX  CNUCKOB  POPMUPYETCS  aBTOMATUYECKM MO
BblOpaHHbIM MpaBunam koppenauun. Bbl MoxeTe ykasatb
cnoco® HanomHeHus ans BCEX CNUCKOB OAHOro Tuna vunu ans
KaXkgoro crnvcka B OTAeNbHOCTU (NepeyveHb TabrMyHbIX CIMCKOB

OAdHOro TUna OTKPbIBAeTCA MO KHOIMKe > ) B0O3MOXHbI
cneagywuwme cnocoObbl HANOMHEHUA TabNNYHbIX CMUCKOB:
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— He 3arpyxaTtb — 1Cnonb3oBaTb NyCTble CAUCKY;
— 3arpy3utb us Ankey SIEM NG Knowledge Base — HanosnHuTb

3anmcamm n3 BblGpaHHON 0a3sbl JaHHbIX
Ankey SIEM NG Knowledge Base;
— 3arpy3utb u3 SIEM - HanonHuTb 3anucsaMm akTyanbHbIX

TabnMyHbIX CNUCKOB M3 KOHBerepa, K KOTOPOMY MOOKMHOYEH
KONNeKTop 3agayvm peTpoCcnekTMBHON Koppenaumm;

— 3arpy3utb u3 CSV-chana - wvmMmnopTupoBaTb 3anmcu
TabnuyHbIX cnuckoB u3 canna dopmara CSV. Ona kaxgoro
TabnnMyHOro Cnucka HY)XHO yKasaTb pacnosioxeHue danna c
3anncamu.

MoopaepxnBaeTtca MMNopT 3anucen u3 gannos popmaTta
CSV B koguposke UTF-8. B nepBon cTpoke danna Hy>KHO
ykasaTb  HaMMEHOBaHUSA  KOJNIOHOK, B  KayecTBe
pasgenuTtens OaHHbIX B CTPOKE HYXHO MCMNonb3oBaTb
TOYKY C 3anaTon (;).

dann gna uMmnopTta LOSMKEH cofepXaTb 3HaYeHus Ans
KntoYeBbIX KOJTOHOK Tabnn4HOro cnmcka. 3HavyeHus sveek
OOJSDKHbI YOOBNETBOPATL TpeboBaHMAM: ANS TUNa AaHHbIX
DateTime - paTa OOoSfpKHA HaxoguTbCA B MHTepBane oT
1970-01-01 00:00:00 mo 2106-02-07 06:28:15; pgnsa
Number = 4ncno 4OMKHO HaXo4MTbCSA B MHTEpBare oT
-9223372036854775807 po 9223372036854775807;
ansa String — AnuHa CTpoku He AoMmKHa NpeBbiwaTh 16 382
cumBornoB (65 531 6an).

Mpumeyanue. lNo ccoinke flo6aButb ¢punbTp PDQL BbI
moxeTe BBecTu PDQL-3anpoc gna AononHUTENbHOW
unbTpaummn 3annucen TabrmyHbIX CrNCKOB.

BbinonHeHue 3adayu

— MpoAoMmKUTENbLHOCTL —  OrPaHUYEeHne  MaKCUMasnbHOro
BPEMEHN BbINONHEHMA 3agaudn. [lo ymonuaHuio Bpemsi He
OrpaHuMyeHo, Mo CCbiflke OTKpbIBaeTcsl GrOK napameTpoB Ans
BBOJA MaKCMMaribHOro BPEMEHM BbINONMHEHUA. Ecnu 3agaya He
OygeT BbIMOMIHEHA A0 OKOHYaHUS yKa3aHHOMO BPEMEHM, OHa
OyneT ocTaHoBIEHA C OLNGBKON;

— BxoAHOM NOTOK COOBLITUWN — OrpaHMYEeHnEe MaKCUMaribHOro
noToka coObITWI, NOCTynawLWmMx Ha npoeepky. Mo ymonyaHuto
ycTaHoBneH mMakcumanbHbin notok 1000 cobbiTuii B CekyHay.
MO>HO CHATb 3TO OrpaHNYeHne UM ykasaTb MO CCbIfike apyroe
3HayeHue;

— CpabatbiBaHMe npaBun Koppensiuum -—  OrpaHu4eHve
MakcumanbHOro u4ucna peructpypyemblx cobbitmn UB. Tlo
YMOM4YaHU0 yCTaHoBNEHo orpaHmyeHne B 10 000 cobbitui.
MOXHO CHATb 3TO OrpaHNYeHne UM ykasaTtb MO CCbIfIke Apyroe
3Ha4yeHue (YNCNO COOBbLITUIA OTCMEXMBAETCHA C TOYHOCTbLIO [0
YOBOEHHOIro 3HayeHuUst BXOOHOro MoToKka colObiTui). [lpu
AOCTUXKEHUN YKa3aHHOro 3HayYeHns 3agadva byaeTt ocTaHOBNEHa
C OLLUMBKOWN.
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MpumeyaHume. o ccbifike yKa3aTb UCKITHOYEHUSA Bbl MOXETE
yepe3 3anATyl yKasaTb CUCTEMHblIE Ha3BaHUSA npaBun
Koppensaumn: cobbiTus, pernctpupyemMble no aTMm npasunam,
He ByayT yunTbiBaTbCS NpU noacyeTe oduiero Yncna cobbiTui.
MoXHO ykasaTb WabnoH Ana Ha3BaHWA NpaBwsl, MCMNOMb3ys
3Be3404KY (*) NS pasnuyaroLmnxcsa Yacten Ha3BaHun.

CoxpaHeHue pe3ysibmamoe

— HoBble KoppensiuMoHHbIE COObLITUA — pacKkpbiBalOLWMECS
CMUCKM ans BblbOpa BapuaHTa COXpaHeHus
3aperucTpupoBaHHbIX B peaynbtate nposepku cobbitnin UB.
Bo3mOXHble BapuaHTbI:

— He coxpaHaTb — He coxpaHsTb CobbITUS;

— CoxpaHatb B SIEM -  coxpaHutb  cobbitus B
MK Ankey SIEM NG;

— CoxpaHsaTb B ¢hann — coxpaHuTb cobbiTna B dann gopmaTta
JSON (no ymonyaHuio).

— HoBble wuHUMAEHTbI — packpbiBaKOLWMECs CMNUCKKM  Onis
BKIMIOYEHNA  pernctpaumm  WHUMOEHTOB MO  pesynbTatam
npoBepkn. BoaMOXHble BapnaHThbI:

— He coxpaHaTb - He peructpupoBatb WHUMAEHTbI (NO
YMOJTHaHMI0);

— CoxpaHsaTtb B SIEM - pernctpupoBaTtb UHLUMAEHTHI.

— Arperauusi MHUMAOEHTOB - pPaCKpbIBAKOLWMECS CMUCKM ONs
HaCTPOWKM rpynnMpOBKK (arperauun) WHUMOEHTOB,
perucTtpupyemblx MO pesynbTatam npoBepkn. Bo3MOXHble
BapuaHThbI:

— He cBA3bIBaTb — He rpynnuMpoBaTh MHUMAEHTDI;

— TonbKo B paMKax 3agayu — rpynnupoBaTb TOMIbKO C APYrUMM
WHUMOEHTaAMKM,  3aperucTpupoBaHHbIMM MO pesyrbTaTam
NpoBepKK (MO YMONYaHuIo);

— CBA3biBaTb Bcerga — rpynnupoBatb CO BCEMU UHUMOEHTaMM
MK Ankey SIEM NG.

— W3mMeHeHUs TaBNUYHbIX CNMCKOB — PACKPbIBAOLLMECS CMUCKU
ansa  BblbOpa BapuaHTa COXpaHeHus 3anmcer TabrMYHbIX
CMMCKOB 4S5 NpaBun Koppensaumm n oboraileHns, 4o6aBneHHbIX
no pesynbTaTtam NpoBepkn. Bo3amoxXHble BapuaHTbI:

— He coxpaHaTb — He COXpaHATb 3anncu (MO YMOSTYaHNIO);

— CoxpaHaTb B hanmn — coxpaHATb 3anucu B hann dopmata
CSV.
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12 PaboTa ¢ gawbopaamum u BuaXXetamm

Ha rnasHon ctpanuue K Ankey SIEM NG Ha pawbopgax npeacTtaBneHbl
AaHHble, NOSTyYeHHble B MpoLecce MOHUTOPUHra UH(OpMaunoHHON 6e30MnacHOCTH.
Bbl MOXeTe:

1. TllpocmatpuBaTb CTaTUCTUYECKYD WHOpMauunio Ha gawbopaax.
CraHpapTHble BuAXeTbl oTobpakatT uHdopmaumio 06 akTmBax,
BXOOALUMX B rPYMnbl aKTUBOB, a Takke O TeX yA3BMMOCTAX, COBbITUSX
N MHUMOEHTaX, KOTopble CBA3aHbl C akTMBaMu M3 rpynn akTUBOB.
Monb3oBaTenbckue BUAXETbl  OTOOpaakT  MHpopmMaumo o
cobbITHAX.

2. CospaBaTb, NepevMeHoBbIBaTb, N3MEHATb, NepemMeLlaTtb U yaansrtb
nosib3oBaTesibckme aawbopbl.

NMpumeyaHne. Bbl He MoOXeTe yganuTb BWUIKET, €CNM  OH
€NHCTBEHHbIN B BEG-HTEpdence.

3. CospaBaTb, U3MeHsTb, NepemMeLlaTb N yaanaTb BUOKEThI.

4.  BbirpyxaTb AaHHble C rpadumyecknx BuaxeTos B ann popmarta PNG,
a ¢ TabnuyHbIX BUgXeToB — B dpann popmata CSV, XLSX, JSON vnm
XML.

12.1 BuaxeTbl No akTuBam

MpumeuyaHmne. PaGota C yA3BMMOCTSMM [OCTyMHa TOMbKO NpU  Hanuyuu
COOTBETCTBYHOLLEN NULIEH3UN.

Habop cTtaHgapTHbIX BUOXKETOB MO aKTMBaM MOKa3blBaeT, CKONbKO aKTMBOB
€CTb B CUCTEME, KaK M3MEHSINOCh X KONMMYECTBO 3a BblOpaHHLIN Nepmnoa, a Takke Kak
pacnpenensTcs YA3BUMOCTM MO YPOBHAM ONACHOCTU. OTU BUIKETbI OTOOpaXKaroTcs
Ha gawbopae O6wasa nHgpopmaums.

Konuyecmeo akmueoe

Buoxket KonuyecTBo akTMBOB npeactasnsieT cobon Tpeng n ymcno. Yucno
O3Ha4aeT KONMYecTBO aKkTMBOB B cucteme. Ecnn BblibpaHa TouyHaa paTta, TO
oTobOpakaeTca KONMMYecTBO akTMBOB Ha 3Ty pgarty. Ecnm BbiGpaH nepuwoad, TO
oTobpaxaeTcs KONMMYECTBO akTMBOB Ha KOHeL nepuoga. TpeHa nokasbiBaeT, Kak
MEHSINOCb 3TO KONMMYECTBO.

3Hayumocmb akKmueoes

BumkeT 3Ha4YMMOCTb aKTMBOB MpeacTaBnseT cobov umcna v rpaduk.
MepBoe YNCNO 03HAYaeT KONMYECTBO aKTUBOB, A1 KOTOPbIX HE yKa3aHa 3Ha4YMMOCTb.
BTopoe uncno o3HavyaeT obliee KonM4yecTBO akTUBOB B cucteme. Ecnv BbiGpaHa
TOYHas garta, To oTobpaxaeTcsi KONMYecTBO akTMBOB Ha 3Ty Aaty. Ecnu BbibpaH
nepuoa, TO oOTobpakaeTcsl KONMMYECTBO akTMBOB Ha KoHel nepuoga. [paduk
nokasblBaeT, Kak MEHSANOCh KONMYECTBO BCEX aKTUBOB.

Ysi3eumocmu no ypoeHto

Bupxer YasBMMOCTM nNO YpPOBHK nNpeacTtaBndetr cobon rpadumk
pacnpegeneHms ysa3BMMOCTEN NO YPOBHAM OMNACHOCTU. Bbl MOXeTe BkN4YaTb UMK
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OTKNoYaTb OTOBpaxeHne YyA3BUMOCTEM MO YPOBHAM OMACHOCTU C  MNOMOLLBIO
dunbTpoB Hu3kun, CpeaHunn, Boicoknn, Kputnyeckun.

Mo ymonyaHuto aTn unbTpbl OTKIHOYEHbI (OTOBpaXatoTcs Bce AaHHble). [Mpu
HaBeZeHWM Kypcopa Ha NIMHKUIO rpadouka oTobpaxkaeTcs KONMYecTBO YS3BUMOCTEN A5
BbIOpaHHOro ypOBHS OMAacHOCTW Ha 3a4aHHyo AaTty 1 BpeMs. [1ns rpadumka Bbl MOXeTe
AOMOMNHUTENBbHO HacTpauBaTb OToBpakeHwe nereHabl M NoAnNUCEn 3HaYeHUr Ha
rpacmke, HasBaHua ans ocen X u Y; BKAYUTL OTOGpakeHMe AaHHbIX, KOTopble
oTNMYaKTCa Mexay cobon CyleCTBEHHO (Ha Nopsiakv), B BuAe NorapudMmnyeckomn
LKansbl.

AkmyanbHocmb 0aHHbIX 06 akmueax

BuoxeT npeactaensieT cobow rpadumk, oTobpakatowmii KoNM4ecTBO akTUBOB
N COCTOSIHUE JaHHbIX CKAHMPOBaHWS (HanpuMep, AaHHble OTCYTCTBYHOT, HeaKTyarlbHbl,
ckaHupoBaHue He npoBoaunocs). Mog rpacdrkoM oTobpaxaeTcsi KONMYECTBO aKTUBOB,
Y KOTOPbIX HE OnpeaernieHa onepaumvoHHasi cuctema.

Takke ykasaHO KONMMYECTBO aKTMBOB, AN KOTOPbIX OTCYTCTBYIOT GasoBble
CBe[leHNs 4 pacyeTa ysa3BUMOCTEN.

Ton-10 ysizeuMbix akmueoe

Buoxker Ton-10 ya3BMMbIX aKTUMBOB npenctaBnsieT cobon rucrorpammy,
KoTopas oTpaxaeT 10 caMbIX ys3BUMbIX aKTUBOB.

Mpu HaBegeHum Kypcopa Ha JIMHUIO [UCTOrpaMMbl  OTOBpaXkaeTcs
pacrnpegeneHe ysa3BUMOCTEN MO YPOBHSIM ONAacHOCTU. Bbl MoxeTe BKMOYaTb MK
OTKMYaTb OTOOpaxeHne YpPOBHEN OMACHOCTM C MNOMOLLb GunbTpoB HU3Kun,
CpeaHunn, Bbicokuun, Kputnueckun.

Mo Haxatmio Ha FQDN (Hanpumep, Ha 192.168.0.1 (siem.example))
oTobpaxkaeTca MUHN-KapToYka akTnea (cM. pasgen 5.1.6). Takke Bbl MOXeTe nepenTn
N3 BUOKETa Ha CTpaHuly AKTUBBI, YTOObI 03HAKOMUTBLCS C AeTanbHOW MHopMaumen
00 yaA3BUMOCTAX aKTuBa.

Ysi13eumocmu Ha ea)kHbIX akmueax

BaxxHO kKOHTpONupoBaTb COCTOsIHME Hanboree 3Ha4YMMbIX akTUBOB. [11151 3TOro
HY>XHO BOBPEMSA OTCNEXMBATb NOSIBNIEHNE YA3BMMOCTEN HA TakMX akTUBax U TO, Kak
NPOUCXOOUT UX YCTPaHEeHMe.

Buoxker npeactaBnsetr cobown rpadumkm, oTobpaxawwue U3MeHeHue
KONMMYecTBa YA3BMMbIX aKTUBOB W aKTyalibHbIX YA3BMMOCTEW. MOXHO HacTpouTb
oTobpakeHMe TONbKO ofHOro rpadmka mnm OByx cpasy. padwmk onsa ys3BUMbIX
aKTMBOB OTObOpaxkaeT W3MeHeHue obLlero KonuMyectBa akTMBOB W KONM4YecTBa
YA3BUMbIX aKTMBOB 3a TOT UMM MHOW nepuon. paduk akTyanbHbIX YA3BUMOCTEWN
oTobOpaXkaeT M3MEHEeHWe KonmM4yecTBa Ys3BUMOCTEMW, KOTOpble HE ObININ UCKIHYEHDI
NIN YCTPaHEHDI.

Mpn HaBegeHWn Kypcopa Ha TOYKYy rpaduka oTobpaxaeTtca noapobHas
nHpopmauus. Takke Bbl MOXeETe Nepentn B Tabnuuy akTmBoB, YTOObl 03HAKOMUTLCS
C NOAPOBHLIMU JaHHLIMK 06 akTUBaxX U YA3BUMOCTSX.

[na rpadguka Bbl MOXeTe U3MEHATb PUIbTPbl aKTUBOB U YA3BUMOCTEWN,
BblGMpaTb Nepmnog 1 HacTpamBaTb AaHHble, BKNOYATb CHETHUKM.

lMocnedHue dobaesieHHbIe ysi3eumMocmu

Mpn pobGaBneHMM HOBbIX TUMOB YA3BMMOCTEN BaXKHO cpasy nonydartb
NHpopmaunio 06 0BHaPYKEHHbIX IK3EMMISPax TakMx yA3BMMOCTEN.
BuoxeT npegcraBnsieT cobom cnnucok TMNoB yassBuMmocTen. Kaxabii n3 tmnoe
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OTMEYeH 3Ha4yKOM, KOTOPbIA MOKa3blBaeT CTeneHb OnacHOCTU. Takke MoxeT ObiTb
yKa3aH naeHTUUKaUMOHHbIN HOMep B NyOGnnyHom 6ase AaHHbIX, B KOTOPOM ONMCaHbI
ysi3BUMOCTM Takoro Tuna (B 4YactHoctn, B Common Vulnerabilities and Exposures).
Ecnn xe ysisBuMmoctn obHapyxeHbl B WT-uHdpacTpyktype, OGyayT nokasaHbl MX
KOMNNYeCTBO U CTaTyChbl.

lMnaHoeoe ycmpaHeHue u Hoeble 6e3 NouMuKu

Buopxer coctouT u3 YeTblpex AuarpamMm [Onsi HOBbIX Yysi3BUMOCTen ©6e3
NONMUTUKA N ANSA YS3BUMOCTEW, npeanonaratolimx nnaHoBoe ycTpaHeHue. Kaxaas
anarpamma pasbuta no cratycaMm YCTpaHeHusi 3TUX Yys3BUMOCTen. [1Be BepXHUX
anarpaMmmbl 0TOOpaXKatoT KONMYECTBO YSI3BUMOCTEN C OTMETKOM «Ba)KHas» Ha akTUBax
BbICOKON 3HAYMMOCTU W aKTUBaX CpedHen 3HA4YMMOCTU. [1Be HWXHMX OuMarpamMmbl
OTOOpaXalT KONMMYECTBO KPUTUYECKN OMACHbLIX YA3BMMOCTEN Ha akTMBaXx BbICOKOW U
cpeaHen 3Ha4YMMOCTH.

YcmpaHeHue epyyHyto

BumkeT cocTouT 13 yeTbipex guarpamm ans ya3BMMoCcTeNn, 3annaHnpoBaHHbIX
K yCTpaHeHuto Bpy4dHyto. Kaxxgasa guarpamma pasburta no ctatycam YCTpaHEeHUst 3TUX
ya3BMMOCTEN. [1Be BepXHUX AnarpaMmmbl OTOBpakaloT KONMMYECTBO YA3BUMOCTEN C
OTMETKOM «Ba)KHasi» Ha aKTMBax BbICOKOW 3HA4YMMOCTM W aKTuBax cpeaHen
3Ha4YMMOCTU. [IBEe HWXKHUX Aunarpammbl OTODpaXkaloT KONMMYECTBO OCTasbHbIX
YA3BMMOCTEN Ha aKTUBaX BbICOKOW U CpeaHEN 3HaYMMOCTH.

TpeHdoeble yAa3eumMocmu Ha akKmueax

TpeHOoBble YA3BUMOCTM — 3TO TaKMe YS3BMMOCTW, KOTOpblE€ aKTUBHO
MCNONb3YITCA B aTakax 3M0yMbIWSIEHHUKOB WM  OyayT WMCNonb3oBaTbCA B
6nmxkanwem b6yayuwem. Ha HMXx Heobxogumo obpawaTb MOBbILLEHHOE BHUMAaHWE U
YCTPaHATb UX B NEPBYLO ovepeab. BuokeT no3BonsieT oLeHUTb 3aLMLLIEHHOCTb Ballen
CUCTEMbI N COCTOsIHME 06PabOTKM HaOEHHbIX YA3BMMOCTEN.

Bupgpker coctout 3 4yetbipex rpadukoB. Mo ymonyaHuio aOBa BEPXHUX
rpaduka oTobpakaloT COCTOSIHME aKTyalnbHbIX YSA3BMMOCTEN Ha aKTMBax BbICOKOW
3HA4YMMOCTM M Ha OCTarbHbIX aKTUBaX, ABa HMKHUX rpadmnka — CoOcTosiHne ob6paboTKu
ncrnpasneHHbIX YA3BMMOCTEN (MCKITIOYEHHbIE U YCTPAHEHHbIE YS3BMMOCTM). Takke no
HaXkaTuio Ha LM pbl Bbl MOXKETE NepenTn B Tabnuvuy akTMBOB, YTOObI 03HAKOMUTLCS C
noapoOHbIMN aHHBbIMKX 00 aKkTMBaX N yA3BUMOCTSX.

Bbl MOXxeTe HacTpauBaTb rpacduki, Hanpumep, OTKNYaTb OTAENbHbIE 610K,
G1nbTpOBaTb aKkTUBbI MO 3HAYMMOCTU, OTOMPATL TONBKO akTyarbHbIE YA3BUMOCTW.

TpeHdoeble ysazeumocmu

TpeHOoBble YA3BMMOCTUM — 3TO TakMe YS3BUMOCTW, KOTOpPblE aKTUBHO
MCNONb3yITCA B aTakax 3M0yMbIWMEHHNKOB wnn  OyayT ucnonb3oBaTbCsl B
6nmxkanwem 6yayuwem. Ha HMx HeobGxogumo obpawiaTb MOBbILEHHOE BHUMAHWE U
YCTPaHATb UX B NEPBYLO ovepeab. BuokeT no3BonseT oLeHUTb 3almLLIEHHOCTb Ballemn
CUCTEMbI N COCTOSIHNE 06pabOTKM HANAEHHbIX YSI3BUMOCTEMN.

BuoxeT npegcraBnsieT cobom cnnMcok TMNoB ya3BuMocTen. Kaxabii ns Tmnos
OTMEYEH 3Ha4YKOM, KOTOPbIN NOKasbiBaeT CTENeHb OMacHOCTU. Takke MOXeT ObiTb
yKkasaH naeHTMUKaLMOHHBLIN HoMep B nNybnuyHon 6a3e aaHHbIX, B KOTOPOW ONMCaHbI
ysiI3BUMOCTM Takoro Tuna (B 4YactHoctu, B Common Vulnerabilities and Exposures).
Ecnu xe ysisBumoctn obHapyxeHbl B UT-nHdpacTpykTtype, OyaoyT nokasaHbl UX
KONMYeCTBO U CTaTyChbl.

Bbl mMoxeTe HacTpamBaTb COPTUPOBKY AaHHbIX 00 yA3BMMOCTSAX, KOTOpPble
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OyoyT oTobpaxaTbcs B BuAXeTe: No gaTe nybnukauumn, no gaTte gobaBneHust
YyS3BMUMOCTW B TPEHOOBbIE, MO KOMMYECTBY aKTyallbHbIX YS3BUMOCTEN. Takke Bbl
MOXXeTe NepenTn K CNNCKY HanOEeHHbIX TPEHAOBLIX YSA3BUMOCTEN.

Ya3eumocmu c akcnnoumom

OKCNNOWTbI — 3TO creuunanbHble NporpaMmmbl, parMeHTbl NPOrpamMMHOro Koga
UM nocnenoBaTenibHOCTU KOMaHA, NPUMEHSAEMbIE A5l aTaku Ha BbIYUCIUTESbHYHO
cuctemy. BaxHo oTcnexuBaTb yA3BMMOCTM B MporpamMmHoM obecnevyeHuun, ang
MCMNONb30BaHMUs KOTOPbIX CO3[4aHbl 3SKCMSIONTbI. OKCNMOWTbl MO3BOMAT  AaXe
HEOonbITHOMY 3r10yMbILLUNIEHHUKY BOCMNOMNb30BaTbCA YA3BMMOCTSIMUA,
aBTOMaTU3NPOBaTb aTaky U NOMyYnTb KOHTPOSb Hag BaXKHbIMU peCcypcamMmu.

OTOT BWUIKET MNOKasblBaeT, KaK MEHSIeTCA KONMUYeCTBO YA3BUMOCTEN C
akcnnionToMm. Mpn HaBeaeHUM Kypcopa Ha TouKy rpadumka otobpaxkaeTcs getanbHas
nHopmMauus. Takke Bbl MOXETe nepenTn B Tabnuvuy akTMBOB, YTOObI 03HAKOMUTLCS
C NoAPOBHLIMU AaHHBLIMU 06 aKTUBAX U YA3BMMOCTSIX C AKCMIONTOM.

lMocnedHue dobaesrnieHHbIe onacHble ysizaumocmu e 10 Microsoft

BaxHO oTcnexuBatb ya3BMMOCTU B nporpaMmHoM obecneyeHun Microsoft,
nockonbky Windows aBnsieTcs o4HOM U3 caMblX pacnpoCTpaHEeHHbIX OnepaunoHHbIX
CUCTEM W,  cnefoBaTenbHO,  NPUBMEKATENbHOW  MULWLEHb — Ans  aTak
3M10yMbILLIEHHNKOB.

BuoxeT npeacrtasnseTt cobor CNUCOK TUMOB yA3BUMOCTEN. Kaxabi N3 TUNoB
OTMEYEH 3HAYKOM, KOTOPbIA MOKa3blBaeT CTeneHb OMacHOCTU. Takke MoXeT ObITb
yKa3aH naeHTUUKaUMOHHbIN HOMep B NyOGnnyHom 6ase AaHHbIX, B KOTOPOM ONMCaHbI
ysi3BUMOCTW Takoro tuna (B YactHoctu, B Common Vulnerabilities and Exposures).
Ecnn xe ysisBumoctn obHapyxeHbl B WT-uHdpacTpyktype, OyayT nokasaHbl uX
KONMYECTBO M CTaTyChbl.

Cnucok ysizeumocmeli

BuokeT cogepxuT CNUCOK TUMOB YA3BUMOCTEN, OBHapY>XeHHbIX B cucteme. B
NpaBoOW YacCTW CNKUCKa ONs KaKAOoro Tvna otobpaxaeTcs KONMyYecTBO 0BHapYKEeHHbIX
ya3BMMOCTEN, pa3dbuTtoe Mo cTatycam ys3BumMmocTen. [loa CcnuMckoMm nokasaHbl
nacnopTa ysa3BMMOCTEN C NoagpobHon nHdopmaumen.

YA3BUMOCTM B CMMCKE MOryT ObiTb CrpynnMpoBaHbl MO MacrnopTy, akTuBy,
YA3BUMOMY KOMMOHEHTY, a TaKKe TMNo aKkTMBy W Ys3BMMOMY KOMIMOHEHTY
OAHOBpPEMEHHO. B 3aBUCMMOCTM OT BbIOpaHHOM TPYNMUPOBKK, YSI3BMMOCTU MOXHO
AOMNONHUTESNBbHO OTCOPTMPOBATb:

— B Cnyyae rpynnupoBKM MO aKTUBY WNW aKTUBY U YSI3BMMOMY
KOMMOHEHTY — no garte nybnukauum nacnopta, oueHke CVSS,
cTaTycy unu gaTte U BpeMeHn obHapyXeHus,

— B Cly4Yae rpynnumpoBKKU MO NacnopTy Uin ysi3BUMOMY KOMMOHEHTY
— no oueHke CVSS wvnun pgate nybnukaumm nacnopra, a camu
YA3BMMOCTW — NO CTaTyCy Unu gaTte u BpeMeHn obHapyXeHus:.

CmaHlapmbI Ha akmueax

Buopxetr nossonsdetr nonyuntb OOy KapTMHY COOTBETCTBUSI aKTUBOB
cTaHgapTam u npeacraenseT cobor CnMCoK cTaHaapToB. NS kaxpgoro craHgapTta
oToGpaXkaeTcst KONNMYECTBO aKTUBOB, Ha KOTOpble HEOBXoANMO 06paTUTL BHUMAHUE:
pacyeT xoTa 6bl 0gHOro TpeboBaHNA ANs HUX 3aBepLunncs ¢ BepamkTtom «Owmnbkay,
«He cooTtBetcTBYeT» UnNu «HepgoctatouHo faHHbIX». [loMUMO 3TOro, Ans Kakgoro
cTaHgapTa oTobpaxaeTca KONMYeCTBO akTMBOB, KOTOPbIE EMY COOTBETCTBYIOT: pacyeT
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TpeboBaHuM AN HUX 3aBepwwunca € BepaukTtom  «CoOTBETCTBYET»  WUnwn
«HenpumeHnmo».

Coomeemcmeue akmueoe cmaHdapmaM

Buoket npeactaeBnsieT cobon rpaduvk, oOTpaxawlwmi - pacnpeneneHve
aKTUMBOB MO KaTeropusiMm B 3aBUCUMOCTM OT BEpAUKTOB TpeboBaHWI, pacCUMTaHHbIX
AN HUX (Hanpumep, COOTBETCTBUE UMM HECOOTBETCTBME aKTUBOB TpeboBaHUAM Unn
Hanu4ne HenpuMeHUMbIxX TpeboBaHui). Kaxxabin akTUB NpyM 3TOM OTHOCUTCS TOMBKO K
oaHon, Hanbornee 3Ha4YMMou NS Hero kateropun. Npu HaBegeHUM Kypcopa Ha rpadonk
oToOpaxaeTcsi pacnpederneHve akTMBOB MO KaTeropysiMm B nopsgke yObiBaHUS
3HAYNMOCTMW.

Hag rpacdukom Takke oTobpakaeTcs KONMMYEeCTBO akTMBOB, KOTOPble He
COOTBETCTBYIOT HAa3HAYEHHbIM Ha HUX CTaHA4apTaM.

Akmuebl no cmamycamMm Hecoomeemcmauli

Buoxketr npeacrtaeBnset cobon rpaduk, oTpaxalwwwmi pacnpeneneHve
aKTMBOB MO KaTeropmsam B 3aBUCUMOCTM OT CTaTyCcOB HECOOTBETCTBUN TpeboBaHMSAM
(Hanpumep, C MPOCPOYEHHBIMM HECOOTBETCTBUAMM WM HECOOTBETCTBUSIMU B
obpaboTke). AKTMB B BUKETe OTHOCUTCHA TOMbKO K OAHOWN, Hanboree 3HaynmMmon ans
Hero kaTeropun. [Npu HaBeageHUU Kypcopa Ha rpaduk otobpaxaeTcsa pacnpegeneHme
aKTMBOB MO KaTeropusim B Nopsiake yobiBaHNSA 3HAYNMMOCTH.

Hapg rpadukom Takke oTobpakaeTcsi KONMYECTBO akTUBOB C NPOCPOYEHHbLIMMN
N HOBbIMW HECOOTBETCTBUSAMU TPeOOBaAHNAM.

Akmuebl mpebyrom eHUMaHuUsl

Buoker nossonseTr yBUAETb BO3MOXHble MpobrieMbl, CBA3aHHble C
NPUMEHEHNEM CTaHAAPTOB, HA3HAYEHHbIX Ha akTuBbI. [MpeactaBnseT cobon rpaduik,
oTpaxawLwun pacnpegeneHme akTMBOB No KaTeropnsam B 3aBUCMMOCTU OT CUTyauun,
TpebyLwmMx BHUMaAHUA (Hanpumep, Hanuume owunbok pacdeTta TpeboBaHMKA UNK
aKTMBbl 6€3 Ha3HayYeHHbIX cTaHgapToB). Kaxabl akTUB Npu 3TOM OTHOCUTCS TOSMBKO K
oaHown, Hanbornee 3Ha4YMMou Ona Hero kateropuu. MNMpn HaBegeHUN Kypcopa Ha rpadmk
oTobpaxkaeTca pacrnpegefnieHMe akTMBOB MO KaTeropysim B nopsigke ybbliBaHUSA
3HAYNMOCTMW.

Hag rpadukom Takke oTobpaxaeTcss KONMMYeCTBO akTUBOB C OLIMOKammu
pacyeTa 1 6e3 HazHa4YeHHbIX CTaHO4AaPTOB.

12.2 BupxeTbl NO COOLITUAM

Habop cTtaHgapTHbIX BUOXXETOB 41151 COObITMI 0TOBpaxxaeT obLee KoNM4ecTBo
coObITUI 3a nepuog BpEMEHN, ANHAMUKY NOSABNEHNA COObITUIA KU pacnpeneneHne Bo
BPEMEHMN YSA3BUMOCTEN MO YPOBHKO OMACHOCTW.

Buoxetol CpegHMM NoToK cobbiTu U PacnpepeneHne cpegHero noToka
cob6bITNK oTobpaxatoTca Ha gawbopae CtapToBas cTpaHMua.

Konuyecmeo cobbimuti

Bupxetr Konu4yectBO coObITUM npenctaBnseTr cobon rpaduk. [padumk
CoOAepX1UT uHGOopMaLmilo O KonmyecTBe cobbiTun 3a BblGpaHHbI nepuog. [pwu
HaBedeHMM Kypcopa Ha NMHUIO rpaduka oTobpaxaeTcsa KOnMyecTBO COObITUA Ha
3afaHHylo gaTy un Bpems. Onsa rpaduka Bbl MOXeTe OOMOMHUTESNIbHO HacTpamBaTtb
oTobpakeHune nerenabl U NoANMCen 3Ha4YeHUN, Ha3BaHus ans ocen X n Y.
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CpedHuli nomok cobbimutl

Buoker CpeaHMM nNOTOK cOOLITMM npencTtaBnsdeT cobon TpeHa U 4ucno.
Uncno o3HavaeT cpepgHee KONMMYeCTBO COObITUIA, HanpaBfEeHHbIX B XpaHUnuLie
CUCTEMbl 3a OAHY CeKyHay. TpeHO no3BonisieT OTChnexuBatb AWHAMWUKY 3TOro
nokasaTens 3a nepuod BpeMeHu. Bl MoXeTe HacTpanBaTb AeTann3auunio JaHHbIX.

Takke Bbl MOXeTe nepentu wn3 BumKeTa Ha cTpaHuly MOHUTOPUHI
06paboTkmn cobbITUN, YTOOLI O3HAKOMUTLCS C AAHHBIMW O COBPaHHbBIX COOLITUAX.

PacnpedeneHue cpedHe20 nomoka cobbimul

Buoxet PacnpeneneHue cpegHero notToka cobbITun npeacraenseT cobomn
rpadouk. [padmk comoepXkuT pacnpedeneHme cpefHero KonmyectBa COObITUMN,
HanpaBfiEHHbIX B XpaHWUIMLLE CUCTEMbI 3a OAHY CeKyHAy, 3a nepuod BpemeHu. [NMpu
HaBeOeHMM Kypcopa Ha NuUHUI0 rpaduka otobpakaeTcs KOnM4ecTBO COObITUMA Ha
3aflaHHyl0 gaTy v Bpems. Bbl MoxeTe OOMOMNHUTESNbHO HacTpamBaTb OTOOpaeHue
rereHgbl U noanucen 3Ha4YeHnn, Ha3saHua anga ocem X mn'Y.

Takke Bbl MOXeTe nNepentn wu3 BugKeTa Ha cTpaHuyy MoHuTOpUHr
06paboTkn cobbITUN, YUTOOLI 0O3HAKOMUTBLCS C AAHHBIMU O COBpPaHHbLIX COBLITUSX.

Cobbimus no Kameezopuu c pacnpedeneHueM o eaxxHocmu

Bupxker CobbiTUsi nMo Kateropuu C pacnpepnerieHMeM Mo BaXHOCTU
npegcraenaeT cobon rpaduk. 'padmk cogepxnt pacnpeneneHne codbblTui No Tpem
YPOBHSAM BaXXHOCTU. Bbl MOXeTe BKNOYaTbh UMM OTKMAOYaTb OTOOpaXkeHne ypoBHEW
BaXXHOCTU € nomMoLubto punbTpoB Huskas, CpeaHsas, Beicokas. 1o ymonyaHmio atu
GuUnbTpbl OTKAOYEHBbI (OTOOpaXatoTcsl BCE AaHHbIE).

12.3 BuaxeTbl no MHUWAEHTaM

Habop BMaXxeToB ANa MHUMOEHTOB OTOBpaXkaeT obLuee KONMMYECTBO OTKPbIThIX
WHUMOEHTOB 3a Nepuoa BPeMeHW, pacnpegeneHve BO BPeMeHW OTKPbITbIX
WHUMOEHTOB MO KaTeropum u ypoBHKO OMaCHOCTU. OTU BUKETbl OTOOpaxatTcs Ha
Aawbopae CrapToBasi cTpaHuua.

Konuyecmeo uHyudeHmos

Buoxker KonunuyecTtBOo MHUMAEHTOB npeactaBnsieT cobon TpeHg M 4mcro.
TpeHa nokasbiBaeT TEHAEHLUMUM U3MEHEHUSA KONMYECTBa OTKPbITbIX WHLUMAOEHTOB BO
BpeMeHU. Yncno o3HavaeT KONMYECTBO OTKPbITbIX MHLMAEHTOB, 3apErMcTpUpOBaHHbIX
B CMCTEME 3a yKa3aHHbIN Nepunog BPpEMEHN.

UHyudenmsi no ypoeHro onacHocmu

BupxeT MHUnaeHTbl No ypOBHIO ONacHOCTK npeactasnseT coboun rpaduk, Ha
KOTOpPOM OTOBpaXkaeTcsl KONIMYECTBO OTKPbITbIX MHUMOEHTOB BbICOKOrO, CpedHero u
HW3KOro YpPOBHS ONMacHOCTU 3a nepuon BpemeHu. [pn HaBegeHUn Kypcopa Ha JIMHUI0
rpaduka otobpakaeTca KONMMYeCTBO MHUWAEHTOB Ha 3afaHHyl faTy un Bpems. Bbl
MOXEeTe JOMNOSTHUTENbHO HacTpamBaTb OTOOpaXKeHWe nerenapl 1 NognNucen 3HavyeHun,
Ha3BaHuA ans ocen X n'Y, NnpeacTaBuTb JaHHbIE B BUAE MMCTOrpamMMbl C HAKOMNIEHMEM
N norapudMmnYeckon LWkKarnbl. Takke Bbl MOXeETe NepenTn U3 BUaKeTa Ha CTpaHuLy
MHUnOeHTbl, YTOObl 03HAKOMUTBLCS C AaHHBIMU 06 OTKPbLITBIX MHUMAEHTAX.

UHuyudeHmsbi no kamezopuu

BumkeT WHUMOEHTbI No KaTeropuu npeactaBnsieT CoGoN  KpyroByto
AvarpaMmMmy, KoTopasi oTpaxkaeT pacnpeaerneHne oTKpbITbiX MHLUMAEHTOB Mo cTaTycam.
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Bbl MOXXeTe 06beANHATL CErMeHTbl AnarpaMmbl B OAMH. Takon cermeHT byaeT
HasbiBaTbCcA [pyroe. Bbl MoxeTe 00beaWHATb CerMeHTbl, [ONSA KOTOPbIX Ha
anarpaMmme MeHblue 3aJaHHOro MpoueHTa; CerMeHTbl, 3Ha4YeHne KOTOPbIX MeHbLUe
3a[laHHOro 4ucna; BCe CerMeHTbl KPOME HEeCKOSIbKMX MepBbiX. Takke Bbl MOXeTe
npocmMaTtpuBatbh [OeTanu3npoBaHHY MHGPOPMaUMO TONMbKO N0 0ObeAMHEHHbIM
cerMeHTam, nepengsa B cerMeHT [pyroe.

12.4 Tabnun4yHblie BUOXeTbl

Mpn paboTe C gaHHbIMK, a Takke NPU NOCTPOEHUN OTYeTa, Bbl MOXETe NpeacTaBuTb
AaHHble B TabnuyHom Buae. TabnuyHoe npeacTaBrieHMe MO3BOMSET MNoKasaTb
NHOPMaLNIO, Ha OCHOBE KOTOPOW BbIfiM MOCTPOEHbI rPadonKu.

TabnuuHbln BUAXET npencraBnseT cobon obnactb AaHHbIX, B KOTOPOW [aHHble
pacnonaratlTca B A4erkax, pacnpegeneHHblx no cronbuam n ctpokam. Bbl moxeTte
AOMNOSTHUTENBHO HacTpamBaTb OTOBpaxkeHue CyMMbl MO CTONOUYy WMAK MO CTPOKe;
nepeBepHyTb Tabnuuy (MOMEHATb MECTaMM CTPOKU M CTONOLbI), YTOObI pacnonoXnTb
AaHHble Bonee KOMMAKTHO B OT4yeTe. Takke Bbl MOXeTe nepevTtyu u3 Buaxera Ha
cTpaHunyy CobbITUA nnu AKTUBbI, YTOObI 03HAKOMUTBLCSA C AeTanbHON MHpOPMaLMEN.

MpumeyaHne. Bbl MoOXeTe W3MEHUTb MpeAcTaBneHne AaHHbIX € Tabnuubl Ha
anarpaMmmy TOMbKO B TOM Criyyae, ecrniv BUDKeT Oblfl NOCTPOEH C rPYynnUMpPOBKOM U
arperaumen gaHHbIX.

Y Bac eCTb BO3MOXXHOCTb CO3[aBaTb U UCNONb30BaTb TabnMYHbIE BUOXKETHI NO
cobbITAM 1 akTMBam Ans paboTbl C 4aHHbIMK, YTODbI:
— bunbTpoBaTh AaHHbIE NO 3aAaHHOMY KPUTEPUIO UM OFPaHUYUTb
06bemM [AaHHbIX C MOMOLLBbI MexaHuama unbTpaumm. Bbl
MOXeTe 3ajaBaTb YCrnoBUSA  unbTpauuun, TrpynnupoBKHU,
arperauun [OaHHbIX, KOrga cosgaete TabnuyHbIiG BUOXKET,
ncnonb3ysa coorBeTcTByowm PDQL-3anpoc;
— CTpOUTb Crnnckun Tuna «Ton-10», «Ton-20»;
— UCKaTb M CpaBHMBaTb OTAEMbHbIE 3HAYEHUS B AaHHbIX;
— BbISIBNATb B3AaUMOCBSA3N U OUHAMMUKY AAHHbIX;
— 0bOHapyXmBaTb OTKNOHEHUS B AAHHbIX;
— BbIBOAWTb MOArOTOBMEHHbIE AaHHble Ha nevaTb B Haubonee
yao6HOM 1 3¢hpPeKTUBHO OpraHM3oBaHHOM BUAE;
— 9KcnopTupoBaTb AaHHble B hann dopmata CSV, XLSX, JSON
unn XML gna yoobctea aHanusa.
Takke Bbl MOXeTe co3aaBaTb TabnNUyHble BUOKETbI 4S5 TaBNMYHbIX CMIUCKOB.

12.5 BuaxeTt no npoBepkKkam

Buopketr lNpoBepkuM no 4YeK-NnUCTY npeacrtaBndetr cobowm Ccnucok rpynn
BKITHOYEHHbIX MPOBEPOK cUCTEMbI (CM. pasaen 15) ¢ nHaukaTtopamm COCTOSHUS.

Bbl MOXxeTe HacTpamBaTb nepuos OOHOBMNEHUSA AaHHbIX. Takke Bbl MOXeTe
nepevTM wu3 BUOKETa Ha CTpaHuuy YeK-IMCT HacTPOMKU CUCTeMbl, 4YTOObI
03HaKOMUTBLCA C NogpoOHOM WHOPMauuen O MNpoBeEpKax M OENCTBUSX, KOTopble
Heo6X04MMO BbINOMHUTL, YTOObI HACTPOUTL CUCTEMY.
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12.6 Co3paHune pgawboppa

Ha rnaBHon cTtpaHunue Ankey SIEM NG Ha pawbopgax npeactaBneHbl
AaHHbIE, NOJSTyYEeHHble B MPOLIECCE MOHUTOPUHra MH(OPMaLNOHHON 6e30MnacHOCTH.
Mpn nepsom 3anycke Ankey SIEM NG cranHgapTHbiM pawbopa dopmupyeTcs
aBTOMATUYECKN N COAEPXKUT NpeayCTaHOBMEHHbIN Habop BMAXeTOB. Bbl moxeTe
co3gasatb gawbopabl  4O00aBNATbL HA HUX BUOXKETbI CaMOCTOATENBLHO. [pn co3gaHnm
pawbopaa MOXHO MCMonb30oBaTh Kak CTaHOAPTHble WabrioHbl, Tak M wabnoHbl,
CO34aHHble APYrMMU NOMb30BaTENAMMN.

Mpumeyanune. [dawbopn, co3gaHHbIN Mo WabnoHy, COXpaHAeT C HUM CBA3b. JTO
O3Ha4aeT, YTO ecnm U3MeHsieTcs WabnoH, M3MEHATCS U Bce fawbopabl, Co3aaHHble
Ha ero ocHoBe.

% YT0b6bI CO3paTh Aawbopa:

1. HarnaBHOW CTpaHuULE B NAHENN NMHCTPYMEHTOB HaXMUTE +
OTkpoeTca okHo Co3pgaHue pawbopaa.
2. B none HasBaHue BBeguTe HasBaHue gawbopaa.
3. Bbibepute BapuaHT ceTkM, NoO KoTopou OyayT pacnonaratbCs
BUOKETHI.
4.  Haxmute kHonky Co3aaTh.
Haw6bopa co3naH.
% YT06bI CO3aaTh gawbopa Ha ocHoBe LabroHa:
1. HarnaBHoOW CTpaHuLe B NaHENN NMHCTPYMEHTOB HaXMUTE +
2. OrtkpoeTtca okHo Co3pgaHue gawbopaa.
3 Bbibepute ogHy u3 BKNagok € wabnoHamu W LWEeNKHUTE JEBOU
KHOMKOW MbILLUK MO MOS0 C onucaHnem LiabnoHa.
4. OtobpasaTtcs napameTpbl gawbopaa.

MpumeyaHme. Bbl MOXeTe WU3MEHUTb Ha3BaHue pawbopga wunu
OTBd3aTb ero oT LabnoHa.

5. Haxmwnte kHonky Co3gaTh.
[awbopn co3naH.
Mo ymonuyaHMo HOBbLIM pgawbopa oTobpaxaeTca chnpaBa  OT  yXke
CYLLIECTBYIOLLMX, HO Bbl MOXKETE €ro nepeTawimThb.

12.7 Co3aaHue wabnoHa gawodopaa

B Ankey SIEM NG Bbl MoxeTe co3gaBaTh WabnoHbl AawbopaoB U XpaHUTb
nx B 6ase wabnoHoB. NMpn 3TOM MOXHO MCMNONb30BaTb CTaHAAPTHbIE LWAOMNOHbI K
WabnoHbl, co3gaHHble ApyrMmMu  nonb3oBatenamu. [Jawbopn, Co3gaHHbI Mo
LWwabnoHy, coxpaHsieT C HUM CBS3b. OTO O3HAYaET, YTO eCnv U3MeHsieTcs wabroH,
N3MeHSTCA U Bce Aalbopabl, CoO30aHHbIE HA €ero OCHOBE.
% Yrtobbl co3gaTtb wabnoH gawbopaa:
1. Ha rmaBHoW cTpaHuue BbibepuTe gawwbdopa.
[]

2. B naHenn WHCTPYMEHTOB HaxmuTe N B PacCKpPbIBLUEMCS MEHO
HaXXMuTe KHOMKY COXpaHUTb Kak HOBbIW LWAGOH.
OTKpoeTcHa OKHO co3gaHus WwabnoHa gawbdopaa.

3. B none HasaHue BBeauTe Ha3BaHue LiabnoHa.
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4. Ecnu Tpebyetca, B none OnucaHue BBeauTe WHOPMaUUIO O
LwabrnoHe.

NMpumeyaHue. [ononHutenoHas WH@oOpMauMa MOXeT MNoMOYb
ApyruM nonb3oBatensam BblbpaTb Hanbonee yaobHbIA M NOMNE3HbIN
AN HUX LWabnoH.

5. Haxmwnte kHonky CoxpaHuUTb.
LLabnoH pawbopna cosnaH.

12.8 U3meHeHUue pawbopaa

% YT06bI NI3MEHNTL Ha3BaHWE NMorb3oBaTeNbCKOro fawbopaa:
1. HarnaBHou cTpaHuue BbibepuTe nonb3oBaTenbCkun gawbopa.

2. B naHenu WHCTPYMEHTOB HaXMute ¢ uos OTKPbIBLUEMCSI OKHE
BBeAUTE HOBOE Ha3BaHue gawbopaa.
3. Haxmwute kHonky CoXpaHUTb.
HasBaHune nonb3oBaTenbCckoro gawbdopaa M3MeHeHO.
Takke Bbl MOXeTe oTBA3aTb gawwbopa oT wabnoHa no kHonke CoxpaHuTb n
oTBA3aTh OT WabnoHa.

12.9 YaaneHue pawbopaa

% Yrtobbl yoanuTb nonb3oBaTenbCkui gawwbopa;
1. HarnasHon cTpaHuue BbibepuTe nonb3oBaTenbCkUn gawbopa.

2. B naHenu WHCTPYMEHTOB HaXmute m noaTBepavTe yaaneHue
pawbopaa.
Hawbopa yoaneH.

12.10 Co3paHue BUAXeTa Nno coobITUAM

Bbl MoxeTe cosgaBaTb BMAXeTbl, Bblbupas rpaduveckoe npencrabrieHne
ncxogs M3 pellaembix BaMu 3agau.
% Yrtobbl co3gaTb BUAXKET NO OTPUNbTPOBAHHBLIM COBLITUAM:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTus.
OTtkpoeTcsa cTpaHmua CobbiTuA.

B naHenu counbTpauum Bee cobbITUA Haxmute Y.

OTtdomnbTpynTe cobbiTna ¢ nomowbto PDQL-3anpoca.

B nanenu MHCTPYMEHTOB HaXMUTE Lll

Bbibepute 1 HacTponTe rpadumyeckoe npencraBrneHve BUopKeTa —
Tabnuuy, ctonbyaTyo Anarpammy, rpaduk, KpyroByo guarpammy.
B naHenn WHCTPYMEHTOB HaXMuUTe KHOMKY CoxpaHutb B
6ubnnoTeKy BUOXKETOB.

7. B oTKkpbiBLWEMCA OKHe BBeAWTE Ha3BaHME BUIKeTa W HasBaHue

dunbTpa.

8.  YkaxuTe nanky ounbTpa 1 nogreepaute coxpaHeHue.

BuokeT cosgaH n coxpaHeH B 6MBnnoTeky BUAXKETOB.

ok wp

»
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% Yt06bl cCo3gaTb TaGMMYHBLIA  BUAXKET MO  CrpynnMpPOBaHHbIM U
arpernpoBaHHbIM COBbITUAM:
1. B rnaBHOM MeHI0 BbliGepuTe pasgen CobbiTus.
OTkpoeTcsa cTpaHmua CobbiTuA.

B naHenun punetpaumm Bee cobbiTusa Haxmnte E.

BbinonHuTe rpynnnpoBKy cOBbITUN.

B Tabnuue oTOGpa3ATCA KOMOHKM C YCMOBUAMM TPYNNUPOBKM
cobbITUN.

4. B naHenu ounbTtpaumm Bece cobbiTusa Haxmnte Y.
5. [MpoaHanun3npymnTte gaHHbIE O COBLITUSAX.

B Tabnuue OTO6pa3FITCFI pe3ynbTaTbl aHariM3a aHHbIX O cobbITHAX.

6. B naHenu uHCTpymeHToB Haxmute ML

7. B naHenn WHCTPYMEHTOB HaXMUTE KHOMKY CoxpaHutb B
OMONNOTEeKy BUOXKETOB.
8. B oTKkpbiBLUEMCSA OKHE BBeAUTE Ha3BaHME BUIKETA U HasBaHue
dunbTpa.
9. YkaxuTe nanky dunbTpa u NoATBEPANTE COXPAHEHME.
BuokeT cosgaH n coxpaHeH B 6MBNNMoTEKY BUAXKETOB.

2.
3.

12.11 Co3aaHme TabnUYHOro BMAXeTta no coobITUAM

Bbl mMoxeTe cos3gaBaTb TabnuMyHble BUOIKETbI, MOCTPOEHHbIE HA OCHOBE
AaHHbIX 060 BCEN COBOKYMHOCTM COBLITUN, NpeacTaBneHHOM B Tabnuue cobbITui.
%  Y1006bI CO3aaTb TabONUYHbLIN BUAXKET MO COBLITUAM:
1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTusa.
OTkpoeTtcsa cTpaHuua CobbiTus.

2. B naHenu uHcTpymeHToB Haxmute il

Mpumeyanune. [Insa akcnopTa 3anmcen o cobbITusX B hann Bbl MOXETE
Ha)kaTb DKCMOPT — DKCNOPTUPOBATbL BCEe 3anuUcu unm Akcnopt —
AKcnopTuUpoBaThb BbliOpaHHbIe 3anncKU 1 BbibpaTb hopmat danna
Ansa aKcnopTa.

3. B naHenn WHCTPYMEHTOB HaXMUTE KHOMKY CoxpaHutb B
O6ubnnoTeKy BUOXETOB.
4. B OTKpbIBLWIEMCS OKHe BBeAWTE Ha3BaHME BUIKETa WU HasBaHue
unbTpa.
5.  YkaxuTe nanky ounbTpa n nogreepamte coxpaHeHue.
BuokeT cosgaH n coxpaHeH B 6MbnnoTeky BUAXKETOB.

12.12 Co3aaHue BMaOXeTa No akTuBam

Bbl MoXeTe co3gaBaTtb BUOKETbI NO OTOUNIbTPOBAHHBLIM aKTUBaM.
% Yrtobbl co3gaTb BUAXET NO OTPUNLTPOBAHHbLIM aKTUBaM:
1. B rnaBHOM MeHIo BblbepuTe pa3gen AKTUBBI.
OTkpoeTca cTpaHmua AKTUBDI.
2. Crpynnupynte 1 npoaHanuaupymte paHHble 06  akTuBax
(cm. pasgen 5.2.4).
il

3. B naHenu nHCTpyMeHTOB HaXXMuTe ==,
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4. Bbibepute n HacTpouTe rpaduyeckoe npeacTaBrieHne BuaXeTa —
Tabnuuy, ctonbyaTyo anarpammy, rpaduk, KpyroByto guarpammy.

5. B naHenn WHCTPYMEHTOB HaXMUTE KHOMKY CoxpaHutb B
OMONNoTeKy BUOXKETOB.

6. B oTkpbiBLUEMCSA OKHE BBEAUTE Ha3BaHME BUIKETA U Ha3BaHue
3anpoca.

7. YxaxuTe nanky 3anpoca v NoaTBepauTe CoOXpaHeHue.

BuokeT co3aaH u coxpaHeH B BMBNMOTEKY BUOXKETOB.

12.13 Co3aaHme TabnNUYHOro BMAXeTta Nno aktTuBam

Bbl MoxeTe cosgaBaTb TabnuuyHble BUOKETbI, MOCTPOEHHble Ha OCHOBE
AaHHbIX 060 BCeW COBOKYMHOCTM akTUBOB, NPeaCcTaBeHHoN B Tabnuue akTMBOB.
< YT100bI CO30aTb TAONMUYHbLIA BUOXET MO akTUBaAM:
1. B rmaBHOM MeHI0 BblibepuTte pasgen AKTUBBDI.
OTkpoeTcsa cTpaHuua AKTUBBI.

2. B naHenu MHCTPYMEHTOB HaXMUTE L'I

Mpumeyanue. [Insa akcnopTa 3anmcen o cobbITUSX B (hann Bbl MOXeETE
HaXxxaTb JKCNOPT — JKCNOpPTUpPOBATbL BCE 3anUcCu NnNn JKCNopT —
AKkcnopTupoBaThb BbliOpaHHbIe 3anncKU 1 BbibpaTb hopmat danna
Ans aKenopTa.

3. B naHenn WHCTPYMEHTOB HaXMUTE KHOMKY CoxpaHutb B
OMONNOTEeKy BUOXKETOB.
4. B OTKpbIBLUEMCS OKHE BBEAUTE Has3BaHME BUIKeTa W HasBaHue
3anpoca.
5. YkaxuTe nanky 3anpoca v NogTBepauTe CoXpaHeHue.
BuokeT co3gaH n coxpaHeH B OMGNMoTeKy BUOXKETOB.

12.14 Co3paHue Tabnn4yHoro BuAXeta no AaHHbIM U3
Tabnu4yHoOro cnmcka

Bbl moxeTe co3gaBaTb TabnuuHble BuMOXETbl Ha OCHOBE [daHHbIX U3
TabnMYHbIX CINCKOB.
< YT100bI CO3aaTb TabNNYHbIN BUOXET HA OCHOBE AaHHbIX U3 TabnMMYHOro
cnucka:
1. B rnaBHoM MeHo B pasgene COoOp AaHHbIX BbibepuTe MyHKT
TabnuyHble cnUcku.
OTtkpoeTcsa cTpaHuua TabnuyHbie CIUCKW.
2. B naHenun TabnuyHble cnucku BblbepuTe TabnnYHbIA CNINCOK.

3. B naHenu uHcTpymeHToB Haxmute ML
B pabouyeii obnactu MosiBUTCS MOCTPOEHHbIM BumpKeT. B naHenu
HaHHble Ans BUAXeTa Bbl MOXeTe 0TUNbTPOBATbL M OTCOPTMPOBATb
3anucu, a Takke 3agaTtb UX KONMYECTBO.
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Mpumeyanume. [Jns akcnopTta 3anncen o cobbITUSX B dhais Bbl MOXETE
Ha)xxaTb QKCNOPT — JKCNOPTUPOBATbL BCE 3anUCU NNn IKCNOPT —
JkcnopTupoBaThb BbliOpaHHbIe 3anucu 1 BbibpaTb hopmaT charina
Ansa aKcnopTa.

|
4. B naHenu WHCTPYMEHTOB HaXMUTE KHOMKY CoxpaHutb B
OMONMoTeKy BUOXKETOB.
BuoxeT cosgaH 1 coxpaHeH B 6GMbnmnoTeky BUAXKETOB.

12.15 Jo6aBneHune BMAOXeTa Ha aawbdopa

Bbl MoXeTe 4o6aBnaTb BUOXKETbI TOMBbKO B MYCTblE SSYENKM NOSb30BaTENbCKNX
pawbopnos. Ecnu nycTbix siueek Ha gawbopae HeT, HeobXoaMMO CHavana yaanuTb
OAVH BUOKET, 3aTeM 4o6aBuTb OPYromn.

[Ons noucka BuaxeTa C¢ HeoOGXOAMMOW CTaAaTUCTUYECKOW WMHopMauMen B
B6ubnnoTteke npegycmMoTpeHa punbTpaLms BUOKETOB.

% Yrtobbl 4OOaBMTL BUOKET Ha gawbopa;

Ha rmaBHoOW cTpaHuue BbIDepuTe Nonb3oBaTeNnbCkU gawwodopa.
B cBoGogHoM suenke Haxxmnte KHOMKy [lo6baBUTbL BUAXKET.
OTkpoeTca okHO [lo6aBUTbL BUOXKET.

3. B okHe BbIbepuTe x0T 6bl OANH BUOKET.

4. Haxmute kHonky [lobaBUTL.
Buoxet nobasneH Ha gawbopa.

N

12.16 U3mMeHeHne BUAXKeTa Ha gawbopae

B npouecce paboTbl CO CTAaTUCTUYECKMMU OAHHBIMW, NPEeaCTaBEeHHbIMU Ha
BUIKETAX, Bbl MOXETE N3MEHSATb BUOXKETbI C Y4ETOM pELLAEMbIX 3a4ay.
%  Y100bI NBMEHUTb BUOXKET:
1. HarnaeHon cTpaHuue BbibepuTe gawbopsa.
2. B naHenn WMHCTPYMEHTOB BUXETa HaXMUTe ¢ U B pacKpbiBLUEMCS
MeHI0 Bblbepute nyHKT HacTpouTb.
OTkpoeTcsa cTpaHuua HacTtponka Bugxera.
3. BHecute nameHeHus n Haxxmmte KHOMKy COXpaHUTb.
BuoxeT nameHeH.

12.17 YpaneHue BuaXxeta ¢ gawoopaa

X UTtobbl yoanutb BUAXET ¢ gawbopaa:
1. HarnasHon cTpaHuue Bbibepute nonbsoBaTenl.:cmVl pawbops.
2. B nmaHenu VHCTpPyMEHTOB BUOKETa HaXMUTE ¢ U B pacKpbiBLUEMCS
MEHIO BblOepuTe NyHKT YAanuThb.
BuoxkeTt yoaneH ¢ gawbopaa.

12.18 AKCNOPT CTaTUCTUYECKNX AaHHbIX

MHdopmauna o Tekywem coctosaHum WT-uHpacTpykTypbl opraHusaumm
MOXeT OblTb Mone3Ha npu NpoBeAeHUN ayautoB U (OOPMUPOBAHUN OTYETHOCTU. Bbl
MOXeTe 3KCNopTMPOBaTb CTaTUCTUYECKME AaHHble C rpadnyeckoro BuaXeTa B dhann
dopmata PNG mnum ¢ TabnuyHoro sBugxeta B pavin popmata CSV, XLSX, JSON vnm
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XML.
% Yrtobbl 3KCNOpTMPOBAaTh AAHHbIE C rpadMyYeCcKoro BUaXeTa:
1. HarnaeHon cTpaHuue BbibepuTe aawbopa.

2. B naHenn WHCTPYMEHTOB rpaduyeckoro BuaXKeTa HaXMuUTe 5 B
packpbiBlleMCS MeH Bblbepute nNyHKT Ckavatb B PNG n
noaTBepAnTe CoXpaHeHue.

3.  ®ann coxpaHeH Ha BalleM KOMMbOTEpeE.

4.  Yrtobbl akcnopTMpoBaTh 3anMcu ¢ TabnmMyHOro BUoXera:

5. Ha rnaBHon cTpaHuue BbibepuTte gawbops. .

6. B naHenu WHCTPYMEHTOB TabnMYHOro BuOKeTa HaxXMuTe ¢ U B

pacKkpbIBLUEMCS MEHIO BbiGEpUTE BapmaHT aKcnopTa.
7. B oTkpbiBweMcA OkHe BblbepuTe dopmaT damna gns akcrnopta
3anuncen n3 TabnmMyHoOro BMaXeTa.
8. Haxmwnte KHONKy KkcnopTupoBaTh.
dainn coxpaHeH Ha BalleM KOMNbloTepe.
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13 PaboTa ¢ oTyeTamu

Mpwn paboTte ¢ 60nbLUMM KONNYECTBOM AaHHbIX HE06X0ANMO, YTOOLI OHM Obinn
XOpOLLIO OpraHu3oBaHbl W HarnsagHo npeacrtaBrieHbl. [aHHble, MonyYeHHble B
npouecce MOHUTOpUHra WMHMOPMaLUMOHHON 6e30nmacHOCTU M NpeAcTaBfeHHble Ha
pawboppnax Ha rnaBHou cTpaHuue Ankey SIEM NG, Bbl MOXeTe BbIrpyXaTb B doansbl
dopmaTos PDF, MHT, XLSX, DOCX n CSV. Takvne dannbl Ha3blBalOTCA oT4eTaMu n
[alT BaM BO3MOXHOCTb:

— uccneposBaTb AaHHble 06 akTMBax, COObITUAX UMW UHUMOEHTaX
(Hanpumep, onpeaennTb, KakMe akTUBbI Yalle BCEro y4acTBYHOT
B MHUMAEHTAX);

— U3yunTb [OaHHble 06 YyA3BMMOCTSX  pasfnuYyHOro  Tuna,
oBGHapyXeHHbIX B cucteme (Hanpumep, AMHAMWUKY CpeaHero
BPEMEHMN XN3HWN BaXHbIX YA3BUMOCTEN);

— OUEHUTb Mpouecc ynpaBrieHUs yS3BUMMOCTSMU B OpraHv3auumm
(Hanpumep, COOTHOLLUEHME KOMMYECTBA BaXHbIX YSA3BUMOCTEMN,
obpabaTbiBaeMblXx aBTOMaTUYECKM Ha OCHOBE MOSMIUTUK, U
obpabaTbiBaeMbIX BPY4HYIO);

— onpegenuTtb Hanbornee 3HayuMble AaHHbIe (HAanpumep, B KaKom
pervoHe HUMOEHTbI Bbi3Banu cambii 60nbLion yuepb);

— HaxoauTb B AaHHbIX 3aKOHOMEPHOCTM WU aHOManuu, KOTopble
HEBO3MOXHO BbISBUTb NPWY py4YHOM aHanuae (Hanpumep, NoHATb,
Kak 3awurta nepumeTpa CceTu BNUSET Ha 3alUMLLEHHOCTb
KOHKPETHOro yana).

3anucm 06 akTnBax, cobbITUSX N MHUMOEHTAX, a Takke 3anmcn n3 TabnnyHbIx
CMUCKOB M Tabnu4yHbIX BUAXKETOB Bbl MOXETEe 3KCMOpTMpOBaTb B (hawnnbl hpopmaToB
CSV, XLSX, JSON unm XML. 3T0 N03BONSAET paclUMpUTb BO3MOXHOCTN 06paboTku n
aHanusa Takmx AaHHbIX.

Bbl mMoxeTe ynpaBnsTb OoT4yeTaMuM M 3agadaMm Ha IKCMOPT 3anucen Ha
ctpaHuue OTyeTbl (Cuctema — OTYeTHI).

Paboyasa obnactb cTpaHuubl OT4YeTbl COOEPXKUT:

— Tabnuuy 3apav;

— naHenb WMcTopusa BbINYCKOB, B KOTOpoW oOToGpaxaeTtcs
NMHpopMauusa o gaTte 1 BPEMEHW BbiMycka OTYETa UM KCnopTa
3anuncen, a Takke 0 JOCTYNHOCTU OTYeTa Unn dpanna ¢ 3anmcamm
ANs cKavuMBaHUS;

— naHenb CBopgka c nogpobHon nHdopmaumnen o 3agade, Kotopas
BblbpaHa B Tabnuue 3agau.

Bbl MoXeTe co3gaBaTb OTYETbl CAMOCTOATENBHO MM UCMNOMb30BaTh OTYETLI C
npeayCcTaHOBEHHbIMU NapaMeTpaMmn Ha OCHOBE LIabIOHOB; KONNMPOBATb, UBMEHSTb U
yaanaTb OT4YeTbl. Takke Bbl MOXETE HaCTPOUTb BbIMYCK OTYETOB MO pacnucaHuio unm
BbINYCKaTb OTYETbI BPY4YHYIO.

Bbl Takke MoxeTe co3gaBaTb 3a4auM Ha SKCMOPT 3anucen, U3MEHSTb U
yaanatb Takue 3agayu, a Takke HacTpanmBaTb SKCMOPT 3annucer no pacnmcaHuio.
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13.1 Co3paHue 3agaym No BbINYCKY
NnoNb30BaTesIbCKOro oT4yeTa

Mpwn co3gaHnmn 3agaym nNo BbiNyCKy NOSIb30BaTENbCKOro OTYETa Bbl MOXETE:!
— 3apaBaTtb nocnegoBaTenbHOCTb 0ObeKkToB (TekcToB,
N3o00pakeHnn, BULKETOB), U3 KOTOPLIX OyAET COCTOATb OTYET;
— BblOMpaTe ANd OoTyeTa pasfnuyHble TUMNbl BU3yanu3auuu,
Hanpumep, gMarpammbl, rpacmkm UnNu rMCTorpamMmel;
— HacTpauBaTb BHEWHWWA BuA OTyeTa: [0OaBUTb KOMOHTUTYbI,
nereHgbl U NOANUCKU AN anarpamm.
< YT06bI CO34aTh 3agavy NO BbINyCKYy NOMb30BaTENbCKOro oT4eTa:
1. B rnaBHOM meHI0 B pasgerne Cucrema Boibepute nyHKT OTYETDI.
OTkpoeTca cTpaHmua OT4yeThl.
2. B naHenun nHcTtpymeHTOB HaxXmuTe kHonky Co3paTth.
OTkpoeTca okHo Co3gaHue 3apaum.
3. B cnucke wabnoHoB otyeToB BblbepuTe NyHKT Be3 wabnoHa un
HaXxmuTe KHonky fdanee.
OtkpoeTca cTpaHuua PepaktupoBaHuMe 3agaum <HasBaHue
oT4yeTa>.
4. B naHenn Hactpomka 3apauum Ha Bknagke lMapameTpbl oTtyeTta
HaCTpPOMTE BHELUHUI BUA OTYyeTa.

MpumeyaHme. Bbl MOXeTe M3MEHUTbL Ha3BaHWE 3adayum Mo BbIMyCKy
oTyeTa, ecnu TpebyeTcsa, a TakkKe HacTpouTb OTobpaxeHune
MHopMauunmn B \KOSTOHTUTYNaxX.

BbibepuTe Bknaagky NMapameTpbl Bbinycka.
HacTponTte doopmaT 1 4acToTy BbiNyCKa OTYeTa, YKaXuUTe nonyyaTens
oT4yeTa.

7. B pabouen obnactn Haxmute & 1 BblbepuTe 00BLEKT.
Ha ctpaHuuy otyeTa 0o6aBnTCA HOBbIN OOBHEKT.

o a

MpumeyvaHune. Bbl MoxxeTe 06aBUTb HECKOSTbKO OOBHEKTOB.

8. Bblbepute 06beKT.
OTKpOeTCA NaHeslb HAaCTPOMKN OBbEKTA.

9. HactponTte BbIGpaHHbIN OOBHEKT.

10. HaxmuTte kHomky CoxpaHUTb M B pacKpbIBLUEMCS MEHIO BblbepuTe
nyHKT CoxpaHuUTb 3apavdy.

11. HaxmuTte kHonky OGHOBUTbL.

12. HaxmuTe KHOMKY 3aKkpbIThb.

3apaya no BbIMYCKy Nonb30BaTenbCKOro oT4yeTa co3gaHa n otobpaxaercs B
Tabnuue 3agay no BbIMyCKy OTYETOB.
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13.2 Co3paHue 3agaum no BbIMNYCKY OTYeTa Ha OCHOBE
LadrnoHa

OtyeTbl yoobHee Bcero co3gaBaTb Ha ocHoBe LabrnoHos. LWabnoHbl — 310
roToBble TUMOBbLIE OTYETbI, B COBOKYMHOCTM NpefocTaBnsiowmne Hanbonee nonHyro
MHOPMaLUMID O COCTOsIHUM Be3onacHoCcTM cuctembl. OHM NO3BONSAKOT NPOBECTU
WHBEHTApU3aUMi0 OnepauMoOHHON CUCTEMbI, MPOrpamMMHOro WnM annapaTHoro
obecneveHunsi, cobpaTb CTPYKTYPMPOBaHHYIO WHGOpMaUUK O CcobbITUaX W
3aperncTpupoBaHHbIX MHUMAEHTaxX Ans nocnegytowero aHannsa. C nx noMoLLbio Bbl
MOXeTe NOHATb, HACKOSTbKO XOPOLLIO BLICTPOEH Npouecc 06paboTkm ya3BUMOCTEN.

% YT06bI CO3aaThb 3a4avy Ha BbINyCK OTYETa Ha OCHOBE LWabnoHa:

1. B rnaBHOM meHI0 B pasgerne Cucrema Bbibepute nyHKT OTYeTDI.
OTkpoeTca cTpaHmua OT4YeThl.

2. B naHenun nHcTtpymeHTOB HaxXmuTe kHonky Co3parth.

OTkpoeTca okHo Co3gaHue 3apaum.

3. BbibepuTe WwabnoH otyeTa U3 cnMcka U HaXXMuTe KHOMNKy fdanee.
OTtkpoeTca okHO Co3gaHuMe 3agayM C ONUCaHMEM BbIGPAHHOTO
WwabnoHa u nHpopmaumen o pacnmcaHumn ero 3anycka.

4.  Haxmwute kHonky fdanee.

Otkpoetca cTpaHuua PepaktupoBaHue 3apaum <HasBaHue
oTyeTa>.

5. B naHenn HacTtpomnka 3apauum Ha Bknagke [MapameTpbl oTyeTa
HaCTpOMTE BHELUHUI BU OTYyeTa.

MpumeyaHme. Bbol MOXeTe U3MEHWUTb Ha3BaHWEe 3a4a4u MO BbIMYCKY
oTyeTa, ecnu TpebyeTcs, a Takke HacTpouTb OTOBpaxeHune
WMHpopMaLUKN B KONOHTUTYNAXx.

6. Bbibepute Bknagky NMapameTpbl BbinyckKa.
7. Hactponte dhopmaT 1 4acTOTy BblfyCcKa OTYETA, YKaXXnuTe nonyyarens
oT4yeTa.
<  Y100bl pO06aBUTL [OOMNOMHUTENbHbIE OOBEKTbI B OTYET, €ecnu 3TOo
HeobxoanMmo:

1. B pabouen obnactn Haxmute ) n BblbepuTe 00BLEKT.
Ha ctpaHuuy otyeTa 4o6aBUTCSA HOBbLIN OOBHEKT.

| MpumeyaHmne. Bbl moxeTe gob6aBnTb HECKONLKO OOBHEKTOB.

2. BbibepuTte 06BbEKT.
OTKpoeTCcsa NaHenb HaCTPOMKM 06 BbEKTA.
3. HactponTe BbIGpaHHbIN OOBHEKT.
4. Haxmute kHonky CoxpaHUTb U B packpbiBLUEMCS MeHK BblbepuTte
nyHKT CoxpaHuTb 3agavy.
3apgayva no BbINyCcKy OT4eTa Ha ocHoBe LwabnoHa co3gaHa n otobpaxaeTcs B
Tabnuue 3agay no BbINyCKy OTYETOB.
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13.2.1 Co3aaHue 3agaym Nno BbIMYCKYy OTYETa NO aKTUBam

% YT06bI CO3aaTb 3a4avy no BbIMNyCKy OTYETa MO aKkTMBaM:
1. B rnaBHOM meHI0 B pasgerne Cucrema Bbibepute nyHKT OTYeTDI.
OTkpoeTca cTpaHmua OT4YeThl.
2. B naHenu MHCTpyMeHTOB HaxmuTe kHornky Co3aaTh.
OTkpoeTca okHo Co3gaHue 3apaum.
3. B cnucke wabnoHoB Bbibepute OTYETHI NO aKTUBaAM, COOLITUAM U
MHUUOEHTaM.

4.  Haxmwute kHonky Hdanee.
OTkpoeTca okHo Co3gaHue 3apaum.

5. B none HasBaHue BBeauTe Ha3BaHMe OTYyeTa.

6. B packpbiBatouiemcs cnucke UCTOUYHUK BbiGeprTE AKTUBBI.

7. B packpbiBatowiemcs cnucke OTyeT BbibepuTe WabnoH oTyeTa.

8. Ecnu Tpebyetcs, B none lMonyyatenu otyeTa yKaxute agpeca
3IEKTPOHHOWM NOYThI AN AOCTaBKM OTYeTa.

9. B packpbiBatowemcsa cnucke B rpynne BbibepuTte rpynnbl akTUBOB,

AaHHble O KOTOPbIX AOSMKHbI BOUTU B OTYET.
10. Ecnwu Bbl xoTnTE, YTOOBLI B OTHET Nonaganu Takke gaHHble 06 akTuBax
N3 BITIOXEHHbIX rpynr, ycTaHOBUTE (prnaXKok Bkritoyas BnoXxeHHbIe.
11. HactpounTte pacnucaHue, B COOTBETCTBMU C KOTOPbIM OT4eT Oyaer
aBTOMaTU4eCKn BbIMNyCKaTbCA B YKasaHHOe BpemMs C 3afaHHowm
NnepuoauYHOCTbLIO.
12. HaxmuTe kHonky CoxpaHUTb.
3ajaya no BbINYCKY OT4eTa MO akTMBaM co3faHa.

13.2.2 Co3paHue 3agaym no BbINYCKY OTYeTa No COObITUAM

*

% Yrtobbl co3gaTtb 3agayvy no BbIMyCKy OTYETa MO COObLITUAM:

1. B rmaBHOM MeHI0 B pasgernie Cucrema Boibepute nyHKT OTYETDI.
OTkpoeTcsa cTpaHmua OT4YeThl.

2. B naHenu nHCTpyMeHTOB HaxmuTe kHornky Co3aaTh.
OTkpoeTcsa okHo Co3pgaHue 3agavum.

3. B cnucke wabnoHoB Bbibepute OTYETHLI NO aKTUBaM, COObLITUAM U

MHUMOEHTaM.

HaxmuTte kHonky Odanee.

OTkpoeTcsa okHo Co3pgaHue 3agavum.

B none HasBaHune BBeguTe Ha3BaHWe oT4yeTa.

B packpbiBatowemcs cnmcke McTouHuk Boibepute CoObITUSA.

B packpbiBatowwemcs cnncke OTyeT Bbibepute WwWabnoH otyeTa.

BbibepuTte cdbopmat oTyeTa.

Ecnn Tpebyetcsa, B none [lMony4aTtenu otyeTa yKaxuTe agpeca

3EKTPOHHOWM NOYThI AN AOCTaBKM OTYeTa.

10. B packpbiBatowemca cnucke B rpynne BbiGepuTe rpynnbl akTUBOB,
AaHHble 0 COBLITUAX B KOTOPbIX AOIMKHbI BOMTU B OTYET.

11. EcnuBbl XoTnTE, 4TOOLI B OTYET NONagany Takke JaHHble O CODbITUAX
B aKTMBax W3 BIIOXKEHHbIX FPynmn, ycTaHoBUTe dnaxok Bknrouyas
BNTOXEHHbIE.

12. B packpbiBatoLiemcs cnucke @PunbTp BbibepuTe PUnbTp COObITUN.

13. HactponTte pacnucaHue, B COOTBETCTBMM C KOTOPbIM OT4eT Oyaet
aBTOMaTM4YeCKM BbIMNyCKaTbCA B YyKa3aHHOE BpeMsi C 3aJaHHOM
NepmoanyHOCTLIO.

B

©ooNOOO
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14. HaxmuTe KHonKy CoXpaHUTb.
3agayda no BbINyCKy oTYeTa Mo COObLITMAM co3faHa.

13.2.3 Co3gaHue 3agaym no BbIMyCKYy oT4eTa N0 MHUUAEHTaM

R/

% YT06bI CO3aaTb 3a4advy no BbIMyCKy OT4eTa NO UHUMAEHTaM:

1. B rnaBHOM meHI0 B pasgerne Cucrema Bbibepute nyHKT OTYeTbI.
OTkpoeTca cTpaHuua OTyeThbl.
2. B naHenun nHcTpymeHTOB HaxXmuTe kHonky Co3path.

OTkpoeTca okHo Co3gaHue 3apaum.

B cnucke wabnoHoB Bbibepnte OTYETbI NO aKTUBaAM, COObLITUAM U

WHUMOEHTaM.

HaxxmuTe kHonky [danee.

B none Ha3BaHue BBeanTe HasBaHue oTyeTa.

B packpbiBatoemcs cnmcke MCTouHUK BbibepuTe UHLUMAEHTDI.

B packpbiBatowemcs cnncke OTyeT Bbibepute WabnoH otyeTa.

B packpbiBatowemcs cnmncke Mepuop BbIGEPUTE NEPMOA, AAHHbIE 3a

KOTOPbIN OOMKHbI BOUTU B OTYET.

Ecnn Tpebyetcsa, B none [lMony4atenu oTtyeTa yKaxuTe agpeca

3EKTPOHHOM NOYThI AN AOCTaBKM OTYeTa.

10. B packpbiBatowemcs cnucke B rpynne Bbibepute rpynny akTuBOB,
AaHHble O KOTOPbIX AOMKHbI BOMTK B OTYET.

11. Ecnm Bbl xoTuTe, 4YToObI B OTYET nonaganu Takke [OaHHble 00
WHUMOEHTaX B aKTMBax U3 BMOXEHHbIX Fpynn, yCTaHOBUTE (hnaXkok
Bknioyas BroXeHHbIe.

12. B packpbiBatowemcs cnmcke PunbTp Bblbepute  unbTp
WHUWOEHTOB.

13. HactpounTte pacnucaHue, B COOTBETCTBMU C KOTOPbIM OT4eT Oyaet
aBTOMATUYECKN BbINYCKATbCsl B YKa3aHHOE BpemMsi C 3adaHHOMm
NnepmoanyYHOCTLIO.

14. HaxmuTe kHonky CoxpaHUTb.

15. 3apgava no BbINyCKy OT4YeTa No MHUMAeHTam co3gaHa.

ONOORA W

©

13.2.4 Co3paHue 3agaym no BbIMyCKy oT4yeTa no
YyA3BUMOCTAM

OTyeTbl NO YA3BMMOCTSAM MCMONb3ytoTca Ans cbopa CTPYKTYPUPOBAHHbIV
WHpopMaLMM O CKOPOCTU OBHapyXXeHMsi UK YCTpPaHEeHUs  yA3BUMOCTEN B
MH(PaCTpyKType opraHu3auuMm M Ha oTAeNbHbIX rpynnax aktmeoB. OT4YeTbl MO
YySI3BUMOCTSIM  MOXHO WCMNONb30BaTb [Afs OT4YeTa O BbINOMHEHHbLIX paboTax,
NNaHNUPOBaHUSA YCTPaHEeHUs1 YA3BMMOCTEM W OLEHKM KayecTBa ynpaBreHus
YS1I3BUMOCTSIMU.

[nsa co3gaHua 3agay nNo BbiNyCKy OTYETOB MO YA3BMMOCTAM OOCTYMHbI FPpynbl
wabnoHoB BaxHble ysazBumocTu 1 Nokasatenu ynpaBneHus ya3BUMOCTAMM.

% YT06bI CO3aaThb 3a4avy no BbIMNYCKy OTYETa Mo YSI3BUMOCTSIM:

1. B rnaBHOM MeHIo B pa3gene Cucrema Boibepute nyHKT OTYeThbI.
OTkpoeTca cTpaHmua OT4YeThl.

2. B naHenu nHCTpymMeHTOB HaxmuTe kHornky Co3paTth.
OTkpoeTcsa okHo Co3pgaHue 3agavm.

3. Bbibepute B rpynnax wabnoHoB BaxHble yA3BUMMOCTM UNK
Moka3aTenu ynpaBneHusi ya3BUMOCTAMM HYXXHbI LLAGNIOH oT4eTa.

4.  Haxmwute kHonky fdanee.
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OTKpoOeTCA OKHO C KpaTKMM OMucaHMeM oT4vyeTa WM pacnucaHuem
BbIMyCKa, YCTAHOBEHHbLIM MO YMOJTYaHUIO.
5. HaxmuTte kHonky [anee.
OTkpoeTcsa okHO PepakTupoBaHue 3agayum.
6. B naHenun HacTtpomka 3apaum BbibepuTe Bknagky [MapameTpbl
oTyeTa.
HactponTe BHELLUHUI BUA OTYeTa.
[ns oTobpakeHnsi BHECEHHbIX B OTYET M3MEHEHUIN Be3 coxpaHeHus
HaXMuTe KHOMKY OGHOBUTD.
9. B naHenu HacTtpouka 3apaum BbiOepuTe Bknagky [MapameTtpbl
Bblnycka.
10. Ecnu Tpebyetcsa, B none [llony4aTenu oTtyeTa YyKaxuTe agpeca
3NEKTPOHHOM NMOoYThl AN AOCTaBKM OTYeTa.
11. Ecnn TpebyeTtcsa, B Gnoke napameTpoB PacnucaHue BKIOUUTE U
HaCTponTe pacnucaHue Bbirnycka oTyeTa.
12. B naHenu WHCTPYMEHTOB HaXMuUTe KHOMNKy CoxpaHuTb U B
packpbIBLUEMCS] MEHIO BbliGepuTe NyHKT CoxpaHuTb 3agavy.
3apgayda no BbINyCKy oT4yeTa MO yA3BUMOCTSAM CO34aHa.

© N

13.3 Co3pgaHue 3aga4vm no BbINYyCKYy OTYeTa Ha OCHOBe
CyliecTBYHOLEN 3aaaum

Ecnn Bam HeobxoamMbl HECKOSMBKO MOXOXWUX 3adad Mo BbIMNyCKy OTYeTa, Bbl
MOXeTe co3faTb WX Ha OCHOBE CyLleCTBYKLlen 3afadn, U3MeHVB OTAerbHble
napameTpbl.

% Yrtobbl co3gaTtb 3agadvy No BbIMyCKy OTYETA HA OCHOBE CYyLLECTBYOLLEN:

1. B rmaBHOM MeHI0 B pasgerne Cuctema Bbibepute nyHKT OTYeTbI.

OTkpoeTcsa cTpaHmua OT4YeThl.
BbibepuTte 3agady no BbINycKy oTyeTa.
B naHenun nHCTpyMeHTOB HaxxmuTe KHOMKY KonupoBaTb.
OtkpoeTca cTpaHuua PepaktupoBaHuMe 3agaum <HasBaHue
oTtyeTa> (konus).
4. BHecuTe namMeHeHus n HaxxmmuTe KHonky CoxpaHuUTb.

3agava no BbINyCcKy oT4yeTa co3aaHa.

2.
3.

13.4 Co3pgaHue 3apadm Ha IKCNOPT 3anucen oo
akTnBax

*

% Yrtobbl co3gaTtb 3agayvy Ha SKCnopT 3anucen o6 akTueax:
1. B rnaBHOM MeHIo B pa3gene Cucrema Boibepute NnyHKT OTYeThbI.
OTkpoeTca cTpaHmua OT4YeThl.
2. B naHenu nHCTpymMeHTOB HaxmuTe kHornky Co3aaTth.
OTkpoeTcsa okHo Co3pgaHue 3agavm.
3. Bbibepute JkcnopT 3anncen U HaXxXMuTe KHOMKy fanee.
OTKpOETCHA OKHO DKCMOPT 3anucen.
B none HasBaHue BBegnTE Ha3BaHWe 3agayn.
B none [Mony4yatenu ykaxute agpeca 3fEKTPOHHOW MOYThI
nony4yarteneun anna c 3KCnopTUPOBaAHHBLIMU 3aNUCAMM.
6. Bbibepurte hopmart carina gna akcnopTa 3anmcen.

o s
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MpumeyaHue. Bbl MOXeTe N3MEHUTb KONMYECTBO 3KCMOPTUPYEMbIX
3anucemn no ccolnke U3ameHnTb. B dhann noboro n3 nogaepxmBaeMblx
dopmaToB MOXHO 3SKCMOpTUpOBaTb He Oonee OAHOrO MWUNNIMOHA
3anuceun.

B packpbiBatowemcs cnmcke MCTOYHUK BbibepuTe AKTUBBI.

B packpbiBatoemca cnvcke Npynnbl akTUBOB YCTaHOBUTE Drnaxku
HaNpPOTMB rpynn akTMBOB, ANA KOTOPbIX HEOHXOAMMO 3KCMOPTUPOBaTb
3anucu.

9. B packpbiBaouwemca cnucke 3anpocbl Boibepute PDQL-3anpoc, B
COOTBETCTBUMN C KOTOPbIM HEOOXOOMMO 3KCMOPTMPOBaTb 3aMUCHK.

© N

NMpumeyaHne. B naHenn PacnucaHue Bbl MOXeTe BKMAOYUTL U
HacTPOUTb aBTOMATUYECKUI 3anyCK 3afa4yun No pacnmcaHuio.

10. HaxmuTe kHonky CoxpaHUTb.
3agava Ha aKkcnopT 3anucen 06 akTMBax cosgaHa.

13.5 Co3pgaHue 3apgayum Ha IKCNOPT 3anmceu o
coobITUAX

/7

% Yrtobbl co3gaTtb 3agayvy Ha SKCNOPT 3anucemn o codbITUSX:
1. B rmaBHOM MeHI0 B pasgernie Cucrema Boibepute nyHKT OTYETDI.
OTkpoeTca cTpaHmua OT4YeThl.
2. B naHenu MHCTpyMeHTOB HaxmuTe kHornky Co3paTh.
OTkpoeTcsa okHo Co3pgaHue 3agavum.
3. Bbibepute JkcnopT 3anncen n HaxmmuTe KHOMKy [danee.
OTKpOETCHA OKHO DKCMOPT 3anucen.
B none Ha3BaHue BBeauTe Ha3BaHue 3agaqun.
B none [MMonyyarenun ykaxute agpeca 3MNeKTPOHHOW MOYThl
nonyyatenen gavna ¢ 3KCNOPTUPOBAHHLIMU 3aMUCSMW.
6. Bbibepute chopmart carina gna akcnopTta 3anmcen.

o s

MpumeyaHune. Bbl MOXETE N3MEHUTL KONMMYECTBO 3KCMOPTUPYEMbIX
3anucemn no ccoinke UameHnTb. B dann noboro n3 nogaepxmBaemMbix
dopmMaToB MOXHO 3KCMOpTUPOBaTb He 0Oonee oOA4HOro MUANMOHA
3anucemn.

B packpbiBatowemcs cnmcke McTouHuk Bbibepute CobbITUSA.

Bo BcnnbiBaoLLEeM OKHE MO CChISIKE 3a <nepuoa> YKaXuTe nepuoa, 3a

KOTOpPbI HEOBXOAMMO 3KCMOPTUPOBATL 3anNncu 0 COObITUAX.

9. B packpbiBatowwemca cnvcke MNpynnbl ycTaHOBUTE priaXky HaNpoTns
rpynn akTMBOB, N3 KOTOPbIX HEOOXOAMMO 3KCNOPTUPOBATL 3aNUCH.

10. B packpbiBatowemca cnucke dunbTpbl Bbibepute PDQL-3anpoc, B

COOTBETCTBUMN C KOTOPbIM HEOOXOAMMO 3KCMOPTMPOBaTb 3aNUCHK.

© N

I'IpumeanMe. B naHenn PacnucaHue Bbl MOXeTe BKAOYUTL U
HaCTpPOUTb aBTOMaTU4ECKUI 3anyck 3agayu no pacrnmcaHuto.
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11. Haxmute KHonKy CoXpaHUTb.
3apaya Ha 9KCnopT 3anucen o cobbiTUsIX co3gaHa.

13.6 Co3paHue 3apayum Ha IKCNOPT 3anucen o6
MHUMAeHTax

R/

% Yrtobbl co3gaTtb 3agadvy Ha aKCnopT 3anucen 06 MHUMAEHTAX:
1. B rnaBHOM MeHIo B pa3gene Cucrema Boibepute nyHKT OTYEThI.
OTkpoeTca cTpaHmua OT4YeThl.
2. B naHenu MHCTpyMeHTOB HaXmuTe kHornky Co3paTthb.
OTkpoeTcsa okHo Co3pgaHue 3apavum.
3. Bbibepute JkcnopT 3anucen n HaxmuTe KHornky danee.
OTKpOETCHA OKHO DKCMOPT 3anucen.
B none HasBaHue BBeaUTE Ha3BaHWe 3aaun.
B none [MMonyyatenun ykaxute agpeca 3MNeKTPOHHOW MOYThl
nosiyyatenen garna ¢ 3KCnopTUPOBaAHHLIMU 3aMUCAMMU.
6. BbibepuTte chopmat carina gna akcnopTta 3anmcen.

o s

MpumeyaHme. Bbl MOXeTe U3MEHUTb KONMYECTBO 3KCMOPTUPYEMbIX
3anucen no ccolnke U3ameHnTb. B dhann noboro 13 nogaepxmBaeMblx
dopMaToB MOXHO 3KCMopTMpoBaTb He 6Gonee ofgHOrO MUMMOHA
3anucen.

B packpbiBatowemcs cnmcke UcTouHuK Boibepute UHUMAEGHTDI.

B packpbiBatowemcss cnvcke  UHumMpeHTbl  Bbibepute  TUN

WHUNOEHTOB, 3anMcn O KOTOPbIX HY>XHO 3KCMOPTMPOBAaTb.

9. B packpbiBatowemcs cnucke MNpynnbl ycTaHOBUTE hriaXXKu HaNpoTuB
rpynn akTMBOB, N3 KOTOPbIX HEOOXOAMMO 3KCNOPTUPOBATL 3anUCH.

10. B packpbiBatowemcsa cnncke dunbTpbl Boibepute PDQL-3anpoc, B

COOTBETCTBUU C KOTOPbIM HEODBXOAMMO IKCMOPTUPOBATL 3anuCH.

© N

I'Ipumeqal-wle. B naHenu PacnucaHue Bbl MOXETe BKIO4YUTL U
HaCTpPOUTb aBTOMaTUYECKUN 3anyck 3agayu no pacrnmcaHuto.

11. HaxmuTe KHonKy CoXpaHUTb.
12. 3apava Ha akcnopT 3anucen 0b nHUngeHTax co3gaxa.

13.7 Co3aaHue 3aga4vm Ha 3KCNOPT 3anuceun 3
TabrIM4YHOro cnucka

% YT06bI CO3aaTh 3a4ayy Ha 3KCMOPT 3anucen M3 TabnmMyHOro cnucka:
1. B rnaBHOM MeHIo B pa3gene Cucrema Boibepute nyHKT OTYeThbI.
OTtkpoeTtcsa cTpaHuya OT4YeThbl.
2. B naHenu nHCTpymMeHTOB HaxmuTe kHornky Co3paTth.
OTkpoeTcsa okHo Co3pgaHue 3agavum.
3. Bblbepute JkcnopT 3anucen n HaxmuTe KHoMNKy [anee.
OTKpOETCHA OKHO DKCMOPT 3anucen.
B none HasBaHue BBeguTe Ha3BaHWe 3a4ayn.
B none [MMony4yatenun ykaxute agpeca 3rEKTPOHHOW MNOYThHI
nony4yarteneun anna ¢ 3KCnopTUPOBaAHHBLIMU 3aNUCAMM.

o s

202



Gis

FTASUHOOPM
CEPBMC

[MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

6. Bubibepute chopmart carina gna akcnopTa 3anmcen.

MpumeyaHue. Bbl MOXeTe N3MEHUTb KONMMYECTBO 3KCMOPTUPYEMbIX
3anucen no ccolnke UameHnTb. B dhann noboro n3 nogaepxmBaeMblx
dopmMaToB MOXHO SKCMOPTUpOBaTb He Oonee OAHOrO MWUINMOHA
3annceun.

7. B packpbiBatowemca cnucke WUcTtouyHuk BbiGepute TabnuyHble
CMUCKMN.

8. B packpbiBaowemcss cnvcke TabnuyHble cnuckn Bbibepute
TabnnMyHbIA  CNUCOK, M3 KOTOPOro HeobxoOuMO 3KCNOPTUPOBATb
3anucum.

9. B none ®unbTtp BBeamte PDQL-3anpoc, B COOTBETCTBUM C KOTOPbIM
Heo6Xxo4MMO 3KCNOPTUPOBATL 3anUCH.

10. Ecnn Tpebyetca, B packpbiBarowmxcs cnuckax CopTupoBKa
BblbepuTte ctonbel TabnuyHOro crnvcka, no KOTOpomMy Heobxoaumo
CcopTMpOBaTb 3anucu, a Takke cnocod Nx COpTUPOBKM.

NMpumeyaHne. B naHenn PacnucaHuMe Bbl MOXeTe BKAOYUTL U
HacTPOUTb aBTOMATUYECKUI 3anyCcK 3afayn No pacnmcaHuio.

11. HaxmuTe kHonky CoxpaHUTb.
3ajava Ha 3KCropT 3anucen n3 TabrmyHoOro cnucka cosgaHa.

13.8 U3ameHeHMe 3apayum Ha BbINYCK OTYeTa Unu
3KCMopT 3anucew

*

% Yrtobbl N3MEHNTb 3agadvy:

1. B rmaBHOM MeHI0 B pasgernie Cucrema Boibepute nyHKT OTYETDI.
OTkpoeTcsa cTpaHmua OT4YeThl.
Bbibepute 3agady.
B naHenun nHCTpyMeHTOB HaXXmuTe KHOMNKy PegakTupoBaTth.
OTKpoeTca cTpaHuua ¢ napameTpamun 3agadu.

4. BHecuTe M3MEHEHUS N HAXMUTE KHOMNKY COXpaHUTb.
3apgayva nameHeHa.

2.
3.

13.9 YpaneHue 3agayn Ha BbINYCK OoTYeTa unu
3KCNopT 3anucen

X UTtobbl yoanutb 3agady:

B rmaBHOM meHI0 B pasgene Cuctema Bbibepute nyHKT OTYeTbl.
OTtkpoeTcs cTpaHuya OT4YeThbl.

Bbibepute 3agavy.

B naHenun MHCTpyMEHTOB HaXXmMuTe KHOMKY YAaanuTb U noaTeBepante
yaaneHue.

3apava ypaneHa.

hrwpE
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13.10 YnpaBneHue BbIMYCKOM OTYETOB U 3KCMOPTOM
3anuncen

B Ankey SIEM NG Ha cTpaHuue OT4yeTbl Bbl MOXETE HAaCTpPOUTb pacnucaHune
3anycka 3ajad Ha BbIMyCK OTYETOB WM 3KCNOPT 3anncen, a Takke 3anycTuTb 3agadvy
Bpy4Hyto. pn BbiNnonHeHMM 3agaymn no pacnucaHuio Ankey SIEM NG otnpaBnsieT
yKa3aHHbIM agpecaTtam 3feKTPOHHOE MUCbMO C BbIMYLLEHHBIM OTYETOM U oannom
C 3KCMOPTUPOBAHHBLIMW 3aNUCAMUN BO BNOXEHUN.

BHumaHune! [lpn 3anycke 3agadn BPYYHYH 9NEKTPOHHOE MUCbMO OTMpaBSieHO He
Oyper.

Ona kaxgon 3agadum Ankey SIEM NG xpaHuT nocrnegHue aea chawna c
OTYETOM WM IKCMOPTUPOBAHHBLIMU 3anucamMu. Bbl MoxeTe ckadyaTb MX B MaHenu
UcTopusa BbINyCKOB.

BbinonHeHne 3agay ocywecTBnseTcs nooyepenHo. ATO O3HAYaeT, YTO Mnoka
Ankey SIEM NG He 3aBepLUMT BbINOIHEHNE OOHOWN 3a4au4K, Bbl HE CMOXETe 3anyCTUTb

eLle oaHy.
13.10.1 3anyckK 3aga4 no pacnmcaHuio

Pacnucanue B Ankey SIEM NG no3BonsieT aBTomMaTU3MpoBaTh BbIMOSHEHNE
3a7a4 Ha BbIMYyCK OTYETOB U SKCMNOPT AaHHbIX. Bbl MOXeTe BKIoYaTb, OCTaHaBNMBaThb,
a TaKkke HacTpauBaTb BbIMOMHEHNE TakuxX 3aday no pacnmcaHuio.

MpumeyaHmne. Bbl He MOXeTe BbiNyckaTb MO pacnucaHuio oT4yeT [leTanbHbIM OTYET
Nno BblIOpPaHHbIM COOLITUAM.

1. YT10ObI HACTPOUTL BbLIMOMHEHNE 3a4a4mM MO PacnnCaHuIo;
2. B rmaBHOM meHI0 B pasgenie Cucrtema Boibepute nyHKT OTYETDI.
OTkpoeTcsa cTpaHmua OT4YeThl.

3. Bbibepute 3agavy.
4. B naHenu MHCTPYMEHTOB HaXXMuUTe KHOMKY PacnucaHue.
OTkpoeTca okHO HacTpounka pacnucaHus.
5.  BknwouuTe BbINOMHEHME 3a4a4M N0 pacnmcaHuio.
6. HacTtpounTte pacnucaHue, B COOTBETCTBUM C KOTOpPbIM 3ajaya byger

aBTOMaTU4YEeCKN BbIMOSNHATLCA B YyKasaHHOe BpeMsi C 3aJaHHoW
NepuoanYHOCTbIO.
7. Ecnu TpebyeTcs, ykaxute nonyyaTtenen otyeTta unm darna akcrnoprta
B none MNonyyaTtenu otyeTa.
8. Haxmute kHonky CoxpaHuUTb.
BbinonHeHve 3agayn no pacnmcaHuio HaCTPOEHO.

13.10.2 3anyckK 3aga4 Bpy4HyIo

% YT06bI 3anyCTUTb 3a4a4y BPY4YHYIO:

B rmaBHOM meHI0 B pasgene Cucrema Bbibepute nyHKT OTYETDI.
OTkpoeTca cTpaHmua OT4YeThl.

Bbibepute 3agady.

HaxmuTte kHornky BbinycTuThb.

B naHenn WUcTtopusa BbINYCKOB MOSBUTCA HOBas 3anucb: AaTta U
BpeMsi 3anycka 3agayn. 3agada 3anylieHa.

aorwnhE
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13.11 BbinycK oT4yeTa NoO aKkTuBam

R/

% YT06bI BLINYCTUTL OTYET NO BbIOPaHHOWN rpynne akTMBOB:
1. B rnaBHOM MeHI0 BbibepuTe pasgen AKTUBBDI.
OTkpoeTcs cTpaHuua AKTUBBI.
Bbibepute aktusbl B Tabnuue.
B naHenu WHCTPYMEHTOB HaXMUTE KHOMKY JKCNOPT U B
pacKkpbIBLUEMCS MEHIO BbiGepuTe BbinycTUTb OTYeT.
OTkpoeTcsa okHO Bbinyck oTyeTa.
4. BbibepuTte WwabnoHbl OTYETOB MO aKTUBAM UIM YSI3BUMOCTSIM.
5. B none ®opmar Bbibepute oopmat oTyeTa.
6. Haxmwnte kHonky BbinycTuTb.
OTyeTbl MO aKTMBaM UCMOMb3YKOTCHA AN UHBEHTapu3auum onepaumoHHOM
CMCTEMbI, MPOrpaMMHOro U1 annapaTHoro obecneveHus.
OTYeT COCTOUT M3 HECKOJSTbKMX pa3desios:
— MapameTpbl 0OTYETA — CNNCOK aKTMBOB, HA OCHOBAHWUW KOTOPbIX
chopmMMpoBaH OTYET;
— O6wasa cratuctuka — otobpaxeHue uHopmauMm OoTyeTa B
Bnae Tabnuubl nnn rpadundeckon guarpammel;

w N

— CBouctBa o00OBLeKToB - 0Oonee noapobHoe onucaHue
napamMeTpoB Kaxgoro M3 OObekToB (TONMbKO ANA OTYETOB MO
akTnuBam).

13.12 BbinycK oT4yeTa No coobITUAM

OtyeTbl NO COGLITUAM UCMONBL3YKTCA ANA cbopa CTPYKTYypPMPOBAHHOM
nHpopmauum 0 cobbITUAX ANA  nocrnegylwero aHanmMsa W - BbISBMEHMUS
NOTEHUMAnbHbIX aTak Ha ys13BUMbIE OOBEKTDI.

[nsa Bbinycka AOCTYNHbI CriegyoLlime ABe rpynnbl OTYETOB.

HdemanbHbie omyemsbl N0 co6bIMuUsIM

[eTanbHble OT4YeTbl NO COBLITUAM COBMpPalTCAa Ha OCHOBE OTOOpakaemblxX
AaHHBIX O COBLITUSIX B COOTBETCTBUM C BblIGpaHHbIMU (PUnbTpamu.
[eTanbHble oT4eTbl N0 COObITUSAM nogaepusatoT popmaTbl XLSX, CSV.

Mpumeyanne. KonnyectBo COObITMIA, AOCTYMHbIX Af19 €4MHOPAa30BOro OT4yeTa,
OrpPaHU4YeHO OOHUM MUIMOHOM Ana oboux dopmaToB. [Mpyn nonbiTke co3gaHUS
oTyeTa no GonblueMy KonmMyecTBy coObITMM ByaeT copmupoBaH hann ¢ OgHUM
MUIFIMOHOM 3anncein, ocTasbHble 3anncu BKINOYEHbI B OTYET He ByayT.

[eTanbHbIN OTYET NO cobbITUSIM NpeAcTaBnseT cobon Tadbnuuy:
— 3aronoBOK COLAEPXMUT KOMOHKN, OTOOpaxxaeMble B COOTBETCTBUM
C BblOpaHHbIM OUNBTPOM.
— WHdopmMauma o cobbITUAX COAEPXUT: B Criydae oTyeTa no
BCEM COOLITUSM — MHOXECTBO COObITUA opmupyeTcss B
COOTBETCTBUM C MNyHKTaMuU u3 cekumm «VIcxogHble OaHHble».
Ecnn nonb3oBatensckui unbTp ObiNl U3MEHEH, HO He Obin
COXpaHeH, TO B oT4eTe OH ByaeT oTpaxeH B Buae PDQL-cTpoku;
B Cry4ae oTtyeTa no BblGpaHHbIM COOLITUAM — MHOXECTBO
CcobbITUI, BbIBPaAHHLIX NOMb30BaTENEM.
[nsa kaxxgoro cobbiTUA BbIFPY>KatoTCAa Nosis, oTobpakaemble B COOTBETCTBMM C
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BblbpaHHbIM  unbTpoM. CopTupoBka cobbITUIA  Takke OCyLWEecTBnseTcs B
COOTBETCTBUM C BbIOpPaHHBbIM (OUNBTPOM.

Omyembi no cmamucmuke cobbimuti

OTtyeTbl MO cTaTUCTUKE COBLITUIA cOBUparOTCA Ha OCHOBE [aHHbIX O
pacnpegeneHmm Konmyectsa COObITUN B 3aBUCMMOCTW OT OTAEMbHbIX MCTOYHMUKOB,
nonb3oBaTenien, 3aperncTpUpoOBaHHbIX UCXOOALWNX UITN BXOASALMNX MOLKITHOYEHWNNA.

OtyeTbl No crtatTucTMke cobbiTur nopgaepxmBatoT ¢opmatel PDF, MHT,
DOCX.

Mpumeyanue. [Ina npocmoTtpa ot4yeToB B hopmate MHT Bbl MOXeTe MCNONb30oBaTb
6paysep Microsoft Internet Explorer Bepcun 8 nnn Hmnxe.

OT4eTbl NO CTAaTUCTMKE COBBLITUN COCTOAT U3 HECKOSTbKUX pasaesoB:

— MapameTpbl oT4yeTa — pasgen oTobpaxaeT HasBaHue
BblOpaHHOro oT4yeTa, BbIOpPaHHYK rpynmny akTMBOB WAW Bce
aKTUBbI, @ TakKe BblOpaHHbIN BPEMEHHOW UHTepBarn u ounbTp;

— PacnpepeneHue co6bITUM MO BpeMeHUM — anarpamma,
oTobpaxarwuwass KONM4ecTtBo CobObLITUM NO gaTte, 4vacam W
MUHYTaM B 3aBMCUMOCTWN OT BbIBpaHHOro MHTEpBana BpeMEHM.
B cnyyae otyetoB no "Ctatuctmke cobbiTuin No nonb3osaTtensam”
AaHHbIN  pasgen  coaepXut  criegywouwme  nogpasgesbl:
HencrBus nonb3oBarenen, HencrBus Hag
nonb3oBatensimu, [lonb3oBaTeNibCKUe B3aUMOAEUCTBUS.
lMepBble ABa pa3fena cogepxart gnarpammbl Mo nonb3oBaTensam
N KONNYeCTBY UX COBLITUN N TabnnyHoe npeacTaBneHne. Tpetui
pasgen — TabnuyHoe npeactaBrieHne nonb3oBaTenen c
yKaszaHuem obLLero konmyecTsa 4eNCTBUN, NPOU3BELEHHbIX MU
B cucteme. [laHHble pasgeribl 3anofHATCA B TOM clny4yae, ecrnu
3HayeHus noneu subject.name M object.name paBHbl account.

Bbinyck omyema

*

% Yrtobbl NONYYMTb OTYETHI MO COOLITUAM:

1. B rmaBHOM meHI0 BbibepuTte pasgen CobbiTus.
OTtkpoeTcsa cTpaHmua CobbiTuA.
BbibepuTe rpynny cobbITUn No akTUBam.
OTKkponTE BPpEMEHHON PUNLTP U YCTAHOBUTE UHTEPBAr, 3a KOTOPbIN
HeobX04MMO NOCTPOUTb OTYET.
BHumaHue! B getanbHOM oT4yeTe No BCeM COObITUAM U B A€TarbHOM
oT4yeTe NO BbIOPaHHBIM COBLITUAM BpPEMsi COOTBETCTBYET 4aCOBOMY
nosicy UTC+O.

w N

4. B naHenu WHCTPYMEHTOB HaXMUTE KHOMKY JKCNOpPT U B
pacKkpbIBLUEMCS MEHIO BblibepuTe BbinycTUTb OTYeT.
OTKpOEeTCH OKHO, B KOTOPOM Bbl MOXETE BblIOpaTbh OAMH U3 LabrnoHOB
OTYEeTOB.

5. Bblbepute wabnoH otyeTa.

Mocne Bbibopa wabnoHa noasuTcs none dopmar.

Bbibepute cbopmat oTyeTa.

HaxmuTte kHornky BbinycTuThb.

N o
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13.13 Bbinyck oTt4yeTa 06 MHUMAEHTaX

Otyet o 3apeructpmpoBaHHbix B [1K Ankey SIEM NG uvHUMOEHTaX HyXEH,
4TO6bI BblI MOIMIN:

— Yy3HaTb KONMMYECTBO MHUMOEHTOB M BU UHUNOEHTOB B 3a4aHHOM
nepuogae;

— UCNonb30BaTb MOSTyYEHHblE [aHHble NPW aHanua3e MHUMAeHTa
Unn B paccnegoBaHuy MHUMAEHTA;

— dopmupoBaTb CTaTUCTUKY MO MHUMAEHTAM.

% Y106bI BHINYCTUTb OTYET 06 MHUMAEHTAX:

1. B rnaBHoM MeHiO B pasgene WHumaeHTbl BbibepuTe MyHKT
MHUunpeHTbI.
OTtkpoeTcsa cTpaHuua UHUMAEHTBI.

2. B naHenn WHCTPYMEHTOB HaXMUTE KHOMKY JKCNOpT UM B
pacKkpbIBLUEMCS MEHIO BbibepuTe BbinycTUTb OTYeT.
OTkpoeTcsa okHO Bbinyck oTyeTa.

3. B packpbiBatowiemcs cnucke OT4yeT Boibepute BUA oTyeTa:

— OTKpbITble. B oTtyete 6yayt oTpaxeHbl WHUMAEHTHI,
3aperncTpupoBaHHbIe B 3a4aHHbIN MPOMEXYTOK BPEMEHN U eLe
He paccregoBaHHble. dopmat pavna otyeta — PDF;

— 3aBepLueHHble. B otyeTe ByayT oTpaxeHbl paccrnefoBaHHble
WHUNOEHTbI, 3aperncTpupoBaHHble B 3a[aHHbI MPOMEXYTOK
BpPEMEHU 1 CrpynnmupoBaHHblie rno Tuny. dopmart canna otyeta —
PDF;

— O6wwme. B otyeTe ByayT oTpakeHbl BCe 3aperMcTtpupoBaHHbIe
WHUWOEHTbI; HOBble, elle He paccrnefoBaHHble WHUMAEHTHI,
3aperncTpupoBaHHble B 3aJaHHbIi NMPOMEXYTOK BPEMEHU U
CrpynnupoBaHHble MO yyacTHukam. dopmat cpanmna oTtyeTa —
XLXS.

Mpumeyanune. B none ®Popmat K Ankey SIEM NG Ha ocHOBaHuM
BblIOpaHHOro Buaa otyeTa aBToMaTMYeCcku npoctaBut oopmat danna
oTyeTa.

4. B packpbiBatowwemcs cnucke MNMepuop Boibepute nepnos BpeMeHu, 3a
KOTOpbIM Bbl XOTUTe ccopMmmpoBaTb OTYET (MO YMON4YaHUIO
yCTaHOBMNEHO 3Ha4yeHne 3a nocrneaHue 7 gHen).

5.  Haxmute KHOMKy BbinyCcTUTb OTYeT.

Mpumeyanune. MK Ankey SIEM NG copmupyeT nma danna otyeta
no wabnoHy: lMepeyeHb MHUMAEHTOB <ITTT-MM-4/4> 44 MM CCZ, roe
ITrT —rog, MM — mecsau, 0 — aeHb, Y4 — yac, MM — MmuHyThl, CC —
cekyHabl, Z — 3oHa UTC. Mpumep: NMepeyeHb nHumaeHtoB_2018-05-
23 06_18_08Z. Bpems popmuposanusa otyeta Y4_MM_CCZ ykasaHo
B Hynesom 4yacosom nosice (GMT+0).

OTtyeT no 3adaHHbIM MNapameTpam cdopMMpPOBaH B JOKanbHOW narke,
yKa3zaHHOW B cCBOMCTBax Gpaysepa.
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14 PaboTa ¢ yBeAOMJIEHNAMMU

Yeepomneruss Ankey SIEM NG copepxat uHgpopmauunio 06 M3MeHeHusX B
UT-nHdpacTpykType npeanpusatmnsa, o paboTte 3agady cbopa AaHHbIX, cobnpaembix
cobbITUAX N NapameTpax NOToka cobbiTMI, a Takke O BbiABNseMbIX nHumaeHtax b n
COCTOSIHUM CUCTEMBI.

Bbl MOXeTe aBTOMaTM3MpOBaTh OTNPaBKY YBeAOMIEHUN, cO3aBas 3afayun Ha
CTpaHuue YBeaoMneHus.

14.1 Co3paHue 3agauv Ans oTrnpaBku yBeOAOMIIEHUA
00 M3MeHeHun obLlero Yymcria akTUBOB

% UYt0bbl Cco3gaTb 3agjady Ons OTnpaBkU yBeOOMSEHUS 006 U3MeHeHuu
obLero Yyncna akTMBOB:

1. B rmmaBHOM wMeHw B pasgene Cucrtema BbIOepuTe MYHKT
YBeaomneHus.

OTkpoeTcsa cTpaHuua YBeAOMIEeHUS.

2. B naHenu MHCTpyMeHTOB HaxmuTe kHornky Co3paTh.
OTtkpoeTcsa okHO HoBoe yBeaomneHue.

3. B none HasBaHue BBeguTe HasBaHWe yBeLOMSIEHUS.

4. B packpbiBatowemcs cnmcke Coobwartb Bbibepute O6 nameHeHUn
obLero Yncna akTMBOB.

5. Ecnu Heobxoaumo, cHumute naxok Co3paHue akTUBOB UMK
YpaneHue akTUBOB.

6. B 6noke napameTpoB YBegomneHue npu cpabaTtbiBaHMU HAacTponTe
cnocob oTnpaBkn yBe4OMMEHMS:

— ecnn Heob6xoaMMO OTNPaBnATb YBEAOMIEHNE MO 3NEKTPOHHON
noyTte, BKMOYMTE OTNPaBKY YBEOOMSEHUSI MO 3NEKTPOHHON
noyte n B none Komy ykaxute agpeca 3neKTPOHHOW MOYThI
nonyyatenen ysegoMIeHNs;

— ecnm HeobGxoaMmO OTNpaBnATb YBEAOMSIEHME C MOMOLLbHO
POST-3anpoca, Bkno4ynTe oTnpaBKy yBeJOMIEHUA C MOMOLLbIO
POST-3anpoca n BBeaute agpec cepBepa Ans MonyvyeHus
POST-3anpoca;

7. B 6noke napametpoB Makc.4acToTa Bbibepute, Kak 4acto cucrtema
OyaeT oTnpaBnaTb yBeAOMIIEHME.

8. B packpbiBatowemcs cnmcke YacoBou nosic BbibepuTe 4acoBou
Nnosic, NOAXOoAdAWMIA Ons BPpeMeHW OTNpaBKM YBeOOMMEHUS W Ang
OTOGpaxeHUs B TEKCTE YBEAOMIIEHUS.

9. Haxmute kHonky CoxpaHuUTb.

3apgava ons otTnpaBkM yBegoOMMeHns 06 M3MeHeHMM obLero YymMcna akTMBoB
cosfaHa.
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14.2 Co3paHue 3agauvm Ans oTrnpaBku yBeAOMIIEHUA
00 M3MEeHeHUAX B rpynnax akTuBoB

R/

% UYt06bl co3paTb 3agady Ana OTnpaBku yBeAoMSIeHUs 06 U3MEHEHUsSX B
rpynnax akTMBOB:

1. B rmmaBHOM wMeHw B pasgene Cucrtema BbIOepuTe MNYHKT
YBepomneHums.

OTkpoeTcsa cTpaHuua YBeAOMEHUS.
2. B naHenu MHCTpyMeHTOB HaXmuTe kHornky Co3paTthb.
OTkpoeTcsa okHO HoBoe yBeaomneHue.
B none HasBaHue BBeauTE Ha3BaHME YBEAOMIEHNS.
B packpbiBatowiemcs cnucke CoobwaTtb Boibepnte O6 naMeHeHnsax
B rpynnax akTuBOB.

5. Ecnu Heobxogumo, cHumuTe naxok [JobGaBneHuMe akTUBOB B
rpynny unu UcknroyeHne akTMBOB U3 rpynnbl.

6. B packpbiBatowemcsa cnucke B rpynnax Bbibepute Te rpynnbl
akTMBOB, 00 W3MEHEHMsIX KOTOpbIX cuctemMa OyaeT oTnpaBnaTb
yBeAoOMIIEHME.

7. B 6noke napameTpoB YBegomneHue npu cpabaTtbiBaHMM HAacTponTe
cnocob oTnpaBkn yBeAOMIEHMS:

— ecnn Heo6xoaMMO OTNPaBnATb YBEAOMIEHNE MO SNEKTPOHHOM
noyTte, BKMOYMTE OTNPaBKY YBEOOMSEHUS MO 3NEKTPOHHON
noyte n B none Komy ykaxuTe agpeca 3MeKTPOHHOW MOYThI
nonyyatenen ysegoMIeHus.

— ecnM HeobxoAMMO OTMPaBnATb YBEAOMSIEHME C MOMOLLbIO
POST-3anpoca, BKMoYMTE OTNPaBKY YBEAOMIIEHUS C MOMOLLbIO
POST-3anpoca 1 BBegute agpec cepsepa And nonyyvyeHus
POST-3anpoca.

8. B 6noke napametpoB Makc.4acToTa Bbibepute, Kak 4acTo cuctema
OyaeTt oTnpaBnaTb yBEAOMIIEHME.

9. B packpbiBatowemcs cnmcke YacoBom nosic BbibepuTe 4acoBou
Nnosic, Noaoxodsawmn Ons BpeMeHW OTNpaBKM YBeOOMMEHWs n Ans
OTOBpaKeHUs B TEKCTE YBEAOMIEHNS.

10. HaxmuTe kHonKky CoXpaHUTb.

3apava ong oTnpaBkM yBeAoMIieHMSs 06 U3MEeHEeHusAX B rpynnax akTMBOB
co3gaHa.

how

14.3 Co3paHue 3apayun Ansa otnpaBku yBeAOMNEHUNA
00 nHunpgeHTtax

*

% Yrtobbl co3gaTtb 3agavy Ans oTnpaBkM yBeOOMIMEHUS 00 MHUMOEHTax:

1. B rmmaBHOM wMeHw B pasgene Cuctema BbibepuTe MNYHKT
YBeaomneHus.
OTKpoeTca cTpaHuua YBeaOMIEeHUA.

2. B naHenun nHcTpymeHTOB HaxXmuTe kHonky Co3parth.
OTkpoeTcsa okHO HoBoe yBegomneHue.

3. B none HasaHue BBeAUTE Ha3BaHWE yBEOOMIEHMS.

4. B packpbiBatowemca cnucke CoobwaTtb Bbibepute O coCTOAHMM
MHLUNAOEHTOB.

209



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

5. B packpbiBalowemcs cnucke B rpynnax Bbibepute Te rpynnbl
aktTmBoB, 00 WHUMOEHTaxX KOTOpbIX cuctemMa 6OyadeT oTnpaBnATb
yBeJOMIeHUe.

6. B packpbiBaowemcs cnucke PunbTp Bblbepute  unbTp
WHUNOEHTOB.

7. B 6noke napameTpoB YBeaomneHue npu cpabaTtbiBaHMM B rone
Komy ykaxute agpeca OneKkTpPOHHOW MNOYTbl  noniyyatenen
yBEOMIIEHUS.

8. B 6noke napametpoB Makc.4acTtoTa BbiGepute, kak 4acto cuctema
OyaeT oTnpaBnaTb yBeAOMIIEHME.

9. Haxmunte kHonky CoxpaHuUTb.

3apadva ang oTnpasBky yBeAoMIieHUs 06 MHUuaeHTax co3aaHa.

14.4 Co3paHue 3agauvm Ans oTrnpaBku yBeAOMSIEHUA O
COObITUAX

/7

% YT06bI CO3aaThb 3agavy AN OTnpaBkn yBeAOMIIEHMS O COBbITUAX:

1. B rmaBHOM wMeHw B pasgene Cucrtema BbiOepuTe MNYHKT

YBeaomneHus.
OTkpoeTcsa cTpaHuua YBeAOMIEeHUS.

2. B naHenun nHcTtpymeHTOB HaxXmuTe kHonky Co3aaTth.
OTkpoeTcsa okHO HoBoe yBeaomneHue.

3. B none HasBaHue BBeguTe HasBaHWe yBeLOMSIEHMS.

4. B packpbiBatoLiemcsa cnucke Coobwartb Boibepnte O coObITUSAX.

5. B packpbiBatowemca cnvcke B rpynnax Bbibepute Te rpynnbl
aKTMBOB, O COObITUSIX KOTOpbIX cucTema Oyagetr oTnpaBnaTb
yBeJOMIEHME.

B packpbiBatowiemcs cnncke PunbTp Boibepute unbTp COOLITUN.
B 6noke napameTpoB YBegomMmneHue npu cpabaTbiBaHUU HAacTpouTe
cnocob oTnpaBkn yBeOOMIEHMS:

— ecnvn HeobxoaMMO OTNPaBnATb YBELOMMEHNE MO 3NEKTPOHHON
noyte, BKIOYUTE OTNPaBKY YyBEOOMSIEHUS MO 3MEKTPOHHOWN
noyte n B none Komy ykaxute agpeca 3feKTPOHHOM MOYThI
nosnyyatenen yBeaoMreHus;

— ecnu HeobxoouMmo OTNpaBfATb yBeOOMSIEHME C MOMOLbIO
POST-3anpoca, Bkno4yMTe OTNpaBKy yBeOOMIIEHUA C MOMOLLbIO
POST-3anpoca u BBeaute agpec cepsepa Ans nosiyvyeHust
POST-3anpoca.

8. B 6noke napametpoB Makc.4acToTa Bbibepute, Kak 4acto cuctema

OyaeTt oTnpaBnaTb yBeAOMIIEHME.

9. B packpbiBatowemcs cnmcke YacoBoum nosic BbibepuTe 4acoBoOM
Nosic, NOOXOoOsAWMN AN BPEMEHU OTNpaBKM YBeAOMIEHUA U Ons
oTOBOpaxeHus B TEKCTE YBEOOMIEHUS.

10. HaxmuTe KHOMKy COXpaHUTb.

3apava ons oTnpaBky YBEOOMIEHUS O COBLITUAX CO3aaHa.

No
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14.5 Co3paHue 3agauv Ans oTrnpaBku yBeAOMIIEHUA O
BbIXOAe napameTpoB NOTOKa COObLITUM 3a npeaernbl
AOMNYCTUMbIX 3HAaYEeHUN

CospaHHas 3agjaya yBeJOMUT nonyyaTtenen o BbIxode napamMeTpoB MnoToka
cobbITMA OT WUCTOYHMKA unM dopBapaepa 3a npegenbl AONYyCTUMbIX 3HAYEHUN,
3a[aHHbIX B NpeaynpexaeHnun Ans oTCnexXusaHns notoka cobbitnin (cMm. pasgen 8.6).

% UYt0obbl cCo3gaTb 3agadvy AOna OTNpaBKM YBEAOMIIEHMS O BbIXoAe
napameTpoB NoToKa cobbITUI 3a Npeaenbl 40NYCTUMbIX 3HAYEHWI:

1. B rmmaBHOM wMeHw B pasgene Cucrtema BbIOepuTe MYHKT
YBepomneHums.
OTkpoeTcsa cTpaHuua YBeAOMIEHUS.

2. B naHenu MHCTpyMeHTOB HaxXmuTe kHornky Co3paTthb.
OTkpoeTcsa okHO HoBoe yBeaomneHue.

3. B none HasBaHue BBeguTe HasBaHWe yBeLOMSIEHUS.

4. B packpbiBatoliemcs cnmcke CoobwaTtb Bbibepute O6 MCTOYHUMKAX
COObITUMN.

5.  Ykaxwurte, Kakne  yBeOOMIEeHUs HeobxoQMMO  OTNpaBnATb
nosiyqartento:

— ecnu HeobxoouMmo OTNpaBnATb yBeOOMSIEHME O 3afepkke
noctynneHms cobbiTma OT WUCTOYHMKa (cbopBapgepa) K
Konnektopy, yctaHoBuTe driaxkok KOHTponb 3aaepxku;

— ecnM HeobGXoAMMO OTNPaBnATb YBEAOMIIEHME O HanMyuu
cobbITUN OT WUCTOYHUKA (cbopBapaepa), yCcTaHOBUTE (oriaXok
KoHTponb oTnpaBku,;

— ecnn HeobxoguMMO OTNpaBnATb yBeAOMIIEHME O BbIXoge 3a
npegensl JONYCTUMbIX 3HAYEHUW cpefHen CKOPOCTU MOTOoKa
cobbITnin, yctaHoBuTe driaxkok KOHTponb noToka coobITUN.

6. B packpbiBatowemca cnvcke B rpynnax Bbibepute Te rpynnbl
akTMBoB, 00 W3MEHEHWN WCTOYHWKOB KOTOpbIX cucTema Oyaet
OTNpaBnsATb yBeAOMIEHNE.

7. B 6noke napameTpoB YBegomneHue npu cpabatbiBaHMU HAacTpouTe
cnocob oTnpaBkM YBEOOMIEHUS:

— ecnvn HeobxoaMMO OTNPaBnATb YBEAOMIMEHNE MO SNEKTPOHHON
noyTte, BKNOYMTE OTNPaBKY YBEOOMSEHUS MO 3NEKTPOHHON
noyte n B none Komy ykaxuTte agpeca 3MeKTPOHHOW MOYThI
nonyyatenen ysegoMIeHNs;

— ecnu HeobxoAMMO OTMPaBnATb YBEAOMISIEHME C MOMOLLbIO
POST-3anpoca, Bkno4yMTe OTNpaBky yBeOOMIIEHUA C NOMOLLbLIO
POST-3anpoca n BBeauTe agpec cepBepa AOns MOMyvYeHus
POST-3anpoca.

8. B 6noke napametpoB Makc.4acToTa Bbibepute, Kak 4acto cuctema
OyaeTt oTnpaBnaTb yBeAOMIIEHME.

9. B packpbiBatowemcs cnmcke YacoBoum nosic BbibepuTe 4acoBOM
Nnosic, NOOXOAdAWMIA ONs BPeMeHU OTNpaBKM YBeOOMMEHUS U AN
oTOBOpaxeHus B TEKCTE YBEOOMIIEHUS.

10. HaxmuTe KHOMKy COXpaHUTb.

3agaya onga oTnpaBkM YBEOOMIEHUS O BbIXOAE NapaMeTpoB NOTOKA COObLITUN
3a npegesnbl 4OMYCTUMbIX 3HAaYeHU co3faHa.
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14.6 Co3paHue 3agauv Ans oTrnpaBku yBeAOMIIEHUA O
coctosiHun Ankey SIEM NG

% Yrtobbl co3gaTb 3agavy Ans oTnpaBky yBEAOMIIEHUS O COCTOAHUN Ankey
SIEM NG:
1. B rmmaBHOM wMeHw B pasgene Cucrtema BbIOepuTe MNYHKT
YBepomneHums.
OTkpoeTcsa cTpaHuua YBeAOMEHUS.
2. B naHenun nHctpymeHTOB HaxXmuTe kHonky Co3paTth.
OTkpoeTcsa okHO HoBoe yBeaomneHue.
B none Ha3BaHue BBeauTE Ha3BaHWe yBEOOMIEHUS.
B packpbiBatowemca 6rnoke Coobwartb Bbibepute O COCTOSAHUM
CUCTEMBI.

5. B packpbiBatowemcsa cnucke OnacHocTb Bbibepute TN COobLEHNN,
OTnpaBnsieMbIX CUCTEMOWN CaMOANArHOCTUKM.

6. B 6noke napameTpoB YBegomneHue npu cpabatbiBaHMU HAcTponTe
cnocob oTnpaBku YBEOOMIEHUS:

— ecnvn HeobxoaMMO OTNPaBnATb YBELOMSEHNE MO 3NEKTPOHHON
noyte, BKIOYUTE OTNPaBKY YyBEOOMSIEHUS MO 3MEKTPOHHOM
noyte un B none Komy ykaxute agpeca 3MeKTPOHHOW MOYTbl
nosiydyatenen yseaoMmeHuns.

— eCcnuM HeobxoguMMO OTNpaBnATb YBEOOMSIEHME C MOMOLLBIO
POST-3anpoca, Bkno4yMTe OTNpaBKy yBe4OMIEHUA C MOMOLLbIO
POST-3anpoca n BBeAuTe agpec cepBepa ONA MONyYeHUN
POST-3anpoca.

7. B 6noke napametpoB Makc.4acToTa Bbibepute, Kak 4acTo cuctema
OyaeTt oTnpaBnaTb yBeAOMIIEHME.

8. B packpbiBatowemcs cnmcke YacoBoum nosic BbibepuTe 4acoBoOu
Nnosic, NOOXOAdAWMI AN BPeMeHU OTNpaBKW YBeOOMMEHUS W Ang
oTOBOpaxeHus B TEKCTE YBEOOMIEHUS.

9. Haxmute kHonky CoxpaHuUTb.

3apayva onga oTnpaBky YBEOOMSEHUS O COCTOSIHUM CUCTEMbI CO3aHa.

how

14.7 Co3paHue 3agayuun ansa otnpaBKU YBeAOMIIEHUA O
BbIMNOSIHEHUM 3a4ay coopa AaHHbIX

% Yt00bI CO3paTb 3agadvy Ans OTNpaBKM YBEOOMIEHUS O BbIMOSTHEHUK
3agad cbopa AaHHbIX:
1. B rmaBHOM MeH B pasgene Cuctema BbiGepuTe MyHKT
YBeaomneHus.
OTkpoeTca cTpaHMua YBeJOMNEeHUs.
2. B naHenu nHCTpymMeHTOB HaxmuTe kHornky Co3aaTth.
OTtkpoeTcsa okHO HoBoe yBegomneHue.

3. B none HaszBaHue BBeaUTE Ha3BaHWe yBeOOMSEHUS.

4. B packpbiBatowemca cnucke Coobwatb Bbibepute O 3apavax coopa
OaHHbIX.

5. Ecnu HeoGxogumo, cHumute cdonaxok O Ha4yane BbiNONHeHUA unm O
3aBepLUeHUM.
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6.

10.

B packpbiBatowemcsa cnucke 3apaum Bbibepute Te 3agavm cbopa
AaHHbIX, O Havane u (Mnu) 3aBepLUEHUN KOTOPbIX cuctema byaet
OTNpaBnsTb yBeAOMIEHNE.

B 6noke napameTpoB YBegomneHue npu cpabaTtbiBaHMMU HAcCTponTe
cnocob oTnpaBkn yBeOOMIEHMS:

— ecnn HeobxoaMMO OTNPaBnATb YBEAOMSEHNE MO 3NEKTPOHHON
noyrte, BKMOYMTE OTNPaBKY YBEOOMIEHUS MO 3NEKTPOHHON
noyte n B none Komy ykaxute agpeca 3MEeKTPOHHOW MOYThI
nonyyatenen yseLoMIeHus.

— ecnn HeobGxoaMMO OTNPaBnATb YBEAOMIIEHME C MOMOLLbIO
POST-3anpoca, Bkno4ynTe OTNpaBKy yBeOOMIEHUSA C MOMOLLbIO
POST-3anpoca n BBeAuTe agpec cepBepa ONA MOMyYeHUs
POST-3anpoca.

B 6noke napameTtpoB Makc.4acTtoTa BbLIbepuTe, Kak 4acTo cuctema
OyaeT oTnpaBnaTb yBeAOMIIEHME.

B packpbiBatowemca crnvcke YacoBou nosic BbibepuTe 4YacoBou
Nnosic, NOAXoAdAWwMiA Ons BpeMeHU OTNpaBKku YBeOOMMEHWS n Ang
oTOBOpaxeHus B TEKCTE YBEOOMIEHUS.

Haxmute kHonky CoxpaHuUTb.

3agava gn4 oTnpaBkn yBegoMIieHnA O BbINOJNIHEHUN 3aau c6opa OaHHbIX

co3faHa.

14.8 OcTaHOBKa M NOBTOPHbLIN 3anycK 3agauv ansa
OTNpPaBKN YyBeAOMSIeHUS

/7

1.

2.
3.

% YTtobbl OCTAHOBUTbL 3aAa4y AN OTNPaBKM YBEAOMITEHUS:

B rnaBHoM wmeHw B pasgene Cuctema BbibepuTe MyHKT
YBepgomneHus.

OTkpoeTca cTpaHvLua YBeAOMIEHUS.

B ueHTpanbHoOM naHenu BbibepuTe 3agauvy.

B naHenun MHCTpymMeHTOB HaXXmMuTe KHonky OCTaHOBUTD.

3agaya ans oTnpaBku YBEAOMIEHUSI OCTAHOBIEHA.
% Y106bI 3anycTuUTb 3a4ady A5 OTNpaBKu YBEAOMIEHUS:

1.

2.
3.

B rnaBHoMm wmeHwo B pasgene Cucrtema BbIOEpuTE  MYHKT
YBegomneHus.

OTkpoeTca cTpaHuua YBeJOMMNEeHuUs.

B ueHTpanbHOM naHenu BbibepuTe 3agavy.

B naHenn MHCTPYMEHTOB HaXXMUTE KHOMNKY 3anyCcTUTb.

3agaya onsa oTnpaBky yBeOOMIEHUs 3anyLieHa.

14.9 Co3gaHue HOBOM 3a4aum Ha OCHOBe
CyLlecTBYIOLEN 3aga4m

*

1.

w N

% Yrtobbl co3gaTb HOBYIO 3a4a4y Ha OCHOBE CYyLLECTBYOLLEN:

B raBHOM wMeHw B pasgene Cuctema BbibepuTe  MYHKT
YBeaomneHus.

OTKpoeTca cTpaHuua YBeaOMIeHUA.

B ueHTpanbHoM naHenu Bbibepute 3agayvy.

B naHenun nHcTpymeHToB HaXxxmuTe KHoMNkKy KonnpoBaThb.

OTkpoeTcsa okHo HoBoe yBegomneHue.
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4. BHecuTe U3MEHEeHUs N HaxXMuTe KHonky CoxpaHuUTb.
HoBas 3agaya cosgaHa Ha OCHOBE CYLLIECTBYHOLLEN.

14.10 A3meHeHMe 3agaum Aons oTnpaBKu
yBeAoOMIeHus

R/

% YT06bI N3MEHNTb 3aga4y ONs OTNPaBKM YBEAOMIEHUS:
1. B rmaBHOM MeHW B pasgene Cuctema BbiGepuTe MyHKT
YBeaomneHwus.
OTkpoeTca cTpaHvLua YBeAOMIEHUS.
2. B ueHTpanbHon naHenu BbibepuTe 3agauvy.
3. B naHenu nHcTpymeHTOB HaxkmuTe KHOrMKy PegakTtupoBathb.
OTkpoeTcsa okHO PepgaktupoBaTb yBeAOMIIeHUe.
4. BHecuTe U3MEHEHUS N HaXXMuTe KHoMNKy CoxpaHUTb.
3apava ang oTnpaBky yBeAOMITEHUI U3MEHEHA.

14.11 YpaneHue 3apaym Ansi otnpaBku yBeAOMMNEeHUA

/7

% YT06bl YyOanuTb 3agavy Ans oTnpaBku yBe4OMSEHUS:
1. B rmaBHOM wMeHw B pasgene Cucrtema BbiOepuTe MNYHKT
YBepgomneHus.
OTkpoeTca cTpaHvLua YBeAOMIEHUS.
2. B ueHTpanbHoW naHenu BbibepuTe 3agauvy.
3. B naHenun nMHCTpyMEHTOB HaXmuTe KHOMKYy YAaanuTb 1 nogreepaute
yoaneHue.
3apava ong oTnpaBkyM YBEOOMMNEHUW yaaneHa.
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15 MOHUTOPUHI OOpPabOTKN COOLITUN

MoHUTOpPUHI 06paboTKkM COBbITUIA — 3TO COOP AaHHbIX O PasfUYHbIX TUNax
cobbiTnin, 3apeructpmpoBaHHbiX [1K Ankey SIEM NG, w»n npegcraBneHne ux B
rpacpmyeckom Buae. Bbl MoxeTe npocmatpvBaTb pesynbTaTbl MOHUTOPUHIa Ha

cTpaHunye Cucrtema — MOHUTOPUHI 06pPabOTKM COOLITUM.

Ecnn ycTaHOBRNEHO Heckonbko KoHBenepoB 06paboTkn cobbiTui, cnpaBa OT
Ha3BaHusA CTpaHuLbl 0OTOOpaxaeTca cebinka ansa Bolbopa koHBenepa. [ocne Boibopa
KOHBEMepa Ha CTpaHuue nosiIBUTCS CTaTuCcTuka o0bpaboTkm cobbiITun  3TuUM
KOHBENEPOM.

PesynbTaTbl MOHUTOPWHra npeacTaBneHbl Ha Tpex BKMagkax no Tunam
cobbITUN: BXogsaLme cobbiTus, cobbITUA HopManuaaTopa u cobbiTus KoppenaTopa.

Anarpammbl  oTOBpaXatT KOMMYECTBO COOLITUIA  onpedeneHHoro Tuna,
3aPnKCUPOBaAHHbLIX CUCTEMON B YKa3aHHOe BpeMsi. [1pn HaBegeHUn Kypcopa Mbllin Ha
anarpamMmmy BO BCMfblBaloWweM coobLleHnn oTobpaxaeTcsa MHopmaums o gate u
Konuyectse 3adMKCUPOBaAHHbLIX CObbITUIN. HekoTopble guarpamMmmbl UMET OUbTP.

Bbl MOxeTe yBenuuuTb guarpammy Mo KHOMKe «” Yeenuuutb. Ha yBeNnnyeHHON
anarpaMmme Bbl MOXeTe BblaenuTb 0651acTb KypcopoM Mbilwn ans 6onee getanbHOro
NpOCMOTpPa AaHHbIX. Bbl MOXeTe BEpHYTbCSA K yBENIMYEHHOW Auarpamme Mo KHOMKe
Copocutb macwTtab nnm Kk ctpaHmue MoOHUTOPUHI 06pPabOTKN COOLITUM MO KHOMKE
3aKpbITb.

Mo ymon4yaHuio AaHHble Ha gnarpaMmmax OOHOBASAKTCA pa3 B 5 MUHYT. .Bbl

MOXeTe USMEHUTb 4aCTOoTy OOHOBMNEHUS AAHHbIX B MaHEenm MHCTPYMEHTOB, Ha)XaB ..

15.1 MOHUTOPUHI AaHHbLIX O COOPaHHbLIX COObLITUAX

[aHHble 0 BXoaALWmMX COBbITUSX NPeaCcTaBneHbl Ha YeTblpex Anarpammax Ha
Bknagke Co6op ctpaHuubl MOHUTOPUHI 0OPaboOTKN COOLITUMN.

HOunarpamma Mo nctouHnkam otobparkaeT KONMYECTBO COObITUIA, NOSNTYYEHHbIX
OT PasfiMyHbIX UCTOYHMKOB. Bbl MOXeTe BblOpaTb MCTOMHUKM B pacKpbiBarOLLEMCS
cnucke.

Bbl Takke MoXxeTe BbinyckaTb OTYETbl O COOpPaHHbLIX COBLITUAX MO KHOMKe
BbinycTutb OTYeT.

Ounarpamma Mo mMoaynsMm cbopa oTobpaxaeT KonmyecTtBo cobbITUR,
NOMNy4YeHHbIX OT pasnUyYHbIX Moaynen cbopa AaHHbIX. Bbl MoxeTe BbIGpaTb Moaynv B
pacKpbIBaOLLEMCS CMUCKE.

HOunarpamma Mo areHTam oTo6pa)kaeT KONMMYECTBO COOLITUIA, MNOMYYEHHbIX OT
pasfMyHbIX KONNekTopoB. Ecnn ncnonbdyetcs Heckonbko konnektopos Ankey SIEM
NG, Bbl MOXeTe BbibpaTb HY)XHbl€ BaM KOJMEKTOPbI B PaCKpbIBAKOLLEMCS CrIUCKE.

Ounarpamma HanpaBneHbl B XpaHunuvwe oTobOpaxaeT KOnM4ecTBO
cobpaHHbIX COBbITUI, HAaNPaBMNEHHbIX B XpaHUINLLE.
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15.2 MOHUTOPUHI AaHHbLIX O COOLITUAX
HOopManusaTtopa

[aHHble O HOPManu30BaHHbIX W  HEHOPMAanM3OBaHHbLIX  COObLITUSX
npeacTaBneHbl Ha [ABYyX AuvarpaMmmax Ha Bkrnagke Hopmanusauusa cTpaHuupl
MOHUTOPUHI O6PabOTKN COOLITUN.

Ha gnarpamme PaboTta cnyx06bl HopManusauum npeacraBneHo Konm4ecTBo
npuweawmnx B HOpmanusatop CcoObITUIA, a TakKe HOpPManuM3oBaHHbLIX U
HEHOpManu3oBaHHblX  CObObITUIA.  Bbl  MOXeTe  BbinyckaTb  OTYeTbl MO
HOpPManu3oBaHHbIM CODbITUAM MO KHOMKE BbINyCcTUTL OTYeT.

HOnarpamma Hopmanu3oBaHbl U HanpaBrieHbl B XpaHunuuie otobpaxaer
KONMYECTBO HOPManmn3oBaHHbIX COObITUIA, HAaNPaBEHHbIX B XPaHWUIMLLE.

15.3 MOHUTOPUHI AaHHbIX O COOLITUSIX KOppensTopa

[aHHble 0 BXOOAWMX W KOPPENSUMOHHBIX CODObLITUAX W  CTaTUCTUKA
cpabaTtbiBaHWs MNpaBui KOppensuvMyM npeacTaBfieHbl Ha AuvarpaMmax Ha BKnagke
Koppensauusa ctpaHmubl MOHUTOPUHI 06paboTKn COObLITUN.

Ha guarpamme PaGoTa cnyX6bl KoppensiuMu npeacraBrieHo KONMMYecTBO
cOobbITUIN, NOCTYNMNBLLMX B KOPPENATOP, U KOPPENSALMOHHBIX COBBLITUN.

[Ounarpamma CpabaTtbiBaHue npaBun oTobpaxaeT CyMMapHOe KONM4eCcTBO
cpabaTbiBaHUN npaBui Koppenauum. Bbl MoxeTe nepentn K BblbOpy OTAENbHbIX

NpaBWI MO KHOMKE -o—.
NMcTtorpamma Hanbonee 4yacTtble Koppensauun 3a 24 yaca nokasbiBaeT 20
npaBun Koppensunmn, KoTopble Yallle apyrnx cpabaTbiBanu 3a nocnegHue CyTKu.
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16 YeK-nUCT HAaCTPOMKU CUCTEMBI

Mocne yctaHoBkn [1K Ankey SIEM NG HeobxoguMMoO €ro HacTpouTb,
NMOCKOSIbKY 4YacCTb MnapameTpoB 3aBUCUT OT cneuudpmkn WUT-nHpacTpykTypbl
opraHusauun. Takke B npouecce paboTbl YacTb MapamMeTpoB MOXET M3MEHSTbLCS,
NO3TOMY BO3HWKAEeT HeobXOoAMMOCTb Nepuoauyeckm npoBEPSATb, KOPPEKTHO v
HacTpoeH [1K Ankey SIEM NG. [1ns pelueHns aTux 3agad Bbl MOXETE UCMNOSb30BaTb

yek-nncT (Cnucrtema — Yek-NnMCT HACTPOUKU CUCTEMbI), KOTOPbI COAEPXKUT CNUCOK

NPOBEPOK, MOMOratLLMX BaM NpaBuibHO BbINOSTHUTL HEOOX0AUMbIE OENCTBUIS.

Ona ypnobctBa npoBEpPKM CrpynnMpoBaHbl. HanpoTuB Kaxgow  rpynnbl
oTobOpaXkaeTca KONMMYEeCTBO MPOMAEHHbIX B 3TOM rpynne npoBepok. [Ons Kaxaown
NPOBEPKN JAHO KpaTKoe onucaHne, 06bAcHALWEE, YTO MMEHHO 1 noyeMy TpebyeTcs
HacCTpPOUTb M Kakue warn HeobxoauMO BbINONHUTL. Bbl MOXeTe WUCKMouYUTb Te
NPOBEPKN, KOTOPbIE HE ABMSKTCS ANA Bac BaXXHbIMMW.

OTaenbHble napamMeTpbl NPOBEPOK MOXHO M3MEHATb C MOMOLLbIO harna
KOH(urypaumn. [NogpobHee © napameTpax npoBepok cM. PykoBoacTBO
agmuHuctpaTopa Ankey SIEM NG 5.2.3.

[nsa HekoTopbIX NpoBepok npueedeHbl npumepbl PDQL-3anpocos. Takue
3anpocbl COCTaBfeHbl C YY4ETOM 3HAYEHU MO YMOMYaHUIO napamMeTpoB MPOBEPKM.
Ecnn napameTpbl npoBepku OblnNn M3MEHeHbl, BaM Heobxoammo 6yaeT BHeCTU
n3ameHeHunsa n 8 PDQL-3anpoc.

Kpome Toro, B [1KAnkey SIEM NG peanu3oBaHbl YyBeOOMSIEHUS O
HenponaeHHbIX NPoBepKax.
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17 Pabota ¢ Knowledge Base

ToHkas HacTponka MK Ankey SIEM NG gnst o6paboTku 1 aHanus3a gaHHbIX
BbIMOSIHAETCS B Ankey SIEM NG Knowledge Base. ans 3TOro B
Ankey SIEM NG Knowledge Base ucnonb3yloTca crnegylowme obbekTbl: npasuna
HOopmanusauuu, arperaumu, oboralleHusi,  Koppenauum W1 - fiokanusauuu,
K 0ObeKkTam-CnpaBOYHMKAM OTHOCSTCS CMPaBOYHMK Monen cobbiTui u TabnuyHbie
cnuckn. Bce 06bekTbl XpaHaTes B B,

B obwem cnyyae ToHKas HacTpomnka o6paboTku 1 aHanu3a AaHHbIX BKoYaeT
crnegyroLue warwm:

1. Bxopg B Ankey SIEM NG Knowledge Base.
2. CospaHue nonb3oBaTtenbckon B.
3. CospaHvMe nakeTa 9KCNepTU3bl WM CTPYKTYpbl nNanok Ans
Nnonb30BaTeNIbCKNX OO BHEKTOB.
CospaHue Habopa Onst yCTaHOBKM OOBHEKTOB B KOHBenepbl 00paboTku
cobbITUN.
Bri6op Bepcumn SDK ans Banungauyum o6bLeKToB.
HacTpolika 06beKTOB-CNPaBOYHNKOB.
HacTtponka o6bekToB Ana o0paboTkm n aHannsa codbITUi.
Bbi6op nonb3oBaTtenbckon bl B kauecTBe yCTaHOBOYHOWN.
Banvpauuns o6bektoB Habopa onst yCTaHOBKM.
0. YcrtaHoBka 06bEKTOB B KOHBENEPLI 06pabOoTKM COBLITUN.
11. TllpocmMoTp XKypHana yCcTaHOBKW.

B

HOooo~NO O

17.1 ATanbl 06paboTKn COOLITUN

MK Ankey SIEM NG BbINOSTHAET HernpepbIBHLIN MOHUTOPUHI
nHopmMaunoHHon BesonacHocTn UT-uHGpacTpykTypbl opraHusauun. MOHUTOPUHT
ocyulecTBnsaeTca nytem cbopa cobbiTUA C MCTOYHUKOB U OTCIIEXMBAHUA COCTOSIHUSA
aKTUBOB.

[na obHapyxeHus cobbITUn MHpopMaLMOHHON 6e30MacHOCTN UCMONb3yeTcA
meToq rule-based reasoning. Cneunanuctbl No MHGOPMaLMOHHOM ©e30macHOCTU
3apaHee coO34al0T npaBuna, oOnucbiBawowme npu3Hakm cobbitus. CobbiTne
MHOPMaUNOHHOM Be30nacHOCTM  UKCUpPYeTCsl, ecnu B MoToke cobbiTnuin OT
NCTOYHMKOB NosABNAeTcsa cobbiTne (Mnn nocneaoBaTenibHOCTb COObITUI), yKa3aHHOE B
OAHOM M3 npaBwi, UM PUKCUPYETCH M3MEHEHUE COCTOSIHUSI akTUBa, OnucaHHoe B
OLHOM M3 npaswu.

Hopmanu3sauusi cobbimuti

[nga cobbiTun, coBpaHHbIX C pa3HbIX MCTOYHUKOB, MOTYT OTnnYaTbcs doopmat
(TXT, XML, JSON) u ctaHgapT 3anucu. [Ina aHanu3a noTtoka cobbiTun Tpebyetcs
npeobpa3oBaTb BCe COObITUSA K €AMHOMY BUay.

Hopmanusauua cobbitua - npouedypa npuBegeHna HeobpaboTaHHOro
coObITUS K HOPManu3oBaHHOMY BMAY B COOTBETCTBMM C 3apaHee 3afdaHHbIM Ans
MCTOYHMKA M TUNa cobbITUSA NPaBUIIOM HOpManuaauum.

Hopmanu3oBaHHoOe cobbiTve — cobbiTue npeacTaBnsieT co60N COBOKYMHOCTb
nonewn, 3anofiHEHHbIX OAaHHbIMU M3 HeobpaboTaHHOro cobbiTMs CornacHo npasuny
HOpManmaauuu.
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Mpumeyvanne. [Ons 3anucm cobbITMA  (HOPManu3OBaHHbIX, arpernpoBaHHbIX,
koppensaumoHHbix) B [MK Ankey SIEM NG wncnonb3yetcsa BHYTPEHHUA CTaHaapT,
pa3paboTaHHbIN Ha ocHoBe cTaHgapTa Common Event Expression (ero onucaHue cwm.
Ha canTe mitre.org).

Azpezayusi cobbimuti

MoToK cobBbITUIN MOXET coaepxaTb OAHOTUMHbIE COObLITUS, OTNMYaroLmnecs
3Ha4YeHMEeM OAHOro NI HECKOSbKUX Nonen (Hanpuvep, BpeMeHeM pernctpauumm). Ang
COKpaLLEeHNs KONM4ecTBa Taknx cobbITUI BbINOSTHAETCS arperaums cobbITun.

Arperaumst cobbITMii — 3TO npouecc oTbopa (B NOTOKE HOPMarm30BaHHbIX U
KOPPENALMOHHBIX COBbITUN) COOLITUIA, KOTOPbIE YO4OBMAETBOPAIOT YCNOBUIO 3apaHee
HaCTPOEHHOro npasuna arperaumm, n obbeguHeHus MxX B OOHO arpermpoBaHHOE
cobbiTue.

O6o2aweHue cobbimuli

O6oraweHne cobbITM  —  3anofiHEHME MOfiem  HOPMAariM30BaHHbIX,
arperMpoBaHHbIX U KOPPENSUMOHHBIX CODbITU COorfnacHo npasunamMm oboraweHus.
Mona 3anonHATCA  AaHHbIMW, YKasaHHbIMM B NpaBune oboraweHuss  unm
NosTly4eHHbIMWN U3 TaBNUYHbBIX CMUCKOB.

TabnunyHbIA CANCOK — OBYMEPHbLI MAacCMB AaHHbIX, XPaHALWMNACA B NamMsaTu
MK Ankey SIEM NG n JOCTynHbIM ANs MCNONb30BaHUA B NpaBuiiax Koppensuum m
npasunax oboraweHus.

Koppensyus cobbimuti

Koppenauua cobbitun - 3TO  npouecc obBHapyxeHust  cobbITui
nHpopmaumnoHHon 6Ge3onacHOCTU MNyTeM aHanuM3a noToka HOpManu3oBaHHbIX
cobbiTnin. MNpu obHapyxeHMn B MOTOKE COOLITUM TakoM MX MOcrnegoBaTenbHOCTH,
KOTOpas ykasaHa B yCrOBMM OOHOMO U3 3apaHee HaCTPOEHHLIX NpaBuil Koppensauuu,
perncTpupyeTcs KoppensaumoHHoe cobbiTure.

KoppenaunoHHoe cobbiTne — cobbiTue uHdopMauMoHHOW 6e3onacHoCTH,
npeacTtasnstoLLlee cobor COBOKYNHOCTb NOMEN, 3anNOSTHEHHbIX AaHHbIMU O BO3MOXXHOM
HapyLUEeHMM CornacHo nNpaswuam, ykasaHHbIM B NpaBune Koppensumm.

MHuMaeHT - KoppensuuMoHHoe coOblTue, CBA3aHHOE C HapylleHuem
MHdopmMaunoHHon ©BesonacHocTn. CBegeHuss 06 MHUMAOEHTax onepaTuUBHO
nepegatotcsa onepatopy MK Ankey SIEM NG.

Jlokanu3sayusi co6bimuti

Mpwn perncrpaumm HOPMasnun3oBaHHOrO, arpermpoBaHHOro nnm
KoppenaumoHHoro cobbitnua B Beb-uHTepdence MK Ankey SIEM NG ¢ HUM MOXeT
ObITb CBA3@HO ONMCAHME Ha PYCCKOM Ui aHMIMNCKOM S3bIKe (B 3aBUCMMOCTU OT s3blKa
nHTepgenca). ConocrtaBneHMe OrfuMCaHUn C  PerncTpupyemMbiMM  COObITUSIMU
BbIMOJTHAETCH COrnacHoO 3apaHee HaCTPOeHHbIM rnpasuiam rokanumsauuu.
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17.2 Bxoa B Ankey SIEM NG Knowledge Base

BHumanne! [na Bxoga Heobxogmma ydeTHas 3anucb C MpaBoOM AocTyna B
Ankey SIEM NG Knowledge Base.

% Yrtobbl BontTM B Ankey SIEM NG Knowledge Base, B rmaBHOM MEHO

MK Ankey SIEM NG HaXMUTe KHOMKY === U B PACKPbIBLLEMCSH MEHIO0 BblibepuTe MyHKT
Knowledge Base.

OTtkpoeTtca Beb-uHTepderic Ankey SIEM NG Knowledge Base Ha cTpaHuue
CraTtucruka.

17.3 PaboTa ¢ 6a3zamMmu gaHHbIX

Mo ymonyaHuio B Ankey SIEM NG Knowledge Base wucnonb3syetcs
ctaHgaptHaa B[l GIS DB, oHa cogepXxut Bce 0ObekTbl, Heobxogumble
MK Ankey SIEM NG Ha Bcex atanax obpaboTku n aHanusa gaHHbIX. Bbl He MoxeTe
co3faBaTb, UBMEHATb U yaanaTb 06bekTbl B cTaHgapTHon B nnun yoanute camy BL.

CtanpapTtHas 6a3a GIS_DB no ymonyanuto cogepxut BeTky Customer Data
Ans paboTtbl ¢ pecypcamu.

BHumaHune! YctaHoBka ctaHgaptHon Bl GIS DB u cosgaHue BeTkn Customer_Data
onucaHbl B JokymeHTe «PykoBogcTtBo no uHctannauum Ankey SIEM NG 5.2.3 (c
KOMMoHeHTOM VM)».

Ha ocHoBe ctaHgapTHom B[l Bbl MOXeTe co3gaBaTtb nosib3oBaTtenibckne B[.
Bce B[] B Ankey SIEM NG Knowledge Base cBsi3aHbl Me€papXUYEeCKN KaK «NPeaoK —
NOTOMOK» (MO NPUHLMMY «OAMH KO MHOrMMY). [Npu co3gaHnm nonb3oBaTtesnibckon B/ B
Hee KonupykTcs Bce 00beKTbI M3 poauTenbckon bll. B kadecTBe poanTenbLckom MOXeT
BbICTyNnaTb CTaHZapTHasi unu gpyrasi nonb3oBartenbckas B1. Bel MoxeTe co3gasaTb,
N3MEeHATb N yaansaTb 06beKTbl B nonb3oBatensckon B, yaanate nonb3oBaTtenbckme

BL0.

Mpumeyvanmne. Co3gaBaTb, U3MEHSTL M yoanaTb nonb3oBaTtenbckue bl MoryT Tonbko
nonb3oBaTenu ¢ npasamu agmmHmucTpaTtopa B Ankey SIEM NG Knowledge Base.

B Ankey SIEM NG Knowledge Base coxpaHsieTca UCTOPUS UIBMEHEHUI BCEX
B. Mpn nameHeHumn noboro obvekta B Bl cosgaetca HoBasa pesuauns (Bepcud) b/.
Bbl MOXeTe BbINOMHUTL 3KCNOPT M3MEHEHHbIX 06bekToB B[] B poautensckyto B nnu
nmnopT mn3 poamtensckon BL. [Ona otcnexusaHuss nameHeHusa Bl peanusoBaHa
PYHKUNA CpaBHEHUS PEBU3UMN.
JTobas B[] nmeeT cnegyowmne napameTpsbl:
— UMm4;
— unaeHTudukartop (ero Henb3s N3MeHUTL nNocne cosgaHusa bh);
— paspelueHue ans nonb3oBaTenen Ha NPocMoTp obbekToB B B[,
— paspeLlueHne Ha nameHeHne obvekToB B BI;
— paspelleHue Ha nameHeHne napameTtpos B[;
— paspelwieHme Ha uMnopT O0O0bekToB M3 poauTensckon Bl
(cnusaHwne).
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NMpumeyaHune. Ecnv He BblgaHO HUM ogHOro paspelwleHud, B HepgocTynHa Opyrum
nonb3oatenam Ankey SIEM NG Knowledge Base.

OpHa n3 B[l pomkHa ObiTb BbibpaHa B kayecTBe yCTaHOBOYHOW. OObekTbl
yctaHoBoyHon B[l mncnonbaytoTtcs MK Ankey SIEM NG npu obpaboTtke 1M aHanuse
AaHHbIX. B kayecTBe ycTaHOBOYHOM HE0bxoanmo BbibpaTh nosnb3oBaTenbckyto B.

17.3.1 Co3pgaHue nonb3oBartenbckon bl

% Yrtobbl co3gaTtb nonb3oBaTenbckyto b/:

1. B rnaBHoM MeHI0O B pasgene <HasBaHue B> Bbibepute nyHKT Ba3bl
OaHHbIX.
OTkpoeTtca cTpaHuua ba3sbl gaHHbIX / <Ha3BaHue B[0>.
B naHenn ba3sbl gaHHbIX Bbibepute poantensckyto BII.
B naHenun nHCTpymMeHTOB HaxXmuTe KHonky Co3aaTtb BETKY.
B oTkpbiBLLEMCA OKHe B none Uma seeante HasBaHne B/.
B none UpeHTtudpmkarop seeante ngeHtucpukatop L.
B 6noke napametpoB Mogucukatopbl p[octyna HacTpouTte
napameTpbl B.

7. Haxmwute kHonky CoxpaHuUTb.
HauHeTca npouecc co3gaHus nonb3oBatenbckon B[l. Mo 3aBepwenun B

OGyneT gocTtynHa ans Boibopa.

ok wN

17.3.2 Bbibop yctaHoBo4YHOM B[]

R/

% Yrtobbl BbIbpaTh ycTaHOBOYHYO B[:
1. B rnmaBHOoM MmeHto B pa3gene <HasaHue B> BbibepuTe NyHKT Basbl
OaHHbIX.
OTkpoeTcsa cTpaHmua basbl gaHHbIx / <HasBaHue B0>.
B naHenn ba3sbl agaHHbIX BbibepuTe B/.
B naHenu MHCTPyMEHTOB HakmuTe KHONKy CaenaTtb yCTaHOBOYHOW
1 noaTBepAnTEe CMeHy yctaHoBo4YHown B[.
YcraHoBovHasa B[l BbibpaHa. Psgom ¢ HasBanvem B[l B naHenn basbl

AaHHbIX NOABUTCA 3HAYOK -tn

2.
3.

17.3.3 N3meHeHuMe napameTpoB bl

*

% Yrtobbl nameHnTb NnapameTpobl B/:
1. B rmaBHOM MmeHto B pa3gene <HasaHue B> Bbibepute NyHKT Ba3bl
OaHHbIX.
OTkpoeTtcsa cTpaHuua ba3sbl gaHHbIX / <Ha3BaHue B[0>.
B naHenn Ba3sbl gaHHbIX Bbibepute BL.
B nmaHenu WHCTPYMEHTOB HaXMuTe KHOMKYy YnpaBneHue u B
packpbIBLUEMCS MEHIO BblibepuTe NyHKT PepakTtupoBaTth.
OTkpoeTcsa okHO PepakTtupoBaHue 6a3bl JaHHbIX.
4. B none Umsa namexHnte nma b/.
5 B ©Onoke napametpoB Moaudukatopbl [octyna wuaMeHuUTe
napameTpbl B.
6. Haxmute kHonky CoxpaHuUTb.
MapameTpbl B n3MeHEHbI.

w N
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17.3.4 YpaneHune nonb3oBatenbckoun b1

Bbl He MoXeTe yganuTtb yctaHoBo4HY0 B[.
% Yrtobbl yoanuTb nonb3oBartenbckyto b:

1. B rnaBHOM MeHIO B pasgene <HasBaHue B> Bbibepute nyHKT Ba3bl
OaHHbIX.
OTkpoeTca cTpaHuua ba3sbl gaHHbIX / <Ha3BaHue B[0>.
B naHenn ba3bl aaHHbIX Bbibepute B/.
B naHenu WHCTPYMEHTOB HaXmuTe KHOMKY YnpaBreHue, B
packpbIBLUEMCS MeHI0 BblbepuTe NyHKT YaanuTb U noarsepaute
yoaneHue.
Monb3oBaTtenbckasa bl yoaneHa.

wn

17.3.5 CpaBHeHue peBusnn b[

R/

% Yrtobbl cpaBHUTL peBu3un B ©n npocMoTpeTb  U3MEHeHUH

obbekToB B B/I:

1. B rmaBHoM MeHIo B pa3gene <HasaHue B> Bbibepute NyHKT Bas3bl
OaHHbIX.

OTkpoeTtca cTpaHuua ba3sbl gaHHbIX / <Ha3BaHue B[0>.

2. B naHenn ba3sbl gaHHbIX Bbibepute B/.

B naHenun gnga pabotbl ¢ B[l nosBUTCA CNUCOK PeEBU3NIA BbIBpaHHOM
BA.

3. HaBegute Kypcop Ha CTpPOKY peBu3UW, B MNpaBOA YacTu CTPOKM
HaXXMuTe KHOMNKY CpaBHEeHUe No 06 beKTaM 1 B pacKpbIBLUEMCS MEHIO
BblbepuTe NyHKT BbiOpaTb peBu3nio ANA CpaBHEHUSA.

4. HaBegute Kypcop Ha pPeBU3UIO ONA CpPaBHEHWUS, B MpaBOM 4acTu
CTPOKN HaxmMute KHOMKy CpaBHUTb NoO OGbeKkTaM BbliOpaHHbIe
Bepcuun.

OTkpoeTca cTpaHvua CpaBHeHUe peBU3UNA.

5. Bbibepute TN 06BHEKTOB.

[MosBMTCA CNMCOK N3MEHEHHbIX 06BEKTOB BbIOpaHHOIoO TUNa.

NMpumeyaHmne. B cnncke o06BLEKTOB Bbl MOXeTe OThunbTpoBaTb
00beKkTbl MO CcTaTycy W3MEHEHUs, YCTaHOBUB JiaXXkm B MEHIO,

OTKpbIBaKwLLEMCA MO Y

6. Bbibepute 06bEKT ANsi NPOCMOTPa N3MEHEHUM.
MosiBUTCA MepapxmMyecKknin CnmMCOK CBOWCTB BblGpaHHOro obbekTa.
M3meHeHns Kaxgoro CBOMCTBA Mexay BblOpaHHbIMW PEBUNAMMU
oTobpaxatoTcs B konoHkax beino n Ctano. [JobaBneHHbIe CBOMNCTBA
OTMEY€EHbI 3eNEHbLIM LBETOM, U3BMEHEHHbIE — OPAHXEBbLIM, yAarneHHble
— KpPacCHbIM.

MpumeyaHmne. B nepapxmyeckom cnmncke Bbl MOXXETE packpbiBaTb UMK
CKpbIBaTb CMMCKN CBOMCTB OObEKTa, HaXaB > unm V.
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17.3.6 OTmMeHa nameHeHun B bl

% YT10Obl OTMEHUTL N3MEHEHNSA 0O0beKTOB B B/:

1. B rnaBHoM MmeHto B pa3gene <HasaHue B> Bbibepute NyHKT Bas3bl
OaHHbIX.

OTkpoeTcsa cTpaHvua basbl gaHHbIX / <Ha3BaHue B0>.

2. B naHenn Basbl gaHHbIX Bbibepute B/.

B naHenun gnga pabotel ¢ B[l nosBUTCS CNUCOK peBU3NiA BbIBpaHHOM
BA.

3. HaBegute Kypcop Ha CTPOKYy pPeBuU3UK, B MPaBOW YacTU CTPOKK
Ha)XMuTEe KHOMNKy CpaBHeHUe No 06 beKTaM 1 B pacKpbIBLUEMCS MEHIO
BblbepuTe NyHKT BbiOpaTb peBuU3nio ANA CpaBHEHUA.

4. HaBepguTe Kypcop Ha CTPOKY PeEBU3MM C UBMEHEHHbIMU O6beKkTamu, B
npaBoOM YacTU CTPOKM HaxmuTe KHOMKy CpaBHUTbL MO OOGbeKTam
BblOpaHHbIe BEpCUM.

OTkpoeTca cTpaHvua CpaBHeHUe peBU3UN.

5. Bblbepute TMn 06bEKTOB.

[MosiBUTCA CNUCOK M3MEHEHHbIX 06BEKTOB BbIOpaHHOro Tuna.

MpumeyaHne. B cnncke o00LEKTOB Bbl MOXeTe OT(UNbLTPOBATb
00beKkTbl N0 CTaTyCcy W3MEHEHUs, YCTaHOBUB JiaXXkKn B MEHIO,

OTKpbIBaKwLlEeMCA Mo Y

6. HaBegute Kypcop Ha CTPOKYy 0ObekTa, UBMEHEHUS B KOTOPOM HY>KHO

OTMEHUTb, 1 B NPaBOii YacTy CTPOKU HaxmuTe | &

7.  Ecnu HyXHO, aHanornyHbiM obpa3om Bblbepute gpyrne o6bekTbl s
OTMEHbI U3MEHEHWUIA.

8. B naHenu gns Bblbopa TnnoB o6bekToB Bbibepute CTpoky OTMeHa
U3MEHEHUMN.
OTo6pasnTcst CNUCOK 06BHEKTOB, BbIBPaHHbLIX A4S151 OTMEHbI U3MEHEHUM.

MpumeyaHune. Ecnu Tpebyetcsa yganutb OO6bEKT M3 cnucka Ans
OTMEHbI U3BMEHEHWI, B MPaBOM YaCTn CTPOKM OObEKTa HaXmuTe

9. B ueHTpanbHoM NaHenu Haxmmute KHONKy OTMeHUTb <N> 06bekToB
N NoATBEPANTE OTMEHY U3MEHEHWNIA.
OTkpoeTtca cTpaHuua Bbasbl gaHHbIx /| <HasBaHue B>, HauHeTcA
npouecc oTMeHbl M3MeHeHUN. o 3aBepLueHMM npouecca B paboyen
obnacTtu cTpaHuLbl NOSABUTCS COOTBETCTBYIOLLEE COOOLLEHNE.
10. HaxmuTe KHOMKy 3aBepLwuTb.
OTMeHeHbl n3ameHeHust oobekTos B B/.

17.3.7 JKcnopT peBusnn B poautenbckyto bl

Bbl He MOXeTe BbINONMHUTL 3KCMOPT N3MEHEHU B cTaH4apTHY0 B.
% YT10b6bl BbINOMHUTBL 3KCMOPT U3MEHEHUI B poanTenbekyto B:
1. B rnaBHoM meHto B pa3gene <HasaHue B> BbiGepuTe NyHKT Basbl
OaHHbIX.
OTkpoeTcsa cTpaHmua basbl gaHHbIX / <Ha3BaHue B[0>.
2. B naHenu Ba3bl AaHHbIX BbIOepute BlI.
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3. HaBegute Kypcop Ha CTPOKY PEBU3NM, U3MEHEHUS] KOTOPOW HYXKHO
3KCMOPTMPOBATb, M HAXXMUTE NOSIBMBLLYHOCS KHOMKY CnusiHue.
HayHeTcs aKcnopT AaHHbIX, NMOSIBUTCS MHOMKATOP BbinonHeHus. Mo
3aBepLUeHMM  3KcrmopTa  nosiBuTcs  coobuleHne  «CnusiHue
BbIMNOJTHEHOY.

MpumeyaHme. Bbl MOXeTe OCTAHOBWUTbL SKCMOPT, HaKaB KHOMKY
OTMEeHMTDb.

4. B cTpoke coObLIEHNA HAXXMUTE KHOMKY 3aBepLUUTD.
BbIiNnonHeH akcnopT nameHeHunn B poantensckyto b.

17.3.8 UmnopT peBn3un u3 pogutenbckon bl

% YT10b6bl BbINOMHUTL UMNOPT U3MEHEHUN U3 poauTenbekon B/:

1. B rnaBHoM MmeHto B pa3gene <HasaHue B> BbibepuTe NyHKT Basbl
OaHHbIX.
OTkpoeTcsa cTpaHmua basbl gaHHbIX / <Ha3BaHue B0>.
B naHenn ba3bl aaHHbIX BblbepuTe B/.
B naHenun MHCTpyMeHTOB HaxXmuTe KHOMKY UMnopT peBU3uni.
HayHeTca nmnopTt peBu3nn, NoSBUTCS UHAMKATOP BbINosiHEHUS. 1o
3aBepLUEeHUN umnopTa nosBuTcs coobLieHne «IMnopT BbIMOSTHEHY.

w N

MpumeyaHme. Bbl MoOXeTe OCTAHOBUTb WMMOPT, HaXaB KHOMKY
OTMEeHUTD.

4. B cTpoke cOOBLLUEHNSA HAXXMUTE KHOMKY 3aBepLNTD.
BbINosiHEH MMNOPT U3MEHeHUN U3 poauTensckon B/.

17.4 PaboTta ¢ pecypcamu B BeTke Customer_Data
17.4.1 YctaHoBKa pecypcoB u3 Knowledge Base B Server

lMocne Toro, kak Bce Heobxoaumble pecypcbl B Knowledge Base 6binu
HaCTPOEHbI, crefyeT YCTaHOBUTb MX B KOMMOHEHT Server. Te pecypcbl, KOTOpble He
ObINN N3MEHEHbI, MOTyT BbITb YCTaHOBIMNEHbI B CBOEM UCXOAHOM BUAeE, T.€. B TOM Yucne
N CTaHOapTHbIE Pecypehbi?.

B TK Ankey SIEM NG He crnegyeT OAOHOBPEMEHHO YCTaHaBnuBaTtb
OpUrMHasbHble pPecypcbl COBMECTHO C MoauduuupoBaHHbIMU. [Ons pasgeneHuns
pecypcoB Nno Npu3Haky ux BocTpeboBaHHOCTU ucnonb3dyeTcs dyHKunoHan Habopos
Ansa yctaHoBku (nogpobHee cMm. pasgen 17.6).

% YT06bI KOPPEKTHO YCTAHOBUTL BCE HEOHXOAMMbIE PECYPChI B KOMMOHEHT
Server HeobxoamMmo:

1. B rnaBHOM MeHt B pa3gene <HasBaHue 6a3bl AaHHbIX> BblbepuTe
Customer_Data.

2. B rmaBHom meHto B pasgene SIEM Bbibepute MNakeTbl 3KCNepTU3bI.
OTkpoeTca cTpaHuua MNMakeTbl 3KCNepTU3bI.

3. B naHenu HaGopbl gnsi ycTaHOBKU HaxXmute +.
4.  Otkpoetca okHo Co3paHue Habopa ans ycTaHOBKM (pycyHoK 17.1).

2 Tun pecypcos He BrusieT Ha Ux paboTy
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CosgaHve Habopa ANs yCTaHOBKM X

Habop npegHasHaqeH 018 yCTaHOBKKM 00bEKTOB B KoHBenep 06paboTky coObITui. Bol moxeTe
ADGBEHHTE B HHGDD J'IK)ﬁbIE Dﬁ'beKTbl W3 pasHbIX NAaKeTOB 3KCNepTu3bl U Nanok.

CucTeMHoe HasBaHue OcHoBHOW HaGop YCTaHOBKM pecypcos

HasBaHwue (pycckuii) OCHOBHOMW Habop YCTAHOBKMW PECYPCOB

,ﬂOﬁaEHTb Ha3BaHMWe Ha aHINTMIACKOM A3bIKE

BxoauT B Habop Bce o6beKThI ~

YcTaHaBnMBaTk B ‘ 10 x e ‘

KOHBeWep
v 10.

10.

Co3patb OTMeHa

PucyHok 17.1 — Co3gaHune Habopa Ans yCTaHOBKM

5. B none CucrtemHoe Ha3BaHMe BBeauUTe Ha3BaHMe Habopa.
PekomeHayeTcs ykasaTb CUCTEMHOE Ha3BaHWe Ha naTuHuLe.

6. B none HasBaHue (pycckui) BO3MOXHO BHeCTU noboe 3HauveHue,
oHo ByneT oTobpaxaTtbcs B BeO-uHTEpdEnce.
Hanpumep, «Pecypcbl 4nst KOHBeepa B agMUHUCTPaLNY.

7. B none Bxogut B Habop BO3MOXHO BbiOpaTb Bce 06beKkTbl mnn
noboun apyrom KOPPEKTHO CHOPMUPOBAHHBIN HABOP ANS YyCTaHOBKW.

8. B none YcraHaBnuBaTb B KOHBeWep BbiGepnTe OAMH UM HECKOSBKO
KOHBENepoB, B KOTOPbLIN OydyT ycTaHOBIEHbl pecypcbl M3 Habopa
yCcTaHoOBKM. BbibpaTb KOHBeVepbl ANd YCTAHOBKN BO3MOXHO TOSbKO B
TOM criydae, ecriv KOppekTHO BbIMOSIHEHA YCTaHOBKa BCEX OCHOBHbIX
komnoHeHToB Ankey SIEM NG.

MpumeyaHme. Habopbl ycTaHOBKM AN KOHBEWEPOB creayet
dopmMmnpoBaTb C y4€TOM TOrO, YTO MPU YCTaHOBKE HOBLIX PECYPCOB U3
npunoxenuns Knowledge Base B KOMNOHEHT Server pecypcbl, KOTopble
OblMn  yCTAHOBMEHbI paHee aBTOMATUYECKM W  MPUHYAUTENBHO
yOansiTcs, a HOBble ycTaHaBnuBatTcs. T.e. Habop ycTaHOBKM ONis
KOHBENEepOB [OSKeH coAepxaTb BCce Heobxogumble npasuna
HOpManu3auuu, npasuna Koppenaumn, npasuna oboralleHus,
npasuna arperaunn n TabnunyHble CrnCKK.

9. Haxmwnte kHonky Co3gaTth.
HabGop ans yctaHoBKKM co3aaH.

10. B naHenu Habopbl ana yctaHoBKU Bbibepute Bce 06bEKTbI.

11. B naHenu Mankm BbiGepuTe NnakeT akcnepTuabl (Mnu nanky). Mosieutca
CNUCOK O6BLEKTOB MakeTa SKCnepTu3bl (narnku).

MpumeyaHme. Bbl mMoxeTe wucnonb3oBaTb unbTpauunto, YTOObLI
N3MEHUTb CNUCOK OOBLEKTOB

12. BblGepuTe 06BHEKTHI.
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Mpumeyanme. [na BbiObOpa HeCKONbKMX OOBLEKTOB noapsia Bbl
MOXeTe ucnonb3oBatb knaeuwy Shift, ana Bbibopa HeECKONbKUX
oTAenbHbIX 06beKTOB — knasuwwy Ctrl. YTobbl BbIOpaTb BCe 0OBbEKTHI,
MOXHO Mcrnonb3oBaTb KOMOMHaUMO knasuw Ctrl+A.

13. Haxmute =».

14. OtkpoeTca okHO Habopbl ANsA yCTaHOBKMW.

15. YcTtaHoBUTE hnaxkm HaNpoOTMB Ha3BaHWn HABOPOB AS1S YCTAHOBKW, B
KOTOpble HYXXHO [00aBUTb OOBEKTDI.

NMpumeyaHmne. MecTo pecypca B MepapxXMYeCKOW CTPYKType He
nomeHsieTcsa, Habopbl ANA yCTaHOBKM NpeacTaBnAloT cobon rpynnbl,
KoTopble 06beanHAET 06bEeKTbI MO HEKOTOPOMY NPU3HAKY.

16. HaxmuTe KHonKy CoXpaHUTb.

O6bekTbl gobaBneHbl B HABOP ANs yCTaHOBKN.

17. W3 Habopa ycTaHOBKM HeobxoauMMO yaanuTb BCe poauTernbckue
pecypchbl, C KOTOpbIX BbIIM co3gaHbl Konun B BeTke Customer_Data
4TOObl He 6bINo KOH(pNUkTOoB B pabote SIEM-cuctembl nocne
YCTaHOBKW. HanTu poanTtenbCkun pecypc, BbiOENNB CKONUPOBAHHbLIN,
BO3MOXHO, Nepenas K HemMy no CCbIfike N3 OnNMcaHus CKOMMPOBaHHOIO
pecypca.

BHumanwue! Mpu nobbix nameHeHnsix B Habope Ansi yCTaHOBKU, ero
cTaTyc Banugaumm MeHsieTcsl, AaXe ecnun cTtaTyc pecypCoB BHYTpU
Hero ocranca npexHum. T.e. BCe pecypcbl MOryT UMETb cTaTyc
yCrewHon Banugauun, HO MNpu U3MEHeHun cocTaBa Habopa, ero
cTaTtyc Banugaumm M3MeHUTCS.

18. BbInonHuTe Banugaumio, Haxkas @) Banugauus.
OTkpoeTcs okHo BanugupoBaTs.
19. HaxmuTe kHonky 3anycTUTb Banugaumio.

BHumanne! Betka Customer_Data sBnsietca yctaHoBouyHou B[,
pecypchbl, pacrnonoxeHHole B poauTenbckon GIS DB [oCTynHbI
TONbKO ANS Banvgauuun u He yCTaHaBnMBalTCs B CUCTEMY.

20. BbInonHuTe yCcTaHOBKY, HaXxaB » YcraHoBuTb B SIEM.
OTkpoeTcsa okHO YcTtaHoBUTL B SIEM.

21. B okHe ycTaHOBKM HEOO6XOAMMO BbIOpaThL KOHBENEP, B KOTOPLIA OyaeT
BbIMOSIHEHA YCTaHOBKa Bcex TpebyeMbix pecypcoB U3 aKkTyasribHOro
Habopa yCcTaHOBKM.

22. Haxmunte KHONKy 3anyCTUTb YCTaHOBKY.

HayHeTca yctaHoBka o6bektoB B [1K Ankey SIEM NG. [Mo 3aBepLueHum
YyCTaHOBKW B paboyen obnactu nosiBUTCA COOTBETCTBYOLEE COObLLEHNE.
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17.5 PaboTa ¢ nakeTamMu aKcnepTuUsbl

MakeT akcnepTM3bl NpeacTaBnseT cobo COBOKYMHOCTb NPaBuMi Koppensauum
Unu apyrmx o6bLeKToB, 06 bEANHEHHbIX OAHOW TEMOW, Hanpumep, NpeaHa3HauYeHHbIX
ANs BbISIBNEHUsI aTak Ha HEKOTOPYH CUCTEMY WM UCMOMb3YHOLMX OnpeaeneHHyo
TaKTUKY.

PaboTtaTtb ¢ naketamm akcnepTusbl Bbl MOXeTe B pasgene SIEM — lMakeTbl

akcneptuabl B naHenu [Mankn. B Ankey SIEM NG Knowledge Base naket
aKCNepTM3bl npeactaBnseT cobon nanky B y3ne <Bce o6bLeKTbI>, K KOTOPOW MOryT
ObITb fobaBneHbl onnucaHme u nobble dannbl, cogepxalume nHopmaLmo 0 nakete
UNn uncnonb3yemble Mpu ero HacTtpownke. [lakeT akcnepTusbl MOXET coaepXxaTb
BMOXEHHYH CTPYKTYpY Nanok aAns yaobcTea XxpaHeHns u cuctemaTnsaumm oo bekToB.

MakeTbl 9KkcnepTu3bl 6ObIBalOT CTaHA4APTHBIMA U NONb30BATENLCKUMM.
CraHpapTHble  MakeTbl  9KCMepTM3bl  pa3paboTaHbl  cneuuManucTtamum Mo
nHcpopmauymnoHHon 6GeszonacHoctn OOO «lasnHdpopmcepBUC» M He MOryT ObiTb
N3MeHeHbl. Bbl MoxeTe konupoBaTb 00bEeKTbl U3 CTaHOAPTHbLIX MakeToB. Takke Bbl
MOXeTe co3daBaTb, M3MEHATb U yAansaTb MOMb30BaTENbCKME NAKeTbl 3KCNEPTU3bl U1
00ObeKThI.

17.5.1 KoppeKkTMpoBKU CTaHA4apPTHbLIX PpecypcoB B BeTKe
Customer_Data

% [Ina KoppekTUpOBKM CTaHAApPTHbIX pecypcoB B BeTke Customer_Data
Heo6Xxo4MMO BbINOMHUTL CneayoLwme AenCTBUS:

1. B maBHOM MeHw B pasgene <HassaHue B> BbibepuTe nNyHKT
Customer_Data.

2. B rmmaBHoM meHw B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCNepTU3bI.
OTtkpoeTca cTpaHuua MNMakeTbl 3IKCNepTU3bI.

3. B naHenu Manku Bbibepute npasuno.
OTkpoeTca cTpaHuua npasuna.

Mpumeyanme. [na noucka npaBuna Bbl MOXETE WCMNONb30BaTb
unbTpaumo 06HEKTOB.

4. B naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY & Cos3paTtb Konuio.
OTkpoeTca pegakTop Koaa.

5. B oTkpbiBLLEMCHA pedakTope koga Heobxoammo BHeCTU Tpebyemble
KOpPPEKTMPOBKN. HanmeHoBaHWe pecypca aBTOMaTUYECKN U3MEHUTCS.
Cucrtema nobaBuT OKOHYaHWe _COpY K Ha3BaHUIO pecypca.

BHumaHve! Ecnv B HasBaHMM WMCXOQHOrO NpaBuna MnpucyTCTBYeT
CNOBO «COpPY», TO NpV KONMPOBaHUM Ha3BaHue GyaeT obpesaHo ao
3TOro croea.

Mpumep Ha3BaHMsS CKOMMPOBAHHOIO pecypca:
<HammeHoBaHue pecypca>_copy
A TakKe M3MEHSIIOTCS BCE COOTBETCTBYHOLUME MMEHA B CaMOM Koae
(correlation name, anpekTuBa rule, NnpaBuna nokanuaawyum).

6. MoxHo 3agaTb cobcTBEHHOE MMSA, U3MeHUB ero B none CucremHoe
Ha3BaHue. Cuctema BHECET 3TU U3MEHEHUS aBTOMAaTUYECKU MpU
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HaXaThn Ha COOTBETCTBYHOLLYH MOLCKa3KY: O6HOBUTb CUCTEMHOe
Ha3BaHWe B TEeKCTe npaBuia v npaBunax nokanu3auun.

BHumaHne! Ecnn npegBapuUTenbHO KOMUMPOBASIUCb Makpochl WUIn
TabnnyHble  CnMCKM, HeobXoouMMO  BpY4YHYHD MOMEHATb  BCe
3aBUCUMOCTU B KOMMpyemMoM pecypce. Hanpumep, B npasune
<HaumeHoBaHue_npaBuna> u1CNonb3yeTcss TabnuMyHbIN CNNCOK
<HaumeHoBaHue_Tabnu4yHoOro_cnucka> n Makpoc
<HanmeHoBaHue_Mmakpoca>, B Criyyae, eCnm OHWU OblIN U3MEHEHDI
(ckonMpoBaHbl) U NONYYUNN COOTBETCTBYIOLLME HOBblE MMeHa, Npu
Heob6XxoaAMMOoCTH NCNONb30BaHUS nx B npasune
<HaumeHoBaHue_npaBuna>_copy, Heob6xoaMMo NMOMEHSTb
nUcxodHble MUMeHa Ha HOBble B Kode AaHHoro npasuna. [pu aTom
N3MEHEHHbIN pecypc MOXeT MMeTb 3aBUCMMOCTW Ha CTaHOapTHble
pecypcbl 6e3 Kaknx-nmbo orpaHnYeHun.

7. Haxmute kHornky CoxpaHuUTb.
[Mocne coxpaHeHsi 3MEHEeHWN, HOBbLIN PECYpPC MOSBNAETCA B CAMOM
HU3y Vepapxun, BHE MNaKeTOB 3KCMepTu3bl, Kak MoKa3aHo
Ha pucyHke 17.2.

w [ Bece ofterTo
> [ NakeT HOHHEKTOPOB ANA CTAHAAPTHBEIX MCTOUHWKOE
» D Maxer oBuymx pecypcos KOHTEHTa

» (P lMakeT MHPPACTPYKTYPHOIO KOHTEHTA

0 copy

PucyHok 17.2 — Konus pecypca B naHenu Manku

8. MoxHO co3gaTtb yooOHY MepapxmMyeckyto CTPYKTYpy M3 nanok ans
nonb3oBaTenbCknx pecypcoB. [Ona atoro B naHenn [ankwn
HaXMuTe + ue packpbIBLUEMCS MEHI0 BblbepuTe nyHKT Co3paTtb
nanky (nogpobHee cm. pasgen 17.5.5).

Mocne KoMMpPOBaHUSA WM3MEHUTCA OMNUCaHMe BHOBb CO34aHHOIMO pecypca
(cMm. pucyHok 17.3):

— unaeHtudumkatop LOC, Bmecto poautensckoro GIS;

— TUN — NONb30BaTENbLCKUN, crnefoBaTenbHO, Pecypc OOCTYMNeH
ANS ganbHENLLEro pegakTMpoBaHuUs, yaaneHnsa n 3KcnopTa;

— MOCTaBLUMK — JrlOKanbHas cucTeMa, BMECTO POAUTENbCKOro
"asnHdopmcepBUC;

— pononHutenbHoe cBoncTBO OCHOBAHO Ha COXPaHsieT CBSA3b C
pPOANTENBCKUM OOBEKTOM B BUOE CCbISIKM HA HETO.
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CucTemtoe HasBaHue

WUgerTudukatop LOC-
Tun s Monbsosatensckuii
MNocrasBumx NokaneHasn cuctema

OcHosaro Ha
Manka
Cratyc sanupayun

Craryc ycTtaHOBKM

PucyHok 17.3 — OnncaHume ckonmpoBaHHOIo pecypca

17.5.2 Co3pgaHuMe nakeTa 3KCnepTuU3bl

% UYT06bI CO3aaTb NakeT aKCNepTU3bI:
1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
MYHKT ¢ nonb3oBaTensckon B[.
2. B rmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [lakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B navenu Manku Haxvute 1 1 B pacKpbIBLLEMCS MEHI BblibepuTte
nyHKT Co3aaTb nakeT 3KCNepTU3bl.

OTkpoeTcs okHO HoBbINM nakeT aKCNepTU3bI.

B none HasBaHue (pycckuin) BBEOUTE Ha3BaHMe.

Ecnn B nakeT HyxHO JobaBuTb hann, nepertawimte ero B obnactb
BnoxeHusa vnn nNo CChiike BblOEpUTE YKaXUTE pacrnonoXeHune
danna.

Pasmep hanna He gormkeH npesbiwate 100 Mb.

6. Ecnu HyXHO n3MeHUTb HasBaHne [ob6aBneHHOro ganna, B CTPOKe C

&
HasBaHWeM HaxmuTte ¢ , ABMEHUTE Ha3BaHe N HaXXMuTe .

ok

MpumeyaHune. Bbl MOXeTe yaanuTb JobaBneHHbI hainn, Haxas il
CTPOKe C ero Ha3BaHueEM.

7. Ecnu HyxHo, B naHenu OnucaHue naketa (pycckun) pobasbte
onucaHue.

MpumeyvaHue. Npu onMcaHnmn NnakeTa Bbl MOXXETE UCMNOMb30BaTb A3bIK
pa3meTkn Markdown.

8. Haxmute kHonky Co3pnaTh.
[MakeT aKcnepTu3bl CO3aaH.
[Mocne co3paHuAa nakeTta 3KCNepTu3bl Bbl MOXETE cOo3faTb CTPYKTYpPY namnok
ANsi XpaHeHnss 06BbEKTOB nakeTa.

17.5.3 U3ameHeHMe nakeTa 3KcnepTusbl

% YT10obbl N3MEHNTL NakeT IKCNEePTU3bI:
1. B rnaBHoM MeHw B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KcnepTuU3bl.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.
2. B naHenu MNManku BbiGepuTE NAKeT 3KCNEPTU3bI.
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3. B cTpoke c Ha3BaHWEM narnku Haxmute R pacKpbIBLUEMCSH MEHIO
BblbepuTe NyHKT PegakTupoBaTh.
OTkpoeTca cTpaHvua PepaktupoBaHMe nakeTa 3KCMNepTU3bl
<HasBaHue nakeTta>.

4.  Ecnv HyXHO, U3MEeHUTe Ha3BaHue U onucaHue naketa, fobasbTe Unu
yoanute aunrnbl, U3MEeHUTE UX Ha3BaHUS.

5. Haxmwnte kHonky CoxpaHuUTb.

[MakeT aKcnepTn3bl USMEHEH.

17.5.4 YaaneHue nakeTa 3KcnepTusbl

Bbl MOXeTe yganutb nakeT 9KCNepTU3bl, €CNN HU OAMH U3 BXOAALWNX B HErO
obbekToB He ycTaHoBneH B 1K Ankey SIEM NG.
% YT06bI YyOAnuTb NakeT aKCnepTu3bl:
1. B rnaBHom wmMeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KcnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.
2. B naHenu MNManku BbibepuTe NakeT aKCNEepPTU3bI. .
[

3. B cTpoke C HasBaHMEM NakeTa 3KCNepTU3bl HaxXmuTe &, B
packpbIBLLUEMCS MEHIO BblGepuTe NyHKT YpanuTb M noaTBepaute
yAaneHue.

MakeT aKCnepTU3bl yaaneH.

17.5.5 Co3paHue nanku

Bbl MoxxeTe co3gaBaTth nanku B y3ne <Bce 06beKTbI> B NakeTe 3KCnepTuabl
Wnu B Apyrou narke.
% Yrtobbl cosgaTtb nanky:
1. B rnaBHOM MeHI0 B pa3gene <HasBaHue 6a3bl gaHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bl.
2. B rmmaBHoM meHw B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCnepTU3bl.
OTkpoeTcsa cTpaHuua lNMakeTbl aKCNepTU3bI.

3. B naHenv Manku Haxvnte T 1 B PacKpbIBLLEMCS MEHIO BblibepuTte
nyHKT Co3aaTb nanky.
OTkpoeTcsa okHO HoBasi nanka.
B none HasBaHue BBeanTe Ha3BaHWe Nanku.
Ecnun Hy>XHO co3gaTb BIIOXEHHYHO Nanky B NakeTe SKCNepTusbl U B
apyron nanke, B packpbiBawlwemca cnucke PacnonoxeHue
BblbepuTe Kyaa NnoMeCcTuTb Nanky.

6. HaxmuTte kHonky Co3pnaTb.
Manka co3gaHa.

o s

17.5.6 A3meHeHue nanku

% YT06bI NI3MEHNTL Nanky:
1. B raBHOM MeHw B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCnepTU3bl.
OTkpoeTca cTpaHuua MakeTbl 3KCNepTU3bI.
2. B naxenu Nanku BbiGepute narky. .

3. B cTpoke ¢ HasBaHMEM Mankv HaXMWUTE ¢ U B PACKPbIBLUEMCS MEHI0
BblbepuTe NyHKT PegakTupoBaTh.
OTkpoeTcs okHO PegakTupoBaHue nanku.
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4. Ecnn TpebyeTcsa u3MeHWUTb HasBaHue nanku, B none HasBaHue
N3MeHuTe ero.
5. Ecnu TpebyeTrca nepeHecTu narnky, B pacKpbiBalOLLEMCSH Crucke
PacnonoxeHue BbIGepuTe nanky.
6. Haxmunte kHonky CoxpaHuUTb.
Manka nameHeHa.

17.5.7 YpaneHue nanku

Bbl MOXeTe yaanutb nanky, eCnv H1M OAvH 13 pacnorioXXeHHbIX B HEN 0O BEKTOB
He ycTaHoBreH B [1K Ankey SIEM NG.
% Yto6bl yganutb nanky:
1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MNMakeTbl aKCnNepTU3bI.
2. B naxenu Nanku BbiGepute narky. .
[ ]

3. B cTpoke c HasBaHMEM Nankym HaXMuUTe s, B PaCKPbIBLLEMCA MEHIO
BblbepuTe NyHKT YAanuTb 1 NOATBEPAUTE yAaneHue.
Manka yoaneHa.

17.5.8 PunbTpaumnsa o6 LEKToB

Bbl MmoxeTe cdmnbTpoBaTh 06bEKTBI MO TUMY, UCTOYHUKY (CTaHO4APTHbIE UMK
nonb3oBaTenbCckue), ctaTycy ycraHoBkm B Ankey SIEM NG wnun ctatycy Banungaumn.
Takxke Bbl MOXeTe UnbTPOBaTb NpaBuna, NPUMEHSSt PEryNsapHbIE BbIpaXXeHNS K Kogy
npaswun.

Mpumevanne. [na noucka obbekTta nNoO €ro HasBaHW, WOEHTUUKATOPy wunu
ONUCaHMIO Bbl MOXETE NUCNOSb30BaTh nosne BeICTPOro Nomcka.

% Yrtobbl oThunbTpOBaTh OOBEKTDI:
1. B rnaBHom wmMeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCnepTU3bl.
OTkpoeTca cTpaHuua MNMakeTbl 3KCNepTU3bI.
B nanenu Manku BbiGepnTe Bce 00 bLEKTDI.
B naHenn Habopbl ans yctaHoBKu BbibepuTe Bce 06bEKTHI.

4. B naHenu co CIMCKOM OBHEKTOB HaxmuTe T .
[MosiBMTCA CTpoOKa C Ha3BaHNAMU PUMNBTPOB.

5. Tlo ccbinke ¢ HasBaHMEM HYXHOro unbTpa OTKPOUTE OKHO C ero
napamMmeTpamu.

6. HacTtponte napameTpbl punbTpa U NOBTOPHO HAXXMUTE Ha CCbISKY.

w N

MpumeyaHme. Bbl MOXETE OUUCTUTL NapameTpbl UbTpa, Haxas %
cnpaea OT HasBaHus unbTpa. Bbl MOXeTe 04UCTUTL napameTpbl

BCeX (*)I/IﬂprOB, Ha>XaB x B CTPOKe C Ha3BaHUAMUA q.)I/IJ'IprOB.

Ob61bekTbl B Ccnucke OTq)VIJ'IprOBaHbI B COOTBETCTBMIN C YyCITOBUEM.
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17.5.9 NepemeLieHne 06 LEKTOB

Bbl  MoOXeTe nepemewaTtb  nonb3oBaTenbckne — 0ObeKTbl  Mexay
Nonb3oBaTENbCKMMUN NankaMmn UNn naketTaMmm aKCnepTmsbl.
% YT06bI NEpeMecTUTb 0OBHEKTHI:
1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3IKCNepTU3bI.

MpumeyaHne. Bbl MoxeTe wucnonb3oBaTb unNbTpauuno, YTOObI
chopmmpoBaTh CNNCOK OBBHEKTOB.

2. Bbibepute 06bEKTHI.

MpumeyvaHue. [Ins BbiGopa HeECKONbKMX OOBLEKTOB noapsg Bbl
MOXeTe ucnonb3oBath knasuwy Shift, ana Bblibopa HeCKONbKUX
OoTAenNbHbIX 06bekToB — Knasuwy Ctrl. YTob6bl BbIbpaTb BCE 0OBLEKTHI,
MO>HO MCMonb30BaTbh KOMOMHaUUIO knasuw Ctrl+A.

3. Haxmute 2.
4.  OtkpoeTcs okHO lNMepemelleHne 06 HLEKTOB B Narnky.
5 B packpbiBatowemcs cnvcke PacnonoxeHue BbibepuTe nanky wunu
nakeT 9KCNepTU3bI.
6. Haxmute kHonky NepemecTnTb.
O6beKkTbl NepemeLleHbI.

17.5.10 YpaneHue o6beKTOB

Bbl MOxeTe ygansaTb nonb3oBaTenbCkue OObLEeKTbl, HE YCTaHOBMEHHbIE B
Ankey SIEM NG.
% Yrtobbl yoanuTtb 06BLEKTHI:
1. B rnaBHom wmMeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3aKcnepTuU3bl.
OTkpoeTca cTpaHuua MNMakeTbl 3IKCNepTU3bI.

NMpumeyaHne. Bbl MoOXeTe ucnonb3oBaTb uUbTpaumo, 4YTOObI
cthopmmpoBaTh CNMCOK OGBHEKTOB.

2. Bbibepute 06bEKTHI.

MpumeyvaHue. [Ins Bbibopa HeCKONbKMX OOBLEKTOB noapsig Bbl
MoXeTe ucnonb3oBaTbh knasuwy Shift, ana Bbibopa HeCKONbKUX
OoTAenNbHbIX 06bekToB — Knasuwy Ctrl. YTobbl BbiIbpaTb BCe 00BLEKTHI,
MO>XHO MCMONb30oBaTb KOMOUHaUuo knasuw Ctri+A.

3. Haxwure [ n noAaTBepanTe yaaneHue oobekToB.
O6bekTbl yaaneHsbl.
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17.5.11 AkcnopT 06bLEKTOB

Bbl MoxeTe akcrnopTupoBaTb 0ObeKkTbl B hann C pacwmpeHuem .kb ans
nocnegytouiero umnopta B Knowledge Base, a Takke B ZIP-apxuB — ans gobasneHuns
obbekToB B «SIEM Ha Konnekrope».

B dann apxvBa 3KCnopTMpylOTCA npaBuna Hopmanu3auuu, arperaumu,
oboralleHna n Koppensuuu, cxema nosiern cobbiTur, Makpocbl (6e3 MeToK) wu
TabnunyHble cnuckn ¢ 3anucsamn n wabnoHamu nckniodeHni. MNMpu akcnopTe B dhann ¢
paclwmpeHnem kb Takke IKCMOPTUPYKOTCA METKM MakpOCOB W OMUCaHWUS NaKkeToB
9KCNepTU3bI.

% YT06bI 3KCNOPTUPOBATL OOBEKTDI:

1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl aKCNepTU3bI.
2. BbibepuTte BapuaHT akcnopra:
— €CInKn HYXXHO 3KcrnopTupoBaTtb Bce 06bekTbl Knowledge Base -

HaXXmuTe E’;
— €CInn OOWH WU HECKONbKO 0O6BHEKTOB — BblibepuTe ux B Tabnuue

N HaXMnUTe E;
— €CIM  HYXHO J3KcnoptupoBaTb BCe 006beKThI Ha6opa and
L]

YCTAHOBKM — B CTPOKe C Ha3BaHMEM Habopa HaxmuTe ¢ U B
pacKpbIBLUEMCS] MEHIO BbiGEpUTE NYHKT AKCNOPTUPOBATD.
OTKpOETCHA OKHO DKCMOPT OO BHLEKTOB.
Bbibepute hopmat akcnopTta.
HaxmuTe KHOrnky QKcnopTupoBaTh.
Bpaysep coxpaHuT o06bekTbl B daunne knowledgebase </lata
skcnopta>.kb  mnn  knowledgebase </lata 3kcnopta>.zip B Nanke
3arpysku.
OB6beKTbl 3KCMOPTMPOBAHDI.

ko

17.5.12 AMnopT 06 bEKTOB

Bbl MmOXxeTe nMmnopTnpoBaTtb 00BLEKTHI TONBKO M3 (hanna ¢ paclumpeHmnem .kb
M TONbKO B Nofnb3oBaTtenbekyto bl. Cxema nonen cobbiTuin HE UMMNOPTUPYETCS.
Ecnn B dhanne ¢ o6bektammn ToNbKO CTaHOapTHblE 00bEKTLI, padpaboTaHHble
GIS, Bce 06bekTbl MnopTupytoTca B B kak nonib3oBaTenbckme. Ye cyLecTByoLmne
B B[l ctaHgoapTHble 00beKTbl 3aMeHsATca obbekTamun u3 danna (B TOM 4ucne —
3anucu TabnnyHbIX CMUCKOB), HOBble 06BLEKTLI AobaBnstoTca B B/.
Ecnm B (panne ectb nonb3oBaTenbCckne OOBLEKTbI UM OOBLEKTHI,
pa3paboTaHHble APYrMMU NOCTaBLUMKaMK, JOCTYMHbI CReayolmne pexnmMsl uMnopTa:
— [Job6aBnTb U OOHOBUTbL 00BLEKTbI U3 hanna — Bce 0OBLEKTHI
nmnopTtupytotesa B Bl kak nonb3oBaTenbckme. HoBble 06BHEKTHI
pobasnsiwotca B B, yxe cywectsylowme B B[
nosib3oBaTeNbCkMe 00bEKTLI 3aMeEHSATCA obbekTamu 13 darnna
(B TOM 4ncne — 3anucy TabrmnyHbIX CIIUCKOB);
— [do6aButb 00BbeKkTbl <[locTaBWMK> KaK CTaHAAPTHble -
UMMNOPTUPYHOTCA TOSbKO 0O6BHEKTHI, pa3paboTaHHble CTOPOHHUMM
nocrtaswmkamm. Bce o0O6bekTbl mmnoptupytotca B B[ kak
cTaHgapTHble. HoBble 00bekTbl pobasndawoTcs B B, yxe
cywecTtByowme B bl 06beKTbl 3TOro NocTaBLMKa 3aMEHSATCS
obbekTamn n3 canna;
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— CUWHXpOHU3NpOBaTb 06 BbeKTbI <MocTaBWwmnK> c
cogepXxumbiMm hanna — MMMNOPTUPYKOTCHA TONbKO OOBLEKTHI,
paspaboTaHHble CTOPOHHMMW nocTaBlmKkamn. Bce o06bekTbl
nmnopTtupytotca B Bl kak ctaHgapTHble. Ecnv B B v B dhanne
eCTb 00BbEeKThbl, padpaboTaHHble OOHUM M TEM XXe NOCTaBLLMKOM,
BCe Takme obbekTbl 3ameHstoTca B B[l obvektamun ns danna.
Takum obpasom, HoBble 00bekTbl gobasnswTca B B, yxe
cywecteyowme B B[l obbekTbl 3ameHAlTCA obbekTamu 13
ghanna, oTcyTcTBYIOLWME B (hanne obbekTbl yaanatoTca ns b.

% Y106bI MMNOPTMPOBaTb OOBLEKTHI:
1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.
B naHenun MHCTpyMeHTOB HaxxmuTe KHOMKy MMnopT.
OTkpoeTcsa okHO UMNOpPT 06 BLEKTOB.
Mo ccbinke BbIGEpPUTE YKaXXUTe pacnofnoxeHune anna c obbekTamu.
Ecnn TpebyeTcs, BbibepuTte pexunm nvnopTa.
Ecnu TpebyeTcs, yctaHoBuTe donaxxok UMnopTupoBaTb MakpocChl.
Haxxmute kHonky UMnopTupoBaTthb.
O6'beKTbI MMMOPTUPOBAHDI.

N

o0 AW

17.5.13 Bbibop Bepcun SDK ana Banupgauun

[Ona Banuaauun o6bLEKTOB HYXHO BblbpaTb Bepcuto SDK. B SDK Bxogar
yTUNUTBl AN OTNagkM npaBwun  HOopMmanuaauuwn, arperaumm, oboraweHus u
Koppensaumn. Bel moxeTe BblbpaTb pasHble Bepcun SDK ana sanupaumm pasHbixX
nonb3oBatenocknx BIl. Bepcun SDK obbektoB B craHgapTtHou B[,
nonb3oBaTtenbckux B[l n yctaHoBneHHbix B Ankey SIEM NG moryT otnmnyatbes. [ns
NCKoYeHns owmnbok coBmecTumocTn Bepeust SDK ansa sannpaumm He gosmkHa bbIiTb
Bbiwe Bepcumn SDK, ucnonb3dyemon B Ankey SIEM NG. Beibpatb Bepcuto SDK gns
Banuaauumn Bbl MOXeTe Ha cTpaHuue HacTponka MHCTpYyMeHTapusa Ansa paspaboTku
npasun SIEM.

% YT06bI BbIOpaTh Bepcutio SDK anga Banvagaumu:

1. B rnaBHom meHio B pa3gene SIEM BbibepuTte nyHKT BbiGop Bepcum

SDK.
OTkpoetca  cTpaHumuya HacTtpomka  MHCTpyMeHTapua  Ans
pa3pabotku npasun SIEM.
B ueHTpanbHon naHenu BbibepuTte Bepcuio SDK.
B naHenu vHCTpymMeHTOB HaxmuTe KHonky YcrtaHoBuTb SDK ans
Banupauumu.
OTkpoeTcsa okHo O6HoBneHne SDK.

4. Haxmute kHonky OBHOBUTD.
Bepcua SDK BbibpaHa.

w N

17.5.14 Banupauuna oobLeKkToB

lMepepn ycTtaHOBKOM OOBEKTOB Bbl MOXETE BbINOMHUTL Banvaauuo 0gHOro unm
HECKONbKMX OOBEKTOB, a TaKkke Banuaaunio Bcex 06beKkToB 13 Habopa a51s yCTaHOBKM.
Mpn Banugaummn oTaenbHbIX 0OBEKTOB BLINOITHAETCA NPOBEPKA CTPYKTYpPbl OObEKTA,
ero CuMHTakcmMca M OOHO3HAYHOCTM YyKasaHHbIX ycnoswui. lMpu Banuaaumm Habopa
AOMNOJSTHUTENBHO MPOBEPSIOTCSA COrnacoBaHHOCTb OOBEKTOB M HEMPOTUBOPEUMBOCTL
yKa3aHHbIX B HUX yCrnoBui. Hanpumep, ecnvn npaBuno Koppensauumn, BKITHOYEHHOE B
Habop, ucnonb3yeT TabnU4YHbIA CMNCOK, OH TakKe OOIMKEH ObiTb BKMKOYEH B 3TOT
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Habop.
< YT100bI BHINONHUTL BannaaLno 0OBbEKTOB:
1. B raBHOoM MeHw B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bI.
OTtkpoeTca cTpaHuua lNMakeTbl 3KCNepTU3bI.
B naHenn Habopbl ana yctaHoBKM BbiIbepuTte Habop.
Bbibepute BapuaHT Banugauuu:

— €CJIN HYXXHO BbINOJTHUTb BariMgauunio BCeX 00bekToB U3 Ha6opa
L

— B CTPOKE C Ha3BaHWeM Habopa HaXXMUTe = 1 B packpbiBLLUEMCS
MeHI0 BblibepuTe NyHKT BanuaupoBaTs;
Eecnn ogHoro vnu Heckonbkux OoObLEKTOB — BblbepuTe MX B

Tabnuue n HaxMmuTe @
OTkpoeTcsa okHO BanugupoBaThb.
4. HaxmuTe KHOMNKy 3anycTuTb Banuaauuio.
Mo 3aBepLueHUn Banugauum B paboyen obnactm nosButca coobuieHume.

wn

17.6 PaboTta c Habopamu Ana ycTaHOBKMU

Ona ypobctBa paboTbl ¢ obbekTamu, ObICTPOW Banugauum U YCTaHOBKMU
obbektoB B 1K Ankey SIEM NG BblI MOXeTe rpynnupoBaTb 00bekTbl B HAbOpbl Ans
ycTaHoBku. B Habop moryt BxoguTb mntobble cTaHAapTHble M MNONb30OBaTeNbCKUE
00bEeKTbl U3 pasHbIX NakeToB 3KCNepTM3bl U nanok. OauMH M TOT e OObEKT MOXeT
BXOOUTb OOHOBPEMEHHO B HECKONbKO HabopoB ans ycrtaHoBku. HabGopbl Ons
YCTAHOBKM MOXHO Mcnonb3oBaTb, Hanpumep, ecnn B 1K Ankey SIEM NG HyxHO
YCTaHOBUTb OOBEKTbl U3 OAHOrO WIIM HECKONbKMX MaKeTOB 3KCMepTu3bl, a He BCe
obbekTbl B/.

Pabotate ¢ Habopamu Ona yCTaHOBKM Bbl MoxeTe B pasgene SIEM —

MakeTbl 3kcnepTuU3bl B NaHenu Habopbl ona ycrtaHoBKU. Bbl MoxeTe co3gaBaTb,
N3MEHSTb M yaansTb HAabopbl AN YCTaHOBKN.

17.6.1 Co3paHue Habopa Ansa yctaHOBKU

/7

% Yrtobbl cosgatb Habop Anst yCTaHOBKMU:

1. B rnaBHOM MeHI0 B pa3gene <HasBaHue 6a3bl fgaHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bl.

2. B rmmaBHoM meHw B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bl.
OTkpoeTcsa cTpaHuua lNMakeTbl aKCNepTU3bI.

3. B naHenn Habopbl AnA ycTaHOBKMU HaXmuTe

OTkpoeTcs okHO HoBbIN Habop ANA YCTaHOBKM.

B none CuctemHoe Ha3BaHue BBeaUTe Ha3BaHMe Habopa.

Ecnn Habop HyxHO JoGaBuTb B APYron Nonb3oBaTesnbCkuin Habop, B
packpbiBatowemca cnucke Bxoaut B Habop Bbibepute 3ITOT
nonb3oBaTenbCkmi Habop.

ok

MpumeyaHune. CosgaBaembii HABOP JOMKEH BXOAUTb B TOT USTM UHON
yXe cosfaHHbIi Habop. Mo ymonyaHuio Bce cosgaBaemble Habopbl
BXOOAT B CTaHAapTHbIM Habop Bce Habopbl.
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6. Ecnu B rmaBHoM MeHw BblbpaHa ycTaHoBoyHaa B, B
packpbiBaloLEeMCs cnucke YcTtaHaBnuBaTb B KOHBeWep Bbibepute
KOHBeKepbl, B KOTOpble ByayT yCcTaHaBNMBaTbCs 06bEKTbI Habopa.

7. Haxmwnte kHonky Co3aaTth.

Habop anga yctaHOBKM CO3aaH.

17.6.2 Co3pgaHue Habopa Ha OCHOBe CyLleCTBYHOLWEro

% Yrtobbl co3pgaTtb Habop Ha OCHOBE CYLLECTBYHLLETO:
1. B rnaBHoMm MeHw B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCnepTU3bI.
OTtkpoeTca cTpaHuua lNMakeTbl 3KCNepTU3bI.
2. B naHenn HaGopbl ansa ycTtaHOBKMK Bbl6e.pl/lTe Habop.

3. B cTpoke c Ha3BaHMeM Habopa HaXXMUTE ¢ N B PACKPbIBLUEMCHA MEHIO
BblbepuTe NnyHKT Co3paTb KONuio.
OTkpoeTca okHo Co3gaTb KONUHO.

4.  Ecnu HeobxoaMmo M3MEHUTb Ha3BaHMe Habopa, B none CucremMHoe
Ha3BaHue BBeAUTE Ha3BaHue.

5. Ecnu Habop HyXHO 0obaBuTb B ApYrov nonb3oBaTenbCckuin Habop, B
packpbiBatowemca cnucke Bxoaut B Habop Bbibepute ITOT
nosnib3oBaTenbCkMi Habop.

Mpumeyanune. CoszgaBaembii HABOP OOMKEH BXOAMTL B TOT UM MHON
yXXe cO3A4aHHbIn Habop. Mo ymonyaHuio Bce co3gaBaemble HabopbI
BXOOAT B CTaHAApPTHbIM Habop Bce Habopbl.

6. Ecnn B maBHOM WMeHW BblOpaHa yctaHoBoyHas B[, B
packpbiBalOLEMCS cnucke YcTaHaBnuBaTb B KOHBewWep Bbibepute
KOHBeWepsbl, B KOTOpble ByayT ycTaHaBnmMBaTbCcsi 06bekTbl Habopa.

7. Haxmwnte kHonky Co3gaTth.

Habop co3gaH.

17.6.3 U3meHeHMe Habopa Ansa yCTaHOBKU

*

% Yrtobbl N3mMeHMUTb HAabop ANs YCTaHOBKM:

1. B rnaBHom wmMeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCnepTU3bI.
OTkpoeTca cTpaHuua MNMakeTbl 3KCNepTU3bI.

2. B naHenn HaGopbl ans ycTtaHOBKMK Bbl6e.pl/lTe Habop.

3. B cTpoke c HasBaHMeM Habopa HaXXMUTE ¢ U B PACKPbIBLUEMCS MEHIO
BblOepuTe nyHKT PepgakTupoBaTthb.
OTkpoeTcs okHo PepgakTupoBaHue Habopa ANsA yCTaHOBKM.
4. BHecuTe U3MeHeHus.
5. HaxmuTte kHonky CoxpaHUTb.
Habop ansa yctaHOBKN N3MEHEH.
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17.6.4 YpaneHue Habopa Ana yctaHOBKU

Mpumeyanue. Npun yganeHmm Habopa Ans yCTaHOBKK, BCE PECYPChI, KOTOPbIE
OblNIM yCTaHOBIEHbI Yepe3 HEro B KOHBEMEPLI, OCTalOTCA B HUX, MOKa He ByaeT
3arpy>xeH apyrov Habop.

RY

¥ YTtobbl yoanutb Habop Anst yCTaHOBKMU:

1. B rnaBHoMm MeHw B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bI.
OTtkpoeTca cTpaHuua lNMakeTbl 3IKCNepTU3bI.

2. B naHenn HaGopbl ansa yctaHOBKMU Bb|6ep3me Habop.

3. B ctpoke c HasBaHnem Habopa HaXmuTe &, B PACKPbIBLUEMCSA MEHHO
BblOepuTe NYHKT YAanuTb 1 NOATBEPAMTE YAaneHue.
Habop onga yctaHoBKM yaaneH.

17.6.5 lobaBneHne 06 LEKTOB B HAbOOp ANA YCTaHOBKU

/7

% Yrtobbl 4OBGaBUTL 06BLEKTLI B HABGOP ANSA YCTAHOBKMU:

1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCnepTU3bI.
OTtkpoeTca cTpaHuua MNMakeTbl 3KCNepTU3bI.
B naHenn Habopbl ansa yctaHoBKM BbibepuTe Bce 06beKTHI.
B naHenwu MNMankun BbibepuTe nakeT SKCNepTu3bl (Unn nanky).
[MosiBMTCA CNMCOK OOBEKTOB NakeTa aKCnepTuabl (Nanku).

w N

MpumeyaHme. Bbl MoxeTe wucnonb3oBaTb unbTpauuno, YTOObI
N3MEHUTb CNNCOK 06BLEKTOB

4. Bbibepute 06BLEKTHI.

Mpumeyanne. [na BbiObOpa HeECKONbKMX OOBLEKTOB noapsia  Bbl
MOXeTe ucnonb3oBatb knasuwy Shift, ana Bbibopa HeECKONbKUX
oTAenbHbIX 06bekToB — knasuwy Ctrl. YTobbl BbIbpaTb BCE 00BLEKTHI,
MOXHO Mcnonb3oBaTb KOMOMHaUMO knasuw Ctrl+A.

5.  Haxmute =» .
OTkpoeTcsa okHO HabGopbl Ans ycTaHOBKM.
6. YcTtaHoBMTE (hnaxku HaNPOTMB Ha3BaHWN HAOOPOB ANsl YCTAHOBKM, B
KOTOpble HYXXHO [,00aBUTb OOBEKTHI.
7. Haxmunte kHonky CoxXpaHuUTb.
O6bekTbl fobaBneHbl B HAOOP OS5 YCTaHOBKM.

17.6.6 YaaneHue o6beKTOB U3 Habopa AnAa yCTaHOBKU

Mpumeyanune. MNMpu yaaneHnn obbekToB M3 Habopa Ans YCTAHOBKW, BCE pPeCcypchl,
KOTOpble Oblnn yCTaHOBMNEHbI Yepes3 3TOT Habop B KOHBEWEPDI, OCTAlOTCA B HUX, MOKa
He ByaeT 3arpyxeH apyrov Habop pecypcos.

% Ytobbl yoanutb 06beKTbl N3 Habopa Ansa yCTaHOBKM:
1. B rnaBHoM MeHw B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KcnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl aKCNepTU3bI.
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B naHenu Mankun Bbibepute Bce 06 bEKTHI.
B naHenu Habopbl ana yctaHoBKK Bbibepnte Habop Anst yCTaHOBKM.
[MosiBUTCA cNUCOK 06BHEKTOB, BXOAALMX B HABOP AN1S1 yCTaHOBKM.

w N

anMe‘-laHMe. Bbl MoXeTe wucnonb3oBaTtb d)manpaumm, 4YTOObI
N3MEHUTb CNUCOK OOBHEKTOB.

4. Bblbepute 06beKTbI B CUCKE.

Mpumeyanme. [Ina BbiGOpa HECKONbKMX OOBLEKTOB noapss Bbl
MOXeTe ucnonb3oBatb knasuwy Shift, ana Bblibopa HECKONbKUX
oTAenbHbIX 06bEKTOB — Knasuwwy Ctrl.

5.  Haxmute =» .
OTkpoeTcsa okHO HabGopbl Ans ycTaHOBKM.
6. CHumuTe dniaxkkm HanpoTMB Ha3BaHWUN HabopoB ONs YCTAHOBKU, M3
KOTOPbIX HY>KHO yaanuTb OObeKThbI.
7. Haxmunte kHonky COXpaHUTb.
O6bekTbl yoaneHsl n3 Habopa ans ycTaHOBKW.

17.7 YcTaHOBKa O0OBLEKTOB B KOHBeUepbl oOpaboTku
COObLITUMN

Utobbl uncnonb3oBaTb Ans obpaboTkm cobbiTuin npasuna u TabnnyHbie
cnuckn, co3gaHHble B Knowledge Base, nx Heo6xoanMMO yCTaHOBUTL B KOHBEWEPHI
0b6paboTkn cobbiTui. 3anmcn 06 yCTaHOBKE COXPaHSAIOTCS B XXypHane Ha cTpaHuue
XypHan ycTaHOBKM.

BHuumanue! Ha rnaBHoM koHBeliepe® O0mkHbl GbiTb YCTaHOBMEHbl BCe NpaBuna,
KOTOpble eCTb Ha OOMNOSTHUTENbHBIX KOHBenepax. HecobntogeHune atoro TpeboBaHus
BbI30BET HEKOPPEKTHYI0 paboTy npaBun nokanu3aumn. B cnyyae ycTaHOBKM
KOHHEKTOpa He Ha [NaBHOM KOHBeWepe, a TOSfbKO Ha LeneBoM, Heobxoaumo
npoaybnmpoBaTth NakeTbl PECYPCOB B rMaBHbIN KOHBENEP.

17.7.1 YcTaHOBKa 00OBbEKTOB

/7

% YT10obbl ycTaHOBUTH OOBEKTDI:
1. B rnaBHom meHi B pa3gene <HasaHue B> BLiOepute NyHKT C
ycTtaHoBoYHOM B[.
2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KcnepTU3bI.
OTtkpoeTcsa cTpaHuua MakeTbl aKCNepTU3bI.
B naHenn Habopbl ansa yctaHoBKM BbibepuTte Habop.
Haxmute kHonky YctaHoBuTb B SIEM.
OTkpoeTcsa okHO YcTtaHoBKa B SIEM.
5. Ecnu He HyXHO ycTaHaBnmBaTb OOBbEKTbI B HEKOTOPbIE KOHBEMWEPDI,
CHUMUTE (bNaxKn ¢ Ha3BaHUSIMU 3TUX KOHBENEPOB.

o

3 MNpoBepuTb, SABMAETCS M KOHBEWEP IMaBHbIM, MOXHO B npunoxeHun Ankey SIEM NG — Cuctema —
YnpasneHue cuctemon — KoHBernepbl Ha 6OKOBOV naHenu cnpaea.
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6. Haxmute kHonky 3anycTUTb YCTaHOBKY.
HauyHeTcs ycTaHOBKa 0GBbEKTOB.

NMpumeyvaHue. [Npn HaBegeHUM Kypcopa Ha KHOMKY YCTaHOBUTb B
SIEM Bo BcnnbiBatoLwen nogckaske otobpaxaeTcsa Xxon YCTaHOBKM.

Mo 3aBepwieHMn yCTaHOBKM B paboden obrnactm nosButca coobulieHne
«YCTaHOBKa yCNewHO 3aBepuleHar. OOBEKTHI YCTaHOB/1€HbI.

17.7.2 MpocMOTp 3anucen XXypHarna yCTaHOBKU

% YT106bl NPOCMOTPETL 3aMUCK XXypHara yCTaHOBKM:
1. B rnaBHom MeHio B pasgene SIEM BbiGepute nyHKT XKypHan
yCTaHOBKW.
OTkpoeTcsa cTpaHuua XXypHan yCTaHOBKW.
2. Ecnu Heobxoaumo, oTUNbTPYMTE 3anmcu no cratycy, no KoHBenepy
unu no gaTe.
3. Bblbepute 3anuce.
B pabouen obnactn otobpasntca nHgpopmaumsa o6 ycTaHOBKE OOBHEKTOB.

17.8 HacTpouka Hopmanusauum cobbITUN

Hopmanusauua cobbiTMii OT UCTOYHMKOB ANsi nocregytowen obpaboTku m
aHanusa BbIMOMHAETCS N0 CO34aHHbIM 3apaHee npaBunam. CneumanbHble npasuna
CO34alnTCAa AN Kaaoro MCTOYHMKA U TUna cobbITUS.

MpaBuna Hopmanu3auuMm OblBalOT CTaHAAPTHBIMU M MNOMb30BATESNIbCKUMM.
CraHpapTHble npaBuna Hopmanusaumm  paspaboTaHbl  cneyuanuctamu  no
nHopmaunoHHon 6esonacHoctn OOO «lasnHdopmcepBUC» U He MOryT ObiTb
n3MeHeHbl. Bbl MOXeTe KonvpoBaTb CTaHAapTHble MpaBwuiia Hopmanu3auuun ans
co34aHus nonb3oBaTenbCcknx npaswun. [onb3oBaTenbckue npasBuna HopManusauum
Bbl MOXeTe co3aBaTtb, U3MEHATb, KONMPOBATb N yAansThb.

MpaBuno HopManusaumm MMeeT crieayoLme napameTpbi:

— CUCTEMHOE Ha3BaHME — MOXET COCTOATb M3 OYKB NaTMHCKOro
andasuta, Unp 1 3Haka NogYepPKMBaAHUSA, OOIDKHO HAYNHATBLCS
C nponuncHoun Byksbl NN LUdpPbI;

— nanka — nanka unu nakeT 3KCNepTu3bl 451 XpaHEeHWs NpaBuna B
BL;

— Habop ona yctaHoBkM — Habop 0O6BLEKTOB, B COCTaBe KOTOPOro
npasuno 6yaetr ycraHaBnmBatbca B [1K Ankey SIEM NG
(NpaBuno moxeT 6bITb 4o6aBNEeHO OAHOBPEMEHHO B HECKOSLKO
HabopoB);

— MOXET MMETb ONUCaHNE Ha PYCCKOM UNN aHTTIMNCKOM S3bIKE;

— NpaBWfo nokKanu3auuMm - MpaBuro, COrfacHo KOTOpOMy C
CcoObITMAMM, HOPMANM30BaHHLIMW MO NpPaBUy HOpManuaauum, B
Beb-mHTEpdEnCce MK Ankey SIEM NG cBsA3bIBaeTCs
onpegeneHHoe onnucaHne Ha pyccKOM UM aHrNIMNCKOM S3bIKe.
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17.8.1 Co3pgaHue npaBuna HopmMmanmsauum

% YT06bI CO30aTb NPaBUIO HOPManNM3aUmnu:
1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
MYHKT C nons3osaTensckon B[.
2. B rmmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [MakeTbl
3KCnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu wHCTpymMeHTOB Haxmute KHonky Co3pgatb U B
packpbIBLIEMCS MeHIO BblibepuTe nyHKT MpaBuno Hopmanusauum.
OTkpoeTca cTpaHuua HoBoe npaBMno Hopmanusauuu.

Beeaute koa npasuna.

B none CucrtemHoe Ha3BaHWe BBeaUTE CUCTEMHOE Ha3BaHue

npasuna.

6. B packpbiBatowemcs cnucke lManka BbibepuTe nanky unm naket
aKcnepTu3bl Ans XxpaHeHnsa npasuna B bB/.

ok

MpumeyvaHne. Bbl moxeTe pobaButb npasurio B Habopbl Ans
YCTAHOBKM, YCTAHOBMB (pnaxky HanpoTMB Ha3BaHUM HabopoB B
packpblBatoLemcs cnucke Habopbl Ans ycTaHOBKU, a Takke BBECTU
nobon TEKCTOBLIN KOMMeHTapun B none OnucaHune (pycckum).

7. Ecnu HyxHO, no kHonke [lo6aBUTb co3fanTe npaBuna fiokanmsauuu.
8. Haxmwnte kHonky CoxpaHuUTb.
MpaBnno Hopmanuaaumm co3gaHo.

17.8.2 KonupoBaHue npaBuia HopmMmanusauum

% UYT06bI CKOMMpPOBaTL NPaBUNO HopManu3aLlmu:

1. B rmasBHOM MeH B pa3gene <HasBaHue 6a3bl AaHHbIX> BblibepuTe
NYHKT ¢ nonb3osaTensckon BJ.

2. B rnaBHom wmeHwo B pasgene SIEM Bbibepute nyHkT [akeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.

3. B naHenu Manku Bbibepute npasuno.
OTKkpoeTca cTpaHMua npasuna.

Mpumeyanne. [na noucka npaBuna Bbl MOXETE MCMNOSMb30BaATb
GunbTpaunio 06bLEKTOB.

4. Haxmurte @
OTkpoeTca cTpaHuLa HoBoe npaBuno Hopmanusauum (Ha oOCHoBe
<Ha3BaHue opurMHanbLHOro npaBuna>).
5. Ecnu HyXHO, n3MeHnTe napamMmeTpbl Npasuna.
6. Haxmunte kHonky COXpaHUTb.
MpaBuno Hopmanuaaumm CKONMPOBaHO.
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17.8.3 UameHeHMe npaBuna HopmMmanusauum

% YT106bl NI3MEHUTL NONBL30BATENLCKOE NPABUIIO HOPManNM3aumm:

1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
MYHKT C nons3osaTensckon B[.

2. B rmmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [MakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu MNanku BbiGepuTe npasumno.
OTKkpoeTCca cTpaHuua npasuna.

MpumeyvaHme. [ns noucka npaBuna Bbl MOXETe WCMNOMb30BaTb
unbTpauno 06HLEKTOB.

4.  Haxmure &',
OTtkpoeTcsa cTpaHuua PepakTupoBaHue npaBunia HopManusauuu:
<HasBaHue npasuna>.
5. WN3meHuTe Kog npasuna.
6. Ecnu HyxHO, nameHuTe napameTpbl npasuna.
7. Haxmute kHonky CoxpaHuUTb.
MNpaBnno Hopmanuaaumm U3MeHeHO.

17.9 HacTpomka arperaumm coobiTUin

Arperaumsi cobbiTnn ang o6beaNHEHNS OQHOTUMHBLIX HOPMAarM30BaHHbIX UK
KOPPESIALMOHHBIX COObITUA B OAHO arperMpoBaHHOEe CoObITUE BbIMOMHAETCA Mo
CO3aHHbIM 3apaHee npasuiam.

MpaBuna arperauyun 6bIBalOT CTaHOAPTHLBIMU U NOSIb30BATESNTILCKUMWN.
CraHpgapTHble  npaBuna  arperauum  paspaboTaHbl  cneuwanuctamm Mo
nHopmaumnoHHon 6esonacHoctn OOO «lasnHdpopmcepBUC» U He MOryT OblTb
n3mMeHeHol. Bbl MoOXeTe npocmaTpuBaTb CTaHAApTHble nNpaBwuna arperauum u
KonMpoBaTb WX AN CO34aHUsa MNoNb3oBaTenbCkux npasun. [lonb3oBaTenbckue
npasuna arperaunm Bbl MOXeTe co3faBaTh, UBMEHATb, KONUPOBaTbL N yaansaTb.

MpaBuno arperaumm nmeeT criegytowime napameTpbl:

— CWUCTEMHOEe Ha3BaHMe - [OSKHO CcoBMagaTb C Has3BaHWEM,
yKa3aHHbIM B KOofe npaBuna B AMPeKTMBe aggregate, U Oyaer
coBnagaTb C HasBaHnem cpanna npasuna (MOXeET COCTOATb U3
OyKB naTWUHCKOro andasuTa, UnMp, 3HAKOB NogYEpPKMBAHUSA U
TOYKW, OOIMKHO HAaYMHATbLCSA C NPONUCHOM ByKBbl);

— nanka — narika unm nakeT 3KCrnepTu3bl ANa XpaHeHUa npasuna B
BA;

— Habop ona yctaHoBkM — Habop 0OBLEKTOB, B COCTaBe KOTOPOro
npasuno 6yaet ycraHaBnmBatbca B [1K Ankey SIEM NG
(MpaBuno moxeT 6bITb 4o06aBNEHO OAHOBPEMEHHO B HECKOSBKO

HabopoB);
— MOXET MMETb ONUCaHMEe Ha PYCCKOM UNN aHINIMNCKOM Si3bIKE;
— MpaBuno nokanusauuMm -— npaBuIio, COrfacHO KOTOPOMY C

cobbITAMM, arpermpoBaHHbIMKU NO NpasuIy, B Beb-nHTepdence
MK Ankey SIEM NG cBsi3biBaeTca onpegeneHHoe onncaHve Ha
PYCCKOM WIIN aHITTIMNCKOM S3blKeE.
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17.9.1 Co3pgaHue npaBuna arperauum

% YT06bl CO3a4aTb HOBOE MpaBWIo arperaumu:
1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
MYHKT C nons3osaTensckon B[.
2. B rmmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [MakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu wHCTpymMeHTOB Haxmute KHonky Co3pgatb U B
packpbiBLIEMCS MeHIO BbibepuTe nyHKT MpaBuno arperauumm.
OTkpoeTca cTpaHnua HoBoe npaBuno arperauuu.

Beeaute koa npasuna.

B norne CucrtemMHoe Ha3BaHue BBeaWTE CUCTEMHOE Ha3BaHue

npasuna.

6. B packpbiBatowemca cnucke lManka BbibepuTe nanky wmnu naket
aKcnepTu3bl Ans xpaHeHna npasuna B B/.

ok

MpumeyvaHne. Bbl moxeTe pobaButb npasurio B Habopbl Ans
YCTAHOBKM, YCTAHOBMB (pnaxky HanpoTMB Ha3BaHUM HabopoB B
packpblBatoLemcs cnucke Habopbl Ans ycTaHOBKU, a Takke BBECTU
nobon TEKCTOBLIN KOMMeHTapun B none OnucaHune (pycckum).

7. Ecnu HyxHO, no kHonke [lo6aBUTb co3fanTe npaBuna fiokanmsauuu.
8. Haxmwnte kHonky CoxpaHuUTb.
MpaBuno arperayuu co3gaHo.

17.9.2 KonupoBaHue npaBuna arperayuum

% UYT06bI CKOMMpPOBaTL NPaBUIIO arperaunmn:

1. B rmasBHOM MeH B pa3gene <HasBaHue 6a3bl AaHHbIX> BblibepuTe
NYHKT ¢ nonb3oBaTensckon B[.

2. B rnaBHom wmeHwo B pasgene SIEM Bbibepute nyHkT [akeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.

3. B naHenu Manku Bbibepute npasuno.
OTKkpoeTca cTpaHMua npasuna.

Mpumeyanne. [na noucka npaBuna Bbl MOXETE MCMNOSMb30BaTb
GunbTpaunio 06bLEKTOB.

4. Haxmurte @
OTkpoeTca cTpaHuua HoBoe npaBuno arperauum (Ha OCHoOBe
<Ha3BaHue opurMHanbLHOro npaBuna>).
5. Ecnu HyXHO, n3MeHnTe napamMmeTpbl Npasuna.
6. Haxmunte kHonky COXpaHUTb.
lMpaBuno arperauum CKONMpoBaHo.
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17.9.3 UameHeHUe npaBuna arperauum

% YT106bl NI3MEHUTb NONBL30BATENLCKOE NPABMUIIO arperaumu:

1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
MYHKT C nons3osaTensckon B[.

2. B rmmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [MakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu MNanku BbiGepuTe npasumno.
OTKkpoeTCca cTpaHuua npasuna.

MpumeyvaHme. [ns noucka npaBuna Bbl MOXETe WCMNOMb30BaTb
unbTpauno 06HLEKTOB.

4. Haxmute &
OTkpoetca cTpaHvua PepaktupoBaHue npaBuna arperauum:
<HasBaHue npasuna>.
5. WN3meHuTe Kog npasuna.
6. Ecnu HyXHO, UsMeHuUTe napamMeTpbl NpaBuna.
7. Haxmute kHonky CoxpaHuUTb.
[MpaBuno arperauynm N3amMeHeHo.

17.10 HacTpouka ob6oraweHns coobITUN

O6orawyeHune cobbITuin BbINOTHAETCA NO CO34aHHbIM 3apaHee npasunam. Npu
oboraleHnn Nonst HopmManM3oBaHHbIX, arperMpoBaHHbIX U KOPPENALMOHHBIX COObITUI
3anoNHATCA AaHHLIMU, YKa3aHHbIMKW B NpaBure oboralleHuss Unu nony4YeHHbIM1U 13
TabnnM4yHbIX CIMCKOB.

MpaBuna oboraweHna 6biBalOT CTaH4APTHBIMU U NONb30BATENLCKUMMU.
CraHpapTtHble npaBuna oborawieHuss  paspaboTaHbl  cneuuManuctamm Mo
nHpopmauymnoHHon 6GeszonacHoctn OOO «lasnHdopmcepBUC» M He MOryT ObiTb
n3meHeHbl. Bbl MoxeTe npocmaTtpvBaTb CTaHOapTHble nNpaBuna oboraweHus u
KonMpoBaTb WX [ANfs CO3[4aHus Nonb3oBaTenbCkux npasun. [lonb3oBaTenbckue
npaBuMna Bbl MOXeTe co34aBaTb, M3MEHsSTb, KONWpoBaTb M yaansaTtb. [lpaBuno
oboraleHnsa nveeT crneayolime napameTpbl:

— CUCTEMHOE HasBaHMe - [AOSMKHO coBnagaTtb C HasBaHUEM,
yKasaHHbIM B KO4€e npaBurna B AWpeKTuMBe enrichment, n dyget
coBnagaTb C Ha3BaHWem anna npasuna (MOXeT COCTOATb M3
OykB naTuHCckoro andasuta, undp, 3HaKoB NOAYEPKUBAHUS U
TOYKM, AOJHPKHO HAYMHATBLCSA C NPONUCHOMN BYKBbI);

— nanka — nanka unu nakeT SKCNepTu3bl 415 XpaHeHus npasuna B
BL;

— Habop ons ycTaHoBKM — Habop OOBLEKTOB, B COCTaBe KOTOPOro
npasuno 6yget ycraHaeBnuBatbcs B [1IK Ankey SIEM NG
(MpaBuno moxeT 6bITb 4o06aBNEeHO OAHOBPEMEHHO B HECKOSbKO
HabopoB);

— MOXEeT MMETb ONUCaHMe Ha PYCCKOM UIN aHTTIMNCKOM Si3bIKeE.
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17.10.1 Co3paHue npaBuna odoraweHus

% Y106bI CO3a0aTh NpaBuo oboralleHns:
1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
MYHKT C nons3osaTensckon B[.
2. B rmmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [MakeTbl
3KCnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu wHCTpymMeHTOB Haxmute KHonky Co3pgatb U B
packpblBLIEMCS MeHIO BblibepuTe nyHKT MpaBuno oboraweHus.
OTkpoeTcsa cTpaHmua HoBoe npaBuno o6oraileHus.

Beeaute koa npasuna.

B none CucrtemHoe Ha3BaHWe BBeauUTE CUCTEMHOE Ha3BaHue

npasuna.

6. B packpbiBatowemcs cnucke lManka BbibepuTe nanky unm naket
aKcnepTu3bl Ans xpaHeHna npasuna B B/.

ok

MpumeyvaHne. Bbl moxeTe pobaButb npasurio B Habopbl Ans
YCTAHOBKM, YCTAHOBMB (pnaxky HanpoTMB Ha3BaHUM HabopoB B
packpblBatoLemcs cnucke Habopbl Ans ycTaHOBKU, a Takke BBECTU
nobon TEKCTOBLIN KOMMeHTapun B none OnucaHune (pycckum).

7. HaxmuTte kHonky COXpaHUTb.
MpaBuno oboraleHnsa co3aaHo.

17.10.2 KonupoBaHue npaBuna oboraiwieHus

/7

% Yrtobbl ckonupoBaTb NpaBmno oboraleHus:

1. B rnaBHom meHIo B pasgernie <HasBaHue 6a3bl gaHHbIX> BbibepuTe
NYHKT C nonb3oBaTenbckon bl.

2. B rmmaBHoM meHw B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCNepTU3bI.
OTkpoeTca cTpaHuua MNMakeTbl 3KCNepTU3bI.

3. B naHenu Manku Bbibepute npasuno.
OTkpoeTca cTpaHuua npasuna.

Mpumeyanme. [na noucka npaBuna Bbl MOXETE WCMNONb30BaTb
unbTpaumo 06HEKTOB.

4.  Haxmute Q]
OTtkpoeTcsa cTpaHvua HoBoe npaBuno oboraweHus (Ha ocHoBe
<Ha3BaHue opuruHanbHOro npaBuna>).
5.  Ecnu HyXHO, n3amMeHuTe napamMmeTpbl Npasuna.
6. Haxmwnte kHonky CoxpaHuUTb.
MpaBuno oboralleHns CKonMpoBaHo.

17.10.3 U3meHeHUe npaBuna oboraweHus

% YT06bI NI3MEHNTb NONb30BaTENbCKOE NPaBuo oboraleHus:
1. B rmaBHOM meHi0 B pasgene <HasBaHue 6a3bl AaHHbIX> Bbibepute
NYHKT C nonb3oBartensckon /.
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2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCnepTU3bI.
OTtkpoeTca cTpaHuua lNMakeTbl 3KCNepTU3bI.

3. B naHenu Manku Bbibepute npasuno.
OTkpoeTca cTpaHuua npasuna.

Mpumeuyanme. [na noucka npaBuna Bbl MOXETE WCMNONb30BaTb
unbTpaunto 06HLEKTOB.

4. Haxmute & .
OTkpoeTca cTpaHuMua PepaktupoBaHuMe npaBuna obGoraweHus:
<HasBaHue npaBuna>.
5.  WN3meHuTe Kog npasuna.
6. Ecnu HyXHO, nameHnTe napameTpbl NpaBuna.
7. Haxmunte kHonky COXpaHUTb.
MpaBuno oboraleHnss USMEHEHO.

17.11 HacTpouka Koppensaumm coobITUN

Koppenauna cobbiTuin BLINOSTHAETCA MO CO34aHHbIM 3apaHee npasunam. B
yCIrioBun Npasuna Koppenaunmn ykasblBaeTcs nocrneaoBaTeribHOCTb COObITUN, KOTOpas
ABMSETCA NPU3HaKoM cobbITUA MHGOpPMaLMOHHOM Be3onacHocTu. Npu obHapyXeHun
B MOTOKE COObLITUI TakoW MocnegoBaTenlbHOCTU PerncTpupyeTca KoppensaumoHHoe
cobbiTne.

MpaBuna koppensumMuM 6bIBalOT CTaHOAPTHBIMU U NONb30BaTENbCKUMMU.
CtaHgapTHble  npaBunia  Koppensauum  paspaboTaHbl  crneuuanuctamv Mo
nHpopmauymnoHHon 6GeszonacHoctn OOO «lasnHpopmcepBUC» M He MOryT OblTb
namMeHeHbl. Bbl MOxeTe npocmaTpuBaTb CTaHAApTHble MpaBuna Koppensumm u
KonMpoBaTb UX [Afs CO3[4aHusa Nonb3oBaTenbCkux npasun. [lonb3oBaTenbckue
npasuna Koppensunm Bbl MOXeTe co3daBaTtb, UBMEHATb, KONMPOBaTb U yaansTh.

MpaBuno koppenauum nmeeT crneayoLine napameTpbi:

— CUCTEMHOE HasBaHMe - [OSMKHO coBnagaTb C HasBaHUEM,
yKasaHHbIM B Kode npaBwuna B gupektmeBe rule, u Oyper
coBrnagaTb C HasBaHWeM panna npasuna (MOXeT COCTOATb U3
OykB naTuHckoro andasuta, undp, 3HaKoB NOAYEPKUBAHUS U
TOYKW, OOSMKHO HAaYMHATBLCSA C NPONUCHOM ByKBbl);

— nanka — narka unm nakeT 3KcnepTu3bl AN XpaHeHnsa npasuna B
BL;

— Habop ona yctaHoBkM — Habop 0OBLEKTOB, B COCTaBe KOTOPOro
npasuno 6yaet ycraHaBnmBatbca B [1K Ankey SIEM NG
(MpaBuno moxeT 6bITb 4o06aBNEHO OAHOBPEMEHHO B HECKOSBKO

HabopoB);
— MOXET MMETb OMMUCaHNEe Ha PYCCKOM Wi aHITTMNCKOM SI3bIKE;
— MpaBwWo JnokanusauuMum -— npaBuIio, COrfacHO KOTOPOMY C

KOPPENAUMOHHBIMU  COObITUSIMKW,  3apPErMCTPUPOBAHHLIMWU O
npasuny, B Beb-nHtepgence MK Ankey SIEM NG cBsa3biBaeTcs
onpegerieHHoe onncaHne Ha pycCcKOM UM aHrMMNCKOM A3bIKE.
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17.11.1 Co3paHue npaBusa Koppensaumm

% YT06bl CO3a4aTb NPaBuUMO KOppensaumm:
1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
MYHKT C nons3osaTensckon B[.
2. B rmmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [MakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu wHCTpymeHTOB Haxmute KHonky Co3pgatb U B
packpbiBLIEMCS MeHIO BblibepuTe nyHKT MpaBuno koppensauuu.
OTkpoeTcsa cTpaHuua HoBoe npaBuIio Koppenauuu.

HactponTte napameTpbl Npasuia Koppensuuu.
HacTponTte ycnoBsue Koppensaumu.

Ecnn Hy)XHO, HacTponTe KoppensuMoHHOe cobbiThe.
Ecnu Hy)XHO, HacTponTe JONOSNTHUTENbHbIE AENCTBUS.

No ok

Mpumeyanue. [lo kHonke [lpeaBapuTenbHbIA MNPOCMOTP Bbl
MOXeTe NOCMOTPETb KO MOSyYMBLUErOCS NMpaBuia Koppensaumm.

8. Haxmute kHonky Co3pnaTh.
HauyHeTcsa npouecc Banvpaumu. o 3aBepweHun Banvaaumm yget cosgaHo
HOBOE NpaBuIo KOppensumu.

17.11.1.1 Hacmpolika napamempoe rnpasusa Koppensayuu

% Yrtobbl Npn cosgaHnn npasuna Koppensumm HacTpoUTb ero napameTpsbl:
B neBou yactn okHa Bbibepute MapameTpbl npaBunia Koppensiuuu.
B none Ha3BaHue BBeauTe Ha3BaHue npasuna.

N =

MpumeyaHne. B none OnucaHue Bbl MoxeTe pobaButb nobon
TEKCTOBbI KOMMEHTapPUN Ha PYCCKOM U aHTTIMMCKOM A3blKaxX.

3. Ecnu no npaeuny KkoppensumMm perucTpupyeTcsa MHUMOEHT, BbibepuTe
TUN KOppensaunoHHoro cobbiTnsa — incident.

Ecnun HyXHO, n3MeHnTe BaXXHOCTb KOPPENALMNOHHOIO COBLITUS.

Ecnun HyXHO, BblbepuTe Apyryto nanky umim nakeT 9KCnepTusbl O1is
XpaHeHWs Npasuna B packpbiBatoLemcs cnvcke Manka.

ok

MpumeyvaHme. Bbl MoxeTe yka3aTb HAabop Ans yCTaHOBKU, B KOTOPbIE
HY>XHO 0o06aBUTb NPaBuUIIo, YCTAaHOBMB (MaXKn B packpbiBatoLLeMcs
cnvcke Habopbl Ana ycTtaHOBKM.

6. Ecnun HyxHo, B naHenu KaTteropusaums C  MOMOLLbIO
packpblBalOLMXCA  CNUCKOB  category.generic, category.high,
category.low ykaxute kateropmm KoppensumMoHHOro cobbiTus.

Bbl MOXeTe BbibMpaTb pekoMeHAOBaHHbIE 3HAYEHUS U3 CMIUCKOB UK
BBOAUTb NPOU3BOSIbHbIE 3HAYEHUS.
[Mocrne HacTpomknm napameTpoB MpaBuia HYXHO HaCTpoOUTb YycrioBue
Koppensumn.
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17.11.1.2 Hacmpolika ycrnoeusi koppensuyuu

Mpu cos3gaHun Npasuna Koppensuum Bam HYXXHO HacTpOUTb YCroBue, Mpu
BbINOSIHEHUN KOTOPOro nNo npaBuily Koppensumn Oyaer  pernctpupoBaThbes
KoppensumMoHHoe cobbiTue. YcnoBume Koppensaumm cocTouT U3 NocrneaoBaTenibHOCTU
coObITUN N MHTEepBana BpeEMEHW, 3a KOTOPbIA 3TN COBbITUS OOMKHbI OblTb NOSTyYEHbI
MK Ankey SIEM NG. [na cocTaBneHusi nocnefoBaTefibHOCTU COObITUA  HYXXHO
yKkasaTb Tunbl cobbiTui (A, B, C...), U3 KOTOPbIX OHA COCTOUT, U NOPSIAOK NOCTYNNEHUA
nx B MK Ankey SIEM NG. Tun cobbiTusi onpegensercsa ycnosnem otbopa cobbiTui
cpean mn3 Bcex cobbiTui, noctynatwwmx B MK Ankey SIEM NG, n TpeboBaHuem o
NOSsIBNIEHMM 3TOro cobbiTMA B NOCnefoBaTENbHOCTH.

< YT0bBbI NpM co3gaHuM npasuria Koppensauum HacTpouTb YycroBue
Koppensumm:

1. B neBou yactu ctpaHuubl BbibepuTe YcnoBue Koppensumu.

2. B none cnpaBa oT 3aronioBka Tuna cobbiTusi BBeAMTE Ha3BaHue
cobbITuS.

3. B packpbiBatowiemca cnucke BblibepuTe TpeboBaHMe O MOSIBIIEHUM
3TOro TMna cobbiTMI B NOCreAoBaTENIbHOCTH:

— ecnu cobbITUSA He OOIMKHbI MNOABNATHCH B NOCHeA0BaTENbHOCTU
- He gomkHo npousounTy,;

— ecnn cobblTa AOMMKHbI NOABMTLCA B MOCNEOoBaTENbHOCTU —
[oMmKHO NPoOM30onTHK (B Nnone crnpaea OT CNUCKa BBEAUTE YUCIIO
nosiBNeHnn cobbITUn noapsa).

— ecnn cobbITMA O0SMKHO MNOSIBUTLCA B MOCHEeAO0BaTENbHOCTU
onpeferieHHoe 4ucrno pas, HO C pasHbiIMM  3HAYEHUAMM
ykaszaHHoro nond - [OSfMKHO TMpPOU3OUTU C pa3HbIMU
3Ha4YeHUsAMU nonen (B Norne crnpasa OT CNMCKa BBEAUTE YMCIO
NnosiBNEeHM CcobbITU noapsn, B PacKpbiBAKOLWEMCHA CrMcKe
BblbepuTe nons, 3HaYeHUs1 KOTOPbIX AOSMKHbI pasnuyaTbCa B
cobbITHAX).

4. HactpownTte ycnosue otbopa Ansi tuna cobbiTuin (CM. HUXeE).
Ycnosue oTbopa cobbITUSE MOXET COCTOSITb U3 HECKOSTbKUX YCITOBUNA,
ob6beanHeHHbIX nornveckummn onepatopamu U, AJA.

NMpumeyaHue. Bbl mMoxeTe yganutb ycrnosue (Mnu 6510K ycnosui),
*®

Ha)xaB crpaBa OT Hero ¢ N BblbpaB B paCKPbIBLUEMCS MEHH MyHKT
Ypanuth.

5. Ecnu HyxHO, nobaBbTe cobbITna apyrnx TMNoB no ccbisike [lobaBUTb
cobbiTue.

6. Ecnu HyXHO M3MeHUTb BpeMda permctpauumn nocregoBaTenlbHOCTU
cobbITUI, N3MEHUTE ero Nno ccbinike B 6roke napameTpoB Ycnosue
Koppensauun.

7. Ecnn  HyXHO un3MeHuTb TpeboBaHMe K Tunam  coObiTuin
nocrnegoBaTenbHOCTU  (ecnu B MOCNeAoBaTENbHOCTU  YKa3aHbl
HEeCKOSbKO TUMNOB cObbITUI), BbIbEpUTE HYyXHOe TpeboBaHMe B Crncke,
pacKpbIBalOLLEMCS NO CChINKe.
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I'Ipume'-lal-me. Bbl MOXeTe MeHSATb nopAaaokK cobbITnin pa3HbIX TUMNOB B
L

nocrnegoBaTenbHOCTU, HaXaB crnpaBa OT 3arofioBka cobbiTvst & u”
BblOpaB B packpbiBLIEMCS MeH0 NyHKT lMepemecTUTb BBepX wiu
NMepemecTUTb BHU3.

8. B 6noke napameTpoB YcnoBusi 06 beAMHEHUA COObITUM AN BCEX
AobBaBneHHbIX TUMOB COObITUA B  pacKpbIiBaKOLWMXCS  CrMCKax
BblbepuTe nonsi, Mo 3Ha4YeHUsIM  KOTOpbIX cobbiTns  ByayT
00beanHATLEA B rpynnbl.

CoObITA C OAMHAKOBBIMW  3HAYEHUAMM  YKa3aHHbIX  Mpu
COMOCTaBMEHNN Monen ob6beaMHATCA B rpynnbl, BHYTPU KOTOPbIX
COCTaBMATCA NOCNeoBaTeNbHOCTU COBbITUI YCNOBUS KOPPENSaLnN.

9. Ecnu HyxHO, pobaBbTe cornocTtaBneHne nosnen CobbITUM MO KHOMKe

Jo6aBuTb.

Hacmpolika ycnoeusi om6opa cob6bimuli ¢ NOMOW,b0 MaKpoca

R/

% Yrtobbl ncnonb3oBaTb roTOBOE YCrioBMe oTbopa cobbiTuin N3 Makpoca:

1. [obGaBbTe Gr0K NapameTpoB AN HACTPOWKK ycrnoBus otbopa:

— €Cnu Hy>XHO [06aBuTb YCroBMe C fiornyecknm onepatopom U, no
CCblIfKe Ho6aButb ycrnoBue ans coObITUA B
packpbiBatoLemcs cnmcke Bbibepute Makpoc;

— ecnn HyxHo [p[obaBuTb NepBoe YCroBME WK yCroBue C
norndyeckum onepatopom WIA, HaxmuTe kHonky [Jo6aBuTb
OnoK ycnoBun Ans cobbiTUS M B pacKpbIBLUEMCS CMMCKE
BblbepuTe Makpoc.

B nosiBuBLLIEMCS none HaxmuTe V',

B OTKpbIBLIEMCA OKHE B NIEBOW KOJNOHKE BbIGEpUTE METKY UNK rpynny
METOK MaKpOCOB.

B uUeHTpanbHOM KONMOHKE MNOSABATCA MaKpOChl, [Ansi KOTOPbIX
yCTaHOBMeHa BblibpaHHas MeTka MM OgHa M3 METOK B BblOpaHHOWN
rpynne.

4. B ueHTpanbHON KOSIOHKE BbIOEpUTe Makpoc.

5. Haxmwnte kHOMKy BbiOpaThb.

w N

Hacmpolika 3anpoca @ ma6bsiuyHbIii criucokK

% Yrtobbl ncnonb3oBaThb B yCnoBun otéopa cobbiTuin 3anpoc B TabNn4YHbIN
CMUCOK:
1. [ob6aBbTe G/0K NapameTpoB AN HACTPONKM ycrnoBusi oTbopa:
— €eCnu Hy>XHO Ao6aBuTb YCroBKue C fiormdecknm onepatopom A, no
CCblrnke Ho6aButb ycrnoBsue ans coObITHUA B
packpbIBalOLWEMCa Crnucke BblibepuTe 3anpoc B TaGNMUYHbLIN
CMUCOK;
— ecnn HyxHo [obaBuTb NepBoe YCroBME WK YCroBue C
norndeckum onepatopom WITA, HaxmuTe kHonky [Jo6aBuTb
O6noK ycnoBun Ans cobbiTUS M B pacKpbIBLUEMCS CMMCKE
BblbepuTe 3anpoc B TaGNMUYHbIA CNUCOK.
2. B packpbiBatowiemcs crnvcke Bblbepute TabnmyHbIn CNNCOK.
3. [lo ccbinke BbibepuTe B packpbiBalowemMcs cnucke tpeboBaHue K
yCrnoBUsAIM 3anpoca.
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4. B packpbiBatowemca cnucke KomoHka TabnuyHoro cnucka
BblGepunTEe Ha3BaHNE KOJTOHKMW.

5. B nosiBMBLUEMCS pacKpbIBaKOLLEMCA CNUCKE Bblibepute nornyeckun
onepartop.

6. YKaXuTe WUCTOYHWK 3HaYeHWUst ANA CpPaBHEHUSI CO 3HAYeHWeM B
KOMOHKe:

— €CNU HYXHO yKasaTb 3HayeHue AN CpaBHEHWs, BBeOUTE ero B
none, NosIBRSIOLLEECS NO CCblfike 3HaYeHue;

— €CNN HYXHO CpaBHWUTb C 3HA4YeHMeM MoMfsi MOfly4YEHHOro
cobbiTnsA, BbiGepuTe 3TO MNOJfie B PacCKpbIBAKOLLEMCS CMUCKE,
NosIBNAOLLEMYCS NO CCbifike 3Ha4YeHue U3 nons.

7. [Ecnu HyXHO ykasaTb YyCrnoBue AONns  OPYroM  KOSIOHKW, B
packpbiBatowemcs cnucke KonoHka Tabnu4yHoro cnucka Bbibepute
3TY KOJIOHKY.

Hacmpolika ycnoeusi u3 cpagHeHusi rnoseu

R/

% Yrtobbl HacTpouTb ycriosme otbopa 13 nosemn nonyYyeHHoro cobbITUA:
[ob6aBbTe 610K NapameTpoB A1 HACTPOKMKM YCroBust oTbopa:

— €Cnu Hy>XHO [,06aBuKTb YCroBMe C fiornyecknm onepatopom U, no
CCblIfKe Ho6aButb ycrnoBue ans coObITUA B
packpbiBatoLemMmcs cnmcke Bolbepute CpaBHeHUE NOMEWn;

— €Cnu HyXHO p[JoGaBuTb NepBoe YCroBME WNM yCroBue C
nornyeckum onepatopom WINA, HaxmuTe kHonky [Job6aBuTb
ONoOK ycnoBun AnA COObITUA M B pPaCKPbIBLUEMCS CMUCKE
BblbepuTe CpaBHEHUE NOMEMN.

2. B packpbiBatowemca cnucke [Mone cobbiTa Bbibepute none
cobbITuS.

=

MpumeyaHune. Bbl MoxeTe HacTpouTb 06paboTKy 3HaAYEHWA Mnoss
cobbITNSA (MBMEHUTL PETUCTP, NPUMEHUTL PETYNSIPHOE BbIPaXXEHME) NO

KHOTKe Q

3. B nosiBMBLIEMCS pacKpblBalOLWEMCsi CrMCKe BblbepuTe Nornyeckui
onepaTop.
4.  YKaxuTe UCTOYHUK 3HAYEHMS1 ONsi CPABHEHMS CO 3HAYEeHWEM B Mone:
— €CNM HYXHO YyKkasaTb 3Ha4yeHue, BBeguTe ero B More,
nosIBMAOLWEMCS MO CCbifike 3HaYeHUe;
— €CINM HY)XXHO CPaBHUTb 3HA4YeHMe C 3HaveHueM nons cobbiTus,
BblOepuTe STO MNofe B pPacKpbiBalOLIEMCS  CMMUCKE,
NosIBNAOLLEMCS MO CCbifike 3Ha4YeHue U3 nons.

Hacmpolika ycnoeust u3 koda

% YT06bI HacTpouTb Yycnosme otbopa cobbITnin, ncnonb3ys 6nok koaa:
1. [Oob6aBbTe 610K NapaMeTpoB 4SSl HACTPOWKM YCNoBuMsi oTbopa:
— €eCnu Hy>HO Ao6aBuTb YCroBKUe € riormdecknm onepatopom A, no
CCblIIKe Hob6aButb ycrnoBue ans cobbITUA B
packpbiBatoLeMca cnmcke BoibepuTe Bnok koaa;
— ecnn HyxHo [p[obaBuTb NepBoe YCroBME WK YyCroBue C
norndyeckum onepatopom WITA, HaxmuTe kHonky [Jo6aBuTb
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OnoK ycnoBun Ans cobbiTUS M B pacKpbIBLUEMCS CMMCKe
BblbepuTe Bnok koaa.
2. B oTkpbiBlLeecs none BBeante 610K koga ycrioBus.

17.11.1.3 Hacmpolika KoppesissyuoHH020 cobbimus

Mpn cospgaHuMM npaBuna KoppensuuuM Bbl MOXeTe HacTpouTb Mpasuna
3anosfiHEHNA Heobsa3aTenbHbIX MNONen KOppPensiuMoHHOro cobbiTua ©n  npaBuno
nokanmsaumm KoppensLumMoHHOro cobbITus.

% Yrtobbl nNpm co3gaHun npaBuia Koppensumm HacTpouTb npasuna
3anosiHEHNS Nosien KopPENALNOHHOIO CoObbITUSA:

1. B neBou yactn okHa Bbibepute KoppensaumoHHoe cobbiTue.

2. B 6noke napametpoB KoppensiumoHHoe coObiTMe B
packpbiBalOWeMca Ccnucke Bblbepute none  KoppensunmoHHOro
cobbITuS.

3. YKaXuTe UCTOYHMK 3HAYEHUSs A4S 3anofiHeHUs nons (CM. Huxe).

ﬂpumeanMe. Bbl moxeTe HaCTpoOuUTb MpaBunJio 3aroJyiIHEHUA NOoJA
KoppenAaumnoHHOro CcobbITMS B 3aBUCMMOCTM OT TUNa nocrtynmeLiero

[
cobbITUSA, HaXKaB crpaBa OT MO ¢ U BbiOpaB B PACKPbIBLLIEMCS MEHIO
nyHKT HacTpouUTb B 3aBUCUMOCTU OT COOLITUA.

4. Ecnu HYXHO, HacTpouTe 3anosnHeHue Apyrnx nonemn
KOppensauMoHHOro cobbiTus.

5. B 6noke napametpoB OnucaHue KOPpPEenALUOHHOIro coObiTus B
none BBeAMTE ONUCaHME Ha PYCCKOM SA3bIKe.

B Tekcte onucaHus cobbiTMsi Bbl MOXETE WMCMONb30BaTb 3HAYEHUS Monen
KOppensiuMOHHOro cobbITUA, ykasaB 3Ty Nons B UrypHbIX ckobkax. Hanpumep, npu
ncnonb3oBaHuM {event src.host} B onucaHuuM cobblTna Oyaet ykasaH IP-agpec
NCTOYHMKA COObITUS.

I'IpumeanMe. Bbl mMoxeTe pobaBuTb onucaHue KOppenAaumMoHHOro cobbITMS Ha
aHIMUICKOM A3blKe Mo ccbifnke Jlo6aBUTb BapuaHT Ha AHINIMNCKOM fi3blIKe.

Hacmpolika eeo0a 3Ha4yeHus1 nons

% Yrtobbl BBECTU 3HAYEHMNE NOSIST KOPPENALNOHHOIO COBLITUSA:
1. Tlo ccbinke 3HavyeHMe OTKPOWTE none Ans BBoAa.
2. BBegwuTe 3HaveHue nons.

Hacmpolika 3anosHeHusi nonsi 0aHHbIMU U3 M0OJly4€HHO20 cOb6bIimusi

% YT06bl 3anONHWTL Mone KOppensiuMOHHOIro CobbITUS AaHHbIMU U3
NOSTY4EHHOrO COObLITUS:
1. Tlo ccbinke 3Ha4vyeHMe U3 Nonsa oTKponTe GrOK NapameTpoB.
2. B ueHTpanbHOM packpbiBaloLEMCS CNUCKe BblbepuTe Tun cobbiTus,
AaHHBbIMU N3 KOTOPOro ByaeT 3anonHATLCA norne.
3. B npaBom packpbiBalowemMcsa Cnncke Bbibepute none nony4yeHHoro
cobbITNSA, JaHHBIMU U3 KOTOPOro ByaeT 3anonHATLCSA None.

MpumeyaHmne. Bbl MOXxeTe HacTponTb 06paboTKy 3HaYEeHNSA Noss CobbITUS (M3MEHUTD
pPerncTp, NPUMEHUTb PerynspHoe BblpaXXeHMe) No KHOMKe o3
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Hacmpoaka 3anoJsiHeHus1 noJisi 0aHHbIMU U3 MabsIu4HO20 CcrnuckKa

Ana nonyyeHns AaHHbIX M3 TabnMMYHOro CrMCKa HYXXHO HacTpoOUTb 3anpoc.
Ecnu ansa 3anucm TabnmMyHoro cnmcka ycroBme BbiNOSTHAETCS, None KoppensumMoHHOro
coBbITUA 3anonHAeTCA AaHHbIMU 3TOW 3anncKn U3 yKa3aHHOW KOSTOHKN.

% YT06bl 3anONHUTL Mone KOppPensiuMOHHOro CobbITUS AaHHbIMU U3

TabnunyHoro cnucka:

1. Tlo ccbinke 3HavyeHMe M3 TaGNMUYHOro cnucka OTKpouTe 650K

napameTpoB.

B packpbiBatowemcs cnmcke Bbibepute TabnnyHbIN CIMCOK.

Mo ccbinke BbibepuTe B packpbiBalOLEMCS Crvcke TpeboBaHue K

yCrnoBusAIM 3anpoca.

4. B packpbiBaowemcsa cnucke KormoHka TabnuMyHOro cnucka
BblbepuTe Ha3BaHME KOSTOHKN.

5. B nosiBMBLIEMCSH pacKpbIBaAKOLLEMCS CNUCKe BblibepuTe nornvyeckumn
onepartop.

6. YKaXuTe WUCTOYHWK 3HaYeHWss ANA CpaBHEHUS CO 3Ha4YeHnem B
KONOHKe:

— €CINM HYXXHO yKas3aTb 3Ha4yeHue ONs CpaBHEHWUS, BBEOUTE €ro B
none, NosiBRsIOLLEEecs Nno ccoliike 3HaYeHue;

— €CNN  HYXHO CpaBHWUTb C 3HA4YeHWeM nonsd Mofy4YeHHOro
cobbiTnsa, Bbibepute 3TO MNone B pacKpbiBalOLLEMCS CHAUCKE,
NosIBNSOLWEMYCS MO CCblfike 3Ha4YeHue U3 nons.

7. B packpbiBaowemcs cnmcke KomnoHka TabnmMyHOro cnucka
BblbepuTe Ha3aBaHNe KONOHKM, JaHHBbIMWU U3 KOTOPOW ByaeT 3anofHEHO
nosne KoppensumoHHOro cobbiTus.

2.
3.

17.11.1.4 Hacmpolika dononHumesnbHbIix deticmeaul

Mpn co3gaHum nNpaBuna KOPPEensuMM Bbl MOXETE HacTpouTb AobaBneHue
3anucen B TabnnyHbIM CNNCOK, yaaneHne 3anncen Unn o4ncTky TabrimyHoro cnmcka
Npwv BbINONTHEHMM YCINOBUSA KOPPENSUMK; BbINONHEHNE Onoka koga npu NosyvyeHun
cobbITUIN KaKOro-NMBo TUNa MM NPy BbIMNOSIHEHUWN YCITOBUS KOPPENnsaLnun.

Ho6aeumb 3anucb 8 Mabnu4HbIl CNUCOK NPU 8bINOJIHEHUU yCJ1I08UST
Koppensayuu

% Yrtobbl HacTpouTb 3anMcb B TabMAW4YHbIA CAUCOK MNPWU  BbINOMHEHUN
yCroBUsi KOppenauuu:

1. B neBou yactu okHa Bbibepute [lononHUTenbHbIE AEUCTBUSA.

2. B 6noke napameTpoB OencrBus npu peructpauum
KOPPENALUUOHHOIO COOLITUA HaxmuTe KHOnky [o6aButb ” B
packpbiBeMca cnucke Bblbepute BecTaBka 3anucu B TabnMYHbIN
CMUCOK.

B packpbiBatowemcs cnmcke BblbepuTte TabnnyHbIA CIIUCOK.
[nsa KaXxaon KONOHKU YKaXXMTe UCTOYHUK 3HaYeHUs AN BCTaBKU:
— €CNM  HYXHO YyKasaTb 3HadeHwe, BBeaAUTe ero B nofne,
OTKpbIBaKOLLEECS NO CCbIfke 3HAYeHUe;
— €CNN HYXXHO BCTaBWUTb 3Ha4YeHne n3 nonsa cobbiTus, BbibepuTe
3TO nosie B CNncKke, pacKkpbiBatoLLEMCS MO CCbifike 3HaYeHue 13
nons.

o
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YOanumsb 3anucu u3 mabsuyHo20 criucka rnpu ebInoJIHeHuuU ycroeus
Koppensuyuu

% YT06bI HACTPOUTL yaaneHue 3anucen, COOTBETCTBYIOLWNX yKa3aHHOMY
yCIoButo, N3 Tabnn4HOro cnmcka npu BolMOSTHEHUMN YCIOBUSA KOPPEnauun:

1. B neBou yactu okHa Bbibepute [lononHUTeNnbHbIE AEUCTBUSA.

2. B 6noke napametpos  [HdencrtBuA npu perncTpauum
KOPPENALUOHHOIO COOLITUA HaxmuTe KHonky [lo6aBuTb ” B
packpbiBLIEMCA Ccnucke BblbepuTe YpaneHue 3anucen U3
Tabnu4yHoro cnucka.

B packpbiBatowemcs cnmcke BblbepuTte TabnmnyHbIA CNUCOK.

Ecnn Tpebyetcs, mameHute TpeboBaHMe K YCNOBUSIM B CrMUCKE,

packpblBalOLWEMCHA MO CCbifike BbIMNOMIHAETCA XOTA Obl OAHO U3

YCIOBUMA.

5. B packpbiBatowemcs cnmcke KomnoHka TabnmMyHOro cnucka
BblOEepunTE KOMOHKY.

B w

Oyucmumb mabnuyHbIli CNUCOK NPU 8bIMNOJIHEHUU YC/108UsT
Koppensyuu

% Yrtobbl HACTpPOUTL yaaneHue Bcex 3anucen n3 TabnmyHoro cnmcka npu
BbIMOSIHEHUWN YCITOBUS KOppenauuu:
1. B neBon 4yactu okHa BblbepuTe [JononHUTenbHble OENCTBUS,
HaXXmuTe KHonky [lo6aBUTb U B pacKpbiBLUEMCHA CNUCKe Bblbepute
OuucTtka TabnUYHOro cnucka.
2. B packpbiBatoiemcs cnuncke BbibepuTe TabnnyHbIA CUCOK.

BbinonHume 6510k K0Ga npu nosay4YeHUU 0OHO20 U3 0mMob6paHHbIX
cobbimul

% YT06bI HAaCTPOUTL BbINONIHEHNE BriOKa KoAa Npwu NOMyYeHUn O4HOro U3
OTOBpPaHHbIX COOLITUNA:
1. B neou yactu okHa Bbibepute [lononHUTeNnbHbIE AEUCTBUSA.
2. B 0Onoke napameTtpos [dencTBMA MpU MNOSIBNEHUU COOLITUSA
<HasBaHue cobbITNA> HaXxXMUTE KHOMKY [lo6aBUTD.
3. B oTkpbiBlLeecs none BBeante 6ok koga.

BbinonHums 6510k K0Oa nNpu ebINOJIHeHUU yCJ108UsI KOppesiyuu

% YT06bl HAacTpOUTb BbINOSMIHEHME BnoKa Koda Npy BbIMOMHEHUN YCIOBUS
Koppensummn:
1. B neBonm 4actm oOkHa BblbepuTe [JONONHUTENbHbIEe AOEUCTBUA
HaXXmMuTe KHonky Jlo6aBUTb N B pacKpbiBLUEMCH CNUCKe Bbibepute
Bnok koaa.
2. B oTkpbiBLIEECA none BBeauTe 610K Koaa.

17.11.2 Co3paHune npaBusia Koppensauum B pegakrope Kkoga

% UYT06bI CO3aaThb NpaBuUo Koppenaunm:
1. B rmaBHOM MmeHi0 B pasgene <HasBaHue 6a3bl AaHHbIX> Bbibepute
NYHKT C nonb3oBartensckon /.
2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCNepTU3bI.
OTkpoeTca cTpaHuua MNMakeTbl aKCNepTU3bI.

252



FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

3. B naHenn WHCTPYMEHTOB HaxmuTe KHonky Co3paTtb M B

packpbiBleMcA MeH Bblbepute [lpaBuno Koppensuuu (B

peaakTope Koaa).

OTkpoeTca cTpaHvua HoBoe npaBuno koppensauum.

Beeaute koa npasuna.

B none CuctemHoe Ha3BaHuMe BBeaUTE CUCTEMHOE Ha3BaHWe

npaeuna.

6. B packpbiBatowemcsa cnucke lManka BbiGepuTe nanky unu naket
3KCNepTm3bl 4Ns XpaHeHus npasuna B BJ.

o s

MpumeyaHme. Bbl moxete p[obaBuTb npaBuno B Habopbl Ans
YCTaHOBKM, YCT@HOBMB (pnaxku HanpoTMB Ha3BaHui HabopoB B
packpbiBatowemMca cnicke Habopbl Ans ycTaHOBKU, a Takke BBECTU
no6boKr TEKCTOBbLIM KOMMEHTapui B none OnucaHue (pPycckumn).

7.  Ecnu HyxHO, no kHonke [lo6aBUTbL co3fanTe npasua fiokanmsauuu.
8. Haxmwnte kHonky CoOXpaHUTb.
MpaBuno koppensaumn co3gaHo.

17.11.3 KonnpoBaHue npasusia Koppensuumn

/7

% Yrtobbl ckOoNMpoBaTb NPaBMO HOpManM3aumm:

1. B rnaBHOM MeHI0 B pa3genie <HasBaHue 6a3bl faHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bll.

2. B rmmaBHoM MeHwo B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bI.
OTkpoeTca cTpaHuua lNMakeTbl aKCNepTU3bI.

3. B naHenu Manku Bbibepute npasuno.
OTKpoeTca cTpaHuua npasuna.

Mpumeyanme. [na noucka npaBuna Bbl MOXETE WCMNONb30BaTb
unbTpaumo 06HEKTOB.

4.  Haxmute )
OTkpoeTca cTpaHuua HoBoe npaBuno Hopmanu3sauumm (Ha OCHoBe
<Ha3BaHue opuruHanbHoOro npasuna>).
5.  Ecnu HyXHO, U3aMeHuUTe napamMmeTpbl NpaBuna.
6. Haxmwnte kHonky CoxpaHuUTb.
[MpaBuno HopmManusaumm CKONMMpPoBaHo.

17.11.4 U3meHeHUe npaBuna Koppensauyum

% YT06bI NI3MEHNTL NOSb30BaTENLCKOE NPaBUIO HOPManu3aunumn:

1. B rmaBHOM MmeHi0 B pasgene <HasBaHue 6a3bl AaHHbIX> Bbibepute
NYHKT C nonb3oBartensckon /.

2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCNepTU3bI.
OTkpoeTca cTpaHuua MakeTbl 3KCNepTU3bI.

3. B naHenu Manku Bbibepute npasuno.
OTKkpoeTCca cTpaHMua npasuna.
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Mpumeyanme. [na noucka npaBuna Bbl MOXETE WCMNONb30BaTb
unbTpaunto 06HLEKTOB.

4.  Haxmute ¢ .
OTkpoeTca cTpaHuua PepaktupoBaHue npaBuna HopManusauuu:
<HasBaHue npasuna>.
5. WN3meHuTe Kog npasuna.
6. Ecnu HyXHO, n3aMeHnTe napamMmeTpbl Npasuna.
7. Haxmnte kHonKy COXpaHUTb.
MpaBuno Hopmanuaaumm N3MeHeHO.

17.12 HacTtpouka npaBusn nokanusauum

Mpwn perncTpauumn HOpPMarnM30BaHHOrO, arpernpoBaHHoOro nnn
KoppensaumoHHoro cobbitna B BebG-uHTepdence MK Ankey SIEM NG ¢ HUM MOXeT
ObITb CBA3@HO ONMCaHME Ha PYCCKOM Ui aHMIMNCKOM 53bIKe (B 3aBUCMMOCTU OT si3blka
nHTepgenca). ConocrtaBneHne OonucaHnun C PErucTpupyembiMm  COBbITUAMMU
BbINOSIHAETCA COrflacHO 3apaHee Co34aHHbIM MpaBunam  fokanu3auuu. [Ons
HOpMarmM3oBaHHOro CcoObITUA npaBunia Nokanusauum cosgatTca Ana npasuna
HOpMmarnu3auum, No KOTOPOM BbINOSMHAETCA HOpManusaumsa 3TOoro cobbiTna, Ons
arperMpoBaHHOro UM KoppensiuMoHHOro cobbiTvs — ANg npasuna arperaumm unm
Koppensumm, no KOTOPOMY permcTpmpyeTcs cobbiTue.

[na ogHoro cobbITna MoxeT BbITb CO34aHO HECKOSTLKO NMpaBus fiokanusauum,
B 3aBMCMMOCTU OT YyKasaHHOro kputepwusi. Hanpumep, Bbl MOXeTe co34aTb, OAHO
npaBuno nokanusauum [ns cobbITUS BbIXO4a W3 CUCTEMbl U ABa Npasuna
nokanusauum ons cobblTnsa BXxoda B CUCTEMY, YKa3aB B KAYeCTBE KpuTepusi pesynbTat
BXOAa — YCMNeLUHbIN NN HEYCNEeLUHbIN.

MpaBnno nokanusaumm SOMMKHO coaepKaThb:

— KpuUTepui — ycrnoBsue, no KOTOPOMY perncTtpupyemomy cobbiTuio
CTaBUTCS B COOTBETCTBME OMNpefesieHHoe onucaHue. Ycrnosue
MOXeT COCTOATb U3 OQHOMO MMM HECKOMbKMUX NpeankaToB BUAaA:
<Mone  cobbitmAa><OnepaTop><3HayeHne> nnm <[lone 1
cobbitna><Onepatop><Ilo/se 2 cobbiTua>. B npeaunkate Bbl MOXeTe
MCnonb3oBaTb NOrMYeckne onepatopbl paBeHcTBa (=) MU
HepaBeHcTBa (!=). Mexay npegvkaTamMm MOXHO WCMNOMb30BaTb
onepatopbl and unuM or. B ycnoBun MOXHO MCNONb30BaTb
Kpyrrble CKOOKM;

NMpumeyaHue. B ycnoBun Bbl Takke MOXeTe MCMNONb30BaTb
npegukaTtbl Buga: <Mosne cobbitnAa> M not <[one cobbiTmA>
(anbTepHaTuBHass 3anucb !<Mose  cobbiTuA>).  3HadeHue
nepBoro npeavkarta byaer true, ecnmn 3Ha4YeHne nonsi cobbITuN
oTnuyaetcsa oT null, BToporo — ecnu 3HadeHne pasHO null unm
false.

Mpumep:
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id =
"GIS_Kaspersky_ Security Center_odbc_KLSRV_EVENT_HO
STS_NEW_DETECTED" and object.domain != null
— 3HayeHue — onucaHwe cobblTUA Ha aHIMMACKOM UMW PYCCKOM
A3blke. B TekcTe onucaHusa cobbITUSA Bbl MOXeETe UCMNOMb30BaTb
3HayeHnss nonewn cobbiTUA, ykasaB 3TW NONA B PUrypHbIX
ckobkax. Hanpumep, npu wmucnomnb3oBaHum {event src.host} B
onucaHumn cobbiTns ByaeT ykasaH IP-agpec NCTouHnka cobbITus.

17.12.1 Co3paHue npaBuna nokanusauumm

Bbl MoxeTe cosgaBaTb MpaBunia nokanusauum Ansi nosb3oBaTerbCKUX
npaBus HopManuaaumm, arperaumm n KOppensauum.
% Yrtobbl co3pgaTb npaBuro fokanu3aumm Ond  nonb30BaTenbCKoro
npasuna:
1. B rnaBHOM MeHI0 B pa3genie <HasBaHue 6a3bl fgaHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bl.
2. B rmmaBHoM meHw B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bI.
OTkpoeTtca cTpaHuua lNMakeTbl aKCNepTU3bI.
3. B naHenu Manku Bbibepute npasuno.
OTKpoeTca cTpaHuua npasuna.

Mpumeuyanme. [na noucka npaBuna Bbl MOXETE WCMNONb30BaTb
GunbTpaunto 06HLEKTOB.

4. Haxmute & .
OTkpoeTca cTpaHuua PepaktupoBaHue npaBuna <HasHauyeHue
npaBuna>: <HasBaHue npaBuna>.

5. Haxmwnte kHonky [lo6aBUTb.
OTkpoeTca 610K NapameTpoB HOBOrO NpasBua fokanuaawmu.

6. B none Kputepum BBeguTe ycrnoBuve nNpUMEHEHUA npasuna
nokanuaaumn.

7. B nonsx 3HauyeHue BBeaMTE onmcaHue cobbiTUS Ha PYCCKOM SA3bIKe.

MpumeyaHne. Bbl MoxeTe ckonupoBaTb MNU yaanuTb MpaBuIio

riokanu3auum, HaxaB crpaBa oT 6roka napameTpoB npasuna || u
BblOpaB B PACKPbIBLUEMCS MEHIO COOTBETCTBYHOLLIMIA MYHKT.

8. Ecnu HyxHO, aHanormyHbiM obpasom fobasbTe gpyrue npasuna
nokanusaumu.
9. Haxmute kHonky CoxpaHuUTb.
[MpaBuno nokanusauun co3gaHo.

17.12.2 N3meHeHne npaBurna nokanusauum

% YrtobBbl M3MEeHUTb npaBWMNO foKanus3auuMm Ans norib30BaTeNnbCKoro
obbekra:
1. B rmaBHOM MmeHi0 B pasgene <HasBaHue 6a3bl AaHHbIX> Bbibepute
NYHKT C nonb3oBartensckon /.
2. B maBHom MeHo B pasgene SIEM Bbibepute nyHKT [MakeTsbl
3KCNepTU3bI.
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OTtkpoeTca cTpaHvua MNMakeTbl 3KCNepTU3bI.
3. B naHenu Manku Bbibepute npasuno.
OTkpoeTca cTpaHuua npasuna.

Mpumeyanme. [na noucka npaBuna Bbl MOXeETE WCMNONb30BaTb
unbTpaunto 06HLEKTOB.

4. Haxmute & .
OTkpoeTca cTpaHuua PepakTupoBaHue npaBuna <HasHauyeHue
npaBuna>: <HasBaHue npaBuna>.
5. B 6noke napameTpos lNpaBuna nokanusaumm n3ameH1UTe napameTpbl
npasuna.
6. Haxmunte kHonky CoxpaHuUTb.
[MpaBnno nokanusauun N3MeHeHo.

17.13 HacTpouka cnpaBoO4YHUKOB ANA 00pabdboTKn
COObLITUN

OOGbeKTbI-CNPaBOYHUKN  MNpedHasHa4yeHbl [OM9  XpaHeHust UHdopMaumu,
ncnonb3yemoun npn obpaboTke 1 aHanuae gaHHbIX B K Ankey SIEM NG. K o6bekTam-
crpaBOYHMKAM OTHOCATCS CXema Nosien cobbITUI, TabnnyHble CNUCKM 1 MaKPOCHI.

B ogHon 6a3e gaHHbIX B Ankey SIEM NG Knowledge Base mMoryT xpaHUTbCS
He 6onee 1024 TabnM4YHbLIX CMIMCKOB TUMNA «CPaBOYHUK» M ANS AaHHbIX 00 akTuBax,
He 6onee 1024 TabnuyHbIX CNMCKOB ANs nNpasun oboraweHns n He 6onee 1024 — anga
npaeun koppenaumn. ObLiee YnCcno NHOAEKCUPyeMbIX KOSTOHOK B TabMMYHbIX Cnnckax
KaXgon M3 9TUX rpynn (BMECTe C YMCIIOM CaMMX CMUCKOB) HE AOSMKHO MpeBbilaTh
4096.

17.13.1 HacTpounka TabriMyHbIX CMMCKOB TUMA «CMPaBOYHUK»

TabnuyHble CNUCKM TUNA «CNPaBOYHUMK» MpefHa3HaveHbl ANd XpaHeHus
AaHHbIX, MCMNOMb3yeMblX B NpaBunax oboralleHuss u koppensumm (HO He MoryT
3anonHAaATbca u3 npasun). Bol moxeTe paboTtatb € TabnmMyHbIMM ciMcKamMy Tuna
«CNpaBOYHUK» Ha cTpaHuue MakeTbl 3KCNepTU3bI.

TabnuyHble CNUCKM TUMNa «CNPaBOYHWUK» MOryT OblTb CTaHOAPTHBIMU W
nonb3oBaTenbcknmun. CTaHgapTHble TabnuyHble CNUCKM HAaCTPOEHbI cneumnanncTamm
no nHgpopmaumoHHon 6esonacHoctn OO0 «lasnHpopmcepBUC» MUX NapameTpbl He
MOryT ObITb U3MEHEHbI. Bbl MOXeTe npocMaTpuBaTh CTaH4APTHbIE TAbBNMYHbIE CIUCKM
M KonuMpoBaTb WX ONS CO34aHWs MONb30BaTeNbCKUX CNUCKOB. [lonb3oBaTenbckue
TabnnyHble CNUCKM Bbl MOXETE cOo34aBaTb, M3MEHATb, KONMMpoBaTb M yaanaTb. Bbl
MOXEeTe BPYYHY0 406aBNATL M U3MEHATb 3anncu B CTaHAAPTHBIX U MONb30BaTENbCKUX
TabnnyHbIX CMCKax, ecriv 3T0 NPeayCMOTPEHO NP NX CO34aHUMN.

Mapamempsbl mabnu4yHo20 cnucka

TabnuuHbIh  CNMCOK  TUMA  «CNpaBOYHMK»  obnagaeT  cneayroLmMmu
0COBEHHOCTAMMU:
— npegHasHa4eH Ans co3aaHnsl CNpaBOYHUKa;
— [OOIMKEH MMEeTb HasBaHWe, KOTOpoe MOXET COCToATb U3 OykB
naTuHCKoro andasnTta, UMdp, 3HaKOB NMOAYEPKNBAHUS N TOYEK,
AOIMKHO HaYMHaTbCS C NPOMUCHON BYKBbI;
— MOXeT MMETb OMMcaHne Ha PYCCKOM UM aHITIMNCKOM Si3bIKeE;
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— MOXEeT MMeTb CTaHAAPTHbIN MMM MONb30BaTENbCKUIA LWaboH
WCKITIOYEHNN ONA aBTOMAaTUYeCKOro 3anofiHeHUS OaHHbIMU MO
CCbIfNIKaM U3 KOppPEensiUMOHHbIX COBbITUIA;

— MOXEeT WMEeTb paspelleHne Ha U3MEHeHWe  3anucen
nonb3oBaTensaAMMU;

— NO3BOMSIET  aKTMBMPOBATb W OeakTUBMPOBATb  3anucu
(OeakTMBMpOBaHHbIE 3anMCyM He WCMNONb3YKTCA B nNpaBunax
Koppensumm n oboraweHus);

— pacnonaraeTcsi B nanke unv nakete aKcnepTusbl ANs XpaHeHUs
B B[;

— MOXeT BXOAUTb B Habopbl ANA yCTaHOBKM OOBLEKTOB B
MK Ankey SIEM NG.

Mapamempbi KOTOHOK MabIu4YHO20 CriucKa

KnioueBass KOMOHKaA — 93TO KOSIOHKA, 3HAYEeHUs1 B KOTOPOW SBMSKOTCA
noeHtTudmkatopamm 3anmcer TabnuyHoro cnucka. Ecnmn  kno4veBbiX  KONMOHOK
HECKONbKO, TO 3anucb WOAEHTUMOUUMPYETCA MO COBOKYMHOCTU 3HAYEHUA BCEX
KITt0YEBbIX KOMOHOK.

KonoHku TabnuyHoro cnmcka obnagarT cneayowmmMmm oco6eHHOCTAMK:

— [OMKHbl UMETb Ha3BaHME, KOTOPOE MOXET COCTOoATb U3 OykB
naTtuHckoro andasuTa, uMdp, 3Haka NogyYepKMBaHUA N TOYKM,
AOJPKHO HAYMHATbLCSA C NPONUCHON BYKBbI;

— MOryT cogepxaTtb AaHHble Tunos DateTime, Number, String nnm
Perl-coBmecTtumble perynsipHble BoipaxeHusa (PCRE);

NMpumeyaHne. Bbol MOXeTe MCNOMb30BaTb KOMOHKM C TUMOM
AaHHbIX  String  ana  xpaHeHuna |PagpecoB B Buge:
a.b.c.d/<Macka>.

— MOryT ObITb KMOYEBLIMU. 3HAYEHUsI BCEX KIOYEBbIX KOMOHOK
WHOEKCUPYHOTCSA U HE MOryT ObiTb NnycTbiMu (null). Mo ymonyaxumio
KrnoYeBOu SIBMSIETCA nepBas KONOHKa;

— MOryT wuHAeKkcupoBaTtbCsa. Wcnonb3oBaHue WHAEKCUPYEMbIX
KOMMOHOK MOBbILIAET CKOPOCTb Noucka rno 3anvcam Tabnu4Horo
cnucka. o ymonyaHuoo Ons MHAEKCUPOBAHUS MUCMONb3yeTcs
nepsas KnoyeBasi KONOHKa;

— MOryT §IBHO fgonyckatb 3HadeHue null. B TabnunyHbin crnvcok
MOXeT [ob6aBnAaTbCA 3anucb, B KOTOPOW Kakoe-TO M3 Moneu
oTcyTcTByeT. Ecnmu cooTBeTCTBylOLWAA KOSMOHKA TabriMyHOro
cnucka He MOXeT 3anofHATbCA MyCTbiIM  3HaYeHueMm, TO
pobaBneHne Takon 3anvcu He npoussBoguTcs. o ymonyaHuto
BCE KOMOHKM TabnuyHOro crmucka KpoOMe KIYeBbIX MOryT
3anonHATLCS NYCTbIMU 3HAYEHUSIMU.
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17.13.1.1 Co30aHue mabnu4HO20 crnucKka mumna «CrpasovYHUK»

RY

% YTtobbl co3gaTtb TabnUYHbIM CNUCOK TUMA «CMNPaBOYHUKY:

1. B rnaBHoM meHio B pasgene <HasBaHue 6a3bl gaHHbIX> BbibepuTe
NYHKT C nonb3oBaTensckon bl.

2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KcnepTUu3bl (PUCYHOK 17.4).

= QIS Knowledge Base Customer_data 1

[MakeTbl 3KCNepTU3bl + Cospatb w b YcTaHoEWTB B SIEM MakeTbl 3KCNEpTU3bI

PucyHok 17.4 — 'padomyeckasn kHorka [lakeTbl akcnepTusbl

OTkpoeTtca cTpaHuua lNMakeTbl aKCNepTU3bI.
3. B naHenu wHCTpymMeHTOB Haxmute KHonky Co3pgatb M B
pacKpbIBLUEMCHA MEHIO BblbepuTe NyHKT TabGfIMYHbIA CMIUCOK.
OTkpoeTca cTpaHmua HoBbIv TabGNUYHbIA CIIUCOK.
B none HasBaHue BBegnTe Ha3BaHWe TabnNMYHOro cnucka.
B packpbiBatowemcs cnvcke lMManka BbibepuTe nanky wnm naket
aKcnepTu3bl Ans XxpaHeHus TabnuyHoro cnvcka B B/.

o s

MpumeyvaHue. Bbl MoxeTe 0o6aBUTb TabNUYHLIM CIUCOK B HabopbI
ANs YyCTaHOBKWM, YCTAaHOBMB (bNaXkku HanpoTMB Has3BaHU HabopoB B
packpbiBatoLemcs cnmcke Habopbl Ans yctaHOBKM.

B packpbiBatowemcs cnucke HasHayeHue BbiGepnTe CnpaBOYHUK.
Ecnu HyxHO, ycTaHoBUTE dnakok PaspewunTb nonb3oBaTensam
apyrmx  uHctannsauunm  Ankey SIEM NG Knowledge  Base
peAakTUpoBaTb KOHTEHT.

8. B 6Gnoke napametpoB KomnoHku no ccbiike [o6aBUTb KONMOHKY
JobaBbTe KONMOHKU B TaOGNUYHBIN CMIUCOK.

N o

I'Ipumeqal-me. Bbl moXxeTe U3MeHUTb nopAaoK KOJIOHOK C NMOMOLLbHO
[
3HauykKa = 1 yYOannTb KOJIOHKY MO KHOIMKe ﬁl

9. B none HasBaHue BBeOUTE Ha3BaHUE KONTOHKU.

10. B packpbiBatowemca cnvcke Tun gaHHbIX BbibepuTe TN AaHHbIX OS5
KOJTOHKM.

11. Ecnu konoHka siBNsieTcs KNo4YeBon, yctaHoBuTE hnaxok KnroyeBoe
none.

MpumeyaHme. TabnnyHbIn CNNCOK AOMMKEH coaepXaTb XOTA Obl 0QHY
KNIOYEBYKO KOJIOHKY. 1o yMOnyaHuio KNYeBOW SBRSieTCA nepBas
KOJIOHKa Tabnn4yHOro cnucka.

12. Ecnwn TpebyeTcs MHOEKCUPOBATb COAEPKMMOE KOSTOHKW, YCTaHOBUTE
ans Hee onaxok UHaekcupyemoe.

13. Ecnn  KOMOHKa MOXEeT 3anofiHATbCS  NYCTbIMUA  3HAYEHUSIMMU,
yctaHoBuTe naxok MoxeTt coaepxatb null.
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14. Haxmute kHornky Co3paTthb.
Tabnn4yHbIN CNUCOK co3aaH.

17.13.1.2 Co30aHue wabrsioHa ucknrodyeHull

Mocne co3panus wabnoHa NCKNYEeHU Ansa TabnrMyHOro cnnucka Bbl CMOXETE
MO CCblIfikaM U3 CBOAOK O KOPPENALMOHHbIX COBbITUAX, 3aperMcTpmpoBaHHbIX B Ankey
SIEM NG, aBTtomatnyeckn [obaBndaATb MCKNIOYEHUS B Genbii CNUCOK MU yaansaTb
NCKIMIOYEHNS N3 YEPHOro Cnuncka.

LLIabnoH ncknoveHnn cocTouT U3 Koga, ONUCbIBAIOLLErO Npasuia co3gaHus
NCKITIOYEHNI, N TEKCTOB UCKIOYEHUI. [1pn perncTpaumm KoppensumoHHOro cobbiTus
ANd npaBuna Koppensaumm, no KOTOPOMy perncTpupyeTcs aTo cobbiTue, BbINONHAETCA
MOUCK LWABMOHOB WCKIHOYEHWIA, CO3[4aHHbIX ANA TabnuM4yHbIX CMUCKOB, KOTOpbIe
NCNONb3YITCA B 3TOM NpaBuse KoppensumMm B kayectBe 6erbiX Unm YepHbIX CrINCKOB.
Ecnn gaHHble cobbiTust yOOBNETBOPSAKOT OAHOMY M3 YCITOBUIA UCKIOYEHNI, YKa3aHHbIX
B KOoOe HangeHHbIX WabnoHoB ucknoyeHun, B nHtepdence MK Ankey SIEM NG B
CBOAKE O KOPPENsUMOHHOM COObITUM OTOBpaxkaeTca ccCbinka nANd Cco3daHus
NCKINIYEHNSA C TEKCTOM UCKIHOYEHUS.

s YT100bI cO30aTb LWABOH UCKIMOYEHU Ana TabnnuyHoro cnucka:

1. B rnaBHOM MeHI0 B pa3sgenie <HasBaHue 6a3bl fgaHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bl.

2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3KcnepTU3bI.

3. B naHenu Manku Bbibepute TabnMYHbIN CANCOK.
OTKkpoeTcsa cTpaHmua TabnmM4yHOro Cnucka.

MpumevaHne. [Ona noucka TabnMYHOro cCnucka Bbl MOXETe
ucrnonb3oBatb unbTpauuto o0b6bektoB (O6BbeKkTbl: TabnuyHble
CMUCKWN).

4. Haxmurte ré"l
OTtkpoeTca cTpaHuua PepakTupoBaHue LWAGMOHA MCKMHOYEHUN
<Ha3BaHue TabNU4YHOro CrNUckKa>.
5. Ecnn pgna TabnuyHoro cnucka co3gaH CTaHdapTHbIA  wabnoH
ncknoveHnin, Bbibepute Bknagky JlokanbHas cucrema.
Beseaute ko wabdnoHa UCKNIOYEHUN.
B naHenun TekcTbl MCKNOYEeHUN Mo ccbinke [Job6aBUTb TEKCTbI
UCKnYeHnn obasbTe 610K NapaMeTpoB AN TEKCTOB UCKIOYEHUN.
8. B none HasBaHue BBegnTe Ha3BaHWE ANs TUMNA UCKITIOYEHUN.

N o

NMpumeyaHmne. B HasBaHUM U TEKCTE WCKINIOYEHUS Bbl MOXETE
MCnonb3oBaTb 3HaA4YeHus1 nonen cobbiTus, yKasaB 3TM Monsd B
durypHbix ckobkax. Hanpumep, npu ncnonb3oBaHun {event src.host}
B TeKcTe OyaeT ykasaH IP-agpec nctoyHumka cobbitus.

9. B packpbiBatoLiemcs cnucke MpuopuTteT BbibEPUTE NPUOPUTET 3TOrO
TMNA UCKITIOYEHNIA NPU OTODPaXXeHMM B CMIUCKE UCKITHOYEHWIA.

10. B none Knkou BBEAUTE KNHOY OMUCAHUS UCKMOYEHUS, YKa3aHHbIA B
koge wabnoHa.
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11. B none 3HayeHue BBeAMTE TEKCT WCKMOYEHUS, KOTopbin Oyaet
oTobpaxaTbcs B NHTepdence MK Ankey SIEM NG ans
KOppensaumoHHOro cobbitus.

12. Ecnu HyxHO [o6aBuTb elle ouH TEKCT AN UCKIIYEHNUS Takoro xe
TMna, [obGaBbTe YCNOBME UCKAOYEHUS MO ccbinke [obaBuTb
ycrioBue.

13. Ecnu HyxHO [o6aBuTb TEKCTbl ONs UCKMKYEHWA Apyroro Tuna,
pobaBbTe ONOK nNapameTpoB OS1 TEKCTOB MCKMOYEHUW MO CCblflke
[o6aBUTb TEKCTbI UCKITHOYEHUMN.

14. HaxmuTte kHonky CoxpaHUTb.

WabnoH nckniodeHnn ana TabnuyHoro cnmucka cosaaH.

17.13.1.3 ®unbmpayus 3anuceli mabnu4yHo20 cnucka

% Yrtobbl oThmnnbTpOBaThH 3aNMCK B TaOANYHOM CMUCKE:
1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCNepTU3bI.
OTkpoeTca cTpaHuua MNMakeTbl 3KCNepTU3bI.
2. B naHenu Manku Bbibepute TabnMYHbIN CANCOK.
OTkpoeTca cTpaHmua TabnmyHoro cnucka.

MpumeyaHne. [na noucka TabnMYHOrO CnNucka Bbl MOXETe
ucrnonb3oBatb unbTpaunio obbektoB (O6BbeKkTbl: TabnuyHble
CMUCKWN).

3. B 6noke napameTpoB Tabnn4HOro crnmcka HaxxmmTe Y.
[MosBMTCA CcTpoKa (oMNbTPOB C HA3BAHUAMM KOFTOHOK.
4. Tlo ccbuike ¢ HasBaHWEM (PUnbTpa OTKPOMUTE OKHO C NapameTpamu
dounbTpa 1 B rnose ¢ Ha3BaHMEM KOSTOHKM BBeUTE LWabmnoH noncka.
5. Ecnu HyXHO, aHanorn4yHbiM o6pa3om HacTponTe gpyrne punbTpbI.

MpumeyvaHue. Bbl MOXeTe o4NCTUTL NapamMeTpbl PUnNbTpa, Haxas *
crnpaBa OT HasBaHus (punbTpa. Bbl MoXeTe ouncTuTb napameTpsbl
BCEX (PUNbTPOB, HaXaB * B CTPOKe (pUNbTPOB.

3anucu B TabnnyHOM crnucke OT(*)I/IJ'IprOBaHbI B COOTBETCTBUU C YCITOBUEM.
17.13.1.4 Job6aeneHue 3anucu 8 mabnuy4yHbIl CUCOK

Bbl MoxeTe gobaBnaTb 3anmMcu B CTaHOapTHble TabnuyHble CNUCKM Tuna
«CNPaBOYHUK», €ecnv npu KX co3gaHum Obinl ycTaHoBreH pnaxok Paspewutb
nonb3oBatensaMm Apyrux wuHctannauunm Ankey SIEM NG Knowledge Base
pepakTupoBaTb KOHTEHT. Takke Bbl MoxeTe pfobaenaTb 3anucu B
nofib3oBaTesibCckme TabnuyHble CNUCKM TUMNAa «CPaBOYHUKY.

%  Y1006bI DO6aBUTL 3anNnCb B TAONNYHbBIN CMIUCOK:

1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCnepTU3bl.
OTkpoeTca cTpaHuua MNMakeTbl 3IKCNepTU3bI.

2. B naHenu MNanku BbiGepute TabnNnYHbINA CAUCOK.
OTkpoeTca cTpaHmua TabnnyHoro cnucka.
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Mpumeyanme. [na noucka TabnMyHOro cCrMcka Bbl MOXeETe
ucnonb3oBatb unbTpauno obbektoB (O6BEKTbl: Tabnu4Hble
CMUCKMN).

3. HaxmuTte kHonky [lobaBUTb 3anuch.

& Koxdwurypauua O nakete

E COMMON_Hosts_Configuration (cnpasounuk)

TabnuuHblit cnucok ana obecneyeHus paéorm NpaBun, ONUPaoWMXCA Ha TUMbl XOCTOB MPpHU OTCYTCTBUN o

0fenu
/ - KaTeropus, KOTOpYHO HEOOXOAWMO NMPUCBOUTL XOCTY MK NMOACETK
pui: 1. security_devices - YcrpoiicTea, obecneyusarolme 6eaonacHocTb. 2. dmz -

13 30Hbl. 3. bac

D,E‘h"dﬂ;l"aj‘ASCiBSHH.’:ﬁ 30H3: NOACETb UK OTAENbHbIi XOC

kup_server - Cepsep
pe3epBHOro KonupoBaHuA. 4. no_internet - XocTol 6e3 kaHana cBR3u, 5. no_netwd

communication -

XocTbl 683 BO3MOXHOCTH AOCCTyna B U30NNpoBaHHbie CeTeBble CErMeHTbl 5 ']O_CC-H?‘?Q__C-";SH!_]E >

YCTpPOWCTEA, KOTOpble 3anpelleHo uaMeHATb. 7. no_shutdown - XocTnl, BbIK/IOYEHNE KOTOPbIX v
NaeHTudukartop GIS-TL-100800274

MocTaBwmk U GIS

Manka 'MakeT oBLUMX pecypcoB KoHTeHTa/TabnuuHble cnucku/Kondurypauma

Habopbl AnA ycTaHoEKK  OCHOBHOM HAbOP YCTAaHOBKM

CraTtyc Banuaauum @)
CraTyc yCTaHOBKM 4

+ [o6aBuTb 3anuch E +] WUmnopt
host_category “& event_src.vendor @ event_src title @ device_hostname &

PucyHok 17.5 — Npacmyeckas kHonka [JobaButb 3anmcb

4. B cOOTBETCTBMM C TUMOM JaHHbIX KONOHOK 3amnofIHUTE S4Yenkun 3anucu
n Haxxmute V.

MpumeyaHmne. PekomeHgaumMm Mo  3anofiHEHMKO TabNMYHbLIX  CAUCKOB  Tuna
CnpaBoOYHUK npeacTaBneHbl B pasgene 17.13.1.13.

3anucb gobasneHa B TabONUYHbIN CMNCOK.
17.13.1.5 U3meHeHuUe 3anucu 8 MabsIu4HOM crucke

Bbl MOXeTe M3MeHATb 3anucu B CTaHOAPTHbIX TabnuM4yHbIX CAMcKax Tuna
«CNPaBOYHUK», €CNIN 3TN CNINCKN coaepKaT XOTsa Obl O4HY HEKITHOYEBYIO KOMOHKY M Npu
UxX cosgaHum Obin ycTaHoBMneH naxok Pa3pewnTb nonb3oBaTensiM Apyrux
umHctannaumn Ankey SIEM NG Knowledge Base peaaktupoBaTb KOHTEHT. Takke
Bbl MOXETE W3MEHATb 3anucu B MOMb30BaTENbCKMX TabNU4YHbIX ciMckax Tuna
«CnpaBOYHUKY .

MpumeyaHune. lNpn M3MeHeHMM CTaHOAPTHOW 3anucu (B CTaHAAPTHOM TabnMYHOM
CMUCKE) OHa 3aMeHSsieTCs MOfb30BaTENbCKOM 3anuCbld C TEMU Xe 3HaAYEeHUSIMU
KIIOYEBbIX KOSIOHOK, B CTPOKE C TaKOM 3anuchbio oTobpaxaeTcs 3Hauok . Mpw
HeobXxo4MMOCTU Bbl MOXETe BOCCTAHOBUTb CTaHAAPTHYK 3anucb, yaanve
Nonb30BaTENbCKY!HO.
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% YT06bI NI3MEHNTL 3aNNCb B TaBNMYHOM CMUCKE:
1. B rnaBHom wmMeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCnepTU3bl.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.
2. B nanenu MNanku BbiGepute TabnNnYHbINA CAMCOK.
OTkpoeTca cTpaHmua TabnnyHOro Cnucka.

Mpumeyanne. [na noucka Tabnu4HOro cnmMcka Bbl MOXETe
ncnonb3oBatb unbTpaunio o0b6bektoB (O6BLeKTbl: Tabnu4Hble
CMUCKWN).

3. Bbibepute 3anuco.
4. Haxmute kHOMKy PegakTtupoBaThb.

5.  W3MeHuTe 3anucb U HaXXMuUTe \/.
3anucb TabnnMyHoOro cnucka nsmeHeHa.

17.13.1.6 AKmueayusi u deakmueayusi 3anucu

Ecnn 3anuce 13 crtaHgapTHOro TabnuyHOro crnvcka Tuna «CrpaBOYHUKY
nepecrtana ObiTb akTyarnbHOW WNW ecriv Bbl XOTUTE BPEMEHHO MPUOCTAHOBUTb
MCNnonb3oBaHMe 3annucu K3  NoMb30BaTeNbCKoOro Tabnu4yHOro cnmMcka Tuna
«CNPaBOYHUK», Bbl MOXETE ee IeakTUBNPOBaTb.

[eakTMBMpoBaHHbIE 3arMCcy He WUCNOSbL3YHTCA B NpaBunax Koppensaumm u
oboraweHus. [leakTMBUPOBaHHYO paHee 3anucb Bbl MOXETE akTMBUPOBATb.

% UYT06bI AEaKTMBUPOBATL (aKTMBUPOBATL) 3aruUCh:

1. B rnaBHom wmMeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.

2. B naHenu Manku Bbibepute TabnMYHbIN CANCOK.
OTkpoeTca cTpaHmua TabnmyHoro cnucka.

Mpumeyanne. [na noucka TabnuyHOro cnmMcka Bbl MOXETE
ucnonb3oBatb unbTpaunio o0b6bektoB (OO6BLEKTbl: Tabnu4Hble
CMUCKMN).

3. Bbibepute 3anuce.

MpumeyvaHune. [1ns Bbibopa HECKONbKNX 3anucen noapsia Bbl MOXETE
ncrnonb3oBatb knasuwy Shift, ana BblIbOpa HECKONBKUX OTAENbHbIX
3anucewn — knasuwy Ctrl.

4.  Haxmute kHonky [eaktuBupoBaTb (AKTUBMpPOBATD).
3anucb geakTuBmpoBaHa (akTMBMpoOBaHa).

17.13.1.7 YOaneHue 3anucelli uz3 mabsiu4yHo20 crnucka

% Yrtobbl yganuTb 3anncu n3 TabnnmyHoro cnmcka:
1. B rnaBHoM MeHw B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KcnepTuU3bl.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.
2. B naHenu Manku Bbibepute TabNMYHbLIN CANCOK.
OTkpoeTcsa cTpaHuua TabnmyHoro cnmucka.
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Mpumeyanne. [na noucka TabnuyHOro cnmMcka Bbl MOXETe
ncnonb3oBatb unbTpaunio o0b6bektoB (O6BLeKTbl: Tabnu4Hble
CMUCKWN).

3. Bbibepute 3anucw.

Mpumeyanune. [1nsa Bbibopa HECKONbKMX 3anucen nogpsia Bbl MOXeTe
ncnonb3oBatb knasuwy Shift, ana Bbibopa HECKONbKNX OTAENbHbLIX
3anucen — knasuwy Ctrl.

4, Haxmute KHOIKY Ypanutb n noarsepauTe yaaneHue.

MpumeyaHume. Bbl MOXeTe yaanutb BCe 3anmcu no kHonke O4ncTUTb
TaONUYHbIN CMUCOK.

3anucu yaaneHbl N3 TabnmM4yHoro cnucka.
17.13.1.8 Umnopm 3anuceu u3 ¢hatna ¢popmama CSV

Bbl MOXeTe mmnopTupoBaTb 3anucu B CTaHOApTHbIE U MOSib30BaTenbCKue
TabnnyHble CNMCKM TUMa «CNpPaBOYHWUK», €CNN NpU MX co3gaHuu Obin yCcTaHOBIEH
donaxok PaspewnTb nonb3oBaTenam Aapyrux MHCTannNAunmn
Ankey SIEM NG Knowledge Base pepaktupoBaTb KOHTeHT. [loggepkuBaetcsa
nMnopT 3anucen ua cdannos gopmata CSV B kogmposke UTF-8. B nepBon CTpoke
hanna Hy>XHO yka3aTb HaMMEHOBAHWS KONOHOK, B Ka4ecTBe pa3genutens AaHHbIX B
CTPOKE HY>XHO MCMNOJSb30BaTb TOYKY C 3anaTomn (;).

dann gns umnopTa OOSMKEeH coaepXaTb 3HaYeHUs ANs KNHYEBbIX KONOHOK
TabnunyHoro cnucka. 3HavyeHus s4Yeek OOSMKHbI YAOBMeTBOpATb TpeboBaHuAM: Ans
Tnna gaHHbix DateTime — gaTta gomkHa HaxoguTbcsi B MHTepBane ot 1970-01-01
00:00:00 po 2106-02-07 06:28:15; ona Number — 4ucno AOIMKHO HaxoauTbCA B
nHTepBane ot —9223372036854775807 pno 9223372036854775807; pns String -
AJNIMHAa CTPOKKU He OormkHa npeBbiwaTth 16 382 cumBonos (65 531 6anT).

% Y106bI UMNOPTMPOBATL 3aNMUCK B TaBSIMYHBIN CMIUCOK:

1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCNepTU3bI.
OTtkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.

2. B naHenu Manku Bbibepute TabnMYHbIN CANCOK.
OTkpoeTca cTpaHmua TabnmyHoro cnucka.

Mpumeyanue. [nsa noucka TabnMyHOro crMcka Bbl MOXeETe
nucnonb3oBatb unbTpaunio o0b6bektoB (OO6BEKTbl: Tabnu4Hble
CMUCKMN).

3. B 6noke napameTpoB TabnnYHOro cnmcka HaxkmuTe KHonky AMnopr,
Kak nokasaHo Ha pucyHke 17.6.

OTkpoeTcsa okHO UMmnopT TabnuyHoro cnucka.
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5 Kondwmrypaums 0 nakete

fF COMMON_Hosts_Configuration (crnipaBouHuk)

Tabnu4HbIA cncok AnA obecnedeHns paboThbl NPaBu, ONMPatoLLMXCH Ha THMbI XOCTOB MPH OTCYTCTBUM «
CEeTeBON MOJENu. n
host_category - KaTeropms, KoTopyto HE06X0AMMO NPUCBOMTE XOCTY MW MOACETH

Bupgpl kateropui: 1. security_devices - YcTponcTsa, obecneynsatowme besonacHocTs. 2. dmz -
[eMunuTapu3oBaHHas 30Ha: NOACETL UMW OTAENbHBIWM XOCT W3 30HbI. 3. backup_server - Cepsep
pesepBHOro KonuposaHusa. 4. no_internet - XocTel 6e3 kaHana ceasun. 5. no_network_communication -
XocTbl 6e3 BOSMOMHOCTH AOCTYNa B M30MIMPOBaHHbIe CETEBLIE CerMeHTel. 6. no_config_change -
YcTporcTBa, KOTOpbIE 3anpeLleHo M3MeHATs. 7. no_shutdown - XocTel, BeIKAIOYEHUE KOTOPbIX

WaenTudukarop GIS-TL-100800274
MNocTaBLMK U GIs
Manka MakeT obLKx pecypcoB koHTeHTa/TabnuyHble cnicku/KoHdurypauums

HaBopel ana yeraHoBky  QCHOBHOM HAabop YCTaHOBKM

CraTyc Banupayuvu ®
CraTtyc ycTaHoBKM 4+
+ [oBasutb sannck 3] Wmnopt [= 9kcnopt

PucyHok 17.6 — ['pacmyeckas kHonka imnopT

4. Tlo ccbinke BblOpaTbh yKaXMTE pacnosioXXeHne danna ¢ 3anucsmu.
5. Bblbepute, caenatb MMNOPTMPOBAHHYIO 3anNUCb aKTUBHOW WUIIA HET,
KaK rnokasaHo Ha pucyHke 17.7

HMmMnopT TaénuyHoro cnucka b 4

Qaiin COMMON_Hoests_Configuration_2024-04-
23_13-35-457.csv roTOB K MMNOPTY

"!T:) MepeTalmTe Apyron CSV-hain unw eoibpato

NnA COBMNafarolL My 3aMMce

. He M3MeHATE CTaTYC aKTHEaLMK

() AKTMBWpOBETH

WmMnopTupoBaTth | OTMmeHa ‘

PucyHok 17.7 — UmnopT TabnnyHoro cnucka

MpumeyaHune. Bbl MoxeTe ykasaTb hann ¢ 3annucaMm ans MMnopTa,
nepetawums ero B obnactb 3arpy3utb CSV-chann.

6. Haxmwnte kHonky AmnopTtupoBaTth.
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7. Tpu nosiBneHun coobuieHns o6 OKOHYaHWW npoueaypbl MMnopTa
HaXXMUTE KHOMKY 3aKpbITb.
3anucn MMnopTMpoBaHbl. 3anucy C YHUKarbHbIMU 3HAYEHUSIMU KITHOYEBbIX
KONMOHOK fobaBneHbl B KOHeL, TabnmMyHoOro cnucka. 3anucm C CyllecTBYHOLWUMU B
TabnMYHOM CNUCKE 3HAYEHUSIMI KINKOYEBbLIX KOJTOHOK Nepe3anucaHsbl.

17.13.1.9 Skcnopm 3anuceu 8 ¢hatin gpopmama CSV

R/

% YT06bI 3KCNOPTUPOBATL 3aNMCK N3 TabnNM4HOro cnucka:
1. B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KCnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl aKCNepTU3bI.
2. B naHenu Manku Bbibepute TabAMYHbLIN CANCOK.
OTKkpoeTcs cTpaHuua TabnmMyHoro cnmucka.
Mpumeyanne. [na noucka TabnuyHOro cnmMcka Bbl MOXETE
ucnonb3oBatb unbTpaunio obbektoB (O6BEKTbl: Tabnu4Hble
CMUCKMN).
3. Bbibepute 3anucum.

Mpumeyanune. [1na Bbibopa HECKOMNBbKMX 3annucen nogpsia Bbl MOXETE
ncnonb3oBatb knaeuwy Shift, ana BoiIboOpa HECKONBbKMX OTAENbHbIX
3anucen — knasuwy Ctrl.

4.  Haxmute KHOMKy JKCMopT.
OTKpOETCA OKHO DKCMNOPT TaGNMMYHOro Crnucka.
5. Bblbepute BapmaHT akcriopta BbiopaHHble <N>.

NMpumeyaHne. Bbl MoxeTe 3kcnopTMpoBaTb BCe 3anucu, BbliOpaB
BapuaHT akcnopTta Bce <M> 3anucen.

6. Haxmnte KHONKy OKCMOpTUPOBaTb W YKaXuTe nanky [Anns
coxpaHeHus hanna.
3anncu aKCnopTUPOBaHbI U coxpaHeHbl B hann popmata CSV. Umsa danna
COAEPXUT UMst TaBnMYHOro cnucka u gaty umnopTa. B nepeon cTpoke canna ykasaHsbl
MMeHa KONMOHOK Tabnu4HOro cnucka, B kKayecTBe pasgenuTerns UCnosb3yeTcsl ToYKa C
3anaTtou (;). 3anMcu oTCopTUPOBaHbI MO KIHOYEBLIM KONTOHKaM.

17.13.1.10 KonupoeaHue mabsiu4HO20 criucka

*

% Yrtobbl ckonupoBaTb TabMMYHbIN CANCOK:

1. B rnaBHom meHIo B pasgerne <HasBaHue 6a3bl fgaHHbIX> BbibepuTe
NYHKT C nonb3oBartensckon B/.

2. B rmmaBHOoM meHwo B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bl.
OTkpoeTca cTpaHuua MNMakeTbl 3KCNepTU3bI.

3. B naHenu MNanku BbiGepute Tabnn4yHbINA CAMCOK.
OTkpoeTca cTpaHmua TabnmyHoro cnucka.

Mpumeuvanme. [nsa noucka TabnMYHOrO cCrMcka Bbl MOXeTe
ncnonb3oBatb unbTpaunio o0b6bektoB (OO6BLEKTbl: Tabnu4Hble
CMUCKMN).

4, Haxmute Q]
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OTtkpoeTca cTpaHvMua HoBbIM TabGnUyHbIM CNUCOK (Ha OCHOBe
<Ha3BaHue TabnM4yHOro cnucka>).
5. B none HasBaHue BBeanTe Ha3BaHne TabNnM4HOro cnmcka.
6. Haxmwnte kHonky Co3aaTh.
TabnunyHbIA CIMCOK CKOMMPOBaH.

17.13.1.11 AsmeHeHue mabrsiu4yHO20 crnuckKa

3anncy TabnMyHOro crmcka COXpPaHsATCsl, eCN Bbl U3MEHUTE Ha3BaHWE UIK
onucaHue TabnmyHoro cnucka, JobaBuTe KOMOHKKU, KOTOpble MOryT cogepxaTb null
(KOMOHKM MOTYT ObITb KIOYEBBLIMU), UM N3MEHUTE NOPSAOK KONIOHOK. B MHbIX criyyasix
nocne U3MeHeHust TabrMYHOro cnucka Bce 3anucu 6yayT yaaneHsbl.

BHumanne! Ecnu gna tabnuyHoro cnmcka co3gaH LWabnoH WUCKMHYeHUn, nocne
N3MEHEHNA cocTaBa WM TuMa AaHHbIX KOMMOHOK HeobxoauMo Takke W3MEeHUTb
npasuiia 3anoJIHEHNA 3TUX KOJTOHOK B LwabnoHe.

/7

% Ytobbl N3MEHNTb NAapaMeTpbl NONb30BaATENLCKOro TabnM4HOro cnucka:
1. B rnaBHOM MeHI0 B pa3genie <HasBaHue 6a3bl faHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bl.
2. B rmmaBHoM MeHw B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bI.
OTkpoeTtca cTpaHuua lNMakeTbl aKCNepTU3bI.
3. B naHenu Manku Bbibepute TabnnMYHbIN CANCOK.
OTKpoeTca cTpaHuua TabnnyHoro cnucka.

MpumeyaHne. [na noucka TabnMYHOro cCnucka Bbl MOXETE
ucrnonb3oBatb unbTpaunio obbektoB (O6BeKTbl: TabnuyHble
CMUCKWN).

4.  Haxmure &
OTkpoeTcsa cTpaHmua PepaktupoBaHme TabnmMyHOro cnmucka.
5. WNameHuTe napameTpbl TabnNn4HOro cnmcka.
6. Haxmute kHonky CoxpaHuUTb.
MapameTpbl TaBAMYHOrO CNMcKa N3MEHEHbI.

17.13.1.12 YOaneHue mabru4yHo20 criucka

/7

% Yrtobbl yoanuTtb NoNb3oBaTeNbCKUN TabnnyHbIA CIINCOK:

1. B rmasBHOM MeHt B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
NYHKT ¢ nonb3oBaTensckon B[.

2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KcnepTU3bI.
OTtkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.

3. B naHenu Manku Bbibepute TabnMYHbLIN CANCOK.
OTkpoeTcsa cTpaHuua TabnmyHoro cnmucka.

Mpumeyanue. [nsa noucka TabnMyHOro crMcka Bbl MOXeETe
ucnonb3oBatb unbTpaunio o0bbektoB (O6BeKTbl: Tabnu4Hble
CMUCKM).

4.  Haxmure [ n noaTeBepanTe yaareHuve.
TabnunyHbIA CNNCOK yaarneH.
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17.13.1.13 PekomeHOauyuu no 3amnosiHeHuro mabriu4yHbIX CIUCKO8
muna «CrnpasoYyHUK»

Mpu pobaBneHun M pefakTUpoOBaHUM 3anucer TabnmMyHOro cnucka Tuna
CnpaBOYHUK HEOOBXOANMO yUNTbIBaTb OCOBEHHOCTM 3aMnOfHEHNS NONEN OIS KaXA0ro
BO3MOXHOIO TUMa AaHHbIX.

[Monsa 3anonHATCA 3HAYEHNAMM CrieayroLmMX TUMNOB:

1. Tllong Twmna number 3anonHALTCA UeNnbiIMXW  Yucnamm  OT
—223372036854775808 A0 9223372036854775807.

2. [Tlona Tvna datetime 3anonHalTCA 3HadYeHnaMun  dopmaTta
dd.mm.yyyy. Hanpumep, 19.05.202>.

3. [llona Tuna string 3anonHAKTCA CUMBOSIbHBIMA CTPOKaMun CO
cnegyrownuMn 3Ha4YeHNAMMU:

— IP-agpeca (Hanpumep, 107.24.13.1);
nogcetu B popmate CIDR (Hanpumep, 107.24.0.0/16);

— WMS XOCTa;

— 3HauyeHue any, ecnu none nogaepXuBaeT 3TO 3HAYEHME.

4. Tlons Tuvna regex 3anofHAKTCA CUMBOSIbHBIMU  3HAYEHUSIMMU,
COOTBETCTBYHOLLUMMUN CUHTAKCUCY CUHTAKCUC PErynsipHbIX BblpaXXeHnUi
onbnuotekn RE2.

MpumeyaHune. 3HaveHne any Ucronb3yeTcs B TOM crny4vae, koraa noboe 3HaveHue
nons cobbITUst NOAXOAMT MO, YCNoBUS 3anucy B TabnmMyHOM Crincke.

Mpumep.
CopoepxaHune TabnmyHoro cnmcka:

— vendor = Microsoft;

— title = Windows;

— event_src_host = any.
PesynbTtat: BCe cOObITMS C JnOObIX MCTOYHUKOB MNoA YrpaBrieHUeM

OC Windows.

Mpumep.
CopepxaHue TabnmyHoro cnmcka:

— vendor = any;

— title = any;

— event_src_host = any.
PesynbTtat: BCe cobbITUA C MOBBLIX MICTOYHUKOB.

BHumaHne! HekoppekTHOe MCnonb3oBaHWE 3HAYeHUss any MOXeT MpuMBECTM K
owmnbKkam Koppensumu.

BHumaHne! 3HaveHne any noggepXmsaetTcda He BCeMU NMosidMu TabnMYHbIX CMUCKOB.
rlpOBepI/ITb nogaepXnBaeMoCTb 3TONo 3Ha4eHNA MOXHO B ONMNCaHUM K CripaBO4YHUKY.
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17.13.2 HacTpo#nka TabriM4HbIX CMIUCKOB ANSA AaHHbIX 00
aKTnBax

TabnunyHble cnUckM ANst AaHHbIX 06 akTUBax 3anoNnHAKTCA MHopMaunen od
aKkTMBax W aBTOMATUYECKM OOHOBNAOTCA NPU U3MEHEHUN COCTOSIHUSI aKTUBOB.
[aHHbIe 13 CNNCKOB MOTYT UCMONb30BaTbCA B NpaBuniax oboraweHnss n Koppensaumm.
Bbl He MoxeTe Bpy4YHYyo 406aBNSATbL UMW U3MEHATb 3anucy B TabNMYHbIX CNUCKax Ans
AaHHbIX 06 akTmBax. Bbl MoxeTe co3gaBaTb, U3MEHATb, KONUMPOBaATb M yAansiTb
nonb3oBaTenbCckne TabnmyHble CNUCKM ANs AaHHbIX 06 akTuBax Ha cTpaHuue MakeTbl
3KCnepTU3bl.

TabnuyHbln cnMcoK Ans AaHHbiX 06 akTtuBax obnagjaeTt cnegylowumm
OCOOEHHOCTAMM:

— [OMKEeH MMeTb Ha3BaHMe, KOTOPOEe MOXET COCTOSATb U3 OykB
naTuHckoro andasnTta, UMdp, 3HAKOB NOAYEPKMBAHUSA N TOYEK,
AOJPKHO HAYMHATbLCSA C NPOMNUCHON BYKBbI;

— MOXET MMETb ONUCaHNE Ha PYCCKOM UNN aHTNIMNCKOM SI3bIKE;

— pacnonaraeTcsi B nanke unv nakete aKcnepTusbl ANst XpaHeHUs
B BL;

— MOXeT BXOAUTb B Habopbl ANA yCTaHOBKM OOBLEKTOB B
MK Ankey SIEM NG;

— npegHasHa4yeH Ansi COXpaHeHUs NpoeKkuun MoAenn akTUBOB;

— 3anonHsaeTcsa AaHHbIMU 06 akTMBaXxX M3 yYKa3aHHbIX Fpynm;

— 3anonHgaeTcs AaHHbIMU Ha ocHoBaHuK PDQL-3anpoca k mogenu
akTMBoB (Mo 3anpocy opmupyeTcsi nepeyeHb KONMOHOK
TabnnMyHOro cnmucka, COOTBETCTBYHLIMX YKa3aHHbIM MOsaM
MoZEenmn).

17.13.2.1 Co30aHue mabsiu4yHo20 crnucka 07151 0aHHbIX 06
akmueax

MpumeyvaHmne. Bbl MoxeTe co3gaTtb TabnMyHbIA CNIMCOK AN AaHHbIX 06 akTMBax (Cwm.
pasgen 5.2.7) B Beb-nHtepdpence MK Ankey SIEM NG Ha cTpaHuue AKTUBBI.

s YT100bI CO30aTb TAaONMNYHbLIA CNUCOK ANA AaHHbIX 06 akTMBaXx:
1. B rnaBHOM MeHI0 B pa3gene <HasBaHue 6a3bl fgaHHbIX> Bbibepute
NYHKT C nonb3oBaTtensckon b[.
2. B rmmaBHoM meHw B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bl.
OTkpoeTtcsa cTpaHuua lNMakeTbl aKCNepTU3bI.

3. B naHenu wHCTpymMeHTOB Haxmute KHonky Co3gatb M B
pacKkpbIBLUEMCS] MEHIO BbliGepuTe NyHKT TaGnMMUYHbIN CMUCOK.
OTkpoeTca cTpaHmua HoBbIn TaGNUYHbIA CMIUCOK.

B none HasBaHue BBeanTe Ha3BaHMe TabNM4YHOro cnmcka.
B packpbiBatowemcs cnvucke lManka BbibepuTe nanky wnm naket
aKcnepTu3bl ANs XxpaHeHus TabnuyHoro cnmcka B B/.

o s

MpumeuaHune. Bbl MoxeTe 0o06aBUTb TabnUYHbIA CMIMCOK B HaGopbl
ANsi YCTAHOBKM, YCTAHOBUB (PMakku HanpoTUB Ha3BaHuin HabopoB B
packpblBatoLemcs cnucke Habopbl Ans yCTaHOBKM.
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6. B packpbiBaowemcsa cnvcke HasHauyeHue Bbibepute [daHHble 06
aKTuBax.

7. Ecnn HyXHO oTCnexuBaTb COCTOSIHUE aKTUMBOB BO BJIOXEHHbIX
rpynnax, yctaHoBuTe naxok BkntoyaTb BROXeHHbIe Fpynnbl.

8. B none PDQL-3anpoc BBeaUTE 3anpoc K MoAenn akTMBOB, Ha OCHOBE
KoToporo 6yaeT ccpopmmpoBaH TabnuyHbIN CNUCOK, B BUAE:
Select((@<Ha3BaHwue noas 1> as <Ha3BaHue KON0HKM 1>,(@<Ha3BaHWe nos
2> as <Ha3eaHue KoAOHKM 2>..)| Sort(@<Ha3eaHue nona AnA
COPTMPOBKM>)

9. HaxmuTe kHonky Co3naTb.

Tabnu4yHbIN cNUCOK co3aaH

17.13.2.2 KonuposaHue mabsiu4HO20 criucka

% Yrtobbl ckonupoBaTb TabMIMYHbIN CANCOK:

1. B rnaBHoM meHI0 B pasgernie <Ha3BaHue 6a3bl gaHHbIX> BbibepuTe
NYHKT C nonb3oBaTtensckon b[.

2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bI.
OTkpoeTcs cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu Manku Bbibepute TabnMYHbIN CANCOK.
OTkpoeTcsa cTpaHuua TabnmyHoro cnmucka.

Mpumeyanme. [na noucka TabnMyHOro cCrMcka Bbl MOXeETe
ucnonb3oBatb unbTpaunio obbektoB (O6BLEKTbl: Tabnu4Hble
CMUCKMN).

4. Haxmute Q]
OTkpoeTca cTpaHuua HoBbIM TabGnNU4YHLIM CNUCOK (Ha OCHOBe
<HasBaHue TabnM4yHOro cnucka>).
5. B none HasaHue BBeAUTE Ha3BaHMe TabANYHOIO CrnCKa.
6. Haxmwnte kHonky Co3gaTth.
TabnuyHbIA CNUCOK CKOMMPOBaH.

17.13.2.3 U3mMeHeHUue mabriu4yHo20 crnucka

% YTtobbl N3MEHNTb NAapaMeTpbl NONb30BATENLCKOro TabnMYHOro cnucka:

1. B rnaBHOM MeHI0 B pa3gene <HasBaHue 6a3bl gaHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bl.

2. B rmmaBHOoM meHw B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KcnepTU3sbl.
OTkpoeTtcsa cTpaHuua lNMakeTbl aKCnepTU3bI.

3. B naHenu MNanku BbiGepute Tabnn4YHbINA CAMCOK.
OTKpoeTca cTpaHuua TabnnmyHoro cnucka.

Mpumeyanne. [Ona noucka TabnMYHOro cnucka Bbl MOXETe
ucnonb3oBatb unbTpaunio o0bbektoB (O6BeKTbl: Tabnu4Hble
CMUCKM).

g
4. Haxmute ¢ .
OTKpoeTca cTpaHuLla PegakTupoBaHue TabnMYHOro cnucka.
5. W3meHuTe napameTpbl TaBNMYHOIO Crmcka.
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6. Haxmunte kHonky CoxpaHuUTb.
MNapameTpbl TaBNNYHOIO CNMCKa U3MEHEHbI.

17.13.2.4 YOaneHue mabriu4yHO20 criucka

% Yrtobbl yoanuTtb NonNb3oBaTeNbCKUM TabnnyHbIA CNINCOK:

1. B rmaBHOM MeHt0 B pa3gene <HaszBaHue 6a3bl AaHHbIX> BbibepuTe
NYHKT C nonb3oBaTensckon bl.

2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.

3. B nanenu MNanku BbiGepute TabnNnYHbINA CAMCOK.
OTkpoeTca cTpaHmua TabnmyHOro cnucka.

Mpumeyanne. [na noucka TabnuyHOro cnmMcka Bbl MOXETE
ucnonb3oBatb unbTpaunio obbektoB (O6BEKTbl: Tabnu4Hble
CMUCKMN).

4.  Haxmure I n noaTeBepanTe yoaneHuve.
TabnuyHbIN CNXCOK yaarneH.

17.13.3 HacTpouka penyTauMOHHbIX TabNMMUYHbIX CMUCKOB

PenytaunoHHble Tabnu4yHble CrUCKM nNpedHasHaveHbl AfS  XpaHeHus
penyTaunoHHbIX CMUCKOB, MOSTly4aeMblX OT BHELLUHMX WUCTOYHWKOB, B TOM 4ucre oT
komnoHeHTa Ankey SIEM NG Feeds (nogpoGHee O KOMMOHEHTE B AOKYMEHTE
«ytunuta Ankey SIEM NG Feeds»). TabnnyHble crnvcku 3anosiHATCA U 0O6HOBMSOTCSA
aBTOMaTMYeCKU Npu N3MEHEeHUN penyTaLnoHHbIX CMCKOB. [laHHbIe U3 CIMCKOB MOryT
McnonbL30BaTbCs B NpaBunax oboraweHns. Bol MoxeTe paboTaTb € penyTaunmoHHbIMU
TabnmyHbIMK cnuckamn Ha ctpaHuue MNMakeTbl 3KCNepPTU3bI.

PenytaunoHHble  TabnuyHble  cnuckym  GbIBalOT  CTaHOAPTHbIMUM - U
nonb3oBaTenbckMMmu. CTaHaapTHble TabnuyHble CNUCKU He MOTYT BbITb yAaneHsl. Bbl
MOXeTe npocmaTpmuBaTtb CTaHAApPTHblE TabnuyHble CMUCKU, U3MEHATL X NapameTpbl
M KonNupoBaTb UX ANS CO3OaHWS MoNb30BaTenbCKMX CNUCKOB. [Monb3oBaTenbckue
TabnnyHble CNUCKU Bbl MOXeTe co3aBaTth, U3MEHATb, KONMPOBaTb N yaansThb.

Mapamempsbl mabnu4yHo20 cnucka

PenyTaunoHHbIN TabnnyHbIN CNUCOK obnapaet cnegylowmmMm
OCODOEHHOCTAMM:

— [OMKEeH MMETb Ha3BaHWe, KOTOpOoe MOXET COCTOSATb M3 OykB
naTtuHckoro andasuTa, umdp, 3HaKOB NOOYEPKMBAHUSA N TOYEK,
AOJMPKHO HAYMHATbLCSA C NPOMNUCHON BYKBbI;

— MOXET MMETb ONUCaHNEe Ha PYCCKOM UNN aHTNIMNCKOM S3bIKE;

— pacnonaraeTtcs B narnke Unu nakete aKCnepTusbl AN XpaHeHus
B BL;

— MOXeT BXOAuUTb B Habopbl Ans yctaHOBKM obbekTtoB B Ankey
SIEM NG;

— npegHasHaveH ansi COXpaHeHust penyTauMOHHOrO CrnCKa;

— MOXET coaepxaTb crnegyoLme Turnbl 06bEKTOB penyTauMOHHOro
cnucka: |IP-agpec, uma p[OomeHa, Macka WNU 3HaYeHue
KOHTpOmnbHON cymMbl dhanna (ctangapta SHA-1, SHA-256 unu
MD5);
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— COOEepXNUT OOBEKTbI CO 3HAYEHUEM UHTErparnbHOM YA3BUMOCTH,
NPeBbILAWMM  yKa3aHHYl0 MWHUMarbHYIO OLEHKY (uernoe
yncno ot 0 go 100). Ecnu 3HayYeHne He ykasaHo, B TabIMYHbIN
CMMCOK nonagyT Bce 00BLEKTbI;

— BCerga COAepXMUT KOMOHKY id, KoTopas siBNAeTcst e4UHCTBEHHON
KNtO4YEeBOW KOSIOHKOMW, MHOEKCUPYEMOW U HE MOXET CoaepXaTtb
nyctbix siveek (null).

Mapamempbi KOTOHOK MabIu4YHO20 CrucKa

Habop kKonoHok penyTauMOHHOro TabnmyHoOro cnncka 3aBnCUT OT BbIOpaHHOO
obbekta M cooTBeTCTByeT Habopy nonen penyTaumoHHOro cnucka. [na Bcex
00BHEKTOB AOCTYMNHbI CReayowme KONOHKN:

— id — cogepXxuT ngeHTuduKaTopbl 3anucen TabIMYHOro Cnmucka;

— description — onmucaHus 3anucem;

— time_last_seen — gaTbl UBMEHEHNS 3aMNNCEN;

— time_first_seen — gaTbl fOOaBneHNa 3anunceu;

— score — 3Ha4YeHnsa NHTerpanbHON ya3BUMOCTY;

— threat_type — Tunbl yrpos.

B 3aBMcumMocCTM OT 06beKTa AOCTYMNHbI AOMNOSNHUTENBHbIE KONOHKMW:

— ip — cogepxuT IP-agpeca;

— domain — nMeHa AOMEHOB;

— mask — mackn B Buge agpecoe (URL) unm umeH gomeHOB
(FQDN). Kpome KOSoHKM ¢ Mackamu TabnuyHbIN CIMCOK MOXET
cogepxatb konoHkn host_match n url_match ¢ BbipaxxeHusamu,
yKa3sblBaloLLMMN Ha BapwaHT COBMageHus agpeca unun MMeHu
AoMeHa ¢ mackon (cm. pasgen 12.3.2);

— hash_shal, hash _sha256, hash md5 -  3Ha4deHus
KOHTPOJIbHbIX CyMM (0annoB B BbIOpaHHOM cTaHaapTe.

KonoHkn TabnuyHoro cnmucka obnagatoT cneayowmmm oCO6eHHOCTSAMN:

— MOryT wuHAeKkcupoBaTtbCsa. Wcnonb3oBaHue WHAEKCUPYEMbIX
KONOHOK MOBbLILIAET CKOPOCTb MOMCKa MO 3anMcam TabnuyHoro
cnucka. o ymonyaHuoo NS MHAEKCUPOBaHUS MCMONb3yeTcs
nepsasi KNn4yeBasi KONOHKa;

— MOryT 4BHO Aonyckatb 3HadeHwe null. B TabnunyHbin cnvcok
MOXeT [o6aBnATbCA 3annCb, B KOTOPOW Kakoe-TO M3 Moneu
oTcyTtcTByeT. Ecnm cooTBeTCTByHOLWAA KOMOHKa TabnuyHoro
CrMCKa He MOXEeT 3anofiHATbCA MyCTbIM 3Ha4YeHWeMm, TO
pobaBneHne Takon 3anuvcu He npoussBoguTcs. o ymonyaHuto
BCE KOMOHKM TabnmyHOro cnucka KpoOMe KI4YeBbIX MOryT
3anoNHATLCS MYCTbIMU 3HAYEHUSMM.

17.13.3.1 Co30aHue penymayuoHHO20 mabsiu4Ho20 crnucka

% Yrtobbl co3gaTb NONb3oBaTENLCKUI PENYTALUMOHHBIA TaONNYHBIN CMMCOK:

1. B rnaBHom meHIo B pasgene <HasBaHue 6a3bl fgaHHbIX> BbibepuTe
NYHKT C nonb3oBartensckon B/.

2. B rmmaBHOoM meHwo B pasgene SIEM Bbibepute nyHkT [MakeTbl
3KCnepTU3bl.
OTkpoeTca cTpaHuua MNMakeTbl 3IKCNepTU3bI.

3. B naHenn WHCTPYMEHTOB HaxmuTe KHonky Co3patb M B
pacKpbIBLUEMCHA MEHIO BblbepuTe NyHKT TabGnMYHbIA CIUCOK.
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OTkpoeTca cTpaHmua HoBbIV TaGNUYHbIA CMIUCOK.

4. B none HasBaHue BBeanTe Ha3BaHue TabNMYHOroO cnucka.

5. B packpbiBatowemca cnucke lManka BbibepuTe nanky wmnu naket
3KCNepTu3bl AN XxpaHeHust TabnuyHoro cnucka B B/.
MpumeyaHune. Bol moxeTe JobaBUTb TabNMYHbIA CNMCOK B HAbOPbI
ANA YCTaHOBKWN, YCTAHOBMB hiaXkkn HanpoTMB Ha3BaHW HabopoB B
packpbiBatoemca cnucke Habopbl ANA yCTaHOBKMU.

6. B packpblBatoLeMcs crnucke HasHauyeHue Bblbepute

PenyTauMoHHbIN CNUCOK.

7. B packpbiBatowemcs cnucke Tun o6beKToB BbibepuTe TUN obbekTa
penyTaunmoHHOro cnmcka.

8. B none MuHumanbHas oueHKa BBeAUTE 3HA4YEeHWE WHTerparnbHOWn
YA3BUMOCTWN, MPW MPEBbIWEHUM KOTOPOro oOBbEeKkT nonageTtr B
TabNNYHbIN CMINCOK.

9. B 6noke napameTtpoB KomnoHku no ccobinke [o6aBUTb KONMOHKY
nobaBbTe KOMOHKM B TAONMYHBLIN CNUCOK.

MpumeuaHune. Bbl MoXxeTe M3MEHUTb NOPSAOK KOFIOHOK C MOMOLLbHO
3HaYKa i M yaanuTb KOMOHKY Mo kHornke [ .

10. Ecnwu TpebyeTcs MHOEKCUMPOBATb COAEPKMMOE KOJTIOHKM, YCTaHOBUTE
ans Hee conaxok UHaekcupyemoe.

11. Haxmute kHonky Co3paTthb.

12. TabnuyHbI CNNCOK CO3aaH.

17.13.3.2 KonupoeaHue mabnu4yHo20 crnucka

% Yrtobbl ckonupoBaTb TabMIMYHbLIN CMNCOK:

1. B rnaBHOM MeHw B pasgene <HasBaHue 6a3sbl gaHHbIX> BblibepuTte
NYHKT C nonb3oBaTenbckon bl.
B raBHom MeHw B pasgene SIEM Bbibepute nyHKT [MakeThbl
9KCNepTm3bI.
OTkpoeTca cTpaHuua NakeTbl 3KCNnepTU3bI.
B nanenu MNManku BbiGepuTe TabnNUYHbIN CNMCOK.
OTkpoeTca cTpaHmua TabnmyHoro cnucka.
Mpumevanue. [Ona noucka TabnuyHOro crnmMcka Bbl MOXETE
ncnonb3oBaTbh PUbTPaLnio 06BHEKTOB.

Haxmunte 2.

OTtkpoetca cTpaHuua HoBbii TabnuyHbIM CNMCOK (Ha OCHOBE
<HasBaHue TabnnyHoro cnucka>).

9. B none HasaHve BBeante Ha3BaHne TabnmM4yHOro Crnmucka.

10. Haxmute kHonky Co3gathb.

11. Tabnu4yHbIN CNUCOK CKOMMPOBAH.

N

oo hw

© N

17.13.3.3 U3meHeHUe mabriu4yHO20 crnucka

% YT00bI N3MEHUTb NONb3oBaTENbCKUM TaOMUYHBLINA CIUCOK:
1. B rmaBHoM meHIo B pasgene <HasBaHue 6a3bl gaHHbIX> BbibepuTe
NYHKT C nonb3oBartensckon /.
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2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCNepTU3bI.
OTkpoeTcs cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu Manku Bbibepute TabnMYHbLIN CANCOK.
OTkpoeTcsa cTpaHuua TabnmyHoro cnmucka.

Mpumeyanne. [Ons noucka TabnMyHOro cnucka Bbl MOXeTe
Ncnonb3oBaTb PUNbTPALIMI0 OOHEKTOB.

4. Haxmute #°.
OTkpoeTcsa cTpaHmua PegaktupoBaHme TabnmMyHOro cnmucka.
5. W3meHuTe TabnuyHbIn CNUCOK.
6. Haxmunte kHonky CoxpaHuUTb.
7 TabnnyHbIA CNINCOK U3MEHEH.

17.13.3.4 YOaneHue mabsiu4HO20 criucka

R/

% Yrtobbl yoanuTtb NoNb3oBaTeNbCKUN TabnnYHbIA CIINCOK:

1. B rmaBHOM MeHt B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblibepuTe
MYHKT ¢ nonb3osaTensckon B[.

2. B rmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [akeTbl
3KcnepTU3bI.

3.  OtkpoeTtcs cTpaHuua MNakeTbl 3KCnepTU3bI.

4. B naHenu MNManku BbiGepute TabnnyHbIN CANCOK.

5. OTtkpoeTca cTpaHuua TabnmyHoro cnucka.

Mpumeyanne. [na noucka TabnuyHOro cnmMcka Bbl MOXETE
ncnonb3oBaTh PuUNbTPaLmio 06 bLEKTOB.

6. Haxmute I v nogTBepanTe yaaneHue.
7 Tabnun4yHbIA CNNCOK yaaneH.

17.13.4 HacTpouka TabrnM4HbIX CMIUCKOB ANA NpaBun
oGoraweHnsa n Koppensauum

TabnunyHble cnuckn Ansa npasun oboraweHns n Koppenauun npegHasHadeHb!
ANA XpaHeHWsa AaHHbIX, UCMONb3yeMblX B MnpaBunax oboralleHuss u Koppensaumm.
TabnunyHble cnucKkn Onis nNpaBuil KOppensauum 3anosHAKTCA aBTOMaTUYECKU npwu
BbINOSTHEHUW NPaBU KOPPENALUNN, TaBNMYHbIE CNUCKM ANSA NpaBui oboraweHnsa — npu
BbIMNOMNHEHUN npasun oboraweHus. Oba Tvna Tabnu4yHbIX CMUCKOB OOCTYMHbI ANS
YTEHUs M3 NpaBui Koppenauun u npasun oborawieHunda. Bel moxeTe paboTaTb C
TabnuyHbIMM CnUcKammn Ans npasun oboralleHns n koppenauumn Ha ctpaHuue MNakeTbl
3KCnepTU3bI.

TabnunyHble cnuckn gns npasBun oboralleHns un Koppensuun ObiBakoT
CTaH4apTHbIMM M Nosib3oBaTenbckumMu. CTaHgapTHbIE TabnnyHble CNNCKU HACTPOEHbI
cneumnanuctamm no mHgopmaumoHHon 6esonacHoctn OO0 «[rasmHpopmcepBUC» U
He MOryT OblTb M3MEHEHbI UNN yaaneHbl. Bol MOXeTe npocMmatpmBaTb CTaHOAPTHbIE
TabnuyHble CNMCKM U KonNupoBaTb UX ANSA CO34aHUSA MNOSb30BaTESIbCKUX CMNUCKOB.
Monb3oBaTenbckne TabnunyHble CNUCKM Bbl MOXeTe co3daBaTb, W3MEHATb,
KonupoBatTb U yganaTb. Bbl MoxeTe BpydvHyto A06aBnsTb U U3MEHATb 3anucu B
CTaHOapTHbIX W MOMb30BaTENbCKMX TabnMyHbIX CnUcKax 4epe3 WHTepdenc
MK Ankey SIEM NG.
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Mapamempsbi mabnu4Ho20 cnucka

TabnunyHbln CNMCOK Ansi npaBwusl oboralleHns unn kKoppensuuu obnagaet
crneayroLwmnmMm oCob6eHHOCTSAMN:

— [OMKEeH MMeTb HasBaHWe, KOTOpOoe MOXET COCTOATb u3 OykB
naTtuHckoro andgasuTa, uMdp, 3HaKOB NOLYEPKMBAHUSA N TOYEK,
AOJPKHO HAYMHATbLCSA C NPONUCHON BYKBBI;

— MOXET MMETb ONMCaHME Ha PYCCKOM UIN aHITIMACKOM S3bIKeE;

— pacnoniaraeTcs B narnke Unu nakete aKCnepTusbl ANd XpaHeHus
B B[;

— MOXeT BXOAUTb B Habopbl Ans YCTaHOBKM OOBLEKTOB B
MK Ankey SIEM NG;

— npegHasHavyeH Ond XpaHeHUs1 AaHHbIX, MOMYyYEeHHbIX Mpwu
BbIMONTHEHUM NPaBUI KOPPENALMM NN 0BoralleHns;

— COOEPXWUT 3anucu, KONMMYECTBO KOTOPLIX BfN3KO K yKaszaHHOMY
TUNUYHOMY pa3mMepy TabnuyHoro cnmcka (no ymon4vauuto 80
000);

— COOEPXUT 3anncu, KONMYECTBO KOTOPbIX HE MOXET MpPeBbIWATb
yKas3aHHOro MakcuMmarbHOro pasmepa TabnuyHoro cnucka (no
ymonyavmto 100 000). lNpu nNpeBbIEHMN 3TOrO0 3HAYEHUS
Hanbonee crtapble 3anucu OyayT aBTOMATUYECKM yAarneHbl u
KONMYecTBO 3anucen ByaeT CoKpalleHO 40 TUNUYHOIO pa3mepa;

— MOXET WMETb OrpaHM4yeHne Ha BPEMsl XU3HM 3anucen (no
YMOSYaHMo — oauH AeHb). 10 OKOHYaHMKM yKa3aHHOro BpeMeHU
nocne pobasneHust 3annucu B TabnUYHbIA CNNCOK, OHa byaer
aBTOMaTU4YECKM yaaneHa.

Mapamempbl KOSTOHOK MabsIUYHO20 CrUCKa

KritoueBasi KOMOHKaA — 3TO KOSIOHKA, 3HA4YeHUsi B KOTOPOW SBMSIOTCA
noeHtudmkatopamm 3anucer TabnuyHoro cnmcka. Ecnu  KnoveBbIX  KONMOHOK
HEeCKOnbKo, TO 3anucb WOAEHTUMUUMPYETCA MO COBOKYMHOCTU 3Ha4YeHun BCeX
KINoYEBbIX KONTOHOK.

KonoHku TabnmyHoro cnvcka obnagatoT cnegyrowmmMmmn ocobeHHOCTSAMN:

— [OMXHbl UMETb Ha3BaHME, KOTOPOE MOXET COCTOoATb U3 OykB
naTuHckoro andasuTa, uMdp, 3Haka nogyepkuBaHUS N TOYKM,
AOJPKHO HAYMHATbLCS C NPOMNUCHON BYKBBI;

— MOryT cogepxaTb AaHHble ogHoro u3 Tunos: DateTime, Number,
String;

MpumeyaHue. Bbl MoxeTe MCNONb30BaTh KOSIOHKM C TUMOM
AaHHbIXx  String gna  xpaHenua IP-agpecoB B Buge:
a.b.c.d/<Macka>.

— MOryT ObITb KNHOYEBbIMU. 3HAYEHUs] BCEX KMOYEBbLIX KOMOHOK
NHOEKCUPYIOTCA U HEe MOryT BbITb nycTbiMu (null). Mo ymonyaHuto
Knto4eBON SBNSAETCHA NepBas KOSOHKA;

— MOryT wuHAeKkcupoBaTtbCs. WMcnonb3oBaHne WHAEKCUPYEMbIX
KONOHOK MOBbLILIAET CKOPOCTb MOMCKa MO 3anMcam TabnuyHoro
cnucka. o ymonyaHuoo Ons MHAEKCUPOBAHUS MUCMONb3yeTcs
nepBasi KnyeBasi KONOHKa;
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— MOryT §IBHO gonyckatb 3HadeHune null. B T1abnuyHbIn cnmncok
MOXeT [06aBnATbCS 3anvMcb, B KOTOPOM Kakoe-TO U3 Mnoneu
oTcyTtcTByeT. Ecnm cooTBeTcTBYyHOLLAA KOMOHKA Tabnu4Horo
cnucka He MOXeT 3arofHATbCA MNYCTbIM - 3HAYeHWeM, TO
nobaBneHne Takon 3anmcu He npoussoauTcs. 1o ymonyaHuio
BCE KONMOHKM TabnnyHOro cnmcka KpOME KI4YeBbIX MOTyT
3anoNHATBLCH MYCTbIMU 3HAYEHUAMM.

17.13.4.1 Co30aHue mabnu4Ho20 crnucka OJisi npasus
ob6ozauweHus1 u Koppensiyuu

R/

% Yrtobbl co3gaTb TabnM4HbIA CNUCOK Ansi NpaBun oboralleHns unu
Koppensiumm:
1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblbepuTe
MYHKT ¢ nonb3osaTensckon B[.
2. B rmmaBHoM meHwo B pasgene SIEM Bbibepute nyHkT [lakeTbl
3KCNepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl aKCNepTU3bI.

3. B naHenn WHCTPYMEHTOB HaxmuTe KHonky Co3paTtb M B
pacKpbIBLUEMCS MEHIO BblbepuTe NyHKT TaGnNMYHbIA CMIUCOK.
OTKpoeTca cTpaHuua HoBbIn TabGNMUYHbIA CMUCOK.

B none HasBaHue BBeanTe Ha3BaHMe TabNM4YHOro crmcka.
B packpbiBatowemcss cnucke lManka BbiGepuTe nanky wunuv naket
3KCNepTM3bl AN XpaHeHust TabnuyHoro cnmcka B bBJ.

ok

MpumeyaHune. Bl moxeTe fobaBuTb TabnUYHbIA CNMCOK B HAbOpbI
ANSA YCTaHOBKWN, YCTAHOBMB (haXkku HanpoTMB Ha3BaHW HAabopos B
packpbliBatoemcs cnucke Habopbl ANA yCTaHOBKM.

6. B packpbiBatowemcs cnucke HasHaueHue BbibepuTe HasHauveHue
TabnuyHoro cnmcka.

7. B none TunnyHbIn pa3mep YKaXuTe KONMUYECTBO 3anucen
TabnnyHOro cnmcka, KOTopoe PeKOMEHAYETCHA He NpeBbILLATb.

8. B none MakcumanbHbIi pasMmep yKaxute MakcumarsbHoe
KONMYecTBO 3anmcen TabnmnyHoro cnucka.

9. B none OrpaHn4YMTb BpeMs XXU3HU 3aMUCK YKaXUTE BPEMS UMK
BbIKIMIOYNTE OrPaHNYEHNE BPEMEHWN XKNU3HUW 3anuncen.

10. B 6rnoke napameTtpoB KonoHku no ccbiike [o6aBUTb KOMOHKY
JobaBbTe KONMOHKU B TaONNYHBbIN CMIUCOK.

I'IpumeanMe Bbl MOXeTe M3MeHUTb NOPSALOK KOFMIOHOK C MOMOLLbLIO
3HayKa ¢ U yganuTb KOSOHKY MO KHOMKe m.

11. B none HasBaHue BBeAUTE HA3BaHUE KONOHKN.

12. B packpbliBatoLiemMcsi cnucke Tun gaHHbIX BbiIbepuTe TN JaHHbIX ANS
KOJOHKMW.

13. Ecnu konoHka siBnsieTcs KNto4YeBon, yctaHoBuTe hnaxok KnroyeBoe
none.
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MpumeyaHune. TabnnyHbIA CNINCOK AOIMKEH CoAepXaTb XOTs Obl OAHY
KMYeBYHO KOMOHKY. o yMOmnyaHuio Kr4eBOW sIBNSieTCS nepsas
KOMOHKa TabnM4yHOro cnucka.

14. Ecnu TpebyeTcs MHAEKCMpPOBaTb COOEPXMMOE KOJTOHKWU, YCTaHOBUTE
ansa Hee conaxok UHaekcupyemoe.
15. Ecnu  KofoHKa MOXeT  3amnofiHATbCS  MYCTbIMU  3HAYEHUSAMU,
yctaHoBuTe hnaxok MoxeTt coagepxatb null.
16. Haxmute kHonky Co3paTthb.
Tabnun4yHbIA CIMCOK CO3AaH.

17.13.4.2 KonupoeaHue mabsu4yHo20 crnucka

RY

% YT10bbl cKONMpoBaTb TabNUYHbLIN CMIUCOK:

1. B rnaBHoMm meHI0 B pasgerie <Ha3BaHue 6a3bl gaHHbIX> BbibepuTe
NYHKT C nonb3oBaTenbckon bl.

2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [lakeTbl
3KCNepTU3bI.
OTkpoeTcs cTpaHuua MakeTbl 3IKCNepTU3bI.

3. B naHenu Manku Bbibepute TabnMYHbIN CANCOK.
OTkpoeTcsa cTpaHuua TabnmyHoro cnmucka.

ﬂpumeqal-wle. ﬂ,J'IFI noucka TabnAMYHOro cnuMcka Bbl MOXeTe
MCMNOoJ1Ib30BaTb cbvmprau,mo 0ObEKTOB.

4.  Haxmute e,
OTkpoeTca cTpaHuua HoBbIM TaGNMU4YHLIM CNUCOK (Ha OCHOBE
<HasBaHue TaGnU4YHOro cnuUcka>).
5. B none Ha3zBaHue BBeagnTe Ha3BaHue TabnnyHoOro cnucka.
6. Haxmute kHonky Co3pnaTb.
TabnunyHbIA CIMCOK CKOMMPOBAaH.

17.13.4.3 UsmeHeHue napamempoe mabsiu4HO20 CruckKa

% YTtobbl N3MEHMTb NAapaMeTpbl NONb30BATENLCKOro TabnNMYHOro cnucka:

1. B rnaBHOM MeHI0 B pa3gene <HasBaHue 6a3bl fgaHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bl.

2. B rmmaBHoM meHw B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCnepTU3bl.
OTkpoeTcsa cTpaHuua lNMakeTbl aKCNepTU3bI.

3. B naHenu Nanku BbiGepute Tabnn4YHbINA CAMCOK.
OTKpoeTca cTpaHuua TabnnmyHoro cnucka.

Mpumeuanme. [Ona noucka TabnMyHOro crucka Bbl MOXeETe
NCcrnonb3oBaTb PUNbTPALIMIO OO6HLEKTOB.

4. Haxmute & .
OTkpoeTcsa cTpaHmua PegaktupoBaHme TabnmMyYHOro cnmcka.
5. W3meHuTe napameTpbl TAONNYHOrO crimcka.
6. Haxmunte kHonky COXpaHUTb.
MapameTpbl TAONNUYHOrO CrnMcka N3MeHEHbI.
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17.13.4.4 YOaneHue mabsiu4yHO20 crucka

RY

¥ YTtobbl yoanuTtb Nonb3oBaTeNbCKUN TabNMYHbIA CMINCOK:
1. B rmaBHOM MeHt B pa3gene <HaszBaHue 6a3bl AaHHbIX> BbiGepuTe
NYHKT C nonb3oBaTensckon bl.
2. B maBHom MeHwo B pasgene SIEM Bbibepute nyHKT [MakeTbl
3KCnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl aIKCNepTU3bI.
3. B naHenu Manku Bbibepute TabnMYHbLIN CANCOK.
OTKkpoeTcsa cTpaHmua Tabnan4yHoro Cnucka.
Mpumeyanme. [na noucka TabnMyHOro cCrMcka Bbl MOXeETe
ncnonb3oBaTtb PuUNbTpaumio 06bLEKTOB.

4. Haxmure [ n noaTeBepavTe yaarneHue.
TabnuyHbIA CNMCOK yaarneH.

17.13.4.5 Hacmpolika omcnexueaHusi U3MeHeHull 8 mabJsiuvyHbIX
crnuckax

Ona Tabnu4yHbIX CMMCKOB TUMA «CMNPaBOYHWUK» W TabMMYHbIX CNUCKOB AN
npaeun oboraweHna u Koppensaununm MOXHO HACTPOUTb OTCREXMBaHUE U3MEHEHUN,
4TOObLI aBTOMATMYECKM NepefaBaTb cBeAeHUs o0 JobaBneHnn, UaMeHeHn 1 yaaneHum
3anucen B BbibpaHHOM TabnuyHom cnncke B Ankey SIEM NG B Buae cobbiTui.

% YT1obbl HACTPOUTL OTCNEXMBaAHWUE N3MEHEHUIN B TabNUYHbIX CINCKaX:

1. B rmasBHOM MeH B pa3gene <HaszBaHue 6a3bl AaHHbIX> BblbepuTe
MYHKT C nons3osaTensckon b[.
B rnaBHom wmeHw B pasgene SIEM Bblbepute nyHKT [MakeTbl
3KcnepTU3bI.
OTkpoeTcsa cTpaHuua MakeTbl 3KCNepTU3bI.
B nanenu MNManku BbIGepuTe TabNMUYHbBIN CIMCOK.
OTkpoeTcsa cTpaHmua TabnmyHOro cnucka.

Haxmute & .
OTkpoeTcsa cTpaHmua PepgaktupoBaHue TabnmMyYHOro cnmucka.
B naHenn OTcnexuBaHuMe M3MEHEHUW BKOYUTE OTCNEXUBaHUE
M3MEHEHUN, CBedeHMs O KOTOPbIX HYXHO nepedaBaTb B
Ankey SIEM NG.
9. B packpbiBaowemca cnucke [epepaBaTb 3Ha4YeHUA BbibepuTte
KOMOHKN, USMEHEHNS B KOTOPbIX ByayT OTCnexmnBaTbCsl — BO BCEX UMK
TOMbKO B KITHOYEBbIX.
10. HaxmuTe kHonky CoXpaHUTb.
OTcnexvBaHve n3ameHeHun B TabrnmyHbIX CMCKax HAaCTPOEHO.

N

©ONo Obhw

17.13.5 HacTpounka makpocoB

Makpoc npeactasnsieT cobon pparMeHT Kofa, coaepxalumin ycrioBue Aans
otbopa coObiTMii. Makpocbl MOryT MCMOMb30BaTbCA MNpW  CO34aHUM  MNpaBun
Koppensauun. Bel moxeTe paboTtatb ¢ Makpocamu Ha cTpaHuue Makpochil.

Makpocbl 6blBalOT CTaHAAPTHbIMM W MNonb3oBaTenbckuMn. CTaHaapTHble
MaKpOCbl NpeayCcTaHOBMEHbI U HE MOTYT BbITb M3MEHEHBI. Bbl MOXeTe npocmaTpuBaTh
CTaHOapTHbIE MAKPOChl U KOMMPOBAaTb UX AN CO34aHUs NONb30BaTENTbCKMX MAaKPOCOB.
Monb3oBaTenbCckne Makpocbl Bbl MOXeTe co3haBaTtb, M3MEHATb, KOMMPOBaTb WU
yoanaTtb.
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Makpoc nmeeT cnegyowime napameTpsbl:

— HasBaHME — Ha3BaHMEe Ha pPYCCKOM WMW aHIMUACKOM S3blKe,
aganTupoBaHHoe 4N npeactaBfieHna B UHTepdeince
(cTaHgapTHOe Ha3BaHWe Makpoca YKa3aHO B ero Koge B
anpekTuse filter);

— OnucaHne — TEeKCTOBbIN KOMMEHTapUM Ha pPYCCKOM UK
aHIMMNCKOM 43blke C MHGopmauven o6 ycnosum oTbopa
cobbITun;

— MEeTKM — OofHa WM HEeCKONMbKO MEeTOK AN  yKasaHusd

ocobeHHOoCTeN cobbITUI, KOTOPbIE MaKpOC NO3BOMSET OTOMPAT;

— yCTaHaBnvBaTb Ha3BaHMe cobbITMs Npu BbIGOpe 3TOro Makpoca
- Npy Cco3daHun npasuna Koppensuum B HasBaHuM COBbITUS
aBTOMaTU4eckn OyaeT ykaszaHO Ha3BaHWE Makpoca, KOTOpbI
BblbpaH B KayecTBe ycnosusa oTbopa aToro cobbITus;

— apryMeHTbl — napameTpbl, KOTOpble WCMNOMb3YylTCA B Kode
Makpoca npu cocTaBfieHMM YCroBus NS oTbopa cobbITun; Ans
KaXkOQoro apryMeHTa Makpoca MoryT ObITb yKasaHbl 3Ha4YeHue no
YMOSYaHMIO W TEKCTOBbIN KOMMEHTapUM Ha PYCCKOM Wn
aHIMUNCKOM A3bIKE.

17.13.5.1 Hacmpolka Memok Makpocoe

MeTka — KOPOTKUIA TEKCT, YKasblBaroLwmMmi Ha oBLLyt0 0COBEHHOCTb cobbITUR,
KOTOpble MakpoC Mo3BondeT oTbupaTtb. [Ons 0QHOro Makpoca MOXHO YCTaHOBWUTb
HECKONbKO MeTOK. MeTkM MOXHO 06beANHATL B rPynmbl.

MeTKkn 1 rpynnbl METOK ObiBalOT CTaHAAPTHbIMM U MONb30BaTENbCKUMU. Bbl
MOXeTe CcO34aBaTb, UBMEHATb U YAaNATb NOMb30BaTENbCKME METKM U Fpynnbl METOK.

% Yrtobbl HACTPOUTbL METKM MAKPOCOB:

1. B rnaBHOM MeHI0 B pa3gene <HasBaHue 6a3bl fgaHHbIX> Bbibepute
NYHKT C nonb3oBaTtensckon b[.

2. B rnaBHoM meHio B pa3gene SIEM BbibepuTte nyHKT Makpochil.
OTkpoeTca cTpaHmua Makpochl.

3. B nanenu MeTku Haxmute T 1 B pacKpbIBLUEMCS MEHI0 BblbepuTte
nyHKT Co3aaTb rpynny MeToK.
OTkpoeTcsa okHO HoBasi rpynna meTok.

4. B none HaszBaHue (pycCKun) BBEOUTE Ha3BaHME rpynnbl HA PYCCKOM
A3bIKe.

5. Ecnu HyxHO, no ccoinke [Jo6aBuTb Ha3BaHUE Ha aHrNIMUCKOM
A3blKe OTKponTe none HassaHue (aHrMMUCKUK) 1 BBEOUTE Ha3BaHUe
rpynrbl HA aHIMMNCKOM S3bIKe.

6. HaxmuTte kHonky Co3pnaTb.

B cnucke JlokanbHas cuctemMa NnosABUTCA rpyrna MeTokK C yKazaHHbIM
Ha3BaHMEM.

npumeanMe. Bbl MoXeTe un3MeHsaATb 1 yaoanntb rpynny MeTOK,
NCNoJib3yd NYHKTbl MEHIO, PpaCKpbIBAOLWErocsa npun HaXXatnn B CTPOKE
®

rpynnbi <.

7.  Ecnu HyXHO, aHanorm4HbiM obpasom cosgavite Apyrue rpynnbl METOK.
[

8. B cTpoke ¢ HasBaHMEM rpynnbl METOK HAXXMUTE ¢ 1 B pacKpbIBLUEMCS
MeHI0 BblbepuTe nyHKT [lo6aBUTb METKY.
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OTkpoeTcsa okHO HoBasi MeTKa.

9. B none HasBaHue (pycckun) BBeanTe HasBaHME METKU Ha PYCCKOM
A3bIKE.

10. Ecnn HyxHO, no ccbinke [Jo6aBUTb Ha3BaHME Ha aHIrNIMACKOM
A3bIKe OTKponTe rnone HassaHue (aHrMMMUCKUK) N BBEONTE Ha3BaHWe
METKWN Ha aHIMUACKOM S3bIKe.

11. Haxmute kHornky Co3paTthb.

B cnucke JlokanbHas cuctema — <HasBaHue rpynnbl MeTOK>
NOSABUTCSA METKa C YKa3aHHbIM Ha3BaHNEM.

I'IpumeanMe. Bbl MOXeTe NM3MEHUTb U yaannTtb METKY, UCMNOJIb3yA
[
MYHKTbl MEHK, PACKpbIBAKOLLETOCA Npun Haxatn B CTPOKE METKU ..

12. Ecnu HyXHO, aHanornyHbiM obpasom cosganTte gpyrme MeTku.
MeTKn MakpOCOB HaCTPOEHbI.

17.13.5.2 Co30aHue mMakKpoca

/7

% Yrtobbl co3gaTtb Nonb30BaTENBCKUA MAKPOC:

1. B rnaBHOM MeHI0 B pa3genie <HasBaHue 6a3bl fgaHHbIX> Bbibepute
NYHKT C nonb3oBaTenbckon bBl.

2. B rnaBHoM meHt0 B pa3gene SIEM BbibepuTte nyHKT Makpochil.
OTkpoeTca cTpaHmua Makpochl.

3. B naHenu MHCTpyMeHTOB HaxmuTe kHornky Co3paTth.
OTkpoeTcsa cTpaHmua HoBbin Makpoc.

4. BseawuTte Kog Makpoca.

NMpumeyaHne. Bbl MoXeTe BbINOMHUTL Banuaauul Makpoca Mo
KHonke Banunagauwus.

B none Ha3BaHue (pycckun) BBeguTe Ha3BaHME Ha PYCCKOM Si3blKe.
Ecnn TpebyeTtcs, no ccoinke [lobaBUTbL Ha3BaHME Ha aHTNIUACKOM
A3blKe OTKponTe none HassaHue (aHrMMUCKUK) N BBEAUTE Ha3BaHWe
Ha aHrIIMNCKOM A3bIKe.

o o

Mpumeyanne. B none OnucaHue (pycCkun) Bbl MOXETE BBECTU
no6boKr TEKCTOBbLIN KOMMEHTaPUIM Ha PYCCKOM si3blke. Takke Mo CCblfike
[Jo6aBuTb onMcaHMe Ha aHrNMUMNCKOM A3blKe Bbl MOXETE OTKPbITb
none OnucaHune (aHrMMUCKMK) U BBECTM JHOOOM TEKCTOBLIN
KOMMEHTapUi Ha aHrMNCKOM S3bIKe.

7. Ecnu Tpebyetcsa, B packpbiBawlleMmcs cnucke MeTKu ycTaHoBUTE
naxkn HaNPOTUB METOK, KOTOPbIE HY>KHO YCTaHOBUTL AN Makpoca.

MpumeyaHne. Bbl MoxeTe co3gaTb METKy WINM rpynny MeToK,
ncnonb3ys NnyHkTbl Co3gatb MeTKy 1 Co3paTh rpynny MeTOK.

8. Ecnu tpebyetcs, yctaHoBuTe pnaxok YctaHaBnuBaTb Ha3BaHue
coObITUSA Npu BbIOOpE 3TOro Mmakpoca.
9. HaxmwuTte kHonky Co3gaTth.
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HauHeTcsa npouecc Banngauuu. o 3aBepLlueHnmn Banvaaumm B Tabnuue dyget
CcO3[aH HOBbIN MaKpocC.

17.13.5.3 KonupoeaHue makpoca

3anucu TabnuYHOro crnMcka COXPaHATCHA, ecnv Bbl U3MEHUTe Ha3BaHue,
onuvcaHve, TUMWYHbIA UM MakcuMaribHbI pasMmep Tabnu4yHOro cnucka unuv Bpems
XW3HKU 3anucn. B nHbIX cnyvasx nocne naMeHeHus TabrnuyHoro crnvcka Bce 3anucu
ByayT yaaneHsi.

% Yrtobbl CKONMpPOBaTbL MaKpOC:

1. B rmaBHOM meHIo0 B pasgene SIEM BbibepuTte nyHKT Makpochl.
OTtkpoeTcsa cTpaHuua Makpochil.

2. B naHenu uHcTpymeHTOB HaxmuTe KHorky CospaTb KOnuio.
OTtkpoeTca cTpaHvua HoBbIM Makpoc Ha ocHoBe <HasBaHue
OpUrMHanbLHOro Mmakpoca>.

3. B Kkoge Makpoca M3MeHUTE HasBaHMe Makpoca, YykasaHHoe B
WMHCTPYKUuu filter.

4. Ecnu HyxHo, B none HasBaHue (pycckun) M3MeHUTEe Ha3BaHue
Makpoca.

5.  Ecnu HyxHO, nameHute gpyrue napameTpbl Makpoca.

6. HaxmuTte kHonky Co3pnaTb.

HauyHeTcsa npouecc Banugaunw. o 3aBepleHun Banugauun B Tabnuue 6yaet
COXpaHeH CKOMUPOBAaHHbLIN Makpoc.

17.13.5.4 UsmeHeHuUe makpoca

R/

% YT10o6bl N3MEHUTL NOMBL30BaTENBCKUA MaKpPOC:

1. B rmaBHOM meHI0 B pasgene SIEM BbiGepuTe nyHKT Makpochl.
OTkpoeTca cTpaHvua Makpochl.
B Tabnunue BbiGeprTE NONb30BaTENBCKNIN MaKpoC.
B naHenun MHCTpyMeHTOB HaXXmMuTe KHOMNKy PegakTupoBaTth.
OtkpoeTca cTpaHMua PepaktupoBaHMe Makpoca <HasBaHue
Makpoca>.
4.  W3meHuTe koA Makpoca.

w N

I'Ipumeqal-me. Bbl MoOXeTe BbINOMHUTL Banuaauumio MakKpoca no
KHonke Banupauus.

5. Ecnu HyxHO, B none HasBaHue (pycCKun) namMeHuTe HasBaHue
Makpoca.
6. Ecnu HyxHO, nameHuTe gpyrue napameTpbl Makpoca.
7. Haxmwute kHonky CoOXpaHUTb.
HauHeTcsa npouecc Banugauuu. o 3aBepLlueHnmn Banvaaumm B Tabnuue éyget
COXpaHeH M3MEHEHHbIN MaKpocC.

17.13.5.5 YOaneHue makpoca

*

% YT06bI YyOanuTb Nonb30oBaTeNbCKUA MaKpPOC:

1. B rmaBHOM meHI0 B pasgene SIEM BbibepuTte nyHKT Makpochl.
OTkpoeTcsa cTpaHmua Makpochbl.
B Tabnunue BbiGepuTe Nonb3oBaTENbCKUIN MaKpoC.
B naHenu MHCTPYMEHTOB HaXXmMuTe KHOMKY YaanuTb 1 noarsepavrte
yoaneHuve.
Makpoc yaaneH.

2.
3.
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17.13.5.6 YcmaHoeKka MemoK MaKpoca

RY

% YT06bl YCTAHOBUTH METKU OLHOMO USTN HECKOSTbKUX MaKpOCOB:

1. B rnaBHOM MeHto B pa3gene SIEM BeiGepute nyHKT Makpochl.
OTkpoeTcsa cTpaHuua Makpochil.

2. BbibepuTte makpockl B Tabnuue.

Mpumeuanune. [1na Bbibopa B Tabnuue HECKONbKMX CTPOK Noapsaa Bbl
MOXeTe ucnonb3oBaTbh knasuwy Shift, ana Bblibopa HECKONbKUX
OTAENbHbIX CTPOK — knasuwy Ctrl.

B naHenun nHCTpymMeHTOB HaxXmuTe KHonky MeTku.

B oOTKpbiBlWEMCA MeEHI YyCTaHOBUTE (OriaXKn HanpoTUB METOK,
KOTOpblE HYXHO YCTaHOBUTb [fs MakpoCOB W Bblbepute MyHKT
MpuMeHUTDL.

MeTKn MakpoCOB yCTaHOBIEHbI.

how

17.13.5.7 Banudauyusi MaKkpocoe

% YTO0O6bI BHINOMHUTL Banuaaumo MakpoCOB:
1. B rmaBHOM meHIo B pasgene SIEM BbibepuTte nyHKT Makpochl.
OTkpoeTca cTpaHvua Makpochl.
2. BbibepuTte makpockl B Tabnuue.

Mpumeyanune. [1nsa Boibopa B Tabnuue HECKONbKNX CTPOK NOAPSA Bbl
MOXeTe ucnonb3oBatb knasuwy Shift, ana Bblibopa HeCKONbKUX
OTAENbHbIX CTPOK — knasuwy Ctrl.

3. B naHenun nHcTpymMeHTOB HaxkmuTe kKHornky Banupauus.
OTkpoeTcsa okHO BanuaupoBaTtb.
4. Bbibepute BapuaHT BblibpaHHble <HYncno BbIGpaHHbLIX MaKpocoB>
00bLEKTOB.
5. Haxmunte KHOMKy 3anycTuTb Banuaauuio.
Banugaums BbinonHeHa.
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18 lnarHocTUKa 1 pelLueHue npobnem

WHCTpyKUUm No AnMarHOCTUKe U peLleHnto npobnem, Bo3HMKaLWmMX Npu paboTe
c MK Ankey SIEM NG, npeacrtasneHbl B JOKYMeHTe «PykoBoACTBO agMUHUCTpaTopa
Ankey SIEM NG 5.2.3».

Ecnu BbINONHEHME yka3aHHbIX B JOKYMEHTE LaroB He peLlumno npobremy,
Heobxoaumo coobwntb 06 3TOM B CNyxBy TexXHUYecKon noaaepXKu
OO0 «IlrasnHpopmcepBUCY.

MpumeyaHune. MNMopsaok obpalleHns B CNyxby TexXHUYecKoW NOALEPXKKW, a Takke
OCOBEHHOCTU W OrpaHNYeHns ycrnyr TEeXHUYEeCKOM NOJAEPXKWU MpeacTaBneHbl B
nokymeHTte «PykosoacTtBo agMmuHuctpatopa Ankey SIEM NG 5.2.3».
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NMepeyeHb COKpaLWeHUN

AAA - Authentication, Authorization, Accounting — o6Llee Ha3BaHue
NpoLIeccoB, CBA3aHHbIX C obecneyeHnemM 3alnTbl JaHHbIX B
NMHMOPMAaLMOHHBIX CUCTEMAX, BKNtovas obecneyeHve
ayTeHTUdUKaumu1, aBTopusauum u ayamra, Ho 6e3
obecneyeHns 4OCTYMHOCTU OAHHbIX

ACL - Access Control List — cnMcok ynpaeneHnsa 4oCTYyrnomMm,
KOTOpbIV onpeaensieT, KTo UK YTo MOXeT noryyaTb AOCTYn
K 06BbeKTy

API - Application Programming Interface — npotokon ans

B3aMMOLENCTBNA KOMMbIOTEPHbIX NPOrpamMm, KOTOPbI
No3BoJIieT MCMNONb30BaTh PYHKLUN OAHOIO NPUNOXEHUS

BHYTPW ApYroro

ARP - Tabnuua Address Resolution Protocol — xpaHntcs B namsatn
onepaumoHHON CUCTEMbI U COAEPXKUT 3annUcK ANs KaKaoro
N3BECTHOrO e y3rna ceTu

BOM - Byte Order Mark — mapkep nocnegosaTenibHOCTM 6anToB

CDP - Cisco Discovery Protocol — npornpueTapHbI/ MPOTOKON
BTOPOro YPOBHsI, pa3paboTaHHbIn komnaHmen Cisco Systems

CIDR - Classless Inter-Domain Routing — 6ecknaccoBasi agpecauus
CPU - Central processing unit — ueHTpanbHbI NPOLLECCOP
Csv - Comma-Separated Values — TeKCTOBbIN hopmar,

npeaHasHa4YeHHbI AN NpeacTaBneHns TabnnyHbIX AaHHbIX

CVE - Common Vulnerabilities and Exposures — CNMCOK U3BECTHbIX
ya3BMMOCTEN N fedekToB 6e30nacHoCTn

CVSS - Common Vulnerability Scoring System — oTKpbITbI
CcTaHAapT, UCNOMb3yeMbl ANA pacdeTa KONMYeCTBEHHbIX
OLIEHOK yA3BUMOCTN B 6€30NacHOCTUN KOMMbKOTEPHOM
cucTeMbl, 06bIYHO C Lienblo NOHATL NpUopuUTeT eé

ncnpasneHuns

DHCP - Dynamic Host Configuration Protocol — ceTeBoy npoTokon,
NO3BOSIAKOLMI CETEBBLIM YCTPOMCTBAM aBTOMAaTUYECKN
nonyyatb

IP-agpec n gpyrue napameTpbl, Heobxoaumble onst paboTbl
B cetn TCP/IP

DNS - Domain Name System — KomMnbloTEPHas pacnpenenéHHas
cuctemMa gng nosiydeHust MHpopmaumm o JoMeHax
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DOCX - PaclwwmpeHne nmexun canna, ncnonsdyemoe ans ¢amnnos,
npeacTaBnsAoLWNX TEKCT

FHRP - First Hop Redundancy Protocol — cemencTtso NpoTOKOOB,
npefHasHa4vyeHHbIX 45 co3gaHus M3bbITOYHOCTM LWNK03a Mo
YMOJSYaHMto

FQDN - Fully Qualified Domain Name — ums gomeHa, He nmetoLlee

HEeOHO3HAYHOCTEN B onpepeneHnn

GUID - Globally Unique Identifier — ctatnctnyeckn yHukanbHbin 128-
OUTHBIN naeHTUMKaTop

HDD - Hard disk drive — 3anomuHatoLiee ycTponcTBo

IP - Internet Protocol — mapLpyTnsanpyemslin NpOTOKOST CETEBOIO
ypoBHs cteka TCP/IP

IPS - Intrusion Prevention System - cuctema npegotepalleHns
BTOPXXEHUM
JSON - JavaScript Object Notation — TekcToBbIN hopMmaT obMeHa

AaHHbIMW, OCHOBaHHbIN Ha JavaScript

KB - Knowledge Base — 310 eanHas 6a3a 3HaHun K Ankey SIEM
NG
LDAP - Lightweight Directory Access Protocol — npoTokon

NPVKIAgHOro YPOBHSA ANst 4OCTYNa K cnyx6e kaTtanoros
X.500, paspaboTtaHHbi IETF kak o6nery€HHbIN BapuaHT
paspaboTtaHHoro ITU-T npotokona DAP

LLDP - Link Layer Discovery Protocol — npoTokon kaHansHoro
YPOBHS, NO3BONAIOLLMI ceTeBOMY 060pyA0BaHMIO
onoseLuatb obopyaosaHue, paboTatoLee B floKansHon ceTu

MAC - Media Access Control — yHukanbHbI ngeHTudunkaTop,
npuceanBaeMbli KaXX4ou eanHuLe ceTeBoro obopyaoBaHus
NN HEKOTOPBLIM UX MHTEpPdENCaM B KOMMbIOTEPHbIX CETAX

Ethernet
MC - KomnoHeHT Ankey SIEM NG Management and Configuration
MHT - ApxuBHbIN hopmaT BEB-CTpaHuL
NAS - Network Attached Storage — cepBep Ons XpaHeHus1 JaHHbIX

Ha bansioBOM ypoBHe

NAT - Network Address Translation — mexanuam B cetax TCP/IP,
nosponswLwmn npeobpasosbiBath |IP-agpeca TpaH3UTHbIX
nakeToB
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NTP - Network Time Protocol — ceTeBon npoTOKOS Ans
CUHXPOHM3ALMN BHYTPEHHMX YacOB KOMMbOTEPA C
NCMNOSIb30BaHNEM CETEN C NEPEMEHHON NTaTEHTHOCTHLIO

PCRE - Perl Compatible Regular Expressions — 6ubnuoTeka,
peanuaytowan paboTy perynsipHbIX BblpaXKeHui

PDF - Portable Document Format — oTkpbITbIN bopmaT
3SIEKTPOHHbIX JOKYMEHTOB

PDQL - A3bIK, paspaboTaHHbI A5 HanMcaHus 3anpocoB B
npouecce 06paboTkn cobbITUA, NHUMAEHTOB, ANHAMUYECKNX
rpynn aktmeoB U TabnunyHbix cnuckos B 1K Ankey SIEM NG

PNG - Portable network graphics — pactpoBbIvi (hopmaT XpaHeHUs
rpacunyeckon NHpopmaumm

RFC - Request for Comments — gOKyMeHT 13 cepum
NPOHYMepPOBaHHbIX MHPOPMALMOHHBLIX JOKYMEHTOB
MHTepHeTa, cogepalmx TexHm4eckmne cneumdmkaumm n
CTaHAapThbl, LUMPOKO NPUMEHSIEMbIE BO BCEMUPHOW CETH

SIEM — Security information and event management — knacc
NnporpaMMHbIX NPOAYKTOB, NpeAHa3HayYeHHbIX ans cbopa u
aHanusa nHgopmaummn o cobbliTnax 6esonacHoOCTH

SNMP - Simple Network Management Protocol — npoTokon ceTeBoro
ynpaBneHus
SVG - Scalable Vector Graphics — a3blk pa3mMeTku

MacLlTabupyemon BEKTOPHOWN rpadonku

TCP - Transmission Control Protocol — npoTokon nepegayu
AaHHbIX MHTEpHeTa

TXT - KoMnbloTepHbIN dhann, coaepkallimin TEKCTOBbIE AaHHbIe

URL - Uniform Resource Locator — yHugpuumMpoBaHHbI ykasaTerb
pecypca

uTC - Universal Time Coordinated, ctaHaapT BCEMUPHOro

KOOPAMHNPOBAHHOIO BpeEMEHU

UTF-8 - Unicode Transformation Format, 8-bit — ctaHgapT
KoAMpoOBaHMS CMMBOJSIOB

VM - Vulnerability Management, JONONHUTENbHbBIA KOMMNOHEHT
Ankey SIEM NG

XLSX - dopmaT anekTPoHHOM Tabnuubl

XML - Xtensible Markup Language — paclumpsaembin A3bIK pa3mMeTKu
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Yet Another Markup Language — coopmat cepuanusaumm
AaHHbIX, BNIN3KMI K 13bIKaM pa3MeTKM

basa gaHHbIX

NHpopmaumoHHasa 6e3onacHOCTb
JleBasi kHoMKa MbiLK

OnepaunoHHas cuctema
[MporpamMMHBbI KOMMNIIEKC

Cuctema ynpasneHunsa 6asamm gaHHbIX

depepanbHas cnyxba Nno TeEXHNYECKOMY U 3KCMOPTHOMY
KOoHTposito Poccun
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NMpunoxeHune A
MaTtemaTuyeckue cpyHKUMM AnAa paboTbl C AaHHLIMU
B cCucteme

B MK Ankey SIEM NG Bbl MOXeTe MCMNONb30BaTb MatemMaTnyeckme yHKUMn
ANS aHanmM3a JaHHbIX.

®yHkyusi Avg

dyHKkumna ¢ aprymeHtom All ucnonbsyeTcs ons nogcyeta cpegHero 3HavyeHus
B BblOpaHHOWM KonoHke [[Mone 1] 3a ykasaHHbI nepuof. NpuMeHsaeTcs K JaHHbIM Tvna
Number. Bo3BpaliaeT ons kaxgon rpynnbl €AUHCTBEHHOE 3HaYeHWe C TUMOM AaHHbIX
Number.

MpumeyaHune. lNpn nogcyeTe HE YyYMTLIBAKOTCS MYCTble 3HAYEHUSI C TUNOM LaHHbIX
Null. Ecnu Bce 3HaveHnsa B BblIbpaHHOW KOMOHKE mmetoT Tun gaHHbix Null, dyHkums
Bo3Bpawaet 0.

CuHTakcuc:
Select [Mone 1], ..., [Mone N] Avg ([All] [Mone 1]) Where [Ycnosre duasTpaumm]
Group by [MMone 2] Over time [Meproa ]

®yHkyusi Compact

PyHKUMA uncnonb3yeTcss ANA  KOMMAKTHOrO MNpeAcTaBNeHna AaHHbIX O
BblbpaHHOM o0b6bekTe. [NpumeHsaeTca K AaHHbIM noboro Tuna. Bosspawaer nns
KaXow rpynnbl eJUHCTBEHHYIO CTPOKY C yKasaHueM 3HavyeHust obbekTa [[lone 2] (Tnn
AaHHbIX String) 1 konnyecTsa (Tvn gaHHbIX Number).

MpumeyaHune. lMNpn nogcyeTe HE YyYMTLIBAKOTCS NYCTble 3HAYEHUSI C TUMNOM LaHHbIX
Null. Ecnu Bce 3HaveHnsa B BblIOpaHHOW KOMOHKE mmetoT Tun gaHHbix Null, dyHkums
Bo3Bpawaet 0.

CuHTakcuc:
Select ([Mone 1], Compact [MMone 2]) Where [Ycnosue duabTpaumm ]

®yHkyusi Compactunique

PyHKUMA uMcnonb3yeTcss ANA  KOMMAKTHOrO MNpeAcTaBNeHna AaHHbIX O
BblbpaHHOM o0b6bekTe. [NpumeHsaeTca K AaHHbIM noboro Tuna. Bosspawaer ans
KakOow rpynnbl eQUHCTBEHHYH CTPOKY C yKa3aHMEM YHUKaSbHOro 3Ha4yeHus oobekTa
(TN gaHHbIX String) n konuyecTsa (Tvn gaHHbIX Number).

Mpumeyanune. Npy noacyeTe He y4UTbLIBAKOTCH MYCTble 3HAYEHUS C TUMNOM [aHHbIX
Null. Ecnun Bce 3HayeHuns B BbIOpaHHOW KOMOHKe MmetoT Tun AaHHbix Null, doyHKums
Bo3Bpawaet 0.

CuHTakcuc:
Select [Mone 1], (Compactunique [Mone 2]) Where [Ycnosue duabtpaumu]
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®yHkyusi Count

®PyHKLMA Mcrnonb3yeTcsa ANna noacyeta KonMyecTsa 3Ha4YeHU 3a yKa3aHHbIV
nepuog. lNpumeHsieTcs K AaHHbIM Noboro Tuna. Bosepawiaet ana kaxagow rpynnbl
eVNHCTBEHHOEe 3Ha4veHne ¢ Tunom gaHHbix Number.

®dyHKumna ¢ aprymeHtom All ucnonb3dyetca Ons noacyeTa KonvyecTBa BCeX
3HayeHun ¢ nbbiM TMNOM AaHHbIX, Kpome Null, B BbibpaHHOW konoHke [[lone 1] 3a
yKasaHHbI nepuos.

CuHTakcuc:

Select [Mone 1], ..., [Mone N] Count ([All] [MMone 1]) Where [Ycnosre duabTpaumm]
Group by [Mone 2] Over time [Mepvioa ]

dyHKkumna ¢ aprymeHTom Distinct ncnonbdyetca aons nogcyera kKonvyectsa
YHUKanNbHbIX 3HA4YEHUN C NbbIM TUNOM AaHHbIX, kpoMe Null, B BbIGpaHHON KOSOHKe
[Mone 1] 3a ykasaHHbIN Nepunos.

CuHTakcuc:

Select [Mone 1], ..., [Mone N] Count ([Distinct] [Mone 1]) Where [YcnoBue
dunbTpayun | Group by [Mone 2] Over time [Mepurog ]

®yHkuma Count (*) ncnonbadyeTcs Ang nogcyeTa KonmMyecTBa BCEX 3HAYEHUM
(B TOM 4ncne noBTopsOWMXCS U ¢ TUNOM AaHHbIX Null) B Tabnuue.

CwuHTakcuc:

Select [Mone 1], ..., [Mone N] Count (*) Where [Ycniosue dunstpaumn] Group by
[Mone 2] Over time [Mepuog ]

®yHkyusi Countunique

DyHKUMA ucnonb3yeTcs Ana nogcyeta KonnyecTsa yHUKanbHbIX 3HAYEHUN B
BblbpaHHON KkOnoHke [[lone 1] 3a ykasaHHbIi nepuod. Takke (QYHKUMS MOXET
Mcnonb3oBaTbCs ANs NoAcyeTa KONMYecTBa YHWUKamNbHbIX 3anvcen  UCXOOHOW
Tabnuubl, copMMpOBaHHbLIX W3 YyKasaHHbIX KkonoHok [[Mone 1], ..., [[Mone N].
MpumeHsieTca K AaHHbIM - noboro Tuna. Bosepawaetr Ond  Kaxgow  rpynnbl
eJMHCTBEHHOEe 3Ha4veHne ¢ Tunom gaHHbix Number.

CwuHTakcuc:

Select [Mone 1], ..., [Mone N] Countunique ([Mone 1], ..., [Mone N]) Where [YcnoBue
duabTpaumn ] Group by [Mose 2] Over time [Mepuoa ]

®yHKUyusi Sum

®dyHkuMa c aprymeHtoMm All ucnonb3yetca ana nogacdeta CyMMbl BceX
3HayeHun B BblbpaHHON KonoHke [[Mone 1] 3a ykasaHHbIM nepuod. NpumeHsieTcs K
AaHHbIM TUNa Number. Bo3BpalyaeT ansa kaxgon rpynnbl eQUHCTBEHHOE 3HaYeHue C
TUnom gaHHbix Number.

Mpumeyanune. Npy noacyeTe He y4UTbLIBAKOTCH MYCTble 3HAYEHUS C TUMNOM [aHHbIX
Null. Ecnun Bce 3HayeHuns B BbIOpaHHOW KOMOHKe MmetoT Tun AaHHbix Null, doyHKums
Bo3Bpawaet 0.

CuHTakcuc:
Select [Mone 1], ..., [Mone N] Sum ([All] [[Tone 1]) Where [Ycnosue dunbtpaumm]
Group by [Mone 2] Over time [Mepwoa|

®yHkyus Min

®dyHKkuna ¢ aprymeHtom All ucnonb3yeTtcs Onss nNoucka MUHUMAarbHOro
3Ha4eHust B BblibpaHHOM kornoHke [[Mone 1] 3a ykasaHHbI nepuoa. lNpumeHsieTcs K
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AaHHbIM TunNa Number. BosBpalyaeT ons Kaxgoun rpynrbl eUHCTBEHHOE 3HayYeHue C
TUnom gaHHbiXx Number.

MpumeyaHune. Npn nogcyeTe HE YYMTHLIBAKOTCH NYCTble 3HAYEHUSI C TUNOM [aHHbIX
Null. Ecnu Bce 3HayeHns B BbiOpaHHOW KOMOHKe MmetoT Tmn AaHHbix Null, doyHKLms
BosBpaLaeTt 0.

CunHTakcuc:
Select [Mone 1], ..., [Mone N] Min ([All] [Mone 1]) WHERE [YcnoBue duastpaumm]
Group by [Mone 2] Over time [Mepwoa |

®yHkyus Max

®dyHKkuna c aprymeHtom All mncnonedyetca Ons noucka MakcMmaribHOro
3HayeHus B BblbpaHHOWM KonoHke [[Mone 1] 3a ykasaHHbIi nepuogd. NpumeHseTca K
AaHHbIM TUNa Number. BosBpalyaeT ons Kaxgoun rpynnbl eUHCTBEHHOE 3HayYeHue C
TUnom gaHHbiXx Number.

MpumeyaHune. MNpun nogcyeTe He yYUTLIBAKOTCH MYCTble 3HAYEHUS C TUMOM AaHHbIX
Null. Ecnu Bce 3HadeHnsa B BblIbpaHHOM KOMOHKe umetoT Tun gaHHbix Null, doyHKumna
Bo3BpaLyaert 0.

CuHTakcuc:
Select [Mone 1], ..., [MMone N] Max ([All] [Mone1]) Where [Ycnosue dunbtpaumm]
Group by [Mone 2] Over time [Mepwoa |

®yHkyusi Median

®dyHKUMA ¢ aprymeHToMm All ucnonb3yeTcs Ansi nomcka MeguaHHoro 3HavyeHus
B BblbpaHHOM komnoHke [[Mone 1] 3a ykasaHHbii nepuod. [JaHHble B KOMOHKe
coptupytotca. [ina HabopoB C HEYETHBLIM YMCIIOM 3fIEMEHTOB MeAMaHHbIM cYMTaeTcs
3Ha4YeHne LEeHTparnbHOro anemMeHTa, a ansg HabopoB C YETHbIM YNCIIOM 3FIEMEHTOB —
cpefHee 3HayeHue ABYX LEHTpasibHbIX 3rieMeHToB. NpumeHsieTca K gaHHbIM Tuna
Number. BosBpaluaeT Anda KaxXgon rpynnsl eAMHCTBEHHOE 3HAYEHUE C TUNOM JaHHbIX
Number.

Mpumeyanune. lNpn nogcyeTe He yYUTLIBAKOTCH MYCTble 3HAYEHUSI C TUNOM [aHHbIX
Null. Ecnu Bce 3HaveHnsa B BbIbpaHHOW KOMOHKE mmetoT Tun gaHHbix Null, dyHkums
Bo3Bpawaet 0.

CuHTakcuc:

Select [Mone 1], ..., [Mone N] Median ([All] [Mone1]) Where [Ycnosue duasTpaumm]
Group by [MMone 2] Over time [Meproa ]

Mpumep:

3anpoc Select time, event_src.host, text Count (*) Where importance = high Group
by event src.host Over time (10 mMWHYT) NO3BONSAET CrpynnupoBaTtb Bce CobbiTUS C
BbICOKMM YPOBHEM OMacHOCTWU MO Y3Ny-UCTOYHUKY. NS Kaxaoro ysna-ucToyHvKa B
Tabnuue 6yaeT ykaszaHO KONMYeCcTBO CObbITUIN B KaxkgoMm 10-MUHYTHOM MHTepBarne oT
BpeMeHU nepBoro cobbiTns 40 MOMeHTa 3anpoca.
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NMpunoxeHue b
PdunbTpaumnsa cobbiTun Konnekropom MK Ankey SIEM
NG

MpumeyvaHune. PunbTpaumsa notToka HeobpaboTaHHbIX COObLITUIA NO3BONSAET CHU3UTD
oOLyto yTMnuaaumo nuueH3nm Ha cbop n obpaboTtky cobbitnin Ankey SIEM NG. Ha
obpaboTky B komrnoHeHT Ankey SIEM NG Server 6yayT nepefaHbl TONbKO Te
COObITUS OT UICTOYHUKOB, KOTOPbIE NOAXOAAT NoA YCroBUs ounbTpaLuu.

dunbTpauunsa cobbITUn NO3BONSET OTOPOCUTL NULLIHME COBOLITUA Ha YpPOBHE
KONnnekTtopa, B CnNeacTBMM 4ero faHHble cobbiTns He OyayT nepepaHbl B Cryxoy
normalizer?.

HacTpoiika dounbTpaumm OCTynHa Anga cnegyowmx mogynen cbopa:

— WmilLog;

— WinEventLog;
Syslog;
— FileMonitor;
Filelmporter.

[ns octanbHbIX Moaynen cbopa HET BO3MOXHOCTU HACTPOUTb OUbTpaLmIo
cobbITnin Ha ypoBHe npocunsa cbopa n3-3a OTCYTCTBUSA JaHHOro (pyHKUMOHana.

B atom cnyyae BO3MOXHO OCTaHOBUTb HOpmanuaauuio cobbitua Ons
npekpaLLeHnsa nosyvyeHmst 60nbLLIOro KONMMYECTBO HEMHGOPMATUBHBIX C TOYKM 3pEHNS
NHOPMaUNOHHOM 6e3o0nacHOCTU  HOpManM3oBaHHbIX  COObLITUIN. [pekpalleHune
HOopManuaaunmn codbiTUin oNncaHo B pa3aene «YnpasneHme Hopmanuaaumnen cobbiTum
C NOMOLLbIO KOMaHAbl drop» AoKyMeHTa «PykoBoacTBo agmuHucTpaTopa Ankey SIEM
NG 5.2.3»

BHumaHme! nperaUJ,eHl/le HOpMaln3auunn cobbITS HeobXoaMMO BbINOSHATL OT
MMEHN MNOoJib3oBaTend, MMerLlero CtTaHgapTHY poJib AAMMHMCTpaTOp.

B.1 dunbTpauusa cobbiTUM ANa moaynsa coopa
WmilLog

*

% Yrtobbl HAaCTpOUTb UNbTPaLNO COBLITUIA:
1. B rnaBHom MeHw B pasgene CO6op AaHHbIX Bbibepute MNyHKT
Mpodunu.
2. Bblbepute nonb3oBaTtenbCkun npodunb, rOe HYXHO HacTpoOUTb
unbTpaLmo CobbITUI.
B naHenun MHCTpyMEeHTOB HaXXmMuTe KHOMNKy PepakTupoBaTh.
B cekummn KaHnanbl XypHana BbibepuTe kaHan, rae Hy>KHO HacTpouTb
JounbTpaumio.
5. B none ®unbTp ana WQL-3anpoca BBeanTe HeoOXxoanmbIn punbTp
cobbitun Ha ocHoBe WQL-3anpoca, npumepbl WAQL-3anpocos
npueeneHbl B Tabnuue b.1.

o

4 Moppo6Hee npo cnyx6y normalizer cMm. B AokymeHTe PykoBoacTeo paspaboTtumka Ankey SIEM NG.
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Tabnuua 6.1 — MNpumepsbl WQL-3anpocos

WQL-3anpoc

OnucaHue

EventCode<>'7036"' AND
EventCode<>'7034'

Wckntountb 13 cbopa cobbitusa ¢ EventCode 7036 n 7034

EventCode !='7036' AND
NOT EventCode ='7034'

Wckntountb 13 cbopa cobbitusa ¢ EventCode 7036 n 7034

User IS NOT NULL

WckntouaeT ns cbopa cobbiTus, rae none User siBnsieTcs
nycTbiM

User LIKE '%ankey%'

Cobupaet cobbiTus, roe none User ygoeneTsopsieT WabnoHy,
cnoBo "ankey" HaxognTca B Nt06OM MECTE CTPOKM

[na paspaboTku cobcTBeHHbIX WQL-3anpocoB ansa dunbTpaumm cobbiTuin
MOryT nomoub Tabnuua b.2 ¢ onucaHnem knio4yeBbix crioB 1 Tabnuua b.3 ¢ onncaHmem
onepartopoB. bonee nogpobHyto wnHdopmauuo no WQL-3anpocam cmoTpuTe Ha
odumumansHoM noptane Microsoft.

Tabnuua B.2 — Kntoyesble crioBa WQL

KnioueBbie cnoBa WQL

OnucaHue

AND

O6beanHsieT ABa NOrMYECKUX BbipaXkeHU 1 Bo3BpalllaeT
TRUE, ecnn o6a BbipaxeHusi uMetoT 3HavyeHne TRUE

NOT Jlormyeckni onepaTtop OTpULaHus

OR Jlornyeckoe NI

LIKE Onepatop, KOTOpbIN onpedensieT, COOTBETCTBYET M CTpPoKa
3agaHHoOMY LWabnoHy

IS Onepartop cpaBHeHusi ¢ NULL. CuHTakcuc aToro oneparopa
cnegyroLummn:
IS [NOT] NULL (F'me NOT He siBnsieTcsi ob6s3aTenbHbIM)

NULL Yka3blBaeT 00BHEKT, KOTOPLIA HE UMEET ABHO 3aaHHOMN

BEITMYMHBbI
NULL He akBmBaneHTeH Hynw (0) unv nycToMy 3Ha4YEHUIO

Tabnuua 6.3 - Onepartopsl WQL

OnepaTtopbl WQL OnucaHune
= PaBHO
< MeHbLue
> Bonblie
<= MeHbLUe unm paBHoO
>= Bonblie nnn paesHo
I= He paBHO
<> He paBHO

b.2 dunbTpauna cobbiTUN AnNa moaynsa coopa
WinEventLog

*

% YT06bI HACTPOUTL PUNBTPALINIO COOBLITUIA:

1. B rnaBHOM MeH B pasgene CO6o0p AaHHbIX BbiGepute MyHKT

Mpodunu.
2. Bblbepute nonb3oBaTenbCKUA MNPOPUNb,

roe Hy>XHO HaCTpOUTb

unbTpaLmo CobbITUI.
3. B naHenu nHCTpyMeHTOB HakmuTe KHomnky PegaktupoBaTth.
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4. B cekuuun KaHanbl XXypHana BbliGepuTe KaHan, rge Hy»HO HacTpouUTb
dounbTpaumio.

5. B none 3anpoc Ana AonofiHUTeNbHOW ¢unbTpaumm coobITUN
BBeaAuTe 3anpoc Ha a3blke XPath 1.0 gns dunbTpaumm coObITUN.
YposneTBopstoLme 3TOMy 3anpocy cobbiTust oTOpackiBatoTCS.

6. B Tabnuue b.4 npuBeaeHsl npumepbl XPath 1.0 3anpocos.

Tabnuua 6.4 - Npumepbl XPath 3anpocos

XPath 3anpoc OnucaHwue
*[System[ Level=2]] 3anpoc Ans nony4yeHns cobbITuin co
BCEMU YPOBHSMU Ba>XKHOCTU KpOMe
Error2
*[EventDatal Data and (Data!='Administrator' or 3anpoc Ans nony4yeHns cobbITun,
Data!='AgmuHuctpatop')]] CBSI3aHHbIX C JEeNCTBUAMU
nons3osarenen Administrator nnu
«AOMUHUCTPATOP»
*[ EventDatal Data] @Name='SubjectUserName'] and 3anpoc Ans nony4eHuns cobbitun, y
(Data='Administrator' or Data='AgmuHnctpatop')]] KOTOpbIX B NapameTpe
SubjectUserName He ykasaHo
3HayeHune Administrator unu
«AOMUHUCTPATOP»

bonee nogpobGHyto wuHGpopmauuwo no XPath-zanpocam cmoTpute Ha
ocmuymanbHoM nopTane Microsoft.

b.3 ®dunbTpauna cobbiTUN ANAa moaynsa coopa
Syslog

% YTtobbl HAaCTpOUTb PUNbTPaLNIO COBLITUIA:

1. B rnaBHom MeHwo B pasgene CO6op AaHHbIX Bbibepute MyHKT

Mpodunu.

2. Bbibepute nonb3oBatenbckunm npodunb, rOe HYXHO HaCTpOUTb
unbTpaumo cobbITUN.
B naHenn MHCTpyMeHTOB HaxxMuTe KHOMKY PegakTupoBath.
AKTnBMpymnTE Yek-60okc NMokasaTb AONOSMHUTENbHbIE NapaMeTpbl.
Mepentn B cekumto OOpaboTKa COObLITUNA, CEKUMS COAEPXKUT
pasnuyHble napameTpbl Ana cbopa CcobbITUA OT HECKOSbKUX
WCTOYHUKOB, NO KHOMke [lo6aBUTb Bbl MOXeTe J06aBUTb OTAENbHYIO
CEeKLMI MapamMeTpoB AN KaKOoro mMctovHuka. Cekums coaepxut
cnegywoowune  napameTpbl  ONA  HAcTPOWKM  punbTpaumm  wu
npegBapuTenbHoON 06paboTKM NOMyYEHHbIX OT MCTOYHUKA COBbLITUIA:

— Mpunoputer coObLITUM OT MUCTOYHMKA — Mone Ans BBoAa
npuoputeTa, KOTOPbLIN 3adaeTcd LUenbiM HeoTpuuaTesnbHbIM
yncrnoMm. Yem MeHblle 4YMCNO, TEM Bble NPUOPUTET,
MakcumManbHbin npuoputeT — 0. Mo ymMON4YaHuio NpuopuTeT He
3aaH, 3TO COOTBETCTBYET CAMOMY HU3KOMY MPUOPUTETY;

— PerynsipHoe BblpaxeHue pansa dunbTpauum coodbiTUN -
AOMNONHUTENbHOE NoJsle ANsi BBOA4A PErYIIAPHOrO BblpaXkeHus ans
dunbTpaumm  cobbITMn 0T UCTOYHMKa. Ecnm  cobbitme
yOOBNETBOPSET pPErynspHoMy BblpaXkeHuto (M B napameTpe
Pexxum dunbTpaumm cobbiTun ykasaHo Allow), cobbitne

ok ow

292


https://learn.microsoft.com/ru-ru/windows/win32/wes/consuming-events

FA3UHDOPM [MporpamMHbIn KoMneke « CucteMa MOHUTOPUHIa U ynpaBneHus
G I S CEPBUC cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3
PykoBoacteo onepartopa

npuHUMaeTCs, ecnn HeT — oTopackiBaeTcs. 1o ymonyaHuio ons
napamMmeTpa ykasaHa nycrasi CTpoka, OT UCTOYHUKA NPUHUMAKOTCA
Bce cobbiTns. [logaepXuBaeTca CUMHTAKCUC  PeErynsipHbIX
BblpaxxeHun PCRE;

— Pexum cdunbTpauum cobbITUM — pacKpbIBAOLWMNCHA CMUCOK
ana  Bblbopa AencTBust € NONyyYyaemMblMM  OT  MUCTOYHMKA
cobbiTnamu: Allow — npuHumatb, Deny — otbpackiBaTh;

NMpumeyaHne. YToObl HacTpoUTb C MOMOLLLK 3TOrO napameTpa unbTpauuno
CcOObITUI, HY)XHO co34aTb ANs UCTOYHMKA [BE CEKLUMM NapaMeTpoB U C NOMOLLbIO
napameTpa PerynsipHoe BbipaxeHue AnA punbTpauum cobbITUM yKasaTb B HUX
perynsipHble BblpaXXeHns 4ns NpuHMMaeMblX U 0TOpacbiBaeMbIX COBbITUN.

— Macku IP-agpecoB - no kHonke [o6GaBuTb Bbl MOXeETe
nobasutb none ana Beoga |P-agpeca wnn macku ysnoB (B
dopmaTte CIDR), Hanpumep, 192.168.4.1 nnun 192.168.0.1/24.
Ecnn B napametpe Pexum cdunbTpaumm cobbITUU yKasaHO
Allow, cobbiTUss NPUHUMAOTCA TOMbKO OT YKa3aHHbIX Y3Ii0B.
CobbITUA OT ApYyrux y3roB oTOpachLIBalOTCS.

B kayecTBe npumepa HMXe npenCTaBreH anroputM ENCTBUN AN CO3aaHUs
dunbTpa Ana orbpacbiBaHNA COObITUIA C HanMyueM crioBa ankey npuxoasaLumx u3
nogcetn 10.10.217.0/24:

1. [obGaBbTe HOBbLIN UCTOYHUK, Kak Ha pUcyHke b.1.

Syslog-cepeep: TCP u UDP QO6paboTka cobbITHii

~ 06paboTka cobbiTHA
METOUHUK P |
1: Allow 0.0.0.0/0

1: Allow 0.0.0.0/0
0: Deny 10.10.217.0/24
~ [pynnupoeka cooBuexnii B cobbimua
Luna cayxkdol auditd MCTOYHMK S B o
Ins PT Application Firewall 4 0: Deny 10.10.217.0/24
OfbeM 3aHHMAEMOR NaMATH

PatoTa mogyns JNoGaeuTs

(OTNpaBKa AaHHbIX B CUCTEMY

PucyHok b.1 — Co3gaHue nctovHmka

2. [nsa MCTOYHMKA C pexmmoM unbTpaumm cobbitun Allow B none
MpuoputeT COObLITUM OT MUCTOYHMKA YKaXMTE 3HaveHue 1, Kak
nokasaHo Ha pucyHke b.2.
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Syslog-cepaep: TCP w UDP
v (BpaboTka COBbITHA
1: Allow 0.0.0.0/0
0: Deny 10.10.217.0/24
v [pYNNUpoBKa COOBLLEHWI B COBHITARA
Lna cnyweb! auditd
[n# PT Application Firewall 4
06bemM 3aHHMaEMO MaMATK
PaGoTa MOIYNA

OTNpaska AaHHbIX B CHCTEMY

HeTounmnk
TPHOPHTET COBLITHIA OT MCTOUHMKE @

~
~

|1

PerynApHoe BoipaXeHHe ANA GUNLTPALMA COBLITHA @

PeskiM QINLTPALMY COBLITHl

‘ Allow x V‘

KoawpoBka cumeonos @

| ure |
Pa3afenutent coSbimuii @
":'I"‘ Mcnone3oBaTe Nepebiil HalgeHHBIR pa3genuTent @

Macku IP-agpecos

Macka IP-anpecos (4] i
| cooom

‘ JoGaBuTh ‘

MapameTpbl uctounmka @)

PucyHok B.2 - HacTtponka ncrovxuka Allow

3. [0ns HOBOro MCTOYHUKA BbINOSIHATE CeaytoLmMe HaCTPOMKK:
— B none Pexum cdmnbTpauum cobbITMM HEOO6XO0ANMMO BbIOpaTh

Deny;

B none [lpuoputeT COOLITUM OT MUCTOYHMKA HEOOBXOOMMO

BBeCTU 3HaveHune O;

B none PerynsapHoe BblpaxeHue Ans unbTpaumm cobbliTui

nponucatb .*ankey.*;

B none Macka IP-agpecoB nponucatb 10.10.217.0/24.

Syslog-cepsep: TCP v UDP
~ 0BpaboTka CoSbITHA
1: Allow 0.0.0.0/0
0: Deny 10.10.217.0/24
~ TPYNMMpoBKa COOBLUEHWA B COSBITHA
[nAa cnyw6ol auditd
Inna PT Application Firewall 4
O6beM 3aHMMAEMOi NaMATH
PaGoTa Mofyns

OTNPaEKa DaHHbBIX B CHCTEMY

MeTounuk

TPHODUTET COBLITHI OT UCTOUHIKE €

‘ 0

PerynApHoe BbipameHue ANA QUNLTPALMM COBLITHI @

‘ fankey*

Pexum QUNbTpauMi coBuiTui @

‘ Deny x V|

Konuposka cuMsonos @

| urs |
Pa3fenuTent coBbITail
f::' Menonb308aTe Nepsblil HallgeHHbIA pa3genuTens @

Macku IP-appecos

Macka IP-agpecos L] & i
| 10.10217.0/24

‘ [oGasuTh |

Mapametpel uctounuka @)

PucyHok B.3 — HacTtponika ncrouHmka Deny
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b.4 PunbTpauua cobbITUK ANA moaynen coopa
FileMonitor u Filelmporter

% YTtobbl HACTpOUTb UNbTPaLNO COBLITUIA:

ok ow

B rnaBHom meHio B pasgene CO6op paHHbIX Bblbepute NyHKT
Mpodunu.

Bbibepute nonb3oBaTenbCkMi NPOUnb, A€ HY)XHO HACTPOUTb
GunbTpaumto cobbITUN.

B naHenun nHCTpyMeHTOB HaxxmuTe KHOMKY PegakTupoBath.
AKTMBUpOBaTb YeKk-60KC Moka3aTb AONONMHUTENbHbIE NapaMeTpbl.
B cekumn O6paboTka coObITUN BbIGEPUTE WUCTOYHUK, TOE HYXHO
HaCTpOUTb PUNbTPaLNIO.

B cekumm O6paboTka AaHHbIX B none PerynsapHoe BbipaxeHue ans
oTOpacbiBaeMbIX CTPOK BBeauTe perynsipHoe BblpaXeHne Ans
oTOpacbiBaeMbIX CTPOK.

MopoepxunBaeTcs CUHTAKCUC perynspHblx BolpaxeHun PCRE.

B kayectBe npumepa cosgagum ounbTp ONA oTOpacbiBaHUA COBbLITUN C
Hanuuem cnoea ankey, ana atoro B none PerynsipHoe BblpaxeHue Aans

oTOpacbiBaem

bIX CTPOK NponuwmnTe .*ankey.*, kak nokasaHo Ha pucyHke b.4.

MpoToKoN NogxnioyeHus: SFTP ObpaboTka AaHHBIX
~ 0fpaboTxa CoBbITURA

~ [home/nepochatov

CGop CoBbITHR

06beM 3aHUMaEMON NaMATH

OTrpasKa faHHbIX B CHCTEMY

( Y MoKasbiBaTb QONONHUTENbHbIE

| Tekct ® v

06pa6oTKa AaHHbIX: TekeT MNpeobpasoeanne cTpok ()

Hrexme hafna: MocTpoyHoe Pasfenurens CTPOK NpM WX NpeospasoBaHHin

MapameTpel MCTOYHUKS ‘ ‘

PerynapHoe BbipameHne AnA BbiAeNeHA COBbITHA U3 CTPOKK @

PatoTa mogyna ‘

MaKcHManbHaR ANWHA CTPOKK, W3 KOTOPOWH BbINENAETCA COBLITHE

‘ ~

w

PerynapHoe BbipaeHne AN OTEPAChIBAEMBIX CTPOK @

* *
napameTpbl | ankey. |

PucyHok B.4 — PerynapHoe BblpaxkeHne ans otopacbiBaHNA CTPOKU

[aHHbI

N MoOynMb Takke NO3BONAET HacTpouTb  unbTpauuio C

npuopuTusaLmen, ansa aToro:

1.

2.

ok ow

B rnaBHom meHi0 B pasgene CO6op paHHbIX Bblbepute NyHKT

Mpodunu.

Bboibepute nonb3oBaTenbCkMi NPOUNb, FAE HYXHO HACTPOUTb

unbTpaumto cobbITUN.

B naHenun nHCTpymeHTOB HaXXmuTe KHOMNKy PepakTupoBaTth.

AkTnBMpoBaTh Yek-60kc NMokasaTb AONOSIHUTENbHbIE NapaMeTpbl.

B cekuun YteHue gaHHbIX B pasgene ®unbTpbl CTPOK AOCTYMHbI

cnegylowue napameTpsi:

— Pexxum cunbTpauum no ymMomnyaHuUK - pPacKpbliBalOLWMACS

cnMcok ans Bblbopa [OEencTBus CO CTPOKOW, KOTopasi He
COOTBETCTBYET HW OAHOMY U3 pPerynsapHbiX BblpaXXeHUN,
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yKasaHHbIX B [fobaBneHHblx dunbtpax. Allow - cTpoka
npuHumaeTcs, Deny — cTpoka oTbpacbiBaeTcs;

— ®uUnbTpbI CTPOK — Mo KHomMke [lo6aBUTb Bbl MOXeTe J00aBUTL
pasgensl nNapamMeTpoB ANA  HACTPOMKUM  (OUMbTPOB  CTPOK.
PuUnbTpbl NPUMEHAOTCA B NOpsake, ykasaHHOM B napametpe
MpuoputeT hunbTpa.

Kaxabl pasgen cogepXut napameTpsbl:

— MpuoputeTt cpunbTpa — None ong BBoga npuoputeTa
dunbTpa. 3agaeTca  UenbiM  HeoTpuuaTenbHbIM
yucnoMm. Yem MeHblle 4YUCO, TeM  paHblue
npuMeHsieTcs dunbTp (MakcMmarnbHbIn
npuopwuteT — 0);

— Pexum counbTpaumm — packpbiBaoLWMNCS CMUCOK A1
Bolbopa penctBust co cTpokon. Allow - cTpoka
npuHumMaetcs, Deny — cTpoka oTbpacbiBaeTcs;

— Twn perynsipHOro BbIpaXeHUs — PaCKpPbIBAKOLLNNCS
CNUCOK ANns Bblbopa Tnna perynsapHoro BblpaxeHus ans
noucka cTpok. Match - nowuck nosHoro cosnageHus,
Search — nonck 4YaCTUYHOro COBNaAEeHNS;

— PerynsapHoe BblpaxeHne - nosie Ans  BBoAa
perynspHoro BblpaXXeHUS1. MNoppepxunBaetcs
cuHTakcuc PCRE.

6. B kadectBe npumepa cos3gagum asa PerynsipHbIX BbIpaXeHUs, Kak
Ha pucyHke B.5.

| TpoToxon nogxnioueHus: SFTP Yrenue danna

| v 06paboTka cobbITHil
MocTpoyHoe X

| ~ /home/nepochatov
0B6patoTka AaHHbIX: TekeT PaspenuTenb cTpok
| ~ UYrenue daiina: MocTpouHoe ‘ Arin ‘

| 0: *ankey.*
. MaKCcHManbHan ANnHa CTPOKK
| 1: *siem.*
| 4
MapamMeTpbl UCTOYHHKE —

CGop cobbiTHia ~

Ounetpayua ctpok @)
06bem 3aHUMEEMONH NaMATH

Pexum QUNLTPELIAM 10 YMONUaHHIO @
Pa6oTa moayna

‘ Allow X v ‘
QTNpaeka AaHHbIX B CHCTEMY

DunLTpbI CTPOK
PerynapHoe Bbipasenne Ll Lom

0: *ankey.*

PerynsipHoe BblpaxeHie S Bt o
1: *siem.*

PucyHok B.5 — dunbTpaums cTpok
7. TlepBoe perynsipHoe BbipaxkeHue ¢ npuoputetom 0 ByaeT npuHMmaTth

BCe cObbITUSA, B KOTOPbIX ECTb MOSTHOE COBNageHMe CO CrIoBOM ankey.
HacTponku perynapHoro Bblpa)keHnsa nokasaHbl Ha pucyHke b.6.
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| MpoTokon noaknoyeHuA: SFTP
| ~ 06paGoTka coGbiTHit
| ~ /home/nepochatov
06pafoTka AaHHbIX: TekeT
| ~ MYrexue daina: MocTpousoe
| 0: *ankey.*
| 1: *siem.*
apameTpbl MCTOUHMKE
Cfop cobbiThii
OBbem 3aHMMaeMOR NamMATH
PaGoTa mogyna

OTNpaBKa JaKHbIX 8 CUCTEMY

PerynapHoe BblpakeHne
MpuopuTeT dunbTpa €

~
Lo -]
Pexum dunbTpaumrn @

| Allow x v |

Tun perynapHoro eoipaxeHna @

| Match x v|

PerynapHoe sbipaxexue @

*ankey.*

PucyHok B.6 — PerynapHoe BblpaxkeHue

8. BTopoe perynsipHoe BblpaxeHue C
oTbpacbiBaTh BCce COObITMS, B KOTOPbIX €CTb MONTHOE COBNageHne co
crnoBoM siem. HacTpoiiku perynsipHoro Bblpa)KEHUS MokasaHbl Ha

pucyHke b.7.

NpUopUTETOM

| MpoTokon noaknoyexua: SFTP
| ~ 06paboTka cobbiTui
| ~ /home/nepochatov
06paboTka gaHHbIX: TekcT
| ~ Ytenue daina: MocTpounoe
| 0: *ankey.*
| 1: *siem.*
MapameTpbl MCTOUHVKA
Chiop coBbiThii
0OBbem 3aHUMaeMOoR NaMATH

PaGoTa mogyns

OTNpaBKa faKHbIX B CUCTeMY

PerynspHoe BbipakeHne
MpuoputeT dunbTpa @&

[ ~
L )
Pexiim dunoTpaunm @

‘ Deny X v|

Tun perynapHore BoipaxeHua @

‘ Match X v|

PerynApHoe Boipaxenue @

*siem.*

PucyHok B.7 — PerynapHoe BblpaxkeHne

Jloruka pa60TbI AobaBneHHbIX perynapHbixX Bblpa)KeHMIZ cnegywouwasn:

1 ©Oyger

Mpn obHapyxeHnn B cObbITUN ABYX KIOYEBLIX CNOB ankey n siem cobbiTne
bygeT nponyweHo. OTOpoLeHO OHO ByadeT TOMbKO B TOM Cryyae, ecrniv B cobbiTum

NPUCYTCTBYET KINOYEBOE CrOBO Siem 6e3 knto4eBoro crnoesa ankey.
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MpunoxeHue B

KnaBuwiun n komoumHauum knaBuwl ans pabotbl B

UHTepdeuce

Onsa ypnobctBa pabotel B uHTepdence MK Ankey SIEM NG Bbl MoxeTe

MCMOnb30BaTh KMaBULIN U X KOMOMHaUUN.

Tabnuua B.1 - KnaBuwmn n nx kombrnHauum ansa paboTsl B UHTEpPdeENce

MK Ankey SIEM NG

PYyHKUMA KnaBuwun n nx
KOMOWMHauunmn
O6wume

Bontn B cuctemy co cTpaHuubl BXoaa Enter
MepekntoyaTbCca Mexay pasgenamm rnaBHOro MeH, KHONKamu, Tab
nonsmm BBoga
[MepemecTuTbCA Ha NePBYIO CTPOKY Home
[MepemMecTnTbCA Ha NepBY CTPOKY Ha CTpaHuLe PgUp
MNepemecTUTbCA Ha NOCNEAHIOK CTPOKY End
[MepemecTUTbCA Ha NOCMEOHIOK CTPOKY Ha CTpaHuLe PgDn
MNepemecTUTbCA Ha NpeablayLLyi0 CTPOKY 1
MepemecTnTbCA Ha NpeablayLLyt0 CTPOKY C COXPaHEHUEM YyXe Shift+ 1
BblEMNEeHHbIX CTPOK
MepemecTUTbCA Ha CreayoLLyto CTPOKY |
[MepemecTnTbCA Ha creayoLLyto CTPOKY C COXPaHEHUEM YXKe Shift+ |
BblEMEeHHbIX CTPOK
MepeknovaTbea Mexay pasgenamm rnaBHOro MeHro, kHornkamu B | Shift+Tab
obpaTtHoM nopsake
Bbibpatb BapuaHT I n?
YCTaHOBUTb UMW CHATb (Pnaxok Space

Tabnuua cobbiTUN, TabONULA MHUNOEHTOB, TAONMYHbIE CMUCKU
Bbloenntb Bce CTPOKM Ctrl+A
BblaennTb HECKOSBbKO CTPOK Ctrl + JIKM
BblaennTb HECKOSBbKO CTPOK Noapsia Shift + JIKM
KonvpoBaTb BblAeneHHble CTpoku B Bydep obmeHa Ctrl+C

TabnuyHble cnncku
CospgaTb 3anuck B TabNMYHOM crincke Ctrl+Enter
YpanuTb 3anuck n3 Tabnmn4Horo cnmcka Delete
BbINONHUTL MHOXECTBEHHYO COPTUPOBKY Shift + JIKM no
Ha3BaHMIO KOFOHKM
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Gis

FTASUHOOPM

CEPBMUC
PykoBoacteo onepartopa

MNporpaMMHbI komnnekc « Cuctema MOHUTOPUHIA U yrpaBrneHus
cobbiTuamu 6esonacHocTn Ankey SIEM Next Generation» v.5.2.3

PyHKLUMA KnaBuwun n nx
KOMOMHaLuUu
OuHamMmunyeckue rpynnbl akTUBOB
Y3HaTb KONMMYECTBO aKTMBOB, COOTBETCTBYHOLLMNX YCIIOBUIO Ctrl+Enter

PDQL3sanpoca, npu co3gaHnm gUuHaMU4eCcKon rpynrbl akTUBOB B
none ®unbTp

Mpynnbi u punbTpbI

Pa3BepHyTb rpynny, nanky (*)VIJ'IprOB 1IN 3arnpocoB

* Ha uncpoBom

KnaBuaType
Pa3BepHyTb rpynmny, nanky unsTPoB UMK 3anpocoB A0 -
CreayoLEero YpoBHS BIOXEHHOCTH
CBepHyTb rpynny, nanky punsTpoB Unn 3anpocoB —

CBepHyTb rpynny, nanky ¢punbTPOB UMK 3anpocoB

— Ha umdpoBomn

KnaesmaType

CBepHyTb 1nn passBepHyTb NaHenb Fpynnbl U 3anpochbl [

CBepHyTb nnn passBepHyTb NaHens CBoaka ]

MeHro BbiIGOpa nepuoaa
lMepemecTnTbCA Ha NpeablayLLnin BapuaHT —, 1
[MepemMecTuUTbCA Ha cneayoLwmn BapnaHT -,
MaHenb hunbTpauum cobbiTUN
BbINonHUTL 3anpoc Ctrl+Enter

KoHcTpyKTOp LWabnoHOB OTYETOB: TEKCTOBbIE OO BLEKTbI

OtmeHuTb (na Windows) Ctrl+Z
OtmeHuTb (Nna Mac) Control-Z
BepHyTb M3MeHeHus Ctrl+Y
MpncoeamHUTL COAEPXKMMOE 3NIeMeHTa CrucKa K afieMeHTy Alt+ 1
crucka Bbllle

MpucoeamHUTL COAEPXKMMOE 3NIeMeHTa CrucKa K afieMeHTy Alt+ |
crimcka Hmxe

BbligenuTte naparpad Esc
Bbloenntb NonyXupHbIM Ctrl+B
Bbioenntb KypcnBom Ctrl+l
YBenuunTb ypoBEHb BIIOXXEHHOCTU Cn1cKa Ctrl+]
YMEHbLUUTb YPOBEHDb BIIOXXEHHOCTU CNM1CKa Ctrl+[
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