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AHHOTALIMSA

JIOKYMEHT NpeJCcTaBiIsieT coOOH PYyKOBOJACTBO aJMHMHHUCTpPATOpa CHUCTEMBI YIpPaBIIECHUS

6a3amu maHHbBIX «Jatobay (mamee o tekcty — CYBJl, CYB/I «Jatobay).
PyKOBOJCTBO afMHHHUCTPATOPA COACPIKUT CICTYIOIINE PAa3aCIbl:

- pasnen 1, B xotopom mpuBencHbl Ha3zHaueHne W (ynkumu CYBJ[ «Jatobay u

TpeboBanwms Kk cpene ¢pynkiuonupoBanus CYB/;
- paszznen 2, B koTopoMm noaroroska k ycranoBke CYB]] «Jatobay;
- pazznen 3, B KOTOpoM omnucaHa Hactpoiika nmapamerpoB CYB]] «Jatobay;
- paznen 4, B KOTOpOM omnucanbl ocHoBHBIE onieparuu B CYB/] «Jatobay;
- pasznen 5, B KoOTopoM npuBeeHbl HacTpoliku OezonacHoctu CYB/I «Jatobay;

- pasznen 6, B KOTOPOM MPHUBEAEHA HMHCTPYKLUMS 1O PE3EPBHOMY KONMMPOBAHUIO U

BOCCTAHOBJICHHUIO 0a3 JaHHBIX;

- paszznen 7, B KOTOPOM MpHUBEAEHA MHCTPYKIHUS MO CO3JaHUI0 OTKa30yCTOWYHMBOTO

kiactepa CYB]] «Jatobay;

- pazzen 8, B KOTOPOM MPHUBEICHO OMKUCAHUE BOCCTAHOBIIEHHE MOBpexAeHHBIX WAL

3aIncei;
- paznen 9, B KoTopoM npuBeaeHo onucanue anroputma KNN;

- pazznen 10, B koTOpoM onucaHo npuMeHeHne cepruduunpoBadHbix OC 1 OYUCTKU

namsitu CYBJI;
- paznen 11, B KoTOpoM IPUBEAEHO ONMKHCaHUE KOMIIOHEHTA tsvector2;
- paznen 12, B KOTOpOM MPUBEIAEHO ONMKHCAaHUE KOMIIOHEHTA rum,;
- paznen 13, B KOTOpOM MPUBEACHO OMHCAHNEe KOMITOHEHTa Xid64;
- paznen 14, B KOTOpOM MpUBEACHO omnucanue KoMroHeHTa hunspell;

- pazmen 15, B KOTOPOM MNpUBEAEHO ONHUCAaHUE (PYHKIMOHAIBHOCTH MOJIEPKKU

ABTOHOMHBIX TpaHBaKHHﬁ;

- paznen 16, B KOTOPOM MPUBEACHBI COOOIICHHSI 00 OIMOKaX;
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pasnen 17, B xoTopoM mpuBeneHa WHGOpMANUS O JEHCTBUAX IMOCIe COOEB U

BO3HUKIINX omuOkax mpu skciuryatanun CYB/] «Jatobay;

npujIokeHue 1, B KOTOpOM MpHUBEACHBI 3HaUSHHS moJiei u3 ¢aiina pg_hba.conf;

IPUIOKEHHE 2, KOTOPOE COAEPKUT nepeueHb coobiTuii CYB/] ¢ pactipenenenuem mno

KaTeropusiM 0€301acHOCTH.

®

Bce npumeps! B gannom noxymente npusenensl 1 CYBJl «Jatoba» Bepcun simpa
4.X, My Ipyrux BEPCHil BCE IIary BHINOJHSIOTCA aHAJOTMYHO, pa3HULIA COCTOUT B

MMEHAX JTUPEKTOPUH.

Hanpumep, CYB]J] «Jatoba» Bepcum 5.X 1O yMOJYaHUIO YCTAaHABIMBAETCA B

JTHPEKTOPHUIO:

— OC Windows — «C:\Program Files\GIS\Jatoba\5\biny;
— OC Linux — «/ust/jatoba-5/biny.

Baxknas unpopmanus
Jns ceprudunupoBanHoit Bepcun CYB/] «Jatoba» moanepxuBaercst paboTa TOIBKO

Ha OC, yka3aHHBIX B ()OpMYJIsipe HA TIOCTaBKY!

CreneHu BaXXHOCTH HpHMC‘IaHHﬁ, IMPHUMCHACMBIC B JIOKYMCHTC:

o

®

Baxnas undopmanus — ykazanus, TpeOyroue ocoooro BHUMaHus

JonosHuTebHass nHGOPMALMS — YKa3aHUs, TO3BOJISIONINE YIIPOCTUTh padoTy C

U3eIUEM
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1. OBIIUE CBEJAEHUSA O CYB «<JATOBA»

1.1. Haznauenue CYB/I «Jatobay

CYB]] «Jatobay siBisieTcst MpOrpaMMHBIM CPEJICTBOM, MPEAHAZHAYCHHBIM JIUISI CO3/IaHUS U
YIpaBJICHUS PelIIUOHHbIME O0a3amu naHHbIX (b]l) Ha 6a3e AIIeKTPOHHO-BBIYHCIUTETHHBIX MAIITUH
(3BM) niox ynpasnenuem omeparmoHabix cuctem (OC), ykazanHbix B Tabmuie 1.1 moxymeHTa

«PykoBonctBo mo ycranoBke CYB/] Jatoba» 643.72410666.00067-08 97 01.

1.2. ®ynxkuuu CYB/l «Jatoba»

CYB/] «Jatoba» peanuzyet cinenyiomue GyHKIIMOHATHHBIE BO3MOXHOCTH:
- YIPaBJIEHWE JAaHHBIMU BO BHEIIHEH MaMsITH;

- YIPABJIEHUE JAHHBIMU B ONIEPATUBHOM MAMSATH;

- BhITIONTHEHUE 3arpocoB (DDL/DML);

- YIPAaBJIEHUE TPaH3aKLUAMY;

- KypHAIM3AIMs W3MEHEHMH, PE3E€pPBHOE KOMMPOBAHHWE M BOCCTAHOBJIEHUE 0a3bl

JaHHBIX ITIOCJIC C6OCB, PpCILIMKAaIus.

CYB]Jl «Jatobay B nmomoiHEHHWE K CTaHAAPTHBIM BO3MOKHOCTSM YIIpaBlIeHUS OazaMu

JTAHHBIX, peaTu3yeT cleAyrmue GQyHKINN:

— XpaHEHHE MPOCTPAHCTBEHHBIX, TEOTrpa(pUUECKUX M TEOMETPHUYECKUX JTaHHBIX,

MOJJIep>KKa 3alIpOCOB K HUM U yIPaBJIEHUE UMH;
— CHUHTaKCHYECKasi COBMECTUMOCTH ¢ pacnpoctpaneHnbiMu PL/SQL Oracle;
- pacIIMpeHHbIE BO3MOKHOCTH CEKLIMOHUPOBAHUS OOJIBIINX TaOIUIL;

- IMPOTOKOJIMPOBAHUC, aHAJIN3 U KOHTPOJIb BBIIIOJIHCHUA KOMAH/ MAaHUITYJIMPOBAHHA

naaaeivu (DDL/DML);
- cOop KypHaJIOB ayAHTa BCEX omeparuii u 3arpys3ka konduryparmmii B CYB/L;

- paGOTa B COCTaBC OTKa3OYCTOfIqHBOFO KIIaCTCpa C MCXaHHU3MOM IICPCKITOYCHUA

Harpy3kd Ha OCHOBHOM y3€J KJ1acTepa;

— 3alIUTa OT HECAHKIIMOHUPOBAHHOTO U3MEHEHUS KOH(PUTYPAIIHOHHBIX (PaiiioB;

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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- €AVHBIA T0JIb30BATENBCKUM HMHTEpPEHC [  yHpaBieHUs KOHQPUIYpaLUsIMU

KOMIIOHEHTOB U IpocMoTpa ux cocrosinus CYB/I.

1.3. Tpe6oBanus k cpene pynkuuonuposanus CYBJ/l «Jatoba»

CYB]] «Jatoba» ycranaBnuBaercs Ha DBM c mpormeccopamu, UMEIOIMUMU apXUTEKTYPY

x86, x86-64 1 AMD64, y10BI€TBOPSIOIIME CIEAYIOIIMM aNlapaTHbIM TPeOOBaHUAM, YKa3aHHbBIM

B Ta0muie 1.1.

Tabnuma 1.1 — [IporpaMMHbIe U anmapaTtHble TPEOOBaHMS K CPEICTBAM BBIYHCIUTEIHEHOM

TEXHUKHU, HAa KOTOPBIX (PYyHKIMOHUPYIOT KIMEHTCKas U cepBepHas yacte CYB/]

ITapamerp

XapakTepucTHKa

Cepr. OC

TpeOoBanus k annmapatHomy obecneyeHuro cepsepa CYB/]

o3y He menee 2 I'0
CBoOoaHBIII 00BEM  3KeCTKOro | MunuMansHsbIi 006eM oT 40 T'0
JTYCKa Pexomenayemsiii 00bem ot 100 I'6

YcerpoiicTBa BUIEO BBIBOJA

MoHHTOP W BHAEOAJANTEP C TOICPKKOM
VGA u pazpemienuem 800x600 unu Bblie

Tun nmpoueccopa 1 MUHUMaJIbHAS
TAaKTOBAs 4acTOTa IIpoueccopa

64-pa3psaaubiii npoueccop Intel wm AMD 3
[Tt wnu Gonbie

MuHUMaIIBHOE KOJMYECTBO SIAEP

4

MakcHuMaibHOE KOJIMYECTBO SJIEP

256

YcrpolicTBa BBOJA-BBIBOIA

Cranpgaprasle 105-xnaBumiHas KiaBuatrypa u
MaHUIyITOp «Mbimb» ¢ USB, mmbo PS/2-
uHTepPeiicamu

Anantep Ethernet

100 Mowut/c

TpeboBanus k annapatHomy odecneyeHuro APM ynpasiienus

o3y He menee 4 I'0
CBoOomublii  00Bem  xectkoro | Or 310
JIUCKA

YceTpoiicTBa BUIEO BBIBOJIA

MoHHTOP W BHJACOJANTEP C TOICPKKOM
VGA u pazpemienuem 800x600 unu Bblie

Tun nmpoueccopa 1 MUHUMaJIbHAS
TAaKTOBas 4acTOTa IIpoueccopa

64-pazpsaubiil npoueccop Intel wiu AMD
Pexomenayemas yacrora: 2.4 I'T'1y unu Gosbiiie

YcrpolicTBa BBOJA-BBIBOIA

Cranpgaprasle 105-xnaBuniHas KiaBuatrypa U
MaHUITYJISITOP «MbIbY ¢ USB-untepdeiicamu,
6o PS/2 unrtepdericamu

Apantep Ethernet

OnepannonHas cucrema

100 Mbwut/c

TpeboBanus k nporpaMMHOMY o0ecrie4eHHIO cepBepa
TpeboBaHuss mOpuUBENEHBI B  JOKYMEHTE
«PykoBOACTBO 1o YCTaHOBKE»

643.72410666.00067-08 97 01

Ne uzmeHneHus:

‘ HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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ITapamerp

XapakTepucTHKA

Cepr. OC

TpeboBanus k nporpamMmHomy odecnieyeHu0o APM ynpasJienus

OmnepanmonHas cucrema

TpeboBanuss  TpHUBENEHBI B
«PyxoBoacTeo o
643.72410666.00067-08 97 01

JOKYMEHTE
YCTaHOBKE»

TpebGoBanus k annmapaTtHomy odecneyeHuro cepBepa Jatoba data safe

o3y He menee 2 I'0
CBoOOaHBIII 00BEM  3KECTKOro | MuHuManbsHsbI 006eM oT 40 T'0
JYICKa Pexomenayemsiii 00bem ot 100 I'6

YceTpoiicTBa BUIEO BBIBOJA

MonuTtop u Buaeoananrep ¢ noaaep:xkoun HD
u Full HD

Tun nmpoueccopa 1 MUHUMaJIbHAS
TAaKTOBas 4acTOTa Ipoueccopa

64-pa3psaaubiii npoueccop Intel wm AMD 3
I'T'u vy Oounblie

MuHUMaIIBHOE KOJMYECTBO SIAEP

4

YcrpolicTBa BBOJA-BBIBOIA

Cranpgaprasle 105-xnaBumiHas KiaBuatrypa u
MaHUMYJSTOp «Mbib» ¢ USB, mambo PS/2
uHTepPeiicamu

Apantep Ethernet

100 Mowut/c

TpeGoBanns k nporpaMmMHoMYy olecrieueHu1o cepsepa Jatoba data safe

[ToxnepxuBaembIe TIATHOPMBI

e win-x86;

o win-x64;

e linux-x64

CYB]I

3amuieHHas cucTemMa yrpaBJieHus 0a3zamu
IaHHBIX «Jatobay

Be6-ceprep

IIS 10

Nginx

<

KommioHeHTRI

ASP.NET Core 6.0 Runtime (v6.0.1) —
Windows Hosting Bundle Installer

Internet Opay3ep

e Google Chrome;

e Sunexc.bpaysep;

e Chromium,;

e Mozilla Firefox;

e Opera;

PR P K R X

e Microsoft Edge

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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1.3.1. OGecnieyeHne KOHTPOJSI pa3pelieHMd HAa AeHCTBUA MOJb30BaTeJied, 10 M
nocJjie HAeHTUPUKAUMU ¥ ayTeHTUPUKATMT

Ha ypoBHe wunpopmammonHoit cuctemsl 1isi mosb3oBateneid CYBJl momkHO OBITH

3aMpenieHo BHOCUTh HECAaHKIIMOHUPOBaHHbBIE M3MeHeHHs B 00bekThl CYB/] 6e3 unentudukanum

U ayTeHTU(PHUKAIIH.

Co cropousr CYBJl «Jatoba» KOHTpOIJIb pa3pemieHuil Ha JAEWCTBUS IMOJIb30BaTENEH, 10 U

II0CJIC I/II[CHTI/I(i)I/IKaHI/II/I nu ayTeHTI/I(i)I/IKaHI/II/I OCYHICCTBIIACTCA CICAYIOIMNMHA MCTOJaMU

)

2)

3)

B cooTtBercTBUM ¢ YCIOBUSMHU SKCILTyaTalluu OTpaxeHHbIMU B 1. 3.12.10 ®opmyspa
643.72410666.00067-08 30 01, 3ampemieHO NMPUMEHEHHS METOJa AayTEHTU(UKAIUU
«Trusty, xoTopbIll mpeanonaraer, 4To JOOOW MOAKIIOYAIOIIMICI K CEepBEpy
MOJIb30BATENIb ABTOPU30BaH I JOCTyna K Oa3e JaHHBIX BHE 3aBHCHMOCTH OT

YKa3aHHOT'O UMCHHU I10JIb30BATCIIA 0asnl JaHHBIX.

Okocucrema koMrnoHeHTOB CYB/] «Jatobay» mo3BOJSET BHIMONMHATH HEHTPATN30BAaHHOE
ynpasieHue Bcemu yctaHoBkamMu CVYBJl KOMIIOHEHTOM I0JIb30BATEIbCKOrO BEO-

uHTep(eiica 1 arMUHUCTpaTOpOB «Jatoba data safex.

KoMmoHeHT moap30BaTebCcKOTo BeO-uHTEpdElica is aIMUHUCTPATOPOB «Jatoba data

safe» mpu MCcoNb30BaHNN (DYHKIIMOHAIBHBIX BO3MOXKXHOCTEH pa3zeoB:

— pasnen «Pomu BJ1» (DB roles) npennaznauen a1 ynpaBlieHUs yY€THBIMU 3alUCSIMU
M0JIb30BaTeNIel M B YaCTHOCTM HA3HAYEHHs TPYNIMOBBIX POJIEH, YTO OMPEAEIISIET

Ha0op npaB u npusuieruit noas3osarens B CYB/I;

— pazgensl «Anamu3 puckoB» (UserRisk) m «Marpuma moctyma» (Access matrix)
MO3BOJIAIOT KOHTPOJIMPOBATH Ha3HA4aeMble aTPUOYTHI U CUCTEMHBIC MPUBUIECTUU

nois3oBarensm CYB/];

— noxapaszaen «Cnucok coowsrtuii» (Event List) akkymynupyet coositust CYB/] co Bcex

yctanoBok CYB/I;

— pazgen «YBenomiueHus» (Notifications) mo3BoJiI€T MOCTABUTH 110/ KOHTPOJIb JIFOObIE

JNEUCTBHUS MOJIb30BaTeNer n aqiMuHUuCcTpaTtopoB CYB/I.

1.4. Orpannuenus npu padore ¢ CYBJ| «Jatoba»

[Tpu ucnonszoBannu CYB/] «Jatoba» He0OX0AMMO YUYUTHIBATH CIEAYIOIIUE OTPAHUYCHUS:

Ne u3zmeHeHUS: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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IpU 3KCIUTyaTaluu kiactepa ¢ ucnoib3oBanneM CYBJ[ «Jatoba» HeoOxommmo
BO3/ICPXKAThCS  OT  CO3JAHMS BJOXKEHHBIX TaONMUYHBIX mpocTpaHcTB B/,
Vcmonb30BaHre BIOXKCHHBIX TAOJIWUYHBIX IPOCTPAHCTB MOXKET IPHUBECTH K
BO3HHUKHOBEHHIO ouInOKu npu BBITTOJTHCHHN IPOIIETY DB

BOCCTaHOBJICHUS/ CUHXPOHH3ANN PE3CPBHLIX Y3JIOB KiIaCTCpa.

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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2. HIOATOTOBKA K YCTAHOBKE CYB/ «JATOBA»

Kommiektr ycranoBounsix ¢aitnoB CYBJ] «Jatoba» ¢ mgokymeHTammen MOCTaBISETCS

3aKa34YMKy Ha YCTAHOBOYHOM KOMITAKT-IUCKE.
Ilepen HayanoOM yCTaHOBKH HEOOXOIUMO:

- IpOBEpUTh KOMIUIEKTHOCTh TmoctaBku CVYBJl «Jatoba» B cOOTBETCTBUHU C

TpeboBaHMsIMU paszzena 4 JOKyMeHTa «3alWileHHas CUCTeMa YIpaBJIeHHWs Oa3aMu JTaHHBIX

«Jatobay. ®opmymsp» 643.72410666.00067-08 30 01;

- MPOBECTH BU3YaJTbHBI OCMOTP KOMIIAKT-IWCKA C AUCTPHOYTHBHBIMHU (ailiaMu H

AKCIUTyaTallMOHHOW JJOKyMEHTAalMel Ha TPEAMET MOBPEKICHHUM;

- BBIMIOJIHATH TPOBEPKY HH(GOpMAIMHM, 3alUCAaHHONM Ha KOMIAKT-IWCKE, Ha
BO3MOKHOCTh YTEHHUSI M COOTBETCTBHUSI MMEH (DailIoB M WX KOHTPOJBHBIX CYMM, YKa3aHHBIM B
nepeyne (¢ainoB, npuBeaeHHOM B IIpmnokenun 1 K JOKyMEHTY «3aluileHHAass CHUCTEMa

ynpaBiieHus 0a3amu aHHBIX «Jatobay. @opmymsp» 643.72410666.00067-08 30 01.

KonTponbHbIe CyMMBI YCTaHOBOYHBIX (hailyioB HA AUCTPHOYTUBHOM KoMmakT-aucke CYBJI
«Jatoba» TOIy4eHBI C MOMOULIBI0 TPOTPaMMbl (UKCAIUH M KOHTPOJS HMCXOJHOTO COCTOSHHUS
nporpaMmMmHoro kommiekca «®UKC» Bepcun 2.0.2 (mpousBonutens 3A0 «IIbU-cepBuc») mno

QITOPUTMY «YPOBEHb-3).

VYcranoBka CYB/] mpoBoAUTCS B COOTBETCTBUU C JIOKYMEHTOM «3allUIIeHHash CUCTeMa
yrnpaBieHus 6a3amu naHHbIX «Jatoba». PykoBoacTBo mo ycranoBke» 643.72410666.00067-08 97
01.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3. HACTPOUKA MAPAMETPOB CYBJI «JATOBA»

B nanHOM pasnene onuchIBarOTCSl OCHOBHBIE MapaMeTphl KOH(DUTYparuu, KOTOPBIE BIHSIOT

Ha paboty BJI.
3.1. Ucniosin30BaHue MaMATH

shared buffers (integer)

3anaer 00bEM pa3zensieMoil aMsATH, KOTOPYIO cepBep 0a3 JaHHBIX Oy1€T UCII0Ib30BaTh JJIs
pa3merenusi O0ydepoB co crpaHunamu QaitioB maHHbIX. [laHHas maMATh OyIeT COBMECTHO

ucronab30Barhest Bcemu npoueccamu CYB/I.

[To ymonmuanuto 3Hauenue shared buffers = 128 M0, HO MOXKET OBITH MEHBIIIE, €CITH TAKOU
00BbeM HE MOIAEPKUBACTCS OTIEPALIMOHHON CUCTEMON (OTPEAEAeTCs B MPOIeCCe MHUINATH3ANN
TUPEKTOPUU JTAaHHBIX CITy)eOHOW yTuiauToi initdb). 3HaueHne 3TOro mapaMmerpa He MOXKET OBITh
menbine 128 K6 (kunobaiit) (MuanMym 3aBucut ot BennanHbl BLCKSZ — pa3mep 01oka qaHHBIX
B (paiine qaHHBIX, 0 yMomdanuto 8 KO). [l xopomei mpon3BOANTETLHOCTH TPEOYIOTCS OOJIBIIIHE

3HA4YCHUs.

Ilociie HacTpOWKM JAaHHOIO IapaMmeTrpa g BCTYIUIEHMS €ro B JAeicTBUE Tpedyercs

nepe3aryck cepsepa.

[Tpu ucnons3oBarnu cepepa ¢ oobemom O3V 1 I'6 Hanbosiee onTUMANTBHBIM HaYATHHBIM
snaueHueM shared buffers Oymer 25% ot o6vema mamsitu. YBenudenue shared buffers oObraHO
TpeOyeT yBenndeHuss max_wal size, 9TOOBI pacTSHYTh IPOIECC 3aITUCH OOJIBIIOTO 00heMa HOBBIX

NI U3MCHCHHBIX JAaHHBIX Ha OOJIBIINI IMPOMCIKYTOK BPECMCHU.

[Ipu wucnonw3zoBanmm cepepa ¢ od0vemMoM O3Y wmenpme 1 I'G cTouT OrpaHUYUTHCA

MeHbIIUM TporieHToM O3Y, 4T0OBI OCTaBUTH JOCTATOYHO MECTA OTIEPAIIMOHHON CHCTEME.

huge pages (enum)

Omnpenensiet, OyayT K 3aMpalimBaTLCS CTPAHUIIBI OOBIIOr0 pasmepa (huge pages) u3

OCHOBHOM 00JIaCTH pa3JeiasieMON MaMsTH.

[Ipu huge pages = try (110 ymMoJIlYaHHIO) CEpBEP OYJET 3alpaliuBaTh BbIAEICHUE MaMSITH
CTpaHHUIIaMH OOJBIIOr0 pasdmepa. Ecim cepBep MOMydUT OMMOKY BBLICICHUS TaMSTH, TO OH

BEPHETCS K CTAaHIAPTHOMY MOBEICHUIO (BBIICIICHUE MaMITH CTPAaHUIIAMU CTAaHAAPTHOTO pa3Mepa).

Ne u3zmeHeHUS: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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[Tpu huge pages = on cepBep He Oyzaer 3amymieH, eciii B OC He Oyaer BO3MOXHOCTH

BBIACIIATH IMAMATH CTPpaAHUIIaMU 0O0JIBIIIOTO pasmepa.

[Ipu huge pages = off BomeneHue mnamsaTH OyIeT MPOUZBOAUTHCA CTPAHUIIAMH

CTaHAAapTHOTO pa3Mepa.

0 Jannbeiii mapametp noaaepxkubaercst Toabko B OC Linux 1 Windows. B ocransHbIX

OC 3HaueHue try UTHOpUpPYeETCS.

B pe3synbTaTe ncnosib30BaHus CTpaHUL] O0JIBIIOTO pa3Mepa YMEHbBIIAKOTCS PUCKU IPOMAXOB
B TLB k311e u npoueccop TpaTUT MEHbIIE BpEMEHU Ha NMPeoOpa3oBaHUE aPECOB, YTO IPUBOIUT

K YBEJIMYCHHUIO OBICTPOCHCTBHS.

Jlyist TOro, 9TOOBI MOTH30BATENb MOT HCIIOJIB30BATh CTPAHUIILI Oobmioro pasmepa B OC
Windows, neobxomumo nate monb3oBaremro Windows, or mmenn koroporo pabdoraer CYB]]
«Jatoba», mpaBo OnokupoBku ctpanul] B mamsaTH (Lock Pages in Memory B ympaBieHun

rpynmnoBoi monutukoit B Windows).

temp buffers (integer)

3agaeT MaKCHMaIBHOE YHCIIO BPEMEHHBIX Oy(epoB IIsk KaXKIOH CECCUH MOJB30BATEIIS.
[To ymomuanuto temp_buffers = 8 (§M6 = 1024 Oydepa).

JIaHHBIA MapaMeTp MOXHO M3MEHHTH 10 MEPBOr0 OOpameHus] K BpeMEHHBIM TaOIuIlaM B
paMKax ceccuM 1oJib3oBarens. [locie n3MEeHUTh 3HaYeHue ITOTr0 apamerpa sl TEKYIEeW CECCUU

OyIeT HEBO3MOXKHO.

B pamkax ceccun BpemeHHBIE Oy(depsl BBIIEISIOTCS IO Mepe HEOOXOTUMOCTH [0
JIOCTHKEHUS TIpeiena, KOTOphIi 3a1an mapamerpom temp buffers. Ecim ceccust He 3ameiicTByer
BpeMeHHbIe Oy(depsl, TO ISl HEro XpaHATCs TOJIBKO JECKPHUNTOPbI Oy(hepoB, KOTOPHIE 3aHUMAIOT
okoino 64 Oait (B kommuectBe temp buffers). Ecmm Oydep wucnomessyercs, o Oyzaer

JOTOJHUTENbHO 3aHuMaTh 8192 Oaitra (unu BLCKSZ 6Gaiirt, B 061iem ciyuae).

max prepared transactions (integer)

3ajaeT MaKCUMaJIbHOE YHCIIO TPaH3aKLMH, KOTOPbIE MOT'YT OJIHOBPEMEHHO HaxXOJUThCS B

«I10ATOTOBJICHHOM) COCTOSAHUH.

‘ Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[To ymommuanuio max_prepared_transactions = 0 OTKJIFOYaeTCS MEXaHU3M MOATOTOBIEHHBIX

TpaH3aKUui. 3a71aTh JaHHBIN TapaMeTp MOXKHO TOJIBKO MPHU 3aIlyCKe cepBepa.

Ecnu HeT He0OXOAMMOCTH UCTIOIB30BATh OATOTOBICHHBIE TPAH3AKIINH, CIIEAYET OOHYIIUTh
napamMeTp, 4ToObl HE JOMYCTUTh HEMPEAHAMEPEHHOTO CO3/IaHUs MOATOTOBJICHHBIX TPAaH3aKIH.
Ecnu monroroBiieHHbIE TPaH3aKIMK MCIIONIB3YIOTCSA, TO max_prepared _transactions TOJKeH OBITH

HE MCHBIIC, YEM max_connections JJIA TIOATOTOBKU TPAH3AKIIUK B KAXKJIOM CCaHCC.

@ Jl1st BeoMoro cepBepa 3Ha4eHHE 3TOT0 TapaMeTpa JOJDKHO OBITh OOJIbINE HITH PAaBHO
3HAYEHHIO Ha BeJylleM. B mpoTUBHOM cilydae, Ha BEIOMOM CEepBepe 3ampockl Oy yT

3aIpeIICHBI.

work mem (integer)

3amaeTr 00beM MaMATH, KOTOPBIA OyAET HCIONb30BATHCA Js BHYTPEHHUX OIEpaIii

COPTHPOBKH M X3II-Ta0JHII MIPEXKIE YeM OyayT 3aeiiCTBOBaHBI BpEMEHHBIE (Dailsibl HA JAHCKE.

[To ymonmuanuto work mem = 4 (4 MO). B cnoxHBIX 3ampocax MOXET OJHOBPEMEHHO
BBITIOJTHATHCS. HECKOJIBKO ONIEPAIMA COPTUPOBKH WITH XAIIMPOBAHUS, TIPU 3TOM, YKa3aHHBIA 00BEM
MaMsITH MOXET UCIOJIb30BAThCS B KaXKIOM oOmepanuud Nepea TeM, KaKk JdaHHbIE Ha4yHyT

nepeMenaTbcs BO BpeMEHHbIE (ailiibl.

OOmuit 00beM maMATH MOXKET MPEBOCXOAWTH 3HaueHne work mem. Omneparun

coptupoBku ucnosb3ytorcs it ORDER BY, DISTINCT u coenvHeHu# CausiHueM.

maintenance work mem (integer)

3ajaeT MakCUMaJbHBIH 00BEM MaMATH Ui ornepauuil oOcimyxkuBanust BJl, Takux kak

VACUUM, CREATE INDEX u ALTER TABLE ADD FOREIGN KEY.

[To ymomyanuto maintenance work mem (integer) = 64 (64 M0). YBenuueHue AaHHOTO

SHAYCHUA MOXKCT IMPUBECTU K YCKOPCHHIO onepaunﬁ O4YUCTKH U BOCCTAHOBJICHU A BI[ K3 KOIINH.

[Ipu paboTe aBTOBaKyyMa 00beM MaMSTH BBIIAEISIETCS autovacuum_max_workers oauH pas,
HE PEKOMEHJIyeTCS YCTaHABJIMBATHh 3HAYEHHUE [0 YMOJYAHUIO CIMIIKOM OOJBIIUM. YTIPaBISTh
o0beMOM  mamMATH I aBTOBaKyyMa  MIPEANOYTUTEIHLHO OTJIEJNIbHO, U3MEHSIS

autovacuum_work mem.
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@ Jnst coopa nnentupukaropo MepTBbIX Koprexeir VACUUM moxeT ucmonbp30BaTh

He Oosiee 11'0 mamsaTu.

autovacuum work mem (integer)

3ajaeT MakCUMalbHBIH 00bEM IaMSITH, KOTOPbIA OyAeT UCIONIb30BaTh KaKIbl pabounii

MPOIIECC aBTOBAKyyMa.

[Ipu 3HaveHuu mo ymomyanuio autovacuum work mem = -1 oObem ompenemnsercs
3HaYeHneM maintenance work mem. JlaHHBIA TapameTp HE BIHUSET Ha TOBEACHHE KOMAaHIIbI
VACUUM, KoTopasi MOKET BBIIOJIHATHCS B IPYIMX KOHTEKCTaX. 3a4aTh 3TOT MapaMeTp MOKHO
TONBKO B postgresql.conf nam B KOMaHIHOW CTPOKE MpH 3allyCKe cepBepa. YBEIHMUEHUE
autovacuum_work mem g0 OosbIIero 3Hau€HUs HE MOBIHUSET HAa KOJUYECTBO OOHAPYKEHHBIX

yIaJeHHBIX 3aIMCeil, KOTOPhIE aBTOBAKYyM COOMPAET MPU CKAHUPOBAHUU TAOIIHIIBI.

@ Jnst coopa nnentupukaropo MepTBbIX Koprexeir VACUUM moxeT ucmonbp30BaTh

He O0osiee 11'0 mamsaTu.

max stack depth (integer)

3amaeT MaKCUMaJIbHYI0 O€30MacHy0 IIIyOHHY CTE€KA IS HCIIOTHUTETIS.

[To ymomuanmio max_stack depth = 2 (2 MO6). 3nauenue BbIOpaHO C 3amacowm,
MEPETIOTHEHNE CTeKa HEBO3MOKHO 33 UCKITFOUEHHEM BBIITOJHEHUS CIIOKHBIX (QYHKIUH. VI3MEHUTH

9TOT MapaMeTpP MOT'YT TOJIBKO CYIICPIIOJIB30BATCIIN.

JlaHHO€ 3HAYeHHE PEKOMEHIYETCS CTaBUTh pPaBHBIM IIPENEIBHOMY pa3Mepy CTeKa,
OTPaHUYCHHOMY SIPOM (KOTOPBIA YCTaHABIMBAETCS KOMaHAOW ulimit —S MM aHATOTUYHOM), 3a

BbIYETOM 3amaca B 1 M0. 3anac HeoOXoAuM AJi MOTEHIMAIBHO PEKYPCUBHBIX IIPOLIETYD.

0 [Ipu npeBpimienun 3HaueHuss max_stack depth ¢akrtudyeckoro mnpexpena smpa,
(GYHKIHS ¢ HEOTPAaHUYCHHON PEKYpCHEe CMOXKET BBI3BaTh SKCTPEHHOE 3aBEPLICHHE

paboThI OTJEIFHOTO TIPOIIECcca CepBepa.

dynamic shared memory type (enum)
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BriOupaer MexaHuW3M  JAMHAMHUYECKOM  pa3fenseMoil  MaMsATH, KOTOpBIA  Oyzder

UCIIOJIb30BAThCS CEPBEPOM:

- npu dynamic_shared memory type = posix MPOHCXOIUT BBIZCICHUE pa3AeisieMon

namsata POSIX ¢ynkmueit shm_open (maHHBI MEXaHU3M CTABUTCS IO YMOTYAHHIO);

- npu dynamic_shared memory type = sysv NpOHMCXOAMT BBIACICHUE pa3ZeisieMOn

namsaTu System V gynkuumei shmget;

- npu dynamic shared memory type = windows TpPOUCXOIUT BBIIEICHHE

paznensiemoit mamsita B Windows;

- npu dynamic_shared memory type = mmap HOpOHCXOIUT IMYJISIIHS Pa3aeIsIeMOit

naMATH 4€pe3 OTO6pa)KeHI/Ie B I1IaMATb @aﬁHOB, XpaHAIIUXCA B KaTaJIOTC JaHHBIX

- npu dynamic_shared memory type = none MNPOUCXOAWT OTKIIOYCHHE ISTOU

(YHKIIMOHAIBHOCTH.
3.2. Ucnouab30BaHMe JUCKOBOT0 MPOCTPAHCTBA
temp file limit (integer)
3ajgaeT MaKCUMAaJIbHbIA 0O0BEM JAMCKOBOIO IIPOCTPAHCTBA, KOTOPBIA CMOXKET UCIIOIb30BATh
OJIMH TIPOIIECC /I BPEMEHHBIX (haiiioB, HAPUMED, TIPU COPTHUPOBKE M XIUTUPOBAHUM WU JJIS

COXpaHEHHUs yAEp>KUBAEMOro Kypcopa. TpaH3akius, KOTOpas MOMbBITAETCSd MPEBBICUTH 3TOT

npenen, OyJaeT OTMEHEHa.

[To ymomuanwuto temp_file limit = -1 (-1K06) o3nauaert, uro npenen orcyTcrByer. MI3MeHnuTH

JaHHBIM [TapaMeTP MOTYT TOJBKO CYIIEPIOIb30BATEIH.
DTOT napaMeTp OrpaHU4YMBAET OOIINI 00BEM, KOTOPBIA MOT'YT 3aHUMAaTh B MOMEHT BPEMEHU
BCE BpeMEHHBIE (haiiibl, KOTOpBIE 3a1eiCTBOBaHbI B JaHHOM nporecce CYB/I.
@ OT10 He KacaeTcs GailyioB SIBHO CO3/[aBAEMBIX BPEMEHHBIX TaOJIHII.
OrpannuuBaeTcsi 00BEM BPEMEHHBIX (DaiIOB, KOTOPBIE CO3MAIOTCS HESABHO MPH
BBINIOJIHEHUU 3aIIPOCOB.
3.3. Ucnoab30BaHue pecypcoB siapa

max files per process (integer)
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3amaeT MakCHMalbHOE YHCIO (DAaHIOB, KOTOPHIE MOTYT OBITH OJHOBPEMEHHO OTKPBITHI

KaKbIM CEPBEPHBIM MTOANPOLIECCOM.

[To ymomuanuto max_files per process = 1000 c¢aiinoB. 3agaTh 3TOT mapaMeTp MOXKHO

TOJILKO TIPH 3aIyCKe CepBepa.

Eciu anpo peanusyer 0e30macHOE OrpaHUYEHUE IO IPOLECccaM, TO 3HAYCHHE JaHHOTO
mapaMeTpa MOXXHO He MeHATb. Ha HekoTopeix mmardopMax sApO TMO3BOJSET OTACIBHOMY
IPOIECCY OTKPBITH OOJbIIE (PaiiyIoB, 4eM MOTYT OTKPHITh HECKOJIBKO MPOIIECCOB OJHOBPEMEHHO.
[Tpu Bo3HMKHOBeHMH ommOKku «Too many open files», HE0OOXOOUMO YMEHBIINUTH 3HAYCHHE

napamMerpa.

3.4. HacTpoiika pexxumMa BaKyyMH3allMi HA OCHOBE CTOUMOCTHBIX OLIEHOK

Bo Bpems BeimmonHenust komana VACUUM u ANALYZE cucrema BefeT BHYTpPEHHHI
CUETUYHUK, B KOTOPOM CYMMHUPYETCS OLIEHUBAEMasi CTOMMOCTb PA3JIMUHBIX BBITOIHIEMBIX ONEpaLUi
BBOJIa/BbhIBOA. [IpW TIpEBBINIEHMM HAKOIUICHHOW CTOMMOCTH vacuum_cost limit, mporecc,
BBINIOJIHAIOIMI 3Ty OIepaluio, OTKII0YaeTcs Ha BpeMs vacuum_cost delay, nmocne uero cuerdnk

cOpachIBaeTCs ¥ MPOIIECC MPOJOIKACTCA.

JlaHHBIN TOAXOJ peaInu30BaH Jid CHMXKCHHUS BJIMSHUSA 3TUX KOMaHJ Ha MapajuielbHYIO
paboty c 0a3oi, 3a c4eT YMEHBIIICHUSI Harpy3Kd Ha IMOJICHCTEMY BBOJa-BbIBOJIA. BakHO, 4TOOBI
KOMaH/Ibl MEHbIIIE BIUSJIM Ha BBINOJHEHHE APYrHMX omnepauuid ¢ 0a3oi naHHbIX. J[aHHBIM

IIPOLIECCOM MOTYT YNPABJIATh AMUHUCTPATOPBI.
[lo yMOnM4aHWIO AAHHBIM PEXUM OTKIKYEH JUIS BBIIOJHAEMBIX BPYYHYIO KOMaHJ

VACUUM. [lns ero BKIIOUEHHS HY>)KHO YCTaHOBUTH B vacuum_cost_delay HeHyJieBoe 3HaUEHUE.

vacuum cost delay(integer)

[IponomKUTENBLHOCT, BPEMEHH, B TEUYEHHE KOTOpPOro OyAEeT MpocTauBaTh IpoIiecC,

IIPEBBICUBIINN MPEIET CTOUMOCTH.

[To ymomganuto vacuum_cost delay = 0 (0 mc) — 3agepxka O4UCTKH OTCYyTCTBYeT. [lpm

ITOJOXUTCIBbHBIX 3HAYCHUAX MHTCHCHUBHOCTh OYMCTKHU 6YZ[CT 3aBHUCCTHh OT CTOUMOCTHU.

@ Paspemenue taiimepa vacuum_cost_delay momxuao 661Th KpaTHO 10.
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[Ipn HacTpoiike MHTEHCHBHOCTHM OYHUCTKM s vacuum cost delay BeiOmparorcs
HeOonpmue 3HadeHus (Hampumep, 10 wmmm 20 mc). o TOYHOro OrpaHUYeHus
NoTPeOJICHHSI PECYPCOB MPH OYKUCTKE PEKOMEHIYETCS U3MEHSTh APyTue mapameTpsl

CTOMMOCTH OYHUCTKH.
vacuum cost page hit (integer)
[TpumepHast CTOMMOCTH OYHCTKH Oydepa, okazasiierocs B oomem kamie. Coaepxur B cede

OJIOKUPOBKY MmyJa OyhepoB, MOUCK B XAMI-TAOIUIE M CKAHUPOBAHHUE COINECPKIUMOTO CTPAHUIIBL.

[To ymomuanuto vacuum_cost page hit = 1.

vacuum cost page miss (integer)

[TpumepHas cTouMOCTh OYUCTKH Oydepa, KOTOPBIA HY)KHO MPOUYUTaTh ¢ qucka. Colepkut
B cebe OJIOKMPOBKY myJia OydepoB, MOUCK B XAII-Ta0HIIEe, YTCHHE TpeOyeMoro OJoKa ¢ TUCKa U

CKaHUPOBAHUC CTO COACPKUMOTO.

[To ymomyanuto vacuum_cost_page miss = 10.

vacuum cost page dirty (integer)

[TpumepHast CTOMMOCTh OYHCTKH, ITPH KOTOPOH U3MEHSIETCSA 00K HE MOAM(DHUIIMPOBAHHBIN
panee. B nanHbIi mapaMeTp BKIIOYAETCS JOMOJHUTENIbHAS CTOMMOCTh BBOAA/BBIBOA, CBSI3aHHAS

C 3aIIMChI0 N3MEHEHHOTO OJIOKA Ha JHCK.

[To ymomuanuto vacuum_cost page dirty = 20.

vacuum cost limit (integer)

OOmast CTOMMOCTB, PU HAKOIJICHUH KOTOPOU MPOIIECC OUYMCTKU OYAET BBIKITIOUATHCS.

[To ymommuanuto vacuum_cost limit = 200.

0 HekoTopele onepanuy MOryT yCTaHaBIMBaTh KPUTHYECKHE OJJOKUPOBKHU M JIOJKHBI
3aBEpIIATHCS KaK MOYKHO ObIcTpee. Bo BpeMs Takux omnepanunii 3aaep>kka OYUCTKH 110
CTOMMOCTH HE€ OCYILECTBIISIETCS, ITOITOMY HAKOIUIEHHAs 3a OTO BPEMSA CTOMMOCTH

MOKET OBITH OOJIBIIIE YCTAHOBIEHHOTO MpeIena.
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Bo wu30exanne HEHYXHBIX JIUTEIBHBIX 3alepKeK (aKTUUecKas 3aJepiKKa

BBIYHCIISICTCS 110 OpMYyJIe:

(vacuum cost delay * accumulated balance) /

vacuum cost limit < vacuum cost delay * 4.

3.5. Hacrpoiika pe:xxuma (poHOBOII 3anucu

B uucne cnenmanbHBIX TPOIIECCOB CepBepa €CTh mporecc (HOHOBOHM 3amucH, 3amadeit
KOTOPOTO SIBJIIETCS OCYILIECTBIICHHE 3alMCe HOBBIX WM W3MEHEHHBIX («TPSA3HBIX») OO0IINX
OydepoB Ha nuck. [Ipy HEZOCTATOYHOM KOJMYECTBE YHCTHIX 0OmMUX Oy(epoB HaHHBIA MpoIece
3alMChIBAET Tps3HbIe Oydepsl B (ailloByr0 CHCTEMY M MOMedYaeT WX Kak uucTeie. IIpormecc
(OHOBOI 3amycH yBEIMYUBAET OOIIYI0 HArpy3Ky Ha MOJCHUCTEMY BBOJIA/BBIBOJA, TAK KaK MOXKET
3alMCBIBATh U3MEHSAEMYIO CTPAHMILY HECKOJBKO pa3, XOTS €€ MOXKHO ObUTO OBl 3amucaTh OJUH pa3

B MOMEHT KOHTPOJIbHOM TOYKH.
bgwriter delay (integer)

3anaer 3aepKKy MEXIY payHIaMH aKTHBHOCTH Iporecca (GpoHOBoM 3amucu. Bo Bpems
payHza IpoLEecC OCYLIECTBISET 3allUCh OIPEIEICHHOIO KOJIMYECTBA 3arps3HEHHBIX Oydepos.
3areM JaHHBIN TpOIECC BHIKIIOYAETCS Ha Bpemsi bgwriter delay (B Mm/UIMCEKyHAAax) W Tak
noBTopsiercs. Eciu B mmynie He octaercs 3arpsa3HeHHbBIX Oy(depoB, OH MOXKET OBITh HEAaKTUBEH OoJee

JUTATEIIBHOE BpEMSI.
[To ymomuanuto bgwriter delay = 200 (200mc). 3agats mapamerp MOXxkHO B postgresql.conf

WU B KOMaHJAHOM CTPOKE MpH 3alyCcKe cepBepa.

bgwriter lru maxpages (integer)
3amaeT MakcHUMaibHOE 4YUCIO OydepoB, KOTOPOE CMOXKET 3amucaTh Mpouecc (OHOBOU
3aIlMCH 32 payH] aKTUBHOCTH.
[To ymommuanuto bgwriter Iru_maxpages = 100 (100 6ydepos).
[Tpu bgwriter Iru_maxpages = 0 ¢oHOBast 3anKCh OTKIIOUAETCS. 3a7aTh MapaMeTP MOXKHO

B postgresql.conf wim B KOMaHTHOH CTPOKE TIPU 3aITyCKe cepBepa.

bgwriter lru multiplier (floating point)
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Yucio 3arps3HeHHBIX 0y(hepoB, 3aMUCHIBAEMBIX B 0UYEPETHOM PayHI€E, KOTOPOE 3aBUCUT OT

KOJINYECTBA HOBBIX Oy(epoB, TpeOyeMbIX CepBEpHBIM MPOIIECCaM B MPEIbIIYIINX payHIax.

[To ymomuanuro bgwriter lru multiplier = 2.0. 3agaTs mapameTp MOXHO B postgresql.conf

WJIU B KOMaHJAHOM CTPOKE MpH 3aIlyCcKe cepBepa.

3nayenne bgwriter lru multiplier ymMHOXaeTcs Ha HAKOIUIEHHOE YCPEIHEHHOE 3HAUCHUE
KOJIMYECTBA MCIIOJIb30BAaHHBIX Oy(hepoB Ha MPEABIAYIIHNX PayHIaX U NOJTy4aeTCs 3HaUCHHEe, PABHOE
KOJIMYECTBY OydepoB misi cienyromero payana. [Ipomecc GoHOBOI 3amucy MHIIET HA JUCK H
ocBoOOXaeT Oydepsl 10 TeX Mop, MOKa YHCIO CBOOOMHBIX Oy(depoB HE JOCTUTHET IEJIEBOTO
3HaueHus. Yucio Oy¢epoB, KOTOphIe 3alHMCaHbl 32 payHI, OrPAHUYMBAIOTCS ITaPaMETPOM

bgwriter lru_maxpages.
bgwriter flush after (integer)

[Tpu GombiieM KoIMYECTBE OAMT, KOTOPBIC 3aIUCBHIBAIOTCS MpoiieccoM (POHOBOM 3ammcH,
gem bgwriter flush after, cepBep moceimaer komanmy OC TpoOW3BECTH 3alKCh 3TUX JIAHHBIX B
HUKEJIeKAIIee XPAHIWIUIIE. DTO OTPAHUYHMBACT 00BEM «TPS3HBIX» JAHHBIX B CTPAHUYHOM K3IIIE
s/ipa U YMEHBIIAET BEPOSTHOCTH 3aTOPMAKMBAHUSI TIPU BBIMOJHEHUHU fSync B KOHIIE KOHTPOJIbHOM

toukH, win Korna OC cOpackiBaeT JaHHBIC HA TUCK OONBIIMMU MOPIUSIMH B (POHE.

[To ymomuanmio B OC Linux bgwriter flush after = 512 (512 K6). B mpyrux OC
bgwriter flush after = 0.

[TapameTp neiicTByeT He Ha Bcex IUaTopMax W MOXKET NpUHUMATh 3HaueHue ot 0
(ynmpaBieHue OTJIOKEHHOW 3amuchio oTkmodaercs) 10 2 M6. Ecnmu BLCKSZ otnmyen ot 8 KO,
MaKCHUMAJIbHOE 3HAUYE€HUE KOPPEKTUPYETCS MPONOPLHMOHAIBHO. 3aJaTh 3TOT MapaMETP MOKHO

TOJIBKO B postgresql.conf niam B KOMaHIHOW CTpOKE MPH 3aIyCKe cepBepa.
3.6. HacTpoiika pe:xuMa aCHHXPOHHOI'O IOBEIeHUSA

effective io concurrency (integer)

3amaeT IOMyCTUMOE YHCIIO MapauIeIbHBIX ONepaluii BBOIa/BBIBO/IA, KOTOPHIE MOTYT OBITH
BBITIOJTHEHBI OJTHOBpeMEHHO. UeM 00JIbIiie 3T0 YncIiio, TeM OOoJIbIIe Onepannii BBOa/BbIBOAA OyAeT

neiTatbest BoIMONHUTG CYBJl mapamnenbHo B OTAENbHOM ceaHce. JlomycTHMblE 3HAaYeHMs
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HaxogsaTcs B uHTepBajie oT 1 1o 1000, a HyneBoe 3HaUEHHE OTKIIIOYAET ACMHXPOHHBIE 3aIIPOCHI

BBOJIa/BBIBO/IA.

JUIs MarHUTHBIX HOCHUTENICH HAadadbHBIM 3HAYCHHEM OTOTO IMapameTpa OyAeT SBISAThCS
YHUCJIO OTJENBHBIX JUCKOB, cocTaBsitomux MaccuB RAID 0 win RAID 1, B koTopom pa3meliiena
0a3a manHbix. Ecnmu 0a3a maHHBIX YacTo 0OpabaThIBAET MHOXKECTBO 3alpPOCOB B Pa3IMYHBIX
ceaHcax, TO MPU HEOOJBIINX 3HAYCHUSX TUCKOBBI MACCHUB MOXKET OBITH IMOJTHOCTBIO 3arpyKEH.
[Ipn yBenuyeHHH 3TOr0 3HAYECHUS MPU IMOJHOM 3arpy3Ke JUCKOB, 3TO NMPUBEIAET K YBEIUUYCHUIO

Harpy3KH Ha Iporeccop.

[To ymomganuto effective io_concurrency = 1, rae gaHHBIA mapamMeTp MOAAEPKUBACTCS, U
effective_io_concurrency = 0 — B OCTabHBIX. 3HAYCHHE MOXHO MEPEOIPEACIUTh ISl TAOIHII B
OTIPENICJICHHOM Ta0JIMYHOM TPOCTPAHCTBE, YCTAHOBUB OJHOMMEHHBIA TapaMeTp TaOIMYHOTO

IIPOCTPAHCTBA.

max worker processes (integer)

3amaeT MaKCUMaJIbHOE YHCII0 (POHOBBIX IMPOIIECCOB, KOTOPOE MOXKHO 3aIyCTUTh B TEKYIIECH

CHUCTCMC.

ITo ymomganuro max_worker processes = 8. [lapameTp MOKHO 3a/1aTh TOJIBKO ITPHU 3aITyCKe

cepsepa.

JIsist BEIOMOTO cepBepa 3HaYCHHE JAaHHOTO MapaMeTpa JODKHO ObITh OOJIbIIE MM PAaBHO
3HQYEHHIO Ha BedylleM. B IpOTHBHOM cCilydae Ha BEIOMOM cepBepe He OyayT pa3pelleHsbl

3aIpOCHI.

max parallel workers per gather (integer)

3amaeT MaKCHMaJIbHOE YMCIIO pabOYMX MPOILECCOB, KOTOPBIE MOTYT 3aIyCKaThCs OIHHUM
y3nom T1urtana 3ampoca Gather mnmm Gather Merge (cO6op pe3ynbTaToB ¢ paboO4YMX MPOIECCOB).
[TapannensHble pabouue mporecchl OepyTcs U3 Iysla MPOIECCOB, KOTOPBIH KOHTPOIUPYETCS
mapaMeTpoM  max_worker processes, B  KOJIWYECTBE, OrPaHUYMBAEMOM  3HAYCHHEM
max_parallel workers. 3anpomieHHoe Koau4ecTBO pabounx MPOLECCOB MOXKET ObITh HETOCTYITHO
BO BpeMs BBIMONHEHHs. B TakoM ciydae mapamerp OyAeT BBIIOIHATHCS C MEHBIIHM YHCIOM

MPOIIECCOB, YTO MOXKET OBITH HEI()(HEKTUBHO.
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[To ymomuanuto max_parallel workers per gather = 2.

[Ipu max_parallel workers per gather = 0 oTkimoyaeTrcs mapauIeIbHOE BBITOJHEHUE

3aIpOCOB.

[TapannenbHble 3anpochl NOTPEOISAIOT OOJIbILIE PECYPCOB, YEM HENapajlIesIbHbIE, TaK Kak
KaKIbplid pabouMii mpolrecc sBJISAETCS OTAENIBHBIM IpolieccOM. PekoMeHayeTcss 3TO yYHThIBATh,
BbIOMpas 3HAUEHHME IapaMeTpa, a TakKKe HacTpauBas Jpyrue IapamMeTpbl, YNpaBJSOLIUe

HCII0JIb30BAaHUEM PECYPCOB.

max parallel maintenance workers (integer)

3ajaeT MakCUMaJIbHOE YMCIIO0 pabO4yMX IPOLIECCOB, KOTOPHIE MOTYT 3aIllyCKaTbCsS OIHOU
ciry>xe0HoN KomaHoi. [lapannensubie paboune nmporeccsl 6epyTes U3 Mmyia IPOIecCoB, KOTOPBIN
KOHTPOJMpYEeTCs napaMeTpoM max_worker processes, B KOJHMYECTBE, OrPAHMYMBAEMOM
3HaueHreM max_parallel workers. 3anpomnieHHoe KOIMYECTBO pabOYUX MPOLECCOB MOXKET OBITH
HEJ0CTYITHO BO BPEMsI BBIIIOJIHEHUSI. B TakoM citydae ciaykeOHast oneparusi OyAeT BHIIOIHATHCS C

MEHBIIIUM YHCIIOM MPOIECCOB, YEM OKUAAIOCH.
[To ymomuanuto max_parallel maintenance workers = 2.

[Tpu max_parallel maintenance workers = 0 oTKIIO9aeTCsl UCTIOIH30BAHKE MTAPATUICTHHBIX

HUCITIOJTHUTEICH CJIy>KC6HBIMI/I KOMaHOaMHU.

[TapamienpHO BBIMOTHSAEMBIE CITY)KEOHbIE KOMaH/bI HE TOJDKHBI MMOTPEOIIATh 3HAYUTEIBHO
Oonplie TaMATH, YEM pPAaBHO3HAYHBIE HEMapayUleNbHBIE OMNepanuu. JTO OTJIMYaeT HX OT
MapaJuIeIIbHBIX 3alIPOCOB, MPH BBIIOJIHEHUM KOTOPBIX OIPAHMYEHHUS PECYPCOB ACHCTBYIOT HaA

OTJeNbHBIE paboure IpOoIIeCChI.

max parallel workers (integer)

3az[aeT MAaKCUMAJIbHOC 4YHCJIIO pa60qu nmponueccoB, KOTOPOC CHUCTCMA CMOXKCET

MOJIZICPKUBATH [Tl MApaJUIEITbHBIX ONEpalni.
ITo ymomuanuto max_parallel workers = 8.

3HayeHHe NaHHOIO IMapaMeTpa, KOTOPOe MPEBbIIAeT 3HaYeHe max_worker processes, HE
OyneTr aeilcTBOBaTh, TaK Kak MNapajliesbHble pabouue mpouecchl OepyTcs M3 Iysla padouyux

mpouecCoB, OrpaHNUINBACMOI0 3TUM IMAPAMCTPOM.
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backend flush after (integer)

Eciu npu  omHOM  OOCIY)XHMBA[OIIEM MPOIECCe  3amUChIBACTCS  OOJIbIIE  YeM
backend flush after OaiitT, cepBep maer ykazanme OC TpOM3BECTH 3aNUCh 3THUX JaHHBIX B
HIDKEJIeKAIIee XPaHWIUIIE. DTO OrpaHUYMBACT 00bEM «TPSI3HBIX» JAHHBIX B CTPAHHYHOM KJIIIC
SIpa U YMEHbBIIIACT BEPOSATHOCTh 3aTOPMaKMBAHUS TIPY BBIMOJHEHUH fSync B KOHIIE KOHTPOJILHOM

touku wi, korna OC cOpackiBaeT JaHHBIC HA TUCK OONBIIMMU MOPIUSIMH B (POHE.
[To ymomuanuto backend flush_after = 0, mporecc orxiroueH.

[TapameTp nelicTByeT He Ha BceX MUIATGOpPMax M MOXKET NPUHHUMATh 3HadeHue or 0
(ympaBieHHe OTJIOXKEHHOW 3amuchio oTkirouaercs) 10 2 M6. Ecnu BLCKSZ otnnuen ot 8 K6,

MAaKCHMAaJIbHOE 3HAYEHUE KOPPEKTUPYETCS MTPOMOPLIUOHAIIBHO.

old snapshot threshold (integer)

3ajgaeT MUHUMAJIBHOE BPEMsi, KOTOPOE MO3BOJISET MCIOIb30BaTh CHAMIIOT 0€3 OLIHUOKHU O

JABHOCTHU CHaMIIoTa. JlaHHBIN mapaMeTp MOXKHO 3a7aTh TOJILKO MPH 3aIlyCKE CepBepa.

[To ymomuanwuto old snapshot threshold = -1 otknrouaer stor mponecc. Hykubie 3HaueHUs
LTSI TIPOU3BOJICTBEHHOM CPEbl MOTYT JIEXKAaTh B MHTEPBAJIE OT HECKOJIBKHUX YacOB JI0 HECKOJIBKUX
nHEel. 3alaHHOe 3HAYEHUE OKPYTIIAeTCs 10 MUHYT. [Ipr MHOTMX BHAAaX Harpy3Kd KPUTUIHOE
3aMyCOpUBaHKE 0a3bl WIH 3alMKINBAHNE UACHTU(PUKATOPOB TPAH3AKIIMA MOXKET MPOUCXOINTH 32

MEHBIINN IPOMEKYTOK BPEMEHH.

3.7. IlapaMeTpbl Me:KCETEBOr0 B3aMMOAeiCTBUS
CYB]Jl «Jatoba» mmeer kimeHT-cepBepHyIO apxurektypy. Hms mogxmrouenuss k CYB]]

UCIOJIB3YIOTCS poToKoibl Libpq u Jadog.

Libpq — mpoTokon, KOTOPBIA HWCHONb3yeTcs I monkitoueHuss K bJl momws3oBareneil.
[Tpotokon Libpq peanm3oBan B Buae apaiiepa «Driver Libpg» m oGs3aTensHo TpeOyercs Iis
pabotel npuioxenuit ¢ CYB/l. lononaurensHo MoxxHO ucnoiab3oBate ODBC npaiiBepa, eciu

npuioxkeHus nojaaepxuBaroT noakinodeHue k CYb/] yvepes API ODBC.

Jadog — mpompueTapHbIi TPOTOKON, HUcCHONB3yeTcss i nonkimodeHuss Kk CYB]]

MIPUBUJIETUPOBAHHBIX IOJIB30BATENIEH, KOTOPBIA obOecneunBaeT B3aumosnenictsue mexny CBT u
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cepsepom CYB]I B cpene dbyHKumoHUpoBaHUs usfenus. [Ipu 3TOM He HCMONB3yeTcs apaiiBep

npotokona Libpq. UaumunpoBanme moakiI0YeHNs OCYIIECTBISIET KIMNEHTCKOE MPHIIOKEHHE.

[Tporokounst Libpq u Jadog ncrions3ytoT crek mpotokonoB TCP/IP u Unix-COKeThI B KITMEHT-

CEpPBEPHOM HCIIOIHEHNH M3nenus.

[TapameTpsl cTeka MPOTOKOJIOB MPUBEACHHI B Tabmuie 3.1.

Tabauma 3.1 — [NapameTpsl mpoTokonoB ucnons3yembix CYB/]

Kommnonenr HaumenoBanue nporoxoJia IIporoxon MopTe1
CYB/J Database port (db_port) Libpq 5432
Ayrentudpukaunu LDAP 389 (AD, ALD
LDAP Pro, FreelPA)
110 YMOJTYAHHUIO
LDAPS 636 (SAMBA)
110 YMOJTYAHHUIO
Ayrenruduxaiun GSSAPI NTLM/Kerberos | g8 445
Aytentudpukannu SSPI NTLM/Kerberos | 88 445
Aytentu¢ukanuu Radius Radius 1812, 1813
Ayrtentuduraruu TLS/SSL TLS/SSL 5432
(cepTudukarsi)
jaDog Jadog TCP port (user_interface) TCP 54321, 54322
Jadog PORT number (port) Jadog 12345,
(Custom)
Jadog searching protocol port Jado
(jadog_search port) © 12346
REST API REST API 54443
ja_ Hipe Cluster | Database port (db_port) Libpq 5432
[IpoTokon ayrenTudukanuu SSL SSL 5432, 443
ja_Inventory Database port (db_port) Libpq 5432
ja_Log Database port (db_port) Libpq 5432
[Iporokon ayreHTUpUKanuu SSL SSL 443, 10051
ja_Sync_Ldap IIporokon ayrenTupukaunu LDAP 389 (AD, ALD
LDAP Pro, FreelPA)
o
YMOJTYAHUIO
LDAPS 636 (SAMBA)

Ne uzmeHneHus:
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Komnonent HanmeHnoBaHue IPOTOKOJIA IIpoToxou MopTe1
o
YMOJTYAHUIO
JDS Database port (db_port) Libpq 5432
IIporokon nepenaun nanueix HTTPS | HTTPS 443, 5000
IIporoxoin nepenaun nanueix HTTP | HTTP 9000
IIpOTOKOJI 37IEKTPOHHOM MOYTHI SMTP 25, 587
[Ipotokon ayrenTudukannu SSL SSL 464
IIpoTokon mepenaun COOOIIEHUA HA | 7{JLIP 443
BeO-cepep ZULIP
[IpoToKON ynan€HHOro ymIpaBieHHs | SSH 2
OIIEpallMOHHON CUCTEMOU
Jadog PORT number (port) Jadog 12345,
(Custom)
IIporokon ayrenTupukaunu LDAP 389 (AD, ALD
LDAP Pro, FreelPA),
636 (SAMBA)
Database port (db_port) Libpq 5433
IIporoxoin nepenaun nanueix HTTP | HTTP 9090
Prometheus [Iporokon ypanéunoro ympasienus | SSH 7
ONEPAlMOHHOM CUCTEMOM
IIporoxoin nepenaun nanueix HTTP | HTTPS 9093
Alert manager IIpoToxkon YZalEHHOTO yIpaBIeHus SSH 2
OIIEPALIMOHHON CHCTEMOM
IIpOTOKOJI 37IEKTPOHHOM MOYTHI SMTP 25
node_exporter IIporoxoin nepenaun nanueix HTTP | HTTP 9100
IIporoxoin nepenaun nanueix HTTP | HTTP 9187
POSIgres_exXporter Iy abase port (db_port) Libpq 5432
IIporoxoin nepenaun nanueix HTTP | HTTP 9399
sql_exporter Database port (db_port) Libpq 5432
Database port (db_port) Libpq 5433
pg_ProBackup [Iporokon ympanéunoro ympasienus | SSH P
ONEPAMOHHOM CUCTEMOM
80, 443,
HTTP

pgSQL-HTTP

[Iporokon nepenaun nanueix HTTP

Custom proxy
port

Ne uzmeHneHus:
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Knuentckoe mnpunoxkenue oOpasyer ¢ cepBepHoil wacteio CVYBJl kanam (ceccuio)
B3aMMO/ICUCTBUS MO CHEIHATFHBIM TPOTOKOJIAM, OCHOBAaHHBIM Ha COOOIIECHUSX.

[Tomp3oBarenu b ncnonp3yrot npotokon Libpq u mopt 5432.

Anvunauctparop CYB/l u ammunuctpatopst bJl wucnoms3yror mportokon Jadog.
[Tonxmouenne k CYB]] moxer npoucxoauts 1o nopram 54321 u 54322. B kauecTBe pe3epBHOrO

uHTEepdeiica MOAKITIOYCHUS MOXKET HCIIOIh30BaThCS MOJKIIOYEHHE 10 TpoTokory Libpq Ha mopT

5432.

CxeMa NnoJkIIoueHus IpeicTaBieHa Ha pucyHke 3.1.

File - server

i

Slave - serve

J]“

Nonb3oBartenun CBT - cepBep/knacTtep cepsepoB Linux/Windows
2 N /250 \
) ! ! i
! ! I
! i A i
i i a |
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7

Pucynox 3.1 — UaTepdeiice noakmouenus CYB/]

[Tpotoxon HTTPS no mopty 443 ucnonb3yeTcs A7 B3aUMOAEHCTBUS KOMIIOHEHTa «Jatoba

Data Safe» ¢ CYBJl u ciyxxe6uo01t CYB/I.
3.7.1. OcHOBHBIE MapaMeTpbl, CBSI3aHHbIE C HACTPOIKOI ceTn

listen addresses (string)
VxaspiBaer TCP/IP-ampeca, mo KoTopeiM cepBep OyaeT NPUHUMATh MOAKIIOYCHHS

KIMEHTCKUX NPUIOKEHUHA. 3HaYeHHWE MPUHUMAeT (POpMy CHHCKAa MMEH W/WIM 4HCIOBBIX [P-

aJpecoB KOMITBIOTEPOB, pa3lielieHHYI0 3amsaThiMu. CHerUaNbHBIA AJIeMEHT * o00o3Ha4yaeT Bce
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nocrynueie [P-uaTepdeticel. 3ammch 0.0.0.0 mo3BomiseT 3ameiicTBoBaTh Bce anpeca IPv4, a i —
MO3BOJISIET 3aJ1elCcTBOBATh Bee ajpeca [Pv6. Ecnu cnincok mycrt, cepBep He OyAeT NMpUBS3bIBATHCS
HU K Kakomy [P-uHTEpdeEiicy, B 3TOM cilydae NOIKIIOUATHCA K HEMY MOKHO OYJET TOJNBKO Yepes

Unix-COKETHI.

[To ymomuanuto — localhost, 4To mMO3BOMSIET yCTaHABIMBATH MOJKIIOYEHNE K CEPBEPY IO
TCP/IP Tonpko yepe3 JToKambHbIH HHTEpdEiic «3aMmbikanusy». [lapameTp MOXKHO 3a/1aTh TOJIBKO IPU

3aITyCcKe cepBepa.

port (integer)

TCP-nopr, 3aryckaeMsblii cepBEpOM.
ITo ymomuanuto — 5432.

[Topr wucnone3yerca nans Bcex [P-aapecoB, uepe3s KOTOpbIE CEpBEP NPUHUMAET

noakaoueHus. [lapameTp MOXKHO 3a71aTh TOJIBKO IIPH 3aIMIyCKE CepBeEpA.

max connections (integer)

OrnpegenseT MakCUMaIbHOE KOJIMUYECTBO OJJHOBPEMEHHBIX MOJKIIOUeHUH K cepBepy b/I.

[To ymomyanuto — 100 moakir04eHUl. ITO YUCIO MOXKET ObITh MEHBIIIE, €CIIH HACTPOUKHU
sJlpa HaKJIAJbIBAIOT OrpaHUdYeHus (ompenensercs B mporecce initdb). [lapamerp MoxxHO 3amath

TOJILKO TIPH 3aIyCKe CepBepa.

MakcumanpHOE 3HAa4CHUE KOJIMYECTBO OJHOBPEMEHHBIX MNOIKIIOYEHUN K cepsepy b/l

COCTaBIISIET - 262 143 mOoaKIIOYEHHUI.

Jl1g BeAOMOro cepBepa 3HaueHUE NapaMeTpa JOJIKHO ObITh OOJIBIIE WIM PABHO 3HAUEHUIO

Ha BeayleM. B oOpaTtHOM cirydae 3ampockl Ha BEIOMOM cepBepe He OyIyT pa3penieHsl.

superuser reserved connections (integer)

OrnpenensieT KOJIUYECTBO «CIOTOBY» MOIKIIOUCHUM, 3ape3ePBUPOBAHHBIX JI COEAUHEHUM
cyneprnonb3oBarensiMi. OJHOBPEMEHHO MOTYT OBITh aKTUBHBEI HE Ooyiee max_connections
HONKITFOYEHHN. Korna qUCIIO aKTHUBHEBIX OZHOBPEMEHHBIX HOIKIIOYEHUN

> max_connections — superuser reserved connections, HOBBIE IMOJKITIOYEHUS MPUHUMAIOTCS
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TOJIBKO AJIA CynCpHOHB3OB&TCHCﬁ, BCC OCTAJIbHBIC ITOAKIKYCHHKA, B TOM YHCJIC IIOAKIKYCHUA OJIA

peIlInKanun, 3alIpCuiaroTCA.

[lo yMomuaHuio pe3epBUPYIOTCA TpPU COEAUHEHHUA. IJTO 3HAYEHUE JIOJHDKHO OBITh
< max_connections —max_wal_senders. 3agatb 3TOT mapameTp MOXXHO TOJIbKO TPU 3aIyCKe

cepsepa.
unix socket directories (string)

3amaer karanor Unix-cokeTa, yepe3 KOTODBIM cepBep OyAeT NMPUHUMATH MOAKIIOYCHHS
KJIMEHTCKUX MPUJIOKEHUH. MOXKHO cO3aTh HECKOJIBKO COKETOB, IIEPEYUCIIMB B 3TOM 3HAYECHUU
HECKOJIBKO KaTaJIoroB 4epes3 3amsTyro. [Ipo0ensl Mexay 3anucsiMyu UTHOPUPYIOTCS, €CIU B IIyTH
KaTajora cojJepkaTcsl MpoOeNbl, €ro Hy)XKHO IPOIMUcaTh B JABOWHBIX KaBbluKax. [Ipm mycTom
3HaYeHWu cepBep He Oyner paborats ¢ Unix-cokeTamu, B 3TOM CiIy4ae K HEMY MOXKHO

MOAKIFOUUTHECS TONbKO 110 TCP/IP.

3HayeHne Mo yMOIYaHUIO OOBIYHO /tmp. Ero MOXHO M3MEHUTH BO BpeMs COOpKH. 3a1aTh

napaMeTp MO>KHO TOJIBKO IIPH 3aIlyCKE cepBepa.

B nomonHenme k camomy (aitmy cokera, KOTOpelid HasbBaercs .S.PGSQL.nnnn
(rme nnnn — HOMEp MOpTa cepBepa), B KakaoM Karaiore unix socket directories Oynmer co3maH

oObraHbIi ¢aitn ¢ umeneM .s.PGSQL.nnnn.lock. Hu ogun u3 ¢aiiinoB HeIb3s yAAIATh BpYYHYIO.
Otot mapametp He aerictByer B OC Windows, Tak kak B Heil HeT Unix-COKETOB.
3.8. Hacrpoiika npousBoaurenbnoctu CYB/I «Jatoba»

std fuzz factor (numeric)

I'moGanbuerii napametp «std_fuzz factor» mo3BosseT pacimpuTh JUana3oH OLNEHOK IJIAHOB
IIPY CPABHEHUM Pa3IMYHBIX INIAHOB-KAHIUAATOB U TaKUM 00Pa3oM, BKIIOYUTH OOJIbIIE IJIAHOB B

KaHAWJaThbl Ha BBIAICHCHHC JIYUICTO.

Yem Oompmie 3naueHue mnapamerpa «std fuzz factor», tem Oompmie kaHmumaTtoB OyneT
paccMmaTpuBaTh IUJIAHUPOBILIMK 3allpocoB. B pe3ynbrare B CIHMCOK KaHIUAATOB MOTYT OBITh
BKJIFOUEHBI 00Jiee ONTHUMAJIbHBIE IUIAHBI C MOTEHUUAIbHO OOJBIIEH MPOU3BOAMTEIBLHOCTHIO, HO
CXOXMeE 10 OLEHKE ¢ APYIMMH KaHauaatamu. Takum oOpa3oMm, peryiupysi 3HadeHHe rapamerpa

MOKET MOBBIIATHCS 00111ast Mpou3BoauTeIbHOCTE CYB/] 1 CKOPOCTH UCTIOIHEHUS 3aPOCOB.
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3HaueHWEM IO yMOJYaHHIO Mapamerpa sBigerca — «1,01». Bo3aMoxxHbI [nuana3oH

3HayeHnit napametpa «std_fuzz factor» Bapsupyercs ot 0,9 o 1,9.

VYBennueHne 3Ha4YeHUE IapameTpa NPUBOAUT K BO3PACTAHUIO BPEMEHHBIX 3aTpaTr Ha
dopmupoBaHre IUTAHOB 3ampocoB. O(ddeKkTuBHOE 3HAYCHHWE MapaMeTpa OIpenesieTcs

MIPaKTUYECKOM KCILTyaTallMed B 3aBUCUMOCTH OT CJIOKHOCTH BBINOJIHAEMBIX 3arpocoB B CYB/I.

3.9. ITognep:xka BO3MOKHOCTH BKJIIOYEHHA NPUHYAUTEIbHOM OYHCTKH
BBICBO0OK1aeMbIX 0J10K0B B (paiinax nanubix (Data wiping/Zeroing)

CYBJ «Jatoba», ucnomw3ys cpenctBa ceprudumupoBanabix OC, TpPUBEICHHBIX B
nokymeHnre «PykoBoicTBo 1o ycrtaHoBke» 643.72410666.00067-08 97 01, oGecneunBaet

yIaJIeHue:
- 0a3 TaHHBIX U KYPHAJIOB;
- 00BEKTOB focTyna 0a3bl JaHHBIX;
ucnosb3dyembix CYB/I, myTem:

- MHOTOKpPAaTHOW TEpe3aniCl YHUYTOXKAEMbIX (CTUPAaEMBbIX) OOBEKTOB (hailIoBOM

CHUCTCMBI CIICHHAJIbHBIMU OMTOBBEIMH IIOCJICA0BATCIIbHOCTAMU,

- nepe3anucu MOAM(DHUIMPOBAHHBIX YYaCTKOB OOBEKTOB (DaljIOBOM CHUCTEMBI MpH

BBIIIOJTHCHUU OINCpaln yaaJICHUA UM B OTJIOXKCHHOM PCIKUME 4CPE3 MIPOMCEIKYTOK BPCMCHMU.

Yrto cooTBeTcTBYET NOKyMeHTY «TpeboBanus mo 6e3onmacHOCTH MH(POPMALIMU K CHCTEMaM
ymnpaBieHus 0Oa3aMu JaHHBIX (BBIMHCKA)», yTBepxkaeHHoMy mpukazom DCTIOK Poccum ot

14.04.2023 Ne 64, B yactu TpeboBanuii kK ounctke nmamsatu B CYB/I.

Jlnis peann3anuy JaHHOTO MEXaHHM3Ma TPeOYeTCsl BOCIONB30BATHCSA JOKYMEHTAIMeld Ha

ucnoiaszyemyto OC.
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4. OCHOBHBIE OIIEPAIIMMU B CYB/J «JATOBA»

4.1. Co3nanmne poaeii B B/]

Ponu 6a3 naHHBIX sBisIOTCS TII00abHBIMHU 171 Beet CYB/I, He mis otnensHoM B/I.

[Ipu nauanpHOlM ycTaHoBke CYBJl comepxuT oaHy IpeaornpeAcsieHHYI0 poJib postgres,

obnamaronryto MakcumanbHbIME TipuBmiierusiMu (SUPERUSER).
@ JInst co3ganus Apyrux posied Hy>KHO MOAKIIIOUNTHCS IO POJIBIO postgres.
Co3narb posb BOZMOXKHO JABYMS CIIOCOOaMMU:
- SQL-komaH10¥:
CREATE ROLE <mumsa>;

— YTHUIIUTON KOMaHIHON CTPOKHU:

createuser <umg>

ITongxmrouenne k cepepy b/l BBIIOJIHAETCSA OT UMEHM M C IIPABAMU KOHKPETHOW y4ETHOU

3aIMCH C YKa3aHueM KOHKpeTHou Bb/I.

Hanuuue nocryna k oobexkram CYB/] u B/l, a Tak:ke BO3MOXKHOCTh BBITIOJIHEHHS] KOMaH/I,

oIpezeseTcsl Ha3HaY€HHBIMU POJIM aTPUOYTOB U CUCTEMHBIX IPUBUIIETHA.

4.2. Ynanenue poJeii B B/

Posb MOXeT OBITh yaneHa qByMs CIIOCOOaMHU:
- SQL-komaH10¥:
DROP ROLE <umsa>;

— YTHUIIUTON KOMaHIHON CTPOKHU:

dropuser <mumMga>

Pomu moryr Biamets oO0bekramu b/l m ummeTh mpaBa moctyma K OOBEKTaM ApPYTUX
nonp3oBatenel. [Ipu ynanennu ponu HEOOXOAMMO YOEIUTHCS, YTO OOBEKTHI, MPUHAICKAIIIE

JTaHHOU poiv, ObUTH TIepeAaHbl IPYTOi POJI WK Y IAICHBI.
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[IpaBo BiameHus OOBEKTAMH MOXKHO TiepelaBaTh B WHIWBHIYAILHOM TOPSIKE C
ucnonb3oBanreM komaHael ALTER. Hampumep, mns Ttabmun xomanma ALTER Bemrmsaut

CJIEITYIOIITM 00pa3oM:

ALTER TABLE <mma Tabiuiupr> OWNER TO <npmHMMammas pPoJib>;

[lepenaznayenue BiageHUs] i OTACIBHBIX OOBEKTOB MOXKET OBITH MPOOIEMATUYHBIM,
eciu B b/l nmosib30Baresnss HACUUTHIBAETCS OOJIBIIIOE KOJIMYECTBO OOBEKTOB. {715 mepeHazHaueHust
IpaBa BJIQJCHUS BCEMU OOBEKTAMHU C YNAISIEMOW pPOJIM MOYXKHO BOCIOJIb30BaThCS KOMAHJIOM

REASSIGN OWNED.

REASSIGN OWNED BY <ynmandgemasa poJjib> TO <HOBad poOJb>;

[Ipu ynanennn OOBEKTOB, KOTOPHIMH BIAJIEET yaajisemas pojb, MOXKHO HCIOJIb30BATh

CJIEIYIOIINE KOMAH/IbI.

Jlns ynanenus otnenbHbIX 00bekToB b/l ncnons3yercs komanna DROP. Hanpumep, ns

yAaneHus: OTAEIbHON TaOIUIbI:

DROP TABLE <wumsa TaOJMLE>;

Jliis MaccoBoro ynaneHusi 00bEKTOB, MPUHAMISKANUX YIATSIEMOW POJIH, UCIOIB3YETCS

xoMagga DROP OWNED.

DROP OWNED BY <ymamndemas pPOJIb>;

0 DROP OWNED He yJanseT TabJu4HbIe MPOCTPAHCTBA U 0a3bl JaHHBIX IETUKOM. DTO

HCO6XOI[I/IMO CcacjiaTb BpPYYHYIO, Y6CI[I/IBH_II/ICB, 4TO0 YAAJACMBIC JIAHHBIC HC

NpeACTABJIAIOT ICHHOCTH.

4.3. Coznanune BJ1

Jliist coznanust 6a3el nanubix cepBep CYB]] «Jatobay momxkeH OBITh pa3BEpPHYT U 3aITyIICH.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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@ ITonw3oBatens, co3zparomuii bJl, aBTOMaruyecku Ha3HA4YaeTCs €€ BIAJCIIbLIEM.
Brnagenen MoxeT ynanuTh cBOKO 0a3zy, YTO MPUBEIET K YIAICHHIO BCEX OOBEKTOB.
Tonwsko monw3oBatens, obnamxaromumii npusmwierusiMu CREATEDB u SUPERUSER,
MOET co37aBaTh HOBbIE B/I.

Coznate B/] Mo)xHO 1ByMs crioco0aMu:

— SQL-xomaHoM:
CREATE DATABASE <umsa>;

Jlns Bemmoninenust koMan ikl CREATE DATABASE Heo0Xx0auMO MOJIKIIIOUEHHE K CEPBEPY
6a3 nansbix. [Ipum ycranoBke CYBJl Bcerma comepkut cimyxkebnyio B/l postgres, x koTopoi

HE0OXO0IMMO TIOJIKITFOUUTRCS JUTsl co3anus Apyrux b/l
— Yrunuroit komanaHO#M cTpoku createdb. Eciu ums BJl He yka3ano B mapamerpax

KOMaHHHOﬁ CTPOKH, TO 3Ta yTWJINTA CO34aCT 6a3y JaHHBIX C UMCHCM TCKYIICTO ITOJIB30BATCJIA:

createdb <uma>

B cJIydac CO3aaHuA 0asbl JaHHBIX OJHUM ITIOJIB30BATCIICM JIA APYTOro moJb30BaTCiisd U

HAa3HA4YCHWU €TI0 BJIAACIBICM UCIIOJIIB3YCTCA OAHA U3 CICAYIOMNX KOMAaH/I:

- SQL-komaHa:
CREATE DATABASE <mmMa 6Gaser> OWNER <uma posn>;

- YTunura KOMaHIHOU CTPOKU:

createdb -0 <mma ponn> <umsa Oa3br>

4.4. Ynanenue b/
VY nanmute 6a3y JaHHBIX MOTYT TOJBKO WiH Bianenen bJl, niu monb30Bareins, 001 aronImii

MakcumanbHbiMK npuBuierusimu (SUPERUSER).
VY nanute BJ] MoxHO 1ByMms criocobamu:

- SQL-komaH10¥:

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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DROP DATABASE <umsa>;

- YTUIUTON KOMaHIHON CTPOKHU

dropdb <uma>

Bpimmosaute komanay ypanenuss b/ HEBO3MOXKHO, MOKa CYyHIECTBYET XOTb OIHO

MMOJKJIIOUEeHHE K Oase.

0 [Ipu ymanenun BJ[ ymansiorcss Bce ee oObekThl. Ynanenue bJl HeoOpaTmmas

oreparys.

4.5. ABTOMaTH4YecKoe CO3JaHHe KaTaJIOr0B BHEIIHMX TaO0JMYHBIX HPOCTPAHCTB
cpeacramu saapa CYB/I (ja_tablespace)

@ ITonp3oBaTens, co3paromuii BHemHee TII, aBTomMaruueckn Ha3HA4yaeTCsa €€
BiagensueM. Bumaneneny TII moxer ynamute cBoe BHemHee TII. Tonbko
nonb3oBarenb, obnagatoumii  npusBmwierusmu  CREATE TABLESPACE wu

SUPERUSER, moxert co3naBath HOBbIe BHemHHE TII (cm. m.m. 5.2.3).

Coznarp BHemHee TabiuuHoe mpocTpancTBo (TII) MOXHO ¢ MOMOINIBIO ClieayIolen

KOMAaH/IbI:

CREATE TABLESPACE 'name tablespace' LOCATION '/path';

I'me /path — myTh k Karamory, B KOTOpOM OyAeT pacmojiaratbcsi BHEIIHEE TaOIWIHOe

npocTtpancTBo. Ecnu yka3anHbIil myTh He cymecTByeT BHemHee TII He Oyner cozmaHo.

IIpumep:

CREATE TABLESPACE 'tablespacel dbl' LOCATION
'/home/user dbl/tablespacel';

0 [TonmszoBaTens OC postgres JOKEH UMETH AOCTYI HA YTEHHUE/3aMUCh B YKa3bIBaEMBIN
karanor. Ecnu y monms3oBatenst OC postgres HET JOCTyIa K yKa3bIBAEMOMY KaTaJory,

to BHemHee TII He Oyzaer co3maHo.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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o Karanor, B koTopoM 10MKHO pacnosiaratbesi BHemHee TII He HOJDKeH comepxarb
npyrux BHemHux TII. B aToMm citydae rmpu BeIOJIHEHNH KOMaH B! Bollie BHenHee T11

He OyJeT co3aHo.

ITocne co3manus katanora BHemHero TI1 co3maercs cumBoimueckas ccbuika ¢ umenem OID

TII B xaranore /var/lib/jatoba/6/data/pg_tblspc.

QYyHKIHAIO aBTOMAaTHYECKOr0 CO31aHMs Karajora BHEImHero TII MOXHO IpUMEHATH npH

BBIIIOJIHCHUHW PCIIMKAlIUKY, B TOM YHCJIC U IIPU UCITIOJIb30BAHUW KOMIIOHCHTA «jaDog».

Bo Bpems BbIMONHEHUS PEIMKALMU BHEIIHUK Katajor Tabmumanoro mpoctpaHctsa (TII)
TaKKe aBTOMaTUYECKH CO3/1a€TCsl HA PE3EPBHOM y3JI€. Y Ka3aHHBIM KaTajaor He JOJDKEH COIEpKaTh
karasioroB Apyrux BHemHux TII. Hanpumep, ecim BHemnee TII cozmano B karamore
/home/user dbl/tablespacel, To Ha pe3epBHOM y3II€ PU KOMMUPOBAHUH ATOT KATAJIOT JOHKECH OBITh
nmycTbiM — cooTBeTcTBytomiee TII Tam npucyTcTBOBaTh HE JOJKHO. [Ipy nonbITKe KONMUPOBAHUS
¢ coznaBaemoe BHewHee TII B cymecTByromui karajor ¢ pyruM BHelHUM T11 Ha y311€ BO3MOKHO

3aBepIICHNE PabOTHI CEPBUCOB KOMIOHEHTA «jaDogy.

@ He pexomennyercs co3gaBarh BiOKeHHbIE Ipyr B apyra TII — tak kak 3T0 MOXKeT
MPUBECTU K OMMOKaM B paboTe ciyxkeOHbIX yTunuT pg_rewind, pg basebackup u
apyrux. Hampumep, mnpu BBINOJHEHHHM CHHXPOHHM3aIMU pg_rewind BO3MOXKHO

BO3HUKHUKHOBEHUE OMMUOOK TOpsiKka co3nanus katainoros TII.

4.6. ABTOMaTH4ecKoe YyJIajeHHe KaTajJoroB BHEIIHUX TaOJMYHBIX HNPOCTPAHCTB
cpeacrBamu sapa CYB/I (ja_tablespace)

VY nanute BHemHee TII MOTYyT TOJIBKO MM €ro BliaJieNiell, UiIu M0JIb30BaTelNb, 00J1a1at0IINi

MakcuMmanbHbiMU npuBuiierusmMu (SUPERUSER).

@ Ilepen ynanenuem BHemHero TII u3 Hero HeoOXoauMo ynamuTh 00BEKTHl B/,

OoTHOcCsIIEeNCS K nanHoMy TTI.

Ynamute BHemHee Tabmuunoe npocTpancTBo (TII) MOXHO C MOMOIIBIO CIIETYIONICH

KOMAaH/IbI:

DROPE TABLESPACE 'name tablespace';

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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IIpumep:
DROPE TABLESPACE 'tablespacel dbl';

IIpu ynanenun xatanora BHemHero TII yganserca cumBoandeckas ccblika ¢ umenem OID

TII u3 xaranora /var/lib/jatoba/6/data/pg_tblspc.

[Ipouenypa ynanenus BaemHero TII B 00s3aTeIbHOM TOPSIKE 3aIMUCHIBAETCS B KypPHAJIBI

WH(POPMAIIMOHHON U CUCTEMHOU 0€30IacHOCTH.

@ B cmywae pesepBHOro ys3ma KiacTepa KOMIoHeHTa «jaDogy», Ha KOTOpHIHA
BBINTOJIHAJIOCH perumKanus BHemHero TII ¢ rmaBHoro ysna, nocie ynanenus TII u B

mporecce mocneayronei cuaxpoansanuu karaior TII Taxke OyneT yaaneH.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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5. HACTPOMKA BE3OIIACHOCTH CYBA «JATOBA»
Ponesas monens CYB/] nomxHa COOTBETCTBOBATH IBYM OCHOBHBIM MIPUHIIUAIIAM:
— Pa3zymHO# nocraToyHOCTH;

— Haznauennio MHUHUMAIILHO HCO6XOI[I/IMBIX npaB " HpI/IBI/IJICFI/Iﬁ II0JIB30BAaTCIIsIM,

aQJIMUHHUCTPTOpPAM U JuIaM, oobecrieunBaromuM pyaknunonuposanue (YII/1.5).

Kontpons 3a BeinanueiMu nipaBamu B CYB/] mocTynmHO BBIIONHATE B KOMoHEHTE «Jatoba

data safe», B pazmenax:
— Paznen «Marpuna noctymna» (Access matrix);
— Paznen «Ananus puckos» (User Risk).

Kak onmcano B nokymenre, PykoBoactBo mo Hactpoiike. Yacts 7. [lonb30Barenbckuii BeO-
uHTepdeiic 1 anmuaucTparopos. Kommonent «Jatoba data safe» 643.72410666.00067-08 98 01-
07.

5.1. UnenTudguxanus U ayreHTUPUKALUA CYOBEKTOB J10CTYIa
Nnentudukanus nonszoBarencii B CYBJl «Jatobay ocyiiecTBiseTcs M0 yHHKATbHBIM
umeHaMm. [l co3manms monb3oBateneid B CYB]J] «Jatoba» HeoOXommmo OT y4eTHOW 3amucu

aagmuuuctparopa CYB]l BBIMOTHUTE CAEAYIONTYI0 KOMAHTY:

CREATE ROLE <umMg ydyeTHOM 3allCHU IIOJIL30BaTeJIg>;

AyTeHTH(UKALUS OJIb30BaTENICH OCYIIECTBIISICTCS C MCIOJIb30BAaHUEM Iaposiei (MeTo
ayrentudukamuu (mdS, password)).

Jnist HaCcTpOMKH ayTeHTU(HUKALINY TTOIB30BaTENeH HEOOX0UMO:

- HACTPOHUTHh KOH(UrypanuoHHbI ¢aitn pg hba.conf mox HeoOXxomumblii MeTOX

ayTeHTU(UKAIUY;
- HaCTPOUTH MAPOJIbHYIO NOJUTHUKY.

5.1.1. Hacrtpoiika koHurypaunonsoro ¢aiiaa pg_hba.conf
Jlis wacTpoiiku KoHuUryparmonHoro ¢aitna pg hba.conf HeoOX0IMMO BBITOJTHHUTH

CIEAYIOLINE NEHCTBUS:

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Ot yuernoii 3anucu agmunuctparopa CYB/] mogkmountbes k OC 1 OTKPHITH (haiin

pg_hba.conf?.

2)

dbopmare:

TYPE

local

host

hostssl

hostnossl

host

hostssl

hostnossl

B otkpriBmemcs aiine pg_hba.conf BHecTH He0OX0AUMBIE 3aTTUCH B OIIPEIEICHHOM

DATABASE USER ADDRESS METHOD

oaza nonv3oeamenb =~ —————— Memoo-
aymenmughuxayuu

baza nOb308aMeb aopec Memoo-
aymenmughuxayuu

baza nOb308aAMeNb aopec Memoo-
aymenmughuxayuu

baza nOIb308aAMeENb aopec Memoo-
aymenmughuxayuu

oaza nOb308aMeNb IP-aopec IP-  memoo-
macka aymenmughuxayuu

basza nOb308aMeENb IP-aopec IP-  memoo-
macka aymenmughuxayuu

basza nOb308aMeb IP-aopec IP-  memoo-
macka aymenmughuxayuu

3nauenue noJeit u3 ¢daiina pg_ hba.conf npencrasiens: B [Ipunoxenun 1.

3)

[Tepezarpy3uts cepBuc CYB]] «Jatobay B:

OC Windows Server mpu moMoIu KOMaH/T;

net stop JatobaServer;

net start JatobaServer

OC cemeiicta GNU/Linux npu moMoIy KOMaH/Ibl:

systemctl restart jatoba-<ver>

) Mecronaxoxnenue Qaiina pg_hba.conf mo ymomganuio:
OC cewmeiictBa GNU/Linux: /var/lib/jatoba/<ver>/data/pg_hba.conf;
OC Windows: C:\Program Files\GIS\Jatoba\<ver>\data\pg hba.conf.

Ne uzmeHneHus:

‘ HO)_'[HI/ICI: OTB. JIHIIA:
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5.1.2. Hacrtpoiika SSL

CYB/]l «Jatoba» mmeeT BO3MOKHOCTh MCIOIB30BAHUS 3AIIUIIEHHOTO CETEBOTO TpaduKa u
ayrenTudukamuio mo SSL ceprudukary. Ayrentuduxanus kaumeHta mo SSL cepruduxary
MO3BOJISIET CEpBEPY MPOBEPHUTH JHMYHOCTH MOIKIIOYAIOMIETOCS, MOATBEPXKAasi, YTO CepTH(HUKAT
X.509, mpencraBieHHBIA KIMEHTOM, NOJNHMCAH UEHTPOM cepTudukanmu. PekomeHmyercs
MCTIOJIH30BaTh TOJBKO JOBEPEHHBIE IEHTPHI CEPTU(UKALNY JIJIs BBIIAYN CEPTU(UKATOB KIUEHTY U
cepBepy. Jns ycranoBkm SSL HEOOXOIMMO YyCTaHOBHUTH CJEIyIOIIHE KOH(DHUTYparmoHHBIC

napamMeTpsl Qaiina postgresql.conf:

ssl = on

ssl cert file = '/usr/jatoba-5/etc/jatoba/server.crt'’
ssl key file = '/usr/jatoba-5/etc/jatoba/server.key’
ssl ca file = '/usr/jatoba-5/etc/jatoba/root.crt'

[Tpu BeIyCKEe cepBepHOTO cepTudukara, moae ASN, a mpu ero orcyrctBuu CN, TOKHO
COOTBETCTBOBATh JOMEHHOMY MMEHU cepBepa i ero [P-anpecy. B Unix-nogoOHBIX cucTeMax K
datiny server.key momkeH ObITH 3ampeniéH 000N JOCTYI TPYNIBI U BCEX OCTAIBHBIX, YTOOBI

YCTAHOBUTH TAKOC OIPaHNYCHUC, BBIITOJHUTD!:

chmod 0600 server.key

®aiin pg_hba.conf ms Bxomsmux [P-agpecoB m1omkeH copepxaTh CIETYIONINE CTPOKH:

# TYPE DATABASE USER ADDRESS METHOD
hostssl all all <ip6/mask> cert clientcert=verify-full
hostssl all all <ip/mask> cert clientcert=verify-full

Taxxe ¢ momombro ¢aitna pg_hba.conf nzmensis 3aauenust kononok DATABASE u USER

MO>HO OIPAHUYHTH JOCTYII O KOHKPETHOM POJIM NoJIb3oBarTens niuu b/l

Camas ctporas crenens npoBepku SSL ceprudukara: clientcert=verify-full. [Ipu aTom THIe
aBTOPHU3AIMH TPOBEPSIETCS COOTBETCTBHE 3HaueHMs noisi CN monb30BaTenbcKoro ceprudukara

nmeHH noas3oBatenss CYB/I.

Ecmu ycranoBnen mapametp ssl crl file mmm ssl_crl dir, Takke mnpoBepstoTCS CHHCKH

OT3bIBA CEPTUPHUKATOB.

Ne u3zmeHeHUS: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Crenenn mpoBepku clientcert=verify-ca yka3piBaeT Ha HPOBEPKY TOJBKO MOITMHHOCTH
BXO/ISIIIIETO KIIMEHTCKOTO cepTUuduKaTa. A cTerneHs MpoBepKH clientcert=require yka3bIBaeT TOIBKO

Ha cozganue SSL coenuHenwus, 6e3 mpoBepok moanmuHHocTh X.509 cepTudukaTos.

OpenSSL  mpemocraBisier HabOp MH(PPOB W AITOPUTMOB ayTEHTU(UKALWU pa3zHOU
samuméHHOCTU. CrCoK mHU(POB MOKET OBITH 3a1aH B daitne koHpurypauun OpenSSL. Taxxke
MO>KHO 33J]aTh KOHKpETHBIE ncnonb3yembie B bl mmdpsl, ykazaB ux B mapamerpe ssl_ciphers B

postgresql.conf.

Ecnu B xonurypannonsom ¢aiine postgresql.conf ycranosnen napamerp ssl_crl file nnm
ssl_crl _dir, To X.509 ceprudukar nposepsieTcss B cnuckax otr3biBa ceprudukaron: (Certificate

Revocation List, CRL).

5.1.3. Hacrtpoiika napoabHoii monutuku. Komnonenr «SecurityProfile»
[laponbHas monmuThka — 3TO0 HaOOp mpaBwil W TpeOOBaHMMU, MpEIHA3HAYEHHBIX IS
noseimienns  OezomacHoctTn  CYB/] «Jatoba» TyTeM TPUHYKACHUS HCIIOJIB30BAHUS

M0JIB30BATEIISIMH CI0KHBIX U 0€30IMacHbBIX naponeﬁ.

@ His CYB]] «Jatoba» Bepcum simpa 4 ucmonb3yercs: Bepcus KoMInoneHTa — 2.3.

Hns CYB]] «Jatoba» Bepcum simpa 5/6/18 ucnonbs3yercs Bepcusi KOMIIOHEHTa — 2.5.

B CYB]l «Jatoba» maponpHBIE MOMUTUKHA PEATH3YIOTCS C UCIOIH30BAHHEM KOMIIOHEHTA
SecurityProfile. KomnonenT SecurityProfile mo3Bonsier agmunanctparopam b/ nenTpann3oBaHHO
YIPaBIATh 3HAYMMBIMH aCTIEKTaMU MTapOJIeH MOIb30BATENIEH: OT UX CIIOKHOCTHU U CPOKOB JCHCTBHSA

10 OJOKMPOBKH YUYETHBIX 3aIIMCEN MpU HAPYLIEHUH NTPaBUJL.
B komnonenTe SecurityProfile mpuMeHSIOTCS Tpy OCHOBHBIX METO/A:
- MCII0JI30BAHME MTAPOJILHON NOJUTUKU IO YMOJIYAHUIO;
- MCIIOJIb30BaHUE BCTPOCHHBIX MPOQHIICH;
- CO3JIaHUE M HACTPOIKa TOMOIHUTEIBHBIX MPOGUICH MAapOIbHOMN MOTUTUKH.
0 Tak xax xommoneHT SecurityProfile BHOCHT psin orpaHn4eHni Ha UCTOIH30BAHHE

[apojeil 3TO0 MOXKET NPUBECTH K OJIOKMPOBKE CYIIECTBYIOUIUX I10JIb30BATENIEH.

Crnemyer BHUMATEeNbHO OTHOCHTHCA K YK€ paboTaromieil cucreMe, HEKOTOphIe

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Olepalyd MOTYT 3aBEPIIUTHCSI C OMIMOKOW TIOCIE€ YCTAaHOBKH PaCIIUPEHUs

SecurityProfile.

0 Heo0xoanmo o0paTtuTs BHUMaHHE, YTO 1elecooOpa3Hee (OpMHPOBATH MAPOIHHYIO

MOJIMTUKY OO0 CO3/IaHNs HOBBIX YUYCTHBIX 3aMuce MoJIb30BaTeIICH.

0 [Tocne Bemonnenus omepaumii pg dump/pg dumpall u pg restore - Tpebyercs

CMEHUTH napoiiu A nonb3oBareneit CYB/], kak onucano B 1. 5.2.4, SQL-koMmaHm0M:

ALTER ROLE <umMsa ydYeTHOM 3alMCHU IMIoJib30oBaTesiss> PASSWORD
'<mapoJib noJb30BaTend>';

YcranoBka kommoneHta SecurityProfile B8 OC ommcana B J0KyMeHTe «3aluIlleHHAS

cHcTEeMa yIpaBiieHus 6a3amMu JaHHBIX «Jatobay. PykoBoICTBO 1o ycTaHOBKE).

VYnanenne xommoneHnta SecurityProfile m3 OC omwmcano B mm. 5.1.3.11 mannHOrO

PYKOBOJICTBA.

Hcnonb3oBath cienyromue (pyHKIHOHATHHBIE BO3MOXHOCTH KOMITOHeHTa SecurityProfile
MOXKET NPUBUIETUPOBAHHBIN MOJIH30BATEIb UM MOJIB30BaTEIb UMEIOLIUI TPaBO JI0CTYyIA K CXeMe

«securityprofile»:
- CMEHa MapoJIs MOJIb30BATEIIS;
- CHSTHE OJIOKHPOBKH TOJIb30BATEIIS;
- co3l1aHue MPOQUIIS NapOIbHOMN MONIUTUKY;
- Ha3HAYEHHUE TI0JIH30BATEINI0 IPOPUIIA MAPOTHHOM MONIUTUKY;
- CMEHa MapaMeTpoB MPOGUIISt MapOIHHON MOJIUTUKH U T.1I.

Hcnonb3oBaTh crnenyromue QyHKIIMOHATBHBIE BO3MOKHOCTH KOMITOHEHTa SecurityProfile

MOXET HerHBHHeFHpOBaHHLIﬁ II0JIB30BATCIIb:
- CMCHaA IapoJIst ImMoJIb30BaATCIIA.

5.1.3.1 YcranoBka pacuupenus securityprofile B CYB/]
s pactmmpenus securityprofile B8 CYB/] «Jatoba» HE06X0AMMO BBIMOIHUTD CIIEAYIOIIHNE

JNEUCTBUSL:

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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1) Ot yuernoii 3anucu agmuauctparopa CYB/] mogkmountbes k OC 1 OTKPBITH (aiin

postgresql.conf?.

2) B ¢aiine postgresql.conf mponucars B mapametp shared preload libraries 3nauenne

securityprofile:
shared preload libraries = 'securityprofile'
o VYkazanue B KOH(UTYPAITMOHHOM daiine postgresqgl.conf OTILINH
shared preload libraries = 'securityprofile’ akTuBHpyeT KOMIIOHEHT YIPaBIICHUS

MapOJIbHBIMH MTOJIMTUKAMH M CO3/aeTCs MOJUTHKA 110 YMOJIYAHUIO.
3) B ¢aiine postgresql.conf mponucaTs clieyronyo CTpoKy:

securityprofile.db name = 'dbname'

[Tapametp «dbname» onpenenser ums b/l, B koTopoii OyaeT co3aaBaTbes WK YKE CO3/1aHO

pacmupenue sercurityprofile, 3HaueHne Mo yMOTYaHUIO postgres.

0 BAKHO! [Ipu coBmectHoii pabore SecurityProfile B oqnoit CYB/] ¢ kommonenTamu
«jaPooler», «jaDog», «ja Sync LDAP» wmumn «ja Log» B mapamerpe
securityprofile.db_name nHeobxommmo yka3piBaTh HammMeHoBaHHE bBJ[, B koTOpOi

YCTAaHOBJICHBI OTU pACIIUPCHUA.

4) [Tocie aToro HEOOXOAMMO BEITOTHUTE Niepe3anyck cepuca CYBJI cpencrBamu OC;

5) JUig mepBOHAuYaIbHOW HACTPOMKM M yCTaHOBKM paciiupeHus B bJl HeoOxomumo
ybenuTcsi B ToM, 4TO B KoH(purypanuonHoM ¢aiine pg_hba.conf nius sroit b/] ycranosnen meron

ayTeHTHU(PHUKAINH «trust»;

6) [Monkmountees k bJl, ykasanmHoii B mapamerpe securityprofile.db name wu

BBITMIOJTHATH YCTaHOBKY paciIupenus sercurityprofile:

CREATE EXTENSION securityprofile;

2 Mecronaxoxnenue aiina postgresql.conf o ymon4anuro B:
- OC cewmeiictBa GNU/Linux: /var/lib/jatoba/<ver>/data/postgresql.conf;
- OC Windows Server: C:\Program Files\GIS\Jatoba\<ver>\data\postgresql.conf.
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@ B cnydae ycranoBku pacmmpenuss B bJ[, xoropas OTCyTCTByeT B mapamerpe
securityprofile.db_name monp30BaTeI0 BEIBOAUTCS COOOIIECHUE:
Securityprofile should be installed into "<dbname>" database
5.1.3.2 IlapameTpbl NAPOJIbHOM MOJUTHKH IO YMOJTYAHUIO

HapOJIBHaSI MMOJINTUKA 110 YMOJJYAHUIO AKTHUBUPYCTCA II0CJIC YCTAHOBKU pPaCHIMPCHUA

SecurityProfile.

0 [Tocne ycranoBkm pacmmpenus SecurityProfile s Bcex cymecTByrommx

MOJIb30BaTENIeH HEOOXOAMMO BBHITOTHUTH MMOBTOPHYIO YCTAHOBKY ITapOJICH.
[TapameTpbl MapojapHON MOJUTHKA MO yMoOJ4aHHIO HacTpauBaercs npu nomomu GUC u
yKa3aHbl B Tabymie S.1.

Komanne! ynpasnenus: npodunem naponsnoit monutuka B CYBJ «Jatoba» mpencraBieHs

B Ta0smmite S5.11.
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Tabauma 5.1 - [TapameTpsl mpoduis TapOIBEHON MOTUTHKHU IO YMOTYAHHIO

CYBJ (1 gac B cexynaax)
«1» Ooyner

I10JIB30BAaTCIA Ha

3HaueHuE O3HA4yaeT, 4uYTO HE

MPOUCXOJUTH  OJIOKMPOBKA
3aJJaHHOE BpeMs, T.€. OTCYTCTBHE OJOKMPOBKH. B

IIPOTUBHOM Clly4ac IIpU HAPYLIEHUU IIOJUTUKHU

ITapamerpsl B | MuHn-e Makc-e
ITapamerp IIpumeyanue npogujie o | 3Ha4YeHHe | 3HAYEHHE
YMOJTYAHHUIO
ITapameTpbl A9 KOH(PUTYPUPOBAHUSA NAPOJILHON NOJUTUKH 110 YMOJTYAHHIO

securityprofile.default profile UMS IPOQHIIS IO YMOTYAHUIO 'default'
securityprofile.special chars napoJib JIOJDKEH COJepXkaTh yKazaHHbIe CUMBOJBI | \!"#$%&()*+,-

(Habop CUMBOJIOB He SBJsSIETCS 00s3aTenbHBIM U | ./5;<=>?@[]" °

MOJKET OBITh U3MEHEH) {3~
securityprofile.lower case count MapoJib TOJKEH COACPKATh KAK MUHIUMYM | CHMBOI 1 0 256

B HIDKHEM PETUCTpE
securityprofile.upper case count MapoJib TOJKEH COACPKATh KAK MUHIUMYM | CHMBOI 1 0 256

B BEPXHEM PETUCTpE
securityprofile.numbers_count NapoJib JOJDKEH COAEPKaTh Kak MUHUMYM | 1tudpy 1 0 256
securityprofile.special count MapoJib JOJKEH COAEpKaTh Kak MUHUMYM | cmerl. 1 0 256

CHMBOJI U3 3aJJaHHOTO Habopa special chars
securityprofile.minimum_length MUHHMaJbHasl JUIMHA [1apoJjis paBHa 6 CUMBOJaM 6 6 256
securityprofile.maximum_length MaKCHMaJIbHas AJMHA [1apoJisi paBHa 32 cUMBOJIaM 32 6 256
securityprofile.minimum_changes MHUHUMAJIbHOE KOJMYECTBO M3MEHEHUM, KOTOPOE 0 0 256

JIOJDKEH COZEP>KaTh HOBBIM MapoJib 10 CPAaBHEHHUIO C

TPEABLTY M
securityprofile.failed login_attempts KOJIMYECTBO HEYAAuHBIX NONBITOK BXoaa B CYB/I 10 0 Int Max
securityprofile.password lock time BpeMsi, Ha KOTOpoe OJOKHpyeTcs MOJb30BaTelbh B 3600 -1 Int Max

Ne uzmeHneHus:
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ITapamerpbl B | MuHn-e Makc-e
ITapamerp IIpumeyanue npogujie o | 3Ha4YeHHe | 3HAYEHHE
YMOJTYAHUIO
npobwis - TOJB30BaTeNb  OJOKHUpYeTCsl Ha
yKa3aHHOE B IapaMeTpe BPeMsi.
securityprofile.failed login attempts max_time sec | BpeMmsi B TEYEHHH KOTOPOTO JOMYCTUMO OIIMOUTHCS 0 0 Int Max
securityprofile.password min_life time BpeMsl B CEKyHJaX, B TEUYEHHUE KOTOpPOro Mapoiib 0 0 Int Max
JOJDKEH MCIIOJIb30BaThCS M HE MOXKET OBITh N3MEHEH
securityprofile.password_life time BpeMsI B CEKYH/IaX, B TEUEHUE KOTOPOTO MOXKET OBITh 15 552 000 -1 Int Max
UCIOJBb30BaH TeKymui mapoas (180 nHell B
CEeKyHJax)
securityprofile.password grace time BpeMsi B CEKyHJaX, B TEUYEHHE KOTOPOro 0 -1 Int Max
MOJIb30BaTeNlb MOXET HCIIOJb30BaTh  TEKYIIMI
napojb C HAIOMUHAHUEM O HEOOXOJMMOCTH €ro
CMEHUTh 10 OJIOKUPOBKH aKkayHTa. Bpewms
npuOaBisieTcsl K BpPEMEHH, YCTaHOBICHHOMY B
securityprofile.password life time
securityprofile.password reuse time BpEMSsI MEXK/Ty IIOBTOPHBIM HCIIOIH30BAaHHEM OJJHOTO 0 -1 Int Max
U TOTO K€ napois (B CEKyH/1aX)
securityprofile.password reuse max MMOBTOPHOE MCIIOJIb30BaHKE MapoJis 3anperieHo (s -1 -1 Int Max
NOBTOPHOTO ~ HKCIOJIb30BaHUS  mapons  0Oe3
OTpaHHYEHUH HA/IO yKa3aTh password reuse time=-
1 u password reuse max = -1)
securityprofile.store_password encrypted XpaHeHUe TapoJiel B 3aKPHITOM BUJIE True True False
securityprofile.user idle days max [TonuTHka KOMIIOHEHTa, KOHTPOJHMPYIOUIAs, YTO 45 -1 Int Max

MOJIb30BATENh JIOJDKEH OBITh 3a0JIOKMPOBAH, €CIU
MEPHOJ] €r0 HEaKTHMBHOCTU (OTCYTCTBHE BXOJIOB B
CYB/l) npeBbicui 3aJaHHOE KOJIMYECTBO AHEH

ITapameTrpsl A9 KOH(PUTYPUPOBAaHUSA pa3Mepa KI1IAa paclIMpeHus

Ne uzmeHneHus:
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OJIOKMPOBOK BCEX MOJB30BATENECH

ITapamerpbl B | MuHn-e Makc-e
ITapamerp IIpumeyanue npogujie o | 3Ha4YeHHe | 3HAYEHHE
YMOJTYAHHUIO

securityprofile.profiles_cache limit MaKCUMabHOE KOJIMYECTBO MPODUIICH, XpaHUMBIX B 10 0 Int Max
K3IIIe

securityprofile.accounts cache limit MaKCUMaJbHOE  KOJMYECTBO  IMOJb30BATEIIbCKUX 1000 0 Int Max
aKKayHTOB, XpaHHMBIX B KdIIIE

securityprofile.password_history cache limit MaKCHMaJIbHOE KOJIMYECTBO MAPOJIBHBIX X3IIEH 10000 0 Int Max
(md5) XxpaHUMBIX B K3IIIE

securityprofile.status_cache limit MaKCHUMAaJIbHOE KOJMUYECTBO 3alHCel O CTaTycax 10000 0 Int_Max

B Ta6JII/IIle YKa3bIBACMBIC IMTAPAMCTPBI ITOCJIC 3HAKA «=» HC ABJIAIOTCA abcomroTHeIMU. OHH MOTYT OBITH U3MEHEHHI B Auaria3oHe OoT

MUHUMAaJIFHOTO O MaKCHMAaJIbHOTO 3HAUYEHHUS B COOTBETCTBHH C TpeOoBaHMs mapoibHOW monuTuku. 3HadeHue «INT MAX» obo3nauaer

YHCJIOBOE 3HAaUeHUE [ iepeMeHHOM «INT» paBHbIM 3HaueHuto 2 147 483 647.

3HaueHue «-1» 03HayaeT 3anpeT uiu OJIOKUPOBKY.

Ne uzmeHneHus: IToanucek oTB. IHIIA:
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5.1.3.3 Co3nanne HOBOro nNpo¢uisa NapoJIbHOM MOJUTHKH
1) [Tocne ycranoBku pacmmpenust B bJ[ (em. m. 5.1.3.1) B korpurypanuonnom aiine

postgresql.conf mponucaTs caeAyIONIYIO CTPOKY:

securityprofile.default profile = 'profile name'
rie profile name — Ha3BaHUE cO37]aBA€MOT0O TPOQHIIS.

0 B cirydae, ecnin yctaHOBKA pacuimpeHus: He ObUTa BBIOJIHEHA 10 3TOTO, a TapaMeTp
ObLT 3a/1aH, TO BO3MOXKHBI MTPOOJIEMBI C aBTOPU3AIMEH MO0 METOAaM OTIMYHBIMHU OT

trust.

WNnu npu nomoiu SQL-koMaH/IbI:

ALTER SYSTEM SET securityprofile.default profile =
'profile name';

@ [Mpodus apoJIbHON MOJIUTHKH, YKa3bIBaCMbIi B napaMmeTpe
securityprofile.default profile, Oyaer ncmonb30Bad Mo yMOIYaHHIO JIJIST BCEX HOBBIX

oJb30BaTelE.

Ecmm mapamerp securityprofile.default profile He yka3zaH, TO K HOBBIM

MOJIb30BATEISIM OyJIeT MPUMEHATHCS podmib default.

Ecnu mpodwins He co3naH, HO yka3aH B mapamertpe securityprofile.default profile, To

K HOBBIM TIOJIb30BATEIISIM OH HE MPUMEHSIETCA, a MpUMeHseTcs npodwmib default.

B kadectBe mpoduiis 1Mo yMOTYaHHWIO MOXET OBITh BHIOpaH OAMH W3 BCTPOCHHBIX

npoduiel naposbHbIX TOTUTHK (cM. 1.1 5.1.3.8.1-5.1.3.8.6).
2) [Tocie aToro HEOOXOAMMO BBHITIONHUTE UTeHHE (haiina koHpurypamuu CYB/I;

SELECT pg reload conf();

3) Cosnars B CYB/] HOBBII npoduiis ¢ momonisio SQL-kKomMaH b

SELECT securityprofile.create profile('profile name');
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4) [Tocne co3manmsa mnpodwia, it HOBBIX mnoib3oBareneii CYBJl, on Oyner
NPUMEHATHCS Ha3HAYaThCs aBToMaTruecku. [lapamerpa 3Toro npoduis u3MEHSIOTCS ¢ TOMOIIBIO

COOTBETCTBYIOIIUX KOMaH/I, yKa3aHHbIX B Tabmuie 5.10.

YT1o0bI MMOCMOTPCTh, KAKUC HpO(l)I/IJII/I Ha3HAYCHBI MMOJIL30BATCIISIM, HA/10 BBIITIOJIHUTD 3aIIPOC:

SELECT
(SELECT
rolname FROM pg authid WHERE oid=accroleoid) rolename,
CASE WHEN accprofileoid=0
THEN 'builtin default'

ELSE (select prflprofilename FROM securityprofile.profiles
WHERE prflprofileoid=accprofileoid) END

profilename

FROM securityprofile.accounts;

5.1.3.4 OTkiII0Y€eHHE NM0JIB30BATENbCKOr0 MPO(pUIsi MAPOJILHOH MOJTUTUKH
UToOBl OTKITIOYUTH CO3JaHHBIA IMONB30BaTeNbckuil mpodmins (cm. 1. 5.1.3.3) u
MEPEKITIOYUTHCST Ha MPOPWIH MO0 YMOTYAHUIO HEOOXOAMMO yAaluTh (WIH 3aKOMMEHTHPOBATH)

napameTp securityprofile.default profile B konpurypaunonnom daiine postgresql.conf.

[Ipu mepexiroueHuH Ha MPOGUIH MO YMOJTYAHUIO TPeOOBaHUS K MAPOIHHON MOJUTHKE
CYIIECTBYIOIIMX IIOJb30BAaTEICH HE M3MEHSIOTCA, HCIOJIB3YIOTCS TOJIBKO I  HOBBIX

nonb3oBareneit CYB/I.

5.1.3.5 Cmena npo¢uiis napoabHON MOJUTHKH VIS M0JIb30BaTeJIs1
[Ipoduinp MOXKHO CMEHUTH MOJB30BATENI0 € MOMOUIbI0 SQL-KOMaHIBI CIERYIOMIETO

CUHTaKCuca:
SELECT securityprofile.bind profile(['user'], ['profile name']);
Mpumep:
SELECT securityprofile.bind profile('manager', 'profile hard');

5.1.3.6 OtaenbHble MapaMeTpPbl KOMIIOHEHTA

securityprofile.user_idle_days max
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user_idle days max — 3TO mOJUTHKAa KOMIIOHEHTA, KOHTPOJHUPYIONIAsl, YTO TMOJIH30BATENb
JOJKEH OBITh 3a0JIOKMPOBAH, €CJIM MEPHO ] ero HeakTuBHOCTH (oTcyTrcTBHE 3aXx010B B CYBJI)

MIPEBBICUIT 3aJJAaHHOE KOJIMYECTBO JHEM.
[TonmuTuka Beimonusier TpeboBanus k ycunenuto YII/I.1 (30) B uacTu TpeOoBaHMii:

3) B uH(pOPMALIMOHHON CHCTEME JOIKHO OCYIIECTBISITHCS aBTOMATUIECKOE OJIOKHPOBAHHE
HEAaKTUBHBIX (HEUCIOJb3YEMBIX) YUETHBIX 3allMCEd I0JIb30BaTEIEd MOCIEe NEpHoJa BPEMEHHU

HEHUCII0JIb30BaHHMS:
0) Ooxee 45 nHelt;

VYrpaBieHne 3HAYCHHEM IMapaMeTpoOM BO3MOXKHO 4Yepe3 KOH(QUTYpalHOHHBIN aiin
«postgresql.conf» u dYepe3 ogHOMMEHHYIO (DYHKIMIO KOMIIOHEHTa OT MMEHH M C MpaBaMu

MPUBUIIETUPOBAHHOIO M10JIH30BATENSl. 3HAUEHNUE YCTAHABIMBAETCS LIEJIBIMU YMCIAMU, B THSX.
3HaYeHHUE N0 YMOJTYAHUIO - 45 THEM.
MuHuManbHO JOMYCTUMOE 3HAUeHHE [ mapameTpa = -1 (0e3 orpaHu4eHHil)
MaxkcumanbsHo nonyctumoe = INT MAX (~2 mapa. nHen)

@Oynkuus select_profile user idle days max ycranaBnmuBaeT 3Ha4€HHE STOU MOJUTUKH JJIs

3aJJaHHOTO TPOQHIIS.

select profile user idle days max('profile',6K xoj-BO nOHEN) ;

Cnyxebnast wHpopmanms securityprofile pasmemaercs B ciry)keOHbIX TaOmmmax SP
(mampumep, securityprofile.account, securityprofile.profile u T.m.). Uto6sr SP mor OwicTpo
NPUHAMATh PEHIeHHus 0 OJIOKUPOBKE MOJIb30BaTeNeH, aHHas HH(OPMAIUS U3 CITy>KEOHBIX TaOJIHII
J0JDKHA OBITH BCET/IA 3arpy’KeHa B ONIEPATUBHYIO NAMSTh (B IPOTHBHOM CIIydae, MPHUISTCS KaXIbIi
pa3 obpamaTbCsi B TaONHIly, YTO IPUBEAET K 3HAYUTEIBHOMY MaJCHUIO MPOU3BOAUTEIHLHOCTH U
nojkioueHus nonp3oBareneid k CYBJ). s pazmemenus: nHGOpMaIK B OTIEPATUBHON NaMSITH

CO3/AI0TCsl CIEIUaIbHbIE KAUI-Ta0IULIbI (1151 OBICTPOro MOUCKA U U3MEHEHUS).
IHapameTtpsl AJis1 KOHPUTYPUPOBAHUS pa3Mepa K31Ia PaclIuPeHu sl
K Takum mapamerpaMm OTHOCSTCA:

— securityprofile.profiles _cache limit;
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— securityprofile.accounts_cache limit;
— securityprofile.password_history cache limit;
— securityprofile.status_cache limit.

YKa3zaHHbBIE MApaMeTpPhbl 3aJal0T MAKCHUMAJIBHOE KOJIMYECTBA 3aAIlIUCEH, KOTOPHIE MOIYT

pasMemaTbCA B OHCp&THBHOﬁ IIaMsATH.

securityprofile.profiles_cache limit — MakcuManbHOE KOIMYECTBO MPODUIICH, XpaHUMBIX B
Komre. 3HadueHue mo ymonmdanuio 10, T.e. mo ymomyaHuio «securityprofile» moxker paboTtath He

6onee yem, ¢ 10 mpodusamu.

securityprofile.accounts_cache limit - MakcUMalbHOE KOJIWYECTBO IMOJIb30BATEIHCKHIX
AaKKayHTOB, XpaHHMbIX B Kdmie. 3HaueHue 1o ymosyanuto 1000, T.e. MO yMOJYaHMIO

«securityprofile» moxker paborats He 60see uem, ¢ 1000 momp30BaTeIsIMU.

securityprofile.password history cache limit — mMakcuMaabHOE KOJIWYECTBO MAPOIHHBIX
xamieit (mdS) xpanumsbix B Ka1e. 3Hadenue o ymordanuio 10000 - 3To MakCuMallbHO BO3MOKHOE

KOJIMYECTBO 3aIlUCEN B ONIEPATUBHOM MAMATH IO UCTOPUH MapoJsiell Bcex Y3 Bcex MoJIb30BaTENEH.

securityprofile.status cache limit - MakcuManbHOE KOJHMYECTBO 3alUceld O CTaTycax

OJIOKMPOBOK BCEX MOJIB30BATEICH.

Anmvunuctparop CYB/] (SUPERUSER) umeer npaBa yBenMUUTh JaHHBIE OTPAHUYEHUS 110

CBOEMY YCMOTPEHHUIO.

Ecmu B mpouecce skcrutyatanmu SP mosiBisieTcst cOOOIIEHHE O HEXBATKE MaMATH JUISA
pa3mereHusi JaHHBIX «securityprofile», Aamunucrparopy CVYBJl Ttpebyercss yBeaHYUTH
yKa3aHHBIC BBIIIE TapaMeTpbl 10 HYKHBIX 3HAUYEHHH B COOTBETCTBHH C KOJHMYECTBOM
00CITy’)KMBaeMbIX IT0JIb30BaTENIeH, Mpoduiei 1 cTaTycoB OJIOKUPOBOK. 3HAUEHUS ITUX ITapaMETPOB

OTpaHUYEHbI JIMIIb 00beMOM orepatuBHON mamatu cepBepa CYBJ] (MakcuMmanbHOE 3HAaYCHHE

INT _MAX).
securityprofile.wait_extension_delay

securityprofile.wait_extension delay — 370 mapameTp IpoBEpKH yCTAaHOBKH PACIIMPEHHS B

CVB/I.

Pacmmpenue SP nmeer 1Be yacTH UCIIOIHEHMSL.
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Onna (BHyTpeHHsisi) dacTh uHTerpupyercs B CYBJl uepes shared preload libraries =
'securityprofile’ m mpemHazHaueHa IS pealu3aldd BHYTPEHHHX MEXAaHW3MOB KOMIIOHEHTA
«securityprofilen. Takux Kkak, BCTpauBaHHE B TPOIECC AyTEHTU(UKAIMU TOJIH30BATENCH H
MIpOBepKa MOJUTHKH, TiepexBar 3ampocoB yrpasienus possimu (CREATE/ALTER/DROP ROLE)

Y BHECEHUE U3MEHEHHE B mpodwm u Y3 u Apyrue QyHKIHH.

Bropas uvacte (SQL-wacts) unrerpupyercss B CYDBJl uepe3 ycTaHOBKY paciiMpeHus
(CREATE EXTENSION securityprofile). B 3To#f wactu wmumer co3maHue CIy>KeOHOW CXEMBI
«securityprofile», cozmanme Bcex HEOOXOIMMBIX CIY>KEOHBIX TaONUIl M MPerONpeaeTICHHbBIX

npoduinei.

PaGota 06oux yacreit He MOKeT UATH OTNIebHO. OHH JOJKHBI OBITH ycTaHOBIIEHB B CYB/]

coBMecTHO. COBMECTHAs yCTaHOBKA pa30uTa 110 BpEMEHU:

— cHavama Apmunauctpatop CYB]] ycranaBmmuBaetcs shared preload libraries u

nepezanyckaetr CYB/I:

— mnotroMm AnmunHucTtpatop mnoakitoyaercs kK CYBJ] u ycraHaBiuMBaeT pacuidpeHue

SQL-komannoii: CREATE EXTENSION.

B mpomexyTke BpeMEHH MEXIy OBYMsI 3TUMH JIEHUCTBUSMH «securityprofile» momxen
MIPOBEPATh, YCTAHOBWUJI JM AJIMUHUCTPATOP PACIIMPEHUE, W MOXKHO JIM YK€ IOJIHOLIEHHO

aKTUBHPOBATH CBOIO PabOTy.

B aroit curyanuu mapamerp wait extension delay 3amaBan may3y BO BpEMEHH, 4Yepes
CKOJIBKO «securityprofiley mpoBepsi, caenan n yxe AJIMHHUACTPATOP YCTaHOBKY pacIIUpEHUs

WM HET.
3HaueHue napaMerpa no ymondanuo lc = 1000mc.

[Ipu moBcenHeBHON paboTe HaAIMYME JTOr0 NapaMeTpa MNPHUBOAWIA K OOJBIIOMY
KOJIMYECTBY CcOOOmeHuil 00 omuOkax, O TOM, 4YTO pacmmpeHue «securityprofiley eme He
ycraHoBieHo. [loaTtomy OBIIO TPHHATO pemIeHus, yOpaTh JTOT mapaMmerp (Bepcus
«securityprofilen-2.1). Ceitdac 3T0T mapamerp 00bBsABIEH "ycTapeBmUM', a WMEHHO MOXKHO
3a7aBaTh €ro 3HaYCHHE B KOH(. (aiine, 3T0 He MpUBEIET K OUIMOKe, HO caM mapameTp Oojee He

nerctByet. Bee oxxumanus 3aMeHeHbl Ha aJaliTUBHBINA aJITOPUTM 110 JIorapudmudeckoi mkane. C
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KQKIbIM CJIEAYIOIIMM IUKIOM IPOBEPKU TaliMayTe YBEJIWYMBAETCS. OTO HE NPUBOJUT K

00JIBIIIOMY KOJIMYECTBY COOOLICHHI B KYpHAJ ayAHTA.

5.1.3.7 Ob6s3aTeibHBbIe  1€ICTBHMA, BbINOJIHAEMbIe Cpa3y mocje YCTAHOBKH
paciupeHus

Jlia yuetHo# 3anucu anmuHuctpatopa CYB/] B o0s3aTenbHOM nopsiake, Tpedyercs 3a1aTh

HOBBIN mapoJib Cpasy MOCJIC BBIIMOJIHCHUSA KOMaHAbl YCTAHOBKH PACHINPCHUS.

B Tex ciydasx, korna yueTHas 3anuch nojiabs3zoBatens B CYB/] Obl1a co3gaHa no yMoI4aHuio
10 TIPUMEHEHHs NApOoJIbHOW MOJUTUKH, HEOOXOAMMO HM3MEHUTH IapoJib YYETHOW 3allUCU IPU

IIOMOIIM KOMAaH/JBbI:

ALTER ROLE <umMs yUeTHOM 3alMCM [IOJIb30BaTesyig> password '<mapolib
noJb30oBaTesada>"';

[Tocne wero y4yeTHas 3anvch MOJIB30BATENs MPUBSDKETCS K mpoduiio «defaulty.

Coznanue poseil mosib3oBareseil pyu aKTUBUPOBAHHOM MapOJIbHON MOJIMTHUKE ONMCAHO B

m 5.2.4.

5.1.3.8 BeTpoennbie npoguiv napobHbIX NOJUTHK

Komnonent «securityprofile» wnmeer (yHKIMOHATBHYIO BO3MOXHOCTH pPaclpenemsTh
YYETHBIE 3allMCU 110 MPUMEHSIEMBIM K HUM MaposibHBIM NonuTHKaM. Kak ObLIO onmucaHo paHee,
BO3MOXHO NPUMEHATHh NapoJbHbIE MOJUTHUKU IO YMOJIYAHHUIO, CO3/1aBaThb COOCTBEHHbIE, OO

MCIIOJIb30BaTh MPEIBAPUTEIHHO HACTPOCHHBIE MPOMUIH MapOIbHBIX MOJIUTHUK.
K mpenBapuTensHO HACTPOSHHBIM OTHOCSTCS:
- FSTEC 1 class — mpoduns nns MC nepBoro kinacca 3ammunieHHocTH (Tabmuma 5.2);
- FSTEC 2 class — mpodwuns ms UC Broporo knacca 3amumennoctd (Tabmuma 5.3);

- CIS — npodwunb, ocHoBanHbli Ha pexomengamusax Center for Internet Security

(Tabnuna 5.4);

- Corporate 1 — xopnopaTuBHBIN MPO(UIH MEPBOrO YPOBHS JISl YUETHBIX 3amucen

nosb3oBarelei (Tadmumna 5.5);
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- Corporate 2 — KopnopaTuBHBIH MPO(HUIL BTOPOTO YPOBHS JJISi YYETHBIX 3alUCEH

aJIMAHUCTPATOPOB MPOTPAMMHBIX (TpOrpaMMHO-anmnapatHeix cpeacts) (Tabmuma 5.6);

- Corporate 3 — KOpHOpaTUBHBII NPOQUIb TPETHErOo YPOBHS Uil TEXHUYECKUX
(cepBUCHBIX, CITy>KEOHBIX) YUETHBIX 3aIICEH, NCIIOIB3yEMbIX B TEXHOJIOTHIEeCKHUX mporeccax C
WM BCTPOCHHBIX MPOU3BOAUTENISIMH IPOrPaMMHBIX (IIPOrpaMMHO-aNNapaTHbIX) CPEACTB B TAKHE

cpencra (Tabmuma 5.7).

[Tapametpsl B mpoduie yCTaHOBJIEHbI B 3aBUCUMOCTH OT TPEOOBAHUW U MOTYT OBIThH
W3MEHEHBI B CTOPOHY YMEHBILICHHS 0 MUHUMAJIbHBIX 3HAYEHUH, KaK B Ipoduiie 1o yMOIYaHUIO

(default) (cm. Tabammy 5.1 Tak ¥ B CTOPOHY YBEIHYESHHS 1O MAaKCUMAIbHBIX 3HAYCHHH.

MaxkcumanbpHbple 3HaueHUs: 00o3HaueHbl napameTpoM «INT MAX». D10 o0o3HaueHue
MAaKCUMAaJIbHOTO 3HaueHus Ui nepemeHHon «INT». [Ipu ycraHoBke mapamerpa MakKCHMaJIBHOTO
3HaueHuss «INT MAX)» nomyckaeTcss 4uCIOBO€ 3HAaY€HHE, KOTOPOE MEHbILIE WM PaBHO

2 147 483 647.

[TapameTpbl B mpoQuIsXx NApONBHBIX MOJUTHK CHOPMHUPOBAHBI HCXOIS W3 MNPUHIUIA
pPa3yMHOM JOCTaTOYHOCTH M yCTAHOBJIEHBI N0 MHUHHMMAJIbHBIM 3HAUYEHUSM OT TpeOyembIX JH00

YCPEIHEHHBIE.
Hanpumep

Paccmotpum peanuzanuio yactu TpedoBanuii k ycuneHuto MA®D.4 (1r) B COOTBETCTBUU C
JTOKYMEHTOM «MeTonuueckuii JOKYMEHT. Mephl 3amuThl WHGOPMAIMA B TOCYIapCTBEHHBIX

uHpopmarnmoHHbIX cucteMax» (yrB. DCTOK Poccun 11.02.2014):

) IJIMHA TIapojs HE MEHEe BOCHMHU CHUMBOJIOB, andaBuT mapois He mMeHee 70 CHMBOJIOB,
MaKCHUMAaJIbHOE KOJIMYECTBO HEYCIICHTHBIX MOMBITOK ayTeHTH(UKAUU (BBOJA HEMPABWIBHOTO
napoJis) 10 OJOKUPOBKU OT 3 A0 4 MOMBITOK, OJIOKUPOBKA MPOrPaMMHO-TEXHUYECKOTO CPEICTBA
WM YYETHOW 3alKuCH MOJb30BaTEesl B CiIy4yae JOCTHIXKEHHS] YCTaHOBJIIEHHOIO MaKCHMAaJbHOIO
KOJIMYECTBA HEYCIEIIHBIX MOMBITOK ayTeHTudukamuu ot 15 go 60 MuHyT, CMEHa mapoyeld He

Oosee yueMm yepe3 60 qHEN.
JIJIuHA mapoJis He MeHee BOCbMHU CHMBOJIOB.

TpeboBanue BrImoMHSAETCS MapaMeTpoM «securityprofile.minimum_length» co 3nauennem

PaBHbIM 8, 49TO COOTBCTCTBYCT Tpe60BaHI/I$[M 1 MCHSTH €TO B MCHBIIIYIO CTOPOHY HCJIL34.

‘ Ne u3zmeHeHUS: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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MakcuMajibHOEe KOJHYeCTBO HCYCIICIIHBIX TIIONBITOK ayTeHTI/I(l)I/IKaHI/II/I (BBO)Ia

HeNMPaBUJIbHOIO NapoJis) 10 0JJOKMPOBKH OT 3 10 4 NONBITOK.

TpeboBanne BbIMoONHAETCS mapameTpoM  «securityprofile.failed login attempts» ¢
3HAYEHWEM PaBHBIM 4, YTO COOTBETCTBYET MaKCUMAaJIbHOMY 3HAUCHHUIO M MApaMeTp MOXKET OBITh

W3MEHEH, TOJIBKO 10 3HAUEHUS PaBHOMY 3.

B.]'IOKI/IpOBRa yquHOﬁ 3allMCH NOJb30BaTe/isd B CJ1y4Yae JOCTUKEHUS YCTAHOBJICHHOI'O

MAaKCUMAJIBHOI'0 KOJUY€CTBA HCYCIICIHIHBIX MONBITOK ayTeHanmKalmn ot 15 o 60 MHUHYT.

TpeboBanne BeIMONHSETCT mHapameTpoMm  «securityprofile.password lock time» ¢
yCTaHOBJIEHHbIM 3HaueHueM 2700 cek, 4ro paBHsderca 45 MuHyTaM. 3HAuY€HHE paBHO
YCPEOHEHHOMY 3HAYEHUIO. B 3TOM cllydae 3HA4YCHUE napaMmerpa

«securityprofile.password lock time» MoryT ObITh H3MEHEHBI B THANIA30HE:
— ot 15 munyT (900 cexk.);
— 10 60 munyT (3 600 cek.).

5.1.3.8.1 FSTEC _1_class

[Ipoduns maponbaoit momutuku «FSTEC 1 classy paspabotan B COOTBETCTBHH C
TpeboBanusaMu K ycuwieHuto MA®D.4 (Ir) B COOTBETCTBUU C JOKYMEHTOM «MeToauyeckuii
JOKYMEHT. Mepbl 3a1uThl HH()OpMAIMK B TOCYJapCTBEHHBIX MHPOPMALIMOHHBIX cUCTEMax» (yTB.
OCTIOK Poccun 11.02.2014) u wmoxer OwiTh wucnonb3oBan mna HMC mepBoro kiacca

3alllUIICHHOCTH.

Tabnuua 5.2 — [Napametpsl naposnbHoi nonutuku FSTEC 1 Class no ymonyanuto

ITapamerp IIpumeyanue Hapamerper Marcc-e
B nipoguie 3HAYeHHEe
ITapameTrpbl A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name UMS IPOQUIIS IO YMOTYAHUIO ="'FSTEC
1 Class'
securityprofile.special chars napoyib  JoJbKeH  cojepkathb | \!"#$%&()*+
yKa3aHHbIE CHUMBOJBI  (Habop -
CHUMBOJIOB HE spisercs | ./ <=>?@[]"
00s3aTENBHBIM M MOXET OBITh 3~
W3MEHEH)
securityprofile.lower case count Mapojib JOJDKEH COJNEp)KaTh Kak 1 256

MUHUMYM 1 cuUMBOJI B HHKHEM

perucrpe

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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ITapamerp

IIpumeyanue

ITapamerpbl
B nipoguie

Makc-e
3HAYEHHE

securityprofile.upper case count

[1apoJIb JIOJKEH COJEPKATh Kak
MUHUMYM | CHUMBOJ B BEpXHEM
perucrpe

1

256

securityprofile.numbers _count

napoJib JIOJDKEH COJAEp)KaTh Kak
MUHUMYM | TTUdpy

256

securityprofile.special _count

napoJib JIOJDKEH COJAEp)KaTh Kak
MUHUMYM | cmen. cuMBol W3
3ajaHHOr0 Habopa special_chars

256

securityprofile.minimum_length

MHUHUMAJIbHAA JJIMHA MapoJisd

256

securityprofile.maximum_length

MaKCUMaJIbHad MJIMHA 1apOJisd

256

256

securityprofile.minimum_changes

MHUHHUMAJIBHOC KOJIMYECTBO

U3MEHEHUH, KOTOpOE JOJLKEH
colep:KaTb HOBBIM IapoJIb 110

CpaBHCHHIO C MPCAbIAYIIUM

256

securityprofile.failed login_attempt
s

KOJIMYECTBO
nonsIToK Bxoaa B CYBJ]

HCYAAaYHBIX

Int Max

securityprofile.password lock time

BpeMsi, Ha KOTOpOE OIIOKUPYETCS
nonb3oBarens B CYBJI (1 yac B
CEeKyHJax)

3HaueHUe «-1» O3HAyYaer, YTO HE
OyZeT MPOUCXOTUTH OIOKUPOBKA
MOJb30BATENsl  HAa  3aJaHHOE

BpCM, T.C. OTCYTCTBUC

O6mokupoBk. B mpoTuBHOM

ciryyae pu HapyILICHUU

MIOJINTUKH npoduis -
MOJIb30BATENb OJIOKUpPYETCs Ha

YKa3aHHOC B IMapaMETpC BpCMHL.

2700

Int Max

securityprofile.failed login_attempt
s max_time sec

BpeMsi B TEUYEHHUU KOTOPOTO
JOMYCTHMO OIIUOUTHCS

300

Int Max

securityprofile.password min_life
time

BpEeMsd B CCKyHIAAax, B TCUYCHHC

KOTOpOrO  Mapojb  JIOJDKEH
UCIOJIb30BATbCA M HE MOXKET

OBITH U3MEHEH

Int Max

securityprofile.password_life time

BpEeMsd B CCKyHOAAax, B TCUYCHHC

KOTOPOro MOXET OBITh
HCIIOJIB30BAH TEKYLIUH I1apoJib

(B cekyHaax)

5184000

Int Max

securityprofile.password grace tim
e

BpeMsl B CEKyHJax, B TECYCHHUE
KOTOPOIr'0 IIOJIb30BATEIb MOXKET
HCIIOJIb30BaTh TEKYLIUH I1apoJib

C HaIrtOMHMHaHHUECM (o)

Int Max

Ne uzmeHneHus:
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ITapamerp IIpumeyanue Hapawerpot Marce-e
B nipoguie 3HAYeHHEe
HEOOXOIUMOCTH €ro0 CMEHUTE 0
OJIOKMPOBKHM aKKayHTa. Bpewms
npubaBiseTcsi K  BpPEMEHH,
YCTaHOBJICHHOMY B
securityprofile.password_life ti
me
securityprofile.password reuse tim | BpeMs  MeXAy  IHOBTOPHBIM 0 Int Max
e UCIIOJIb30BAaHUEM OJTHOTO M TOTO
ke napoiis (B CeKyH/1ax)
securityprofile.password reuse ma | MoBTOpHOE UCIIOJIb30BaHUE -1 Int Max
X napoJst
securityprofile.store_password enc | xpaHeHHEe Mapojeil B 3aKPHITOM True False
rypted BUJIE

5.1.3.8.2 FSTEC_2_class

[Ipo¢uns maponbnoit momutuku «FSTEC 1 classy paspabotan B COOTBETCTBHH C

TpeboBanusiMu Kk ycuwieHuto MAD.4 (1B) B COOTBETCTBUM C JOKyMEHTOM «MeToanueckuil

JOKYMEHT. Mepsl 3amuThl HH(QOPMALKUK B TOCYJAPCTBEHHBIX WH(OPMAIIMOHHBIX CHUCTEMAaX)»

(yrB. ®CTOK Poccum 11.02.2014) u moxer ObITh ucnonb3oBaH ains MC BToporo kiacca

3aIUIIEHHOCTH.

Tabnuua 5.3 — [Napametpsl naposnbHoii nonutuku FSTEC 2 Class no ymon4anuio

MUHUMYM 1 cumBonl B BCPXHCM
perucrpe

ITapamerp IIpumeyanue Hapamerper Marcc-e
B nIpoguie 3HAYeHHe
ITapameTrpb! A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name UMS IPOQUIIS IO YMOTYAHUIO "FSTEC
2 Class'
securityprofile.special chars apob JOJDKEH conepxarh | \!"#$%&()*+
yKa3aHHbIE  CHUMBOJBI  (Habop -
CHUMBOJIOB HE spisercs | ./;;<=>?@[]"
00s3aTeNIbHBIM U MOXET OBITh 3~
W3MEHEH)
securityprofile.lower case count | mapoib OJDKEH COAEPKATh Kak 1 256
MUHHMYM | CHMBOJI B HIDKHEM
peructpe
securityprofile.upper case count | mapoiib JOJDKEH COAEPKATh Kak 1 256

Ne uzmeHneHus:
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ITapamerp

IIpumeyanue

ITapamerpbl
B nIpoguie

Makc-e
3HAYEHHE

securityprofile.numbers_countl

napoyib JOJDKEH COJepXkaTh Kak
MUHUMYM | TTUdpy

1

256

securityprofile.special _count

1apoyib JOJDKEH COJepXkaTh Kak
MUHUMYM | cpoen. cuMBOJI U3
3ajaHHOr0 Habopa special_chars

256

securityprofile.minimum_length

MHUHUMAJIbHAsA JJIMHA MapoJId

256

securityprofile.maximum_length

MaKCUMaJIbHad MJIMHA 1apOJisd

256

256

securityprofile.minimum_changes

MHUHHMMAaJbHOE KOJINYECTBO
U3MEHEHUH,  KOTOpOE€  JOJDKEH
colepKaTb HOBBIM IApPOJb 11O
CPABHEHUIO C MPEABLIYIIIUM

256

securityprofile.failed login_attem
pts

KOJIMYECTBO HEYJAUHBIX IOIBITOK
Bxojqa B CYB/]

Int Max

securityprofile.password _lock ti
me

BpeMsi, Ha KOTOpO€ OIOKUpYETCs
nonb3oBarenb B CYBJ[ (1 wac B
CEeKyHJax)

3HaueHUEe «-1» O3HAYaeT, 4YTO HeE
OyZeT TpOUCXOAUTh OJOKHPOBKA
MOJIb30BATENsl HA 3aJJaHHOE BpeMs,
T.. OTCYTCTBHE OJIOKUpOBKU. B
MPOTUBHOM CITy4ae Py HapyIIeHU!
MOJINTUKH TIPODHUIIS - TOTB30BATEIH
ONMOKUpYyeTCS Ha yKa3aHHOE B
napameTpe BpeMmsl.

1200

Int Max

securityprofile.failed login_attem
pts_max_time sec

BpeMsi B  TEUEHUH  KOTOPOTO
JOMYCTAMO OIIUOUTHCS

Int Max

securityprofile.password min_life
_time

BpeMsi B CEKyHJaX, B TEUEHHUE
KOTOpOTO apoJb TOJDKEH
UCTIOJIb30BAThCA U HE MOXET OBITh
U3MEHEH

Int Max

securityprofile.password_life tim
e

BpeMd B CCKyHIaX, B TCYCHHC
KOTOPOro MOXKET OBITh
HCIIOJIb30BaH TEKYIUHU [1apOJIb

7776000

Int Max

securityprofile.password_grace ti
me

BpeMs B CEKyHJIaX, B TEUYCHHE
KOTOPOTO  TOJIb30BATENIb  MOXET
UCMOJIb30BaTh TEKYIIUH Mapoib ¢
HarlOMUHaHUEM O HE0O0XOAWMOCTHU
€ro CMEHUTh J0 OJOKHPOBKH
akkayHTa. Bpems mpuOaBisercss K
BPEMEHH,  yCTAHOBIEHHOMY B
securityprofile.password_life time

Int Max

Ne uzmeHneHus:
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crypted

BUJIC

ITapamerp IIpumeyanue Hapamerper Marce-e
B nIpoguie 3HAYeHHe
securityprofile.password reuse ti | Bpems MEXTy MTOBTOPHBIM 0 Int Max
me UCIIOJIb30BAHUEM OJIHOTO M TOTO )KE
napoJis (B ceKyHIax)

securityprofile.password reuse m | MOBTOPHOE HCIIOIH30BAHKE ITAPOIIS 1 Int Max
ax
securityprofile.store_password en | XxpaHeHue mapoyiei B 3aKPHITOM True False

5.1.3.8.3 CIS

[Ipoduns mnaposbHONW MOIUTUKU

«CIS»,

pa3paboTaH Ha OCHOBE pPEKOMEHIANUi

Center for Internet Security — LleHTpa HHTEpHET-0€30N1aCHOCTH, SABJIAIOIIETOCS] HEKOMMEPYECKOM

OpraHu3amnuey, Koropas

PEKOMEH/IAITHH.

pa3zpabaTbIBaeT

COOCTBEHHBIE

KOHTPOJIbHBIC

Tabnuua 5.4 — [Napametpsl naposbHOM noautuku «CIS» no ymonuanuro

II0Ka3aTciIin nu

ITapamerp IIpumeyanue Tapaverper Marce-e
B npoguie 3HAYeHHe
ITapameTrpb! A1 KOH(PUTYPHPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name UMS IPOQHIIS IO YMOTYAHUIO 'CIS'
securityprofile.special chars apob JOJDKEH coaepxarh | \!"#$%&()*+
yKa3aHHBIE CUMBOJIBI -
J5<=>2@ 1
_ i~
securityprofile.lower case count | mapoib OJDKEH COAEPKATh Kak 0 256
MUHEMYM (O CHMBOJIOB B HIDKHEM
peructpe
securityprofile.upper case count | mapoiib JOJDKEH COAEPKATh Kak 0 256
MUHUMYM 0 CHMBOJIOB B BEpXHEM
peructpe
securityprofile.numbers_count napoyib JOJDKEH COJepXkaTh Kak 1 256
MUHUMYM | TTUdpy
securityprofile.special count napojib JOJDKEH COJEepXKaTh Kak 0 256
MuHuUMyM 0 coem. cuMBOI U3
3ajaHHOr0 Habopa special_chars
securityprofile.minimum_length | MUHMMaNbHas ATMHA TAPOIIS 14 256
securityprofile.maximum_length | MakcumanbHas JUIMHA TAPOIIS 256 256
securityprofile.minimum_changes | MUHUManbHOE KOJIMYECTBO 0 256
U3MEHEHUH,  KOTOpOE€  JOJDKEH

Ne uzmeHneHus:
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ITapamerp

IIpumeyanue

ITapamerpbl
B nIpoguie

Makc-e
3HAYEHHE

colepKaTb HOBBIM IApoJib 11O
CPABHEHUIO C MPEABLIYIIIUM

securityprofile.failed login_attem
pts

KOJIMYECTBO HEYJAUHBIX IOIMBITOK
Bxojqa B CYB/]

Int Max

securityprofile.password_lock ti
me

BpeMsi, Ha KOTOpPOE OIOKUpPYETCs
nonb3oBarens B CYBJl (1 uwac B
CEeKyHJax)

3HaueHUEe «-1» O3HAYaeT, 4YTO HeE
OyZeT TpOUCXOAUTh OJOKHPOBKA
MOJIb30BATENsl Ha 33/IaHHOE BpeMs,
T.. OTCYTCTBHE OJIOKUpOBKU. B
MPOTUBHOM CITy4ae P HapyIIEHUN
MOJINTUKH TIPODUIIS - TOJIH30BATENb
ONMOKUpyeTCS Ha yKa3aHHOE B
napameTpe BpeMmsl.

900

Int Max

securityprofile.failed login_attem
pts_max time sec

BpeMsi B  TEUEHHUH  KOTOPOTO
JOMYCTAMO OIIUOUTHCS

Int Max

securityprofile.password min_life
_time

BpeMsi B CEKyHJaX, B TEUEHHUE
KOTOpOTO apoJb TOJKEH
UCIOJIB30BAThCSA U HE MOXET OBITh
U3MEHEH

6400

Int Max

securityprofile.password_life tim
e

BpeMsi B CEKyHJaX, B TEUCHUE
KOTOPOIo MOXKET OBIThH
WCIONIb30BaH TEKYIIMH maposib (B
CEeKyHJax)

7776000

Int Max

securityprofile.password_grace ti
me

BpeMs B CEKyHJIaX, B TEUYEHHUE
KOTOPOTO  I0JIb30BaTeNlb  MOXKET
UCIOJb30BaTh TEKYIIUMH Hapoiib ¢
HallOMUHaHUEM O HEOOXOJIUMOCTH
€ro CMEHUTh J0 OJOKHPOBKH
akkayHTa. Bpems mpuOaBisercss k
BPEMEHH,  YCTAaHOBJIEHHOMY B
securityprofile.password_life time

Int Max

securityprofile.password reuse ti
me

BpeMs MEXy IIOBTOPHBIM
HCIIOJIb30BAHUEM OJIHOTO U TOTO XKE
napoJis (B ceKyHaax)

Int Max

securityprofile.password reuse m
ax

MOBTOPHOC MCITIOJIb30BAHUC MMAPOJIA

Int Max

securityprofile.store_password _en
crypted

XpaHEHUE IMapojel B 3aKpPBITOM
BUJIE

True

False

Ne uzmeHneHus:
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[Ipodune mnaponbHOi mnonutuku «Corporate 1» — KoprnopaTWBHBIA NPOPHIb NEPBOrO

YPOBHSI JJIsl YUETHBIX 3aIIMCEN MOJIb30BaTEIECH.

Tabnuma 5.5 — [NapameTpsl maponsHOU monuTuku «Corporate 1»

me

nonb3oBarenb B CYBJ] (1 wac B
CEeKyHJax)

3HaueHUEe «-1» O3HAYaeT, 4YTO HeE
OyZeT TpOUCXOAUTh OJOKHPOBKA
MOJIb30BATENSl HA 3aJJaHHOE BpEMH,
T.. OTCYTCTBHE OJIOKUpOBKU. B
MPOTUBHOM CITy4ae MpH HapyIIeHUH

MOJUTHKH MPOGUIIA - TI0JIE30BATENh

ITapamerp IIpumeyanue Tapaverper Marce-e
B nIpoguie 3HAYeHHe
ITapameTrpb! A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name UMS IPOQHIIS IO YMOTYAHUIO 'Corporate_1'
securityprofile.special chars apoJb TOJDKEH conepxarh | \!"#$%&()*+
yKa3aHHBIE CUMBOJIBI -
J5<=>2@[1"
_
securityprofile.lower case count | mapoib IOJDKEH COAEPKATh Kak 1 256
MUHHMYM | CHMBOJI B HIDKHEM
peructpe
securityprofile.upper case count | mapoiib JOJDKEH COAEPKATh Kak 1 256
MUHHMYM | CHMBOJI B BEpXHEM
peructpe
securityprofile.numbers_count napoyib JOJDKEH COJepXkaTh Kak 2 256
MUHUMYM 2 TGP
securityprofile.special count napojib JOJDKEH COJEepKaTh Kak 1 256
MUHUMYM | cpoen. cuMBOJI U3
3ajaHHOr0 Habopa special_chars
securityprofile.minimum_length | MUHMMaNbHas ATMHA TAPOIIS 6 256
securityprofile.maximum_length | MakcuManbHas JUIMHA TAPOIIS 256 256
securityprofile.minimum_changes | MuUHUManbHOE KOJIMYECTBO 0 256
U3MEHEHUH,  KOTOpOE€  JOJDKEH
colepKaTb HOBBIM IApPOJb 11O
CPaBHEHHIO C MIPEIBILAYIINM
securityprofile.failed login attem | KOJMYECTBO HEYAAUHBIX IOMBITOK 5 Int Max
pts Bxoaa B CYB/]
securityprofile.password lock ti | Bpemsi, Ha KoTopoe OnOKHpyeTcs -1 Int Max

Ne uzmeHneHus:
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ITapamerp IIpumeyanue Hapamerper Marce-e
B nIpoguie 3HAYeHHe
ONMOKUpyeTCS Ha yKa3aHHOE B
napamerpe Bpemsi.
securityprofile.failed login attem | BpeMs B  TeueHHMH  KOTOPOTO 0 Int Max
pts_max_time sec JOMYCTUMO OIIUOUTHCS
securityprofile.password min _life | BpeMs B cekyHIax, B TeYeHHUE 0 Int Max
_time KOTOPOTO napoiib TOJDKEH
UCIIOJIb30BAThCS M HE MOXKET OBITH
U3MEHEH
securityprofile.password life tim | BpeMss B CeKyHOaXx, B TEUYCHHE 3888000 Int Max
e KOTOpOTO MOXKET OBITH
UCIIOJIb30BaH TEKYIIMH Napoib (B
CEeKyHJax)
securityprofile.password grace ti | BpeMss B CEKyHIaX, B TEUYCHHE 0 Int Max
me KOTOPOTO  TOJIb30BaTENIb  MOXKET
UCIIOJIb30BAaTh TEKYIIMH Tapoib C
HAlTIOMHUHAHHEM O HEOOXOIMMOCTH
€ro CMEHUTh J0 OJOKHPOBKH
aKKayHTa.
securityprofile.password reuse ti | Bpems MEXTy MTOBTOPHBIM 0 Int Max
me UCIIOJIH30BAHUEM OJTHOTO M TOTO K€
napoJis (B ceKyHIax)
securityprofile.password reuse m | MOBTOPHOE HCIIOIH30BAHKE ITAPOIIS 5 Int Max
ax
securityprofile.store_password enc| XpaHeHne Tapoyieldi B 3aKPHITOM True False
rypted BUJIE

5.1.3.8.5 Corporate_2

[Ipoduns maponsnoit monutuku «Corporate 2» — KOPHOPATHBHBIA MPO(UIH BTOPOTO

YPOBHSI JJIl YYETHBIX 3alMCEd aJMUHUCTPATOPOB IPOrPaMMHBIX (IIPOrpaMMHO-aIIapaTHBIX

CPEICTB).

Tabnuma 5.6 — [NapameTpsl maponasHON monuTukH «Corporate 2»

ITapamerp

IIpumeyanue

ITapamerpbl
B nipoguie

Makc-e
3HAYEHHE

ITapameTrpbl A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH

securityprofile.profile name

UMS IPOQUIIS IO YMOTYAHUIO

'Corporate 2!

securityprofile.special

napoiab  JIOJDKEH

YKa3aHHbIC CUMBOJIbI

COJICPIKATh

\"HS %6 & ()*+

J :;<=;?@[]A

_ i~

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:
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ITapamerp

IIpumeyanue

ITapamerpbl
B nipoguie

Makc-e
3HAYEHHE

securityprofile.lower case count

napojb JOJDKEH COJepKaTh Kak
MHUHUMYM 1 CUMBOJIOB B HIDKHEM
perucrpe

1

256

securityprofile.upper case count

[IapoJIb JIOJDKEH COJEep:KaTh Kak
MUHUMYM | CHUMBOJI B BEpPXHEM
perucrpe

256

securityprofile.numbers_count

napoJib JIOJDKEH COAEp)KaTh Kak
MUHUMYM 2 TGP

256

securityprofile.special _count

napoJib JIOJDKEH COAEp)KaTh Kak
MUHUMYM 1 cnoen. cumBol U3
3ajaHHOr0 Habopa special_chars

256

securityprofile.minimum_length

MHUHUMAJIbHAA JJIMHA MapoJIsd

12

256

securityprofile.maximum_length

MaKCUMaJIbHad MJIMHA 1apOJisd

256

256

securityprofile.minimum_changes

MUWHHMAJIBHOC KOJIMYECTBO

U3MEHEHUH, KOTOpOe  JOJDKEH
colepKaTb HOBBIM IapoJib IO

CpaBHCHHIO C MPCAbIAYIIUM

256

securityprofile.failed login_attempts

KOJIMYECTBO HEYJAYHBIX MOIMBITOK
Bxojqa B CYB/]

Int Max

securityprofile.password lock time

BpeMsi, Ha KOTOpoe OJIOKHUpyeTcs
nonb3oBarens B CYB/] (1 gac B
CEeKyHJax)

3HaueHUE «-1» O3HAYaeT, YTO HE
OyZeT MpOMCXOAUTh OJIOKHPOBKA
MOJIb30BATENs HA 33JJaHHOE BPEMSI,
T.€. OTCyTCTBHE OJIOKMpPOBKH. B
MIPOTUBHOM cirydae npu
HapYIICHUH MOJUTUKA TIPodums -
MOJIb30BaTeNh OJOKHpyeTcs Ha

YKa3aHHOC B IMapaMETpC BpCMHL.

Int Max

securityprofile.failed login_attempts
_max_time_sec

BpeMs B TCYCHHUH KOTOpPOro

JOMYCTAMO OIIUOUTHCS

Int Max

securityprofile.password min_life ti
me

BpeMsda B CCKyHIdX, B TCUCHUC

KOTOpPOro napoJib JOJIZKCH
HCIIOIB30BAaTHLCI U HE MOXKET OBITE

U3MCHCH

Int Max

securityprofile.password_life time

BpeMsd B CCKyYHIAX, B TCUCHUC

KOTOPOro MOXET OBITh
HCIOJIb30BAaH TEKYLIUH Mapoib (B

CEeKyHJax)

7776000

Int Max

securityprofile.password grace time

BpeMsd B CCKyYHIAX, B TCUCHUC
KOTOPOr'o MOJIb30BATCIIb MOXKET

Int Max

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:
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ITapamerp

IIpumeyanue

ITapamerpbl
B nipoguie

Makc-e
3HAYEHHE

MCIOJIb30BaTh TEKYIIUI Mapoib C
HarlOMUHAHHEM O HEOOXOJMMOCTH
€ro CMEHUTh /0 OJOKHPOBKH
akkayHTa. Bpems npubasinsercs K
BpPEMEHHU,
securityprofile.password_life tim

€

YCTAaHOBJICHHOMY B

securityprofile.password reuse time

BpeMs MEXKIY

ke mapoiis (B CeKyH/1ax)

IMOBTOPHBIM
HUCIIOJB30BAHUEM OAHOIO M TOI'O

Int Max

securityprofile.password reuse max

HOBTOPHOE
napoJis

HUCIIOJIB30BaAHHUEC

Int Max

pted

securityprofile.store_password_encry

BUJIC

XpaHEHUE Mapojeil B 3aKpbITOM

True

False

5.1.3.8.6 Corporate 3

[Ipodune naponpHoil monautuku «Corporate 3» — KOpHOpPaTHBHBIA NPO(UIL TPETHErO

YPOBHSI [UIsl TEXHUYECKUX (CEPBUCHBIX, CIYKEOHBIX) YUETHBIX 3aIllUCed, HCIOJIb3YEMBIX B

TexHojornyeckux nponeccax WC wnmm

(mporpammHo-anmnapaTHbIX) CpEACTB B TAKUE CPEJICTBA.

Tabnuma 5.7 — [NapameTpsl maponsHON onuTuku «Corporate 3»

BCTPOCHHBLIX IMPOU3BOAUTCIIIMU  HIPOIrpaMMHBIX

MUHUMYM 2 TG PHI

ITapamerp IIpumeyanue Hapamerper Marcc-e
B nIpoguie 3HAYeHHe
ITapameTrpbl A1 KOH(PUTYPHUPOBAHUSA NAPOJILHON NOJTUTUKH
securityprofile.profile name UMS IPOQUIIS IO YMOTYAHUIO 'Corporate 3'
securityprofile.special napojb  JObKeH  comepxkath | \!"#$%&()*+
yKa3aHHBIE CUMBOJIBI -
J5<=>2@[1"
_ i~
securityprofile.lower case count napojib JODKEH COAepXkaTh Kak 1 256
MUHHMYM | CUMBOJIOB B HMKHEM
perucrpe
securityprofile.upper case count napojib JODKEH COAepXKaTh Kak 1 256
MUHHMYM | CHMBOJ B BEpXHEM
perucrpe
securityprofile.numbers_count napoJib JIOJDKEH COAEp)KaTh Kak 2 256

Ne uzmeHneHus:
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ITapamerp

IIpumeyanue

ITapamerpbl
B nIpoguie

Makc-e
3HAYEHHE

securityprofile.special _count

napoJib JIOJDKEH COAEp)KaTh Kak
MUHUMYM 1 cnoen. cumMBOI U3
3ajaHHOr0 Habopa special_chars

1

256

securityprofile.minimum_length

MHUHUMAJIbHAA JJINHA MapoJIsd

16

256

securityprofile.maximum_length

MaKCUMaJIbHad MJIMHA 1apOJisd

256

256

securityprofile.minimum_changes

MHUHHMAJIBHOC KOJIMYECTBO

U3MEHEHUN, KOTOpOe  JOJDKEH
colepKaTb HOBBIM IIApOJb IO

CpaBHCHHIO C MMPCAbIAYIIUM

256

securityprofile.failed login_attempt

S

KOJIMYECTBO HEYJAYHBIX MOMBITOK
Bxojqa B CYB/]

Int Max

securityprofile.password lock time

BpeMsi, Ha KOTOpoe OJOoKHpyeTcs
nonb3oBarens B CYB/] (1 vac B
CEeKyHJax)

3HaueHUE «-1» O3HAYaeT, 4TO HE
OyZeT MpOMCXOAUTh OJIOKHPOBKA
MOJIb30BATENs HA 33JJaHHOE BPEMSI,
T.€. OTCyTCTBHE OJIOKMpPOBKH. B
MPOTUBHOM cirydae npu
HapYIICHUH MOJUTUKH Tpoduis -
MOJIb30BaTeNh OJOKHpyeTcs Ha

YKa3aHHOC B IMapaMETpEC BpCMH.

Int Max

securityprofile.failed login_attempt

s max_time sec

BpeMs B TCYCHHUU KOTOpPOro

JOMYCTHMO OIIUOUTHCS

Int Max

securityprofile.password min_life
time

BpEeMsda B CCKyHIaX, B TCUCHUC

KOTOpOTO apoJb TOJDKEH
HCIIOJIB30BATHCS M HE MOXKET OBIThH

U3MCHCH

30

Int Max

securityprofile.password_life time

BpEeMsd B CCKyHIaX, B TCUCHUC

KOTOPOIo MOXET OBITH
HCIOJIb30BAaH TEKYLIUH maposib (B

CEeKyHJax)

7776000

Int Max

securityprofile.password grace tim
e

BpeMsi B CEKyHJax, B TEuCHHE
KOTOPOTO IOJIb30BaTE€Ib MOXKET
MCIOJIb30BaTh TEKYIIUI Mapoib C
HarlOMUHAHUEM O HEOOXOJMMOCTH
€ro CMEHUTh /0 OJOKHPOBKH
akkayHTa. Bpems nmpubainsercs K
BPEMEHH, YCTAHOBICHHOMY B
securityprofile.password_life tim

€

Int Max

Ne uzmeHneHus:
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ITapamerpbl Makc-e

ITapamerp IIpumeyanue
B nIpoguie 3HAYeHHe
securityprofile.password reuse tim | Bpems MEXIY MTOBTOPHBIM 0 Int Max
€ HUCIIOJB30BAHUEM OAHOI'O M TOI'O

ke mapoiis (B CeKyH/1ax)

securityprofile.password reuse ma | MoBTOpHOE UCIOJIb30BaHUE 5 Int Max
X apoJIs

securityprofile.store_password enc | xpaHeHuWe Mapojieii B 3aKPHITOM True False
rypted BUJIE

5.1.3.9 B3aumopaeiicTBre napaMmeTpoB NAPOJIbHBIX NOJIUTHK
5.1.3.9.1 Bpemsi skM3HN NAPOJIs N0Jb30BATEIA

Bpemst sxu3HM apoJis MoJib30BaTeIsi COCTOUT U3 TPEX MapaMeTpPOB:

- MaKCHMaJlIbHOE BpeMsl IelcTBUsl mapoiis (securityprofile.password life time);

— MUHUMAaJIbHOE BpeMs JieicTBUs mapodis (securityprofile.password min life time);
- JTBTOTHBIN epuo AeicTBUs apods (securityprofile.password grace time).

Ha pucynke 5.1 nmokazaHa cxeMa B3aMMOJIEUCTBHUSI BpeMEHHBIX mapameTpoB. Ha oTpeske

BpeMeHu min_life time maposb mosb30BaTeNs HENNb3sI H3MEHUTb.

Ecnn BpemeHHOI mapameTp grace time aKTHBEH, TO YCTAaHOBJIEHHOE B HEM BpeMsd
npubaBUTCS K BpeMeHHU mapamerpa life time m mocie OKOHYaHUS CyMMapHOTO CpOKa JICHCTBHA

MapoJIs y4eTHasl 3alKch MMOJIb30BaTeNs OyaeT 3a0JI0KUpOBaHa.

Life_time

A
Y

o >

Min_life_time Grace_time

Pucynok 5.1 — Cxema B3auMOJI€liCTBHS BPEMEHHBIX TapaMETPOB
5.1.3.9.2 Kotu4yecTBO H3MEHEHHUH B MapoJie M0JIb30BaTeIsl
[Tapametp securityprofile. minimum_ changes omnpenenseT MHHHUMaIbHOE KOJUYECTBO
3HAKOB, KOTOPBIMH JOJDKEH OTJIMYAThCS HOBBIM Mapojb OT MHPEAbLAYLIEro. DTOT NapaMmeTp

B3aMMOCBSI3aH C napameTpom XpaHeHus napoJjei B 3aKpBITOM BUJIE

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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securityprofile.store_password encrypted. ITo YMOITYaHUIO napameTp

securityprofile.store_password encrypted umeer 3HaueHHE true, T.€. BKIFOYCH.

Ecmn napamMmeTp paBeH false, TO Oyner JOCTYIEH napamerp
securityprofile.minimum_changes, npu 3TomM ayTeHTHQHUKAIIOHHAS HHPOPMALIKS MOJIB30BaTENCH

OyZeT JoCTymHa TOIBKO PO C aTpuOyTOM Superuser.

HOBTOpHOC HCII0JIb30BAHUC MAPOJIA MOJB30BATCIISA OCYHICCTBIIACTCA B HECKOJILKO 3TAIlOB,

IIPOBEPSAETCS:

- UCTOPHSI TapoJieil; OHa MPOBEPSETCS BHE 3aBUCHMOCTH OT CHoco0a XpaHEHHS
ayTeHTHU(PHUKAITMOHHON uHpOpMaIHH, YKa3aHHOI'O B napameTpe

securityprofile.store_password_encrypted;

- 3aJlaHHOE BpEMsI MEXKIy HCIOJb30BAHMEM TIOCIEAHETO IMapojisi, YKa3aHHOTO B
napamerpe securityprofile.password reuse time; ecnu mapaMmeTp He 3aJaH, TO IPOBEpPKa

MIPOITyCKAEeTCs;

- 3aJJaHHBIN MMapaMeTp pa3pereHHOro KOJNYeCTBa paHee MCIOIb30BAHHBIX MapoieH,
yKa3aHHBIX B mapamerpe securityprofile.password reuse max; eciu mapaMmeTrp HE 3ajaH, TO

IIPOBEPKA MPOILYCKAETCA.
[IpoBepku MpoOXOAT MapaIeIbHO.

5.1.3.9.3 IToBTOpPHOE MCIIOJIBL30BaHME NTAPOJIA M0JIb30BaTEJIA

ITonruTka B OTHOLICHUU IMOBTOPHOI'0 HMCIIOJB30BaAHUA MAPOJIA MOXKCET UMCTh CIICAYIOIIUC

BapUAHTHI:

- pa3pelieHo YCTAaHOBUTh PaHee MCIOIb30BaHHBIN M1apOJib;

- pa3pelieH0 YCTAaHOBUTh paHEEe MHCIIONb30BAaHHBIA MapoJib Yepe3 OINpEEeIIEHHOE
BpeMs;

- pa3pelieHo YCTAaHOBUTh PAHEE UCIIOJIb30BaHHbBIN NApOJIb ONPENEIEHHOE KOJIUYECTBO
pas;

- Pa3spCuICHO YCTAHOBUTH PAaHCC HCII0JIb30BaHHbIN mapoJib OMIPCACICHHOC KOJINYCCTBO

pas3 gepes oIpeelIeHHOE BpeMsl;

- 3aMpelleHo0 YCTaHOBUTh paHee UCTIOIb30BaHHbBIN MapOIlb.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[Tapamerp «securityprofile.password reuse time» (IpPOMEXYTOK BpPEMEHH, KOTOPBIN
JIOJDKEH TPOUTH MEXIY HCIIOJIb30BAHUEM OJIMHAKOBBIX MApOJICi) MOXKET MPUHUMATh TPU THIIA

3HAUEHUUN:
— «-1» — OECKOHEUYHBII MMPOMEKYTOK (ITOBTOPHO HCIIOIH30BAThH MAPOJIh HEIIb35);

- «0» — MPOMEKYTOK OTCYTCTBYET, MOXKHO CTaBHUTh OBIBIIHIA B UCTIOIb30BAaHHUH ITAPOJTh
cpasy;
- 6onee «0», HO He Oolee MaKCUMAIIBHOTO 3HaueHus nepemerHoi INT MAX.

[Tapametp «securityprofile.password reuse max» (MHHMMaabHOE KOJHYECTBO CMEH
nmapoyii MEXIy HWCIOIb30BAaHUEM OJWHAKOBBIX TIapojieil) MOXET MPHUHUMATh CIEAYIOIINe

3HAYCHMUS:
— «-1» — 6ecKOHEUHOE KOJIMYECTBO (ITOBTOPHO HCIIOJIH30BAThH AP0 HEIb3s1);

- «0» — KOJIWYECTBO CMCH naponeﬁ PaBHO HYJIO, T.C. pa3pClICHO HCIIOJIb30BaAThb

MpEeABIIYLIIUI TapOoJIb IIPU TEKYILEH CMEHE Mapois;
- 6onee «0», HO He Ootee MaKCUMAIIBHOTO 3HaueHUs epeMenHoi INT MAX.
B3anmopeiicTBue mapameTpoB MPEACTABICHO B MATPULIE.

Tabmuna 5.8 — MaTtpuiia mapaMeTpoB

ToBTopHoE KoauuyecTBo panee HCNO0/Ib30BAHHBIX AP0

HCTIOTB30BARME TIAPOTST B (securityprofile.password_reuse max)
TedeHHue BpeMeHH Kon-Bo maposneii

(securityprofile.password_ Zanpemieno (-1) Paspemeno (0) 00JIbIIIE YKA3aHHOTO

reuse_time) 3HAYEHUS
3anpemeHo (-1) 3anpeleHo 3anpeleHo 3anpeleHo
Pazpemeno (0) 3anpelieHo Pazpemeno Pazpemieno
[Tepuon Bpemenu (6omee 0) | 3ampemieHo Pazpemeno Pazpemeno

Taxum 00pazom, it POPMHUPOBAHKS OJJTHON U3 MOJIUTUK CIEAYET YCTAHOBUTD 3HAUCHUS IS
napameTpoB  securityprofile.password reuse time w  securityprofile.password reuse max

MpuBe/IeHHbIC B Tabmue 5.9.

Tabmuua 5.9 — KomOuHamm napamMeTpoB 3HaYEHUI OJUTUK IOBTOPHOI'O UCIIOJIb30BAHUS

napoJst

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Ne IHonuTnka ITapamerpbl 3HaueHnne
| Hcnonb3oBanue panee | securityprofile.password reuse time | -1
UCIIOJIb30BAHHOIO NApOJIs 3ampenieHo | securityprofile.password reuse max -1
Hcnonb3oBanue panee | securityprofile.password reuse time | -1
, | MCTOMb30BAHHOTO MApONs 3aMpellieHo, 0

BHE 3aBHCHMOCTH OT KOJIM4ecTBa cMeH | securityprofile.password reuse max
- - (wm Gouee 0)

napoJst
Hcnonb3oBanue panee | securityprofile.password reuse time | Bomnee 0

3 | MCTIONB30BAHHOIO MapoNA pasperieHo
yepe3 OMNpeZesieHHOe KOIM4YecTBO pa3 | securityprofile.password reuse max Bonee 0
CMEHBI TIapOJIst
Hcnonp3oBanue panee . . 0

securityprofile.password reuse time

4 | UCTIONB30BAHHOIO MApOJs 3aIPELEHO. - - (ummu Gonee 0)
Bce naponu yHukanabHble securityprofile.password reuse max -1

5 Hcnonb3oBanue panee | securityprofile.password reuse time |0

MCI0JIb30BAHHOTO IApoJIsd paspemeno | securityprofile.password reuse max 0

5.1.3.9.4 BzaumojeiicTBHe MapamMeTpPoOB NAPOJbHBIX MOJUTHK NMPH peaju3aluud Mep
3amuThl uHPopmanun UAD.4 (1r) u YIIJ.6 (1)

B xommnonente SecurityProfile peanmzoBana wacte TpeboBanuit UA®D.4 (1) u YIII.6 (1),
OMMHMCAHHBIX B JOKyMeHTe «MeToaudecKkuii JOKyMEHT. Mepbl 3amuThl HHPOpMAIUU B

rocy1apCcTBEHHBIX HHPopMannoHHbIX cuctemax» (yTB. DCTIK Poccun 11.02.2014):

B mepe 3amutst undopmanuu MA®D.4 (1r) nonb3oBaTenb 0JIOKUPYETCS MOCHE TOCTUKEHUS
YCTAaHOBJICHHOTO MAaKCHMAaJbHOTO KOJIMYECTBA HEYCICIIHBIX TMOMBITOK ayTeHTU(UKAINKA Ha

nepuof ot 15 1o 60 MUHYT.

B mepe 3amuter nadopmanuu YIIJ1.6 (1) monp3oBaTenb OJIOKUPYETCS TOCIE JOCTHKEHUS
YCTAaHOBJICHHOTO MaKCHMAJIbHOTO KOJIMYECTBA HEYCICITHBIX TOMBITOK ayTCHTH(PUKAIUU 32

YCTaHOBJIEHHBII MEpUOJI BPEMEHHU 0 MOMEHTA pa30JI0KUPOBAaHUS €r0 aIMUHUCTPATOPOM.
JInst peanu3anuy yKa3aHHBIX MEp HCIIOIb3YIOTCS ITapaMeTphl:

— securityprofile.failed login attempts — KOJWYECTBO HEYCHENIHBIX TOIBITOK

ayTeHTU(UKaAIUY;
- securityprofile.password lock time — Bpemsi OJIOKUPOBKH TOJB30BATEIIS;

- securityprofile.failed login attempts max time sec — Bpemsi, B T€4€HHE KOTOPOTO

JOITyCTUMO OIIHOUTHCSL.
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KiroueBEIM MOMEHTOM SIBISICTCS COOTHOILICHHE BPCMCHHBIX ITapaMCTPOB U KOJIUYCCTBO

MOTIBITOK ayTeHTU(UKALIMYU TI0JIH30BATENS B pa3pe3e BPEMEHH.
Jlasiee paccMaTpuBarOTCS MPUMEPHI B3auMOIeCTBHS mapaMeTpoB SecurityProfile.
IIpumep Ne 1

Y CTaHOBIIEHBI TapaMETPBL:

- securityprofile.failed login attempts = 5 — [ATh HEyHAYHBIX TOMBITOK
ayTeHTHU(DHUKAIIH;
- securityprofile.failed login attempts max time sec = 0 — Bpems, B TeUYCHHE

KOTOPOTO AOITYCTUMO OH_II/I6I/ITBC$I, HC YCTAHOBJICHO,

- securityprofile.password lock time = 3600 — Bpemst OI0KHpOBaHUS TOJIb30BaTENs |

qac.

[Tonmp30BaTeNIb MPOBOAUT MSATh HEYAAYHBIX IMOMBITOK ayTCHTHU()UKAMK U TI0 HapaMeTpy
securityprofile.password lock time =3600 on 610kupyeTcs Ha oquH 4yac. [1o ncreuennn BpeMeHH

MMOJIB30BATCIIb MOXKCT MPCANPUHATDH ITONBITKN aYTeHTI/Iq)I/IKa]_[I/II/I.

KomuaecTso HCYJAYHBIX IOIIBITOK BXOAa

securityprofile.failed login attempts =5

dp & & &y &

v

time

securityprofile.failed login_attempts max_time = 0 securityprofile.password lock time = 3600

l
<

A

Bpewms, B TeueHHE KOTOPOTO JOIYCTUMO OLUIHOUTEHCS BpeMst 6JI0KHPOBKH TOIB30BATENS

Pucynok 5.2 — BpemenHnas quarpamma npumepa Ne 1

Taxum 06pa3zom BeImoNHAETCS Mepa 3amuThl nHpopmannu UAD.4 (1r).
IIpumep Ne 2

Y CTaHOBIIEHBI TAPAMETPBL:
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— securityprofile.failed login attempts = 5 — [mITh HEyJAYHBIX TOIBITOK

ayTeHTHU(HUKAIIH;

— securityprofile.failed login attempts max time sec = 300 — Bpems, B TEUYCHHE

KOTOPOTO JOIyCTUMO OIIMOUTHCS, YCTAHOBJICHO 5 MUHYT;

- securityprofile.password lock time = 3600 — Bpemst O10KHpOBaHUS TOJIb30BaTENs |

qac.

[Tonmp30BaTeNb MPOBOAUT MATH HEYNAYHBIX MOMBITOK ayTEHTH(HKAIMH B TEUCHHUE IISTH
MuHYT. B 3TOM ciydae mapamerp password lock time wurHopupyeTcs, W TOJIb30BaTENb

OJIOKUpYyeTCsS 10 MOMEHTA Pa30JI0KUPOBAHUS €r0 aIMUHUCTPATOPOM.

KommaecTBo HCYIOAYHBIX ITOIIBITOK BXOJa

securityprofile.failed login_attempts = 5

dp &y &y & &

time >0 >

securityprofile.failed login attempts max_time = 300 securityprofile.password lock time = 3600

<
‘

i J
A
I

Bpewmsi, B TeueHHE KOTOPOTO AOIMYCTUMO OIIHMOUTHCS Bpems 6710KkHpOBKHU MOIB30BATEIIS

PucyHok 5.3 — BpemenHnas quarpamma npumepa Ne 2

Taxum 06pazom BeImoNHSAETCS Mepa 3amuThl nHGopmanuu YIIJ1.6 (1).
IIpumep Ne 3
Y CTaHOBIIEHBI TAPAMETPBL:

— securityprofile.failed login attempts = 5 — [T HEyJAYHBIX TOIBITOK

ayTeHTu(uKanmy;

- securityprofile.failed login attempts max time sec = 300 — Bpems, B TedeHHE

KOTOPOT'O JAOITyCTUMO OIIMOUTHCS, yCTAHOBJICHO 5 MUHYT;

- securityprofile.password lock time = 3600 — Bpemst Gii0kHpOBaHUS TOJIb30BaTENs |

qac.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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ITonp30BaTenb MNpOBOAUT HYCTBIPC HCYAAYHBIC IIOIBITKH aYTCHTI/I(l)I/IKaHI/II/I, HO IIATasd
IIOIIBITKA ayTCHTI/I(l)I/IKaHI/II/I yaAadHadg U IpOoXOoarT IMOCJIC BDEMCHHU, B TCYCHNEC KOTOPOI0 AOITYCTHUMO

omubutbes. [loap3oBarens He OIOKUPYETCs, T.K. HE MIPEBHIIICHBI YCTAHOBICHHBIE TAPAMETPHI.

(]
Q4
»ﬁj} >

Pucynok 5.4 — Bpemennasi nuarpamma npumepa Ne 3

KoanuectBo HCYJAaYHBIX MOMBITOK BXOJa

securityprofile.failed login attempts =5

& & & &

time

securityprofile.failed login attempts max_time = 300

) J

Y

BpeMﬂ, B TCUCHUC KOTOPOT'O JOITYCTUMO OIIMOUTECS

IIpumep Ne 4

Y CTaHOBIIEHBI TaPAMETPBL:

— securityprofile.failed login attempts = 5 — [T HEyJAYHBIX TOIBITOK

ayTeHTU(HUKaImy;

— securityprofile.failed login attempts max time sec = 300 — Bpems, B TeUYCHHE

KOTOPOT'O JAOIyCTUMO OIIMOUTHCS, YyCTAHOBJICHO 5 MUHYT;

- securityprofile.password lock time = 3600 — Bpemst GI0KHpOBaHUS TIOJIb30BaTeENs |

qac.

[Tonp30BaTeNlb TPOBOAUT YETHIPE HEYAAUHBIC TMOMNBITKH ayTeHTHuukanuu. [lsatas
HEy/JayHasl TOMbBITKA MPOUCXOIUT TOCIE HCTEUEHHUS BPEMEHH, YCTAHOBJICHHOTO B Tapamerpe
securityprofile.failed login attempts max time sec, T.e. ¢ MOMEHTa TIEpBON HEyIAYHOU

ayTeHTU(HUKAIIMH MPOLLIO O0Jiee TSATH MUHYT.

Hanee cpabarteiBaeT mapametp securityprofile.password lock time wu mosb30BaTeNb
OJIOKHUpYyeTCS Ha OAMH 4Yac. BMemarenbcTBO aIMHHHCTpATOpa HE TOTPEOYeTCs, U TOJIh30BaTENb
CMOKET TPEANPHUHATH IMONBITKH ayTCHTH(PHUKAIMU Yepe3 Yac C MOMEHTa IATON HEyJZauyHOU

IIOIIBITKH ayTeHTI/Iq)I/IKaI_[I/II/I.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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KonuuectBo HEYJAa4YHBIX ITOIBITOK BXOAa

securityprofile.failed login_attempts =5

dy &9 & Oy 9

v

time P f v n e

securityprofile.failed login attempts max_time = 300

securityprofile.password lock time = 3600

-

A

Y
_v

BpewMsi, B TedeHHE KOTOPOIO JOITYyCTUMO OIIMOUTHCS BpeMst GI0KHPOBKH MOJIb30BATEIs

PucyHok 5.5 — BpemenHnas quarpamma npumepa Ne 4

Taxum 06pazom BeIONMHSETCS Mepa 3amuThl nHpopmaru UAD.4 (1r).

5.1.3.10 IIapameTpsbl NapoJIbHOM MOJTUTHKH MO cxeMe securityprofile

Jlyis axkTMBanMuM TapoNbHOW TOMUTHKKA 1o cxeme securityprofile B CYBJ[ «Jatobay

HEO0OXOMMO BBITIOJIHUTH CJICIYIOIINE EHCTBUS:

1) Ot yuernoii 3anucu agmuauctparopa CYB/] noakmountses k OC 1 OTKPBITH (aiin

postgresql.conf?.

2) B ¢aiine postgresgl .. conf nponucarh CIEAYIOIIYIO CTPOKY:

shared preload libraries = 'securityprofile'

3) [Tepezarpy3uts cepBuc CYB]] «Jatoba» B OC cemeiictBa GNU/Linux mpu momorniu

KOMAaH/IbI:

systemctl restart jatoba-<ver>

o HeoOxognmo o0paTuTh BHHUMAaHHE, YTO yKa3aHWE B KOH(QUTYPaLMOHHOM (haiiie
postgresql.conf ommuu shared preload libraries = 'securityprofile’ aktuBupyer
KOMITOHEHT YIIPABJICHUS MAapOJIbHBIMH TIOJIMTHKAMA M CO3MaeT MOJUTHKY IO

ymodanuio ¢ umeHeM «defaulty. J{s co3maHus HOBBIX MOJIMTHUK BBITOJHSETCS II. T)

3 ) Mecronaxoxkaenne  (Qaiinma  postgresql.conf 1o  ymomuammioo B OC  cemeiictea  GNU/Linux:
/var/lib/jatoba/<ver>/data/postgresql.conf

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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4) Ot yuerHo# 3anucu agmunuctparopa CYBJl noaxmountsbes k bJl, yka3aHnHoi B
KoH(UryparmmonHom aiine postgresql.conf B mapamerpe securityprofile.db name, u 3arem

BBIIIOJIHUTH CJICAYIOUIYIO KOMAHY:

CREATE EXTENSION securityprofile;

[Tociie wero chopmupyercs cimyxkeOHasi cxema securityprofile (cm. pucyHok 5.6) mis

ykazaHHou b/l

o Jlns KoppekTHO# paboTbl kommoHeHTa SecurityProfile momyctuma eamncTBeHHAs

ycranoBKa pacmupenus SecurityProfile mst CYB/I.

root@ubuntu: /homefadmin1

File Edit View Search Terminal Help

postgres=# create extension securityprofile;
CREATE EXTENSION
postgres=# |:|

Pucynox 5.6 — YcranoBka pacmmpenus «securityprofile»

Byner co3nan mpoduis mo ymondanuio ¢ umenem «defaulty.

B ta6muie 5.10 mpencTaBieHbl KOMAaHIBI YIIPABICHUS TapaMeTpaMu CITyKeOHOH CXeMOoi B

CVYB]] «Jatobay.

Tabauma 5.10 — Komannet ynpasnenus napamerpamu npopuist B CYB/ «Jatobay

Komanpna \ IIpumeyanue

KoJsinyecTBO HeycnenIHbIX NONBITOK AyTeHTH(HKALUM

select YcTraHoBKa MAKCUMAaJIbHOTO KOJTMUECTBA

securityprofile.set_profile failed login attempts(' | Heymaunbix nonsiTok Bxoga B CYB/I. Ecnu mopor

ums_npodust’, bigint); IIPEBBILLEH, TO IPUMEHSAETCSI BpEMEHHAs
OJIOKMPOBKA

select YcraHoBKa BpeMeHH, B TeUEHHE KOTOPOTO

securityprofile.set_profile failed login attempts | monb3oBarens HaBceraa OJIOKUPYETCs IpU

max_time seconds('umsi_npoduist', bigint); JOCTHKEHUM YCTAaHOBJIEHHOI'0 MaKCUMAJIbHOTO
KOJINYECTBA HEYCIEIIHBIX MOMBITOK
ayTeHTU(UKAITUU

select YcraHoBKa BpeMeHH, Ha KOTOPOe OJIOKHPYETCs

securityprofile.set profile password lock time MOJIb30BATENb B IHAX, -1 — BedHasi OJIOKHPOBKa

('mms_npoduis', bigint);

select YcraHoBKa BpeMeHH, Ha KOTOPOe OJIOKHPYETCs

securityprofile.set_profile password lock time s | momb3oBarens B CeKyHIax

econds('umst_npoduist', bigint);

Bpems geiicTBust napoJis

‘ Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Komanna

IIpumeyanue

select
securityprofile.set_profile password min_life ti
me('umsi_nipodust’, bigint);

YcTaHOBKa BPEMEHHU B JHSX, B TEUEHHUE KOTOPOTO
MapoJb JTOJDKEH UCIOIh30BaTHCS M HE MOKET
OBITH U3MEHEH

select
securityprofile.set_profile password min_life ti
me_seconds('umsi_npoduiist', bigint);

YcraHoBka MUHUMAJIEHOTO BpCMCHHU B CCKYHJAX,
B TCUCHUC KOTOPOI'0 MMapojib JOJIZKCH
HCIIOIB30BAaTHCS U HE MOXKET OBITh H3MEHEH

select
securityprofile.set profile password life time('u
Msi_nipodus’, bigint);

YcTaHOBKa BPEMEHHU B JHSX, B TEUEHHUE KOTOPOTO
MOET OBITh UCTIONIb30BaH TEKYIIUI apoib (B
nHsX). (-1 — BeUHOCTh. 3HaUeHue, yKa3aHHOE B
ormmuu VALID UNTIL npu co3nanuu/cmeHe
napoJisi Oy1eT IPOUTHOPHPOBAHO)

select
securityprofile.set profile password life time se
conds('umsi_mipoduis’, bigint);

YcTaHOBKAa BPEMEHU B CEKYH/IaX, B TCUCHUE
KOTOPOT'O MOXKET OBITh MCIIOJIb30BaH TEKYIUI
11apoJib

select
securityprofile.set_profile password grace time
('mms_npoduis’, bigint);

VYcTaHOBKa BpEMEHHU B JHSX, B TEUEHUE KOTOPOIO
MOJIb30BATEh MOXKET MCIIOJIb30BaTh TEKYIUI
1apoJib ¢ HAIIOMUHAHUEM O HEOOXOAUMOCTH €ro
CMEHHUTH 10 OJIOKUPOBKM aKkayHTa. (-1 —
BEYHOCTb. AKKAyHT CYyIEpIIOIb30BaTels
3a0JIOKUpOBaH He OyeT)

select
securityprofile.set profile password grace time
seconds('ums_npoduist', bigint);

YcraHoBKa BpeMEHH B CEKyHJIaX, B TCUCHHE
KOTOPOT'O TI0JIb30BATENb MOKET UCIOIB30BATh
TEKyIUH Mapojb ¢ HATOMUHAHUEM O
HEOOXOIMMOCTH €T0 CMEHHTD J0 OJOKUPOBKH
akkayHTa. ( -1 — BeUHOCTb. AKKayHT
CYIIepIOIb30BaTeNsl 3a0JI0KHPOBaH He 0yIeT)

HOBTOpHOQ NCIMOJb30BAHUE MTAPOJIsA

select
securityprofile.set profile password reuse time
(‘'mms_npoduis', bigint);

VYcTaHOBKa BpPEMEHHU B JTHSAX MEXIY IIOBTOPHBIM
HCIOJIb30BAHUEM OJIHOT'O M TOTO k€ naposst. (-1 —
BEUHOCTb)

select
securityprofile.set profile password reuse time
seconds('umsi_npodmiist', bigint);

YcTaHOBKa BPEMEHU B CEKYHIaX MEXIY
IIOBTOPHBIM HCIIOIB30BAHUEM OJHOT'O U TOIO XKe
1apoJIs.

select
securityprofile.set profile password reuse max('
ums_nipodust', integer);

YcTaHOBKA KOJIMYECTBA CMEH MapoJisl epe/
BO3BpAIlICHHEM K cTapoMy 3HaueHHIo (st
MOBTOPHOT'O MCIOJIb30BAHUS Mapois 0e3
OTrpaHUYECHUN HAJ0 yKa3aTh

password_reuse time=-1 u password_reuse max

=-1)

XapaKTepUCTHKHU NAPOJIA

select

count('umsi_nipodmiis', integer);

securityprofile.set profile password lower case

YcTaHOBKa MMHMMAJIBHOTO KOJIMYECTBA CUMBOJIOB
B HIKHEM PErHCTpE, KOTOPBIE TOJIKEH COAECPKATh
napoJib. (0 — HaMuue He 0053aTeNbHO)

select

count('umsi_nipodmiis', integer);

securityprofile.set profile password upper case

YcTaHOBKa MMHMMAJIBHOTO KOJIMYECTBA CUMBOJIOB
B BEPXHEM PETUCTPE, KOTOPBIE JOJDKEH CONEPIKATh
napoJib. (0 — HaMuue He 0053aTeNbHO)

select
securityprofile.set profile password numbers co
unt('ums_nipoduist', integer);

YcTaHoBKa mapameTpa MUHUMaIbHOIO
KOJINYeCTBa IUQpP, KOTOPBIE JOIDKEH CONEPKATh
napoJib (0 — Hamuue He 0053aTeNbHO)

‘ Ne uzmeHneHus:

‘ HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Komanpna IIpumeyanue
select [TapameTp yka3bIBalOUIM Ha IepeyeHb Habopa
securityprofile.set profile password special char | cmem.cumBoioB, KOTOpBIE JIOTKHBI
s ('mmsi_mpoduuis’, 'HabOP criel.CHMBOJIOB'); HCIIOJIb30BATHCS B MapoJe
select VYcraHoBka mapamerpa, HpU KOTOPOM IapoJib
securityprofile.set profile password special cou | momkeH coaepkaTh MHHHUMAIBHOE KOJIUYECTBO
nt('ums_npoduis', integer); crieicuMBoJIoB (0 — HanKu4Ke He 00s3aTeNbHO)
select YcTaHOBKAa MUHUMAJIBLHOM JJIMHBI IAPOJIS

securityprofile.set profile password min_len('um
a_npoduis’, integer);

select [Tapamerp yCTaHaBIMBAIOUN MaKCHUMAJIbHYIO
securityprofile.set_profile password max len('um | nnuHy maposus

a_npoduis’, integer);

select [Tapamerp  yCTaHABIMBAIOIIMK  MHUHUMAJIbHOE
securityprofile.set profile password min change | konuuecTBO  HW3MEHEHUH, KOTOpOE  JOJDKEH
s('umsi_mpodust', integer); COJCpKAaThb HOBBIM MApoOJib 110 CPABHEHHUIO C

npensiaymuM. (PaGoraer Tompko MpH yCIIOBHH
XpaHEHUs1 UCTOPUH M1apoJIeH B OTKPHITOM BHUJIE)

select [Tapamerp, ycTaHaBIMBAIOLUIUN XPaHEHUE UCTOPUU
securityprofile.set profile store password encryp | maposeii B 3akpbiToM Buze (B mdS xamax), false —
ted('umsi_npoduist', boolean) — true B OTKPBITOM

KpOMC TOro, €CTb (1)YHKHI/IOH8.JIBH8.51 BO3MOXXHOCTBb CO34aBaTb JOIIOJIHUTCIBHBIC CXEMbI U

MPUBS3BIBATH K HUM YUYETHBIE 3aIHMCH MTOJIb30BaTEINCH.
B tabmure 5.11 npencraBnens komanasl ynpasienus npopuiem B CYB/] «Jatobay.

Tabauma 5.11 — Komanne! ynpasnenus npodunem B CYBJ «Jatobay

Komanpna IIpumeyanue
select securityprofile.create profile ('"umst_HOBOro mpodmist'); | Co3naHue HOBOro mpoguIs

select * from securityprofile.show_profiles; ITpocmoTp cnmcka npouei
select securityprofile.drop_profile (‘"umsi_nipodust'); VY nanenue npoduis
select securityprofile.bind_profile ('umsi_npodunst', [TpuBsi3ka MoIb30BATEINS K IPOPHITIO

'UMsl_TI0JIb30BaTENS');

o Heo0xoammo oOpaTuTh BHUMaHME, YTO JUJIsl IPUMEHEHHs CXeMBbI «securityprofile»

paHee CO3/IaHHBIM YYETHBIM 3aITUCSM, HEOOXOIMMO BBITIOJHUTH KOMaH/Y:
bind profile ('uma npodmna', 'mMA nojgb30BaATENA')
IIpumepl. Co3nanne npodpuisi napobLHOM MOJTUTHKH

3ananue. Tpebyercs co3aaTh TOTOTHUTENBHBIN MPOGUITH TAPOTHHON MOJIUTUKHA C UMEHEM

«password _user», B KOTOpOM OyIeT yCTaHOBJIEHA JUIMHA TMapojs MOJb30BaTens paBHas 9

Ne u3zmeHeHUS: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M: ‘




77
643.72410666.00067-08 95 01

cumBonaMm. IIpm 53TomM monb3oBarens «testl» momkeH OBITh TPUBA3aH K  MOPOQHITIO

«passvvord_user».

Hlar 1. CozpaTth mpo¢uiib MapoIbHON MOJIUTUKY C UMEHEM «password user» Ha OCHOBaHHUU

cxeMsl «securityprofile», BEIOTHUB CIEIYIONTYIO KOMAaHITY:

SELECT securityprofile.create profile('password user');

root@ubuntu: /home/admin1

File Edit View Search Terminal Help
postgres=# select securityprofile.create profile('password user');
create profile

Pucynok 5.7 — Coznanue npoduiis «password user

Hlar 2. [IpocMOTpeTh CIMCOK UMEOIuXcs npod e, BomorHuB SQL-koMany:

SELECT * from securityprofile.show profiles;

1100 MPOCMOTPETH HECKOJIBKO CTOIOLOB M3 TabmuIbl «securityprofile.profilesy, Beimoaaus

SQL-xomaHnny:

SELECT prflprofileoid, prflprofilename FROM
securityprofile.profiles;

[+ root@ubuntu: /home/admin1

postgres=# SELECT prflprofileoid, prflprofilename FROM securityprofile.profiles;
prflprofileoid | prflprofilename

2559965139
2552777628
2709145889

password user
Corporate_3
Corporate_2

884749915
4066718152
1815302412

(7 rows)

CIS
FSTEC_ 2 class
FSTEC 1 class

I
|
|
4279584436 | Corporate 1
|
|
|

postgres=#

Pucynok 5.8 — Crincok nmpoduiieii mapoabHBIX MOJIUTHK

Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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B pesynbrate BUAHO, YTO HOBBIM MPO(UIIL CO3/IaH U yHACIEA0BAJI MapaMeTphbl HapOIbHOM

MOJIMTUKHU 11O YMOJIYaHHIO.

IMlar 3. [IpuBszate momp3oBarens «testl» k mpodumio «password user», BBIOJHUB

KOMaHJy:
SELECT securityprofile.bind profile ('password user', 'testl');

root@ubuntu: fhome/admin1

File Edit View Search Terminal Help

postgres=# select securityprofile.bind profile ('password user',6 'testl');
bind profile

postgres=# [

Pucynok 5.9 — I[IpuBsi3ka noiap30BaTens K IpOQHIIo
Ilar 4. YcTaHOBUTh MUHUMAJIbHYIO JUIMHY NApOJs MOJIb30BATENs PABHYIO 9 cuMBOIIaM,

BBIIIOJITHUB KOMAaHY:

SELECT securityprofile.set profile password min len
('password user',9);

root@ubuntu: /homefadmin1
File Edit View Search Terminal Help

postgres=# select securityprofile.set profile password min_len ('password user',
9);

set_profile_password_min_len

Pucynox 5.10 — YcraHoBka JuiHBI apodisi B mpoduie «password user»

Ha nannom mare TpeGyemMoe 3agaHie BBITIOTHEHO.
IIpumep 2 YcranoBka BpeMeHH OJIOKHPOBKH A5 NPO(HIIsA 10 YMOJIYAHUIO

Hlar 1. YcranoButs Bpemsi OJOKHPOBKHM Al Mpoduiis Mo ymondanuio (Hampumep, 30

JTHEH):

‘ Ne u3zmeHeHUS: HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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ALTER SYSTEM SET securityprofile.password lock time = 2592000;

Ilar 2. BeimonHuTk nepesarpysky cityx0b1 CYB/I:

systemctl restart jatoba-<ver>

rie ver — Homep Bepcuu CYBJI «Jatobay.

5.1.3.11 Yaanenne komnoHenra «securityprofile»
Jns ynanenuss Mmomyisi kommoHeHTa «securityprofiley m3 CYBJl «Jatoba» HeoOxommmo

BBIIIOJIHUTH CICAYIOUIUC I[CﬁCTBPI?I:

1) Ot yuernoii 3anucu agmuauctparopa CYB/] mogkmountbes k OC 1 OTKPHITH (aiin

postgresql.conf.

o Baxno! B kondurypanmonsom ¢aiine postgresql.conf n3 mapamerpa

shared preload_libraries HeoOxoaumo ynanuTte 3Ha4eHue securityprofile.

2) AptopuzoBatbea B CYB/] ¢ yueTHO 3aMChI0 NPUBWIETMPOBAHHOTO M0JIb30BATENs

W BBIIIOJIHUTH KOMAaHY:

DROP EXTENSION securityprofile;

B npouecce ynanenus paciiupeHns TakKe BBITIOIHIETCS yAaleHHE CXeMBbI «securityprofiley

u3 b/I.

3) BeinonHute nepesarpysky ciyx0s1 CYB/] mpu noMomu KoMaH:

systemctl stop jatoba-<ver>

systemctl start jatoba-<ver>

4) IIpoBeputh coctosue ciayx061 CYB/L:

systemctl status jatoba-<ver>

5.1.4. BzaumoaeiicTBHe ¢ KOMIIOHEHTOM YIIpaBJieHUs KJaacTepoM «ja_Dog»
KomnoneHnt «securityprofile» MoeT HCHOIB30BAaTbCSI C KOMIIOHEHTOM YIPaBIICHUS

KkiactepoM «ja_Dogy.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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IIpy TakoM HCIONB30BAHMM HA PE3EPBHOM Y3JI€ IIOCJIE BBIINOJHEHUS pPEIUIMKALMM, B

KOH(UTYparmoHHbIN (aiin «postgresql.cont HeoOXoaMMO 706aBUTH apaMeTp:

securityprofile.sync delay

co 3HaueHueM ot «0» 1o «Int Max».
[TapameTp 3a1epKUBAET CUHXPOHU3ALMIO KEIlIa PACIIUPEHUS.
3HaueHue «0» COOTBETCTBYET OTKIIOYEHUIO CUHXPOHHM3ALMH Kellla paCUIUPEHHUS.

3nauenus ot «0» g0 «Int Max» 3amar0T BpeMsi B MUJUTMCEKYHIaX CUHXPOHU3AIMU Kellla

pacmupenus. Takue 3HaUCHUS TOJDKHBI OBITh LIEIBIMH, TOJIOKUTEITBHBIMH YUCIIAMHU.
[Tociie ycTaHOBKH mapameTpa CieayeT Imepe3arpy3uTh KiacTep.

[Ipy mocnenyOmMX pydHbIX WIA AaBTOMAaTHYECKAX CMEHAX POJICH y3JI0B CIEAYET BPYUHYIO
Ha HOBOM IJIaBHOM Y3JI€ B KOH()UTYpallMOHHOM (paiisie 3aKOMMEHTHPOBATh WM YIJAIUTh CTPOKY C

no0aBIIEHHBIM mapamMeTpoM «securityprofile.sync delay», a Ha pe3epBHOM — 100aBUTE.

5.1.5. BzanmoaeiicTBHe ¢ KOMIIOHEHTOM KOHTPOJIAA HeJT0CTHOCTH «ja_CSum»

Komnonent «securityprofile» MokeT UCHOJIb30BaTbCsi € KOMIIOHEHTOM KOHTPOJIA
nenoctTHocT  «ja_CSum» jans Bb3oBa  (YHKUMH OJOKMpOBAaHWS TPYMI TOJIH30BaTENEH
(em. m. 5.2.1). dOyHkuu OJOKUPOBKM BBI3BIBAIOTCS ABTOMATHYECKH, KOTJIa KOMIIOHEHTOM

«ja_CSum» obnapyxeH B CYB]] komnoneHT «securityprofiley.

[TomuMmo 3TOTO, KOMIOHEHT «securityprofile» o0nanaer GyHKIHMOHAIBHON BO3MOKHOCTHIO

OJIOKMPOBKU yCTaHOBKH MOJIH30BATEIBCKUX (DYHKITHIA.

Jist akTUBAIMK ATON (PYHKIMOHATFHONW BO3MOXHOCTH TpeOyeTcst yOeAuThCs, 9TO (yHKIHS
OJIOKMPOBKU yCTaHOBKH MOJH30BATEIBCKUX (DYHKIMI Yy KOMIIOHEHTa «securityprofile» BkimoueHa.

[Tpu BBIBOJIE AOMKHO OBITH 3HaUEHHE «ONY.

SHOW securityprofile.user function creation;
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[+1 root@ubuntu: fusr/jatoba-5/bin
postgres=# show securityprofile.user_ function creation;

securityprofile.user_function_creation

(1 row)

postgres=# |:|

Pucynok 5.11 — BeiBox craTyca pyHKINUN OJIOKMPOBKHU CO3/1aHUS (DYHKIMNA MOJTB30BATEIISIMU

5.1.6. BzaumoaeiicTBue ¢ KOMIoHeHToMm JDV
Kommonent «securityprofile» MOXeT HCHIONB30BATBCA C KOMIOHEHTOM KOHTPOJIS

cyOBekToB gocryna «Jatoba data vaulty (JDV).

IIpn ncnonp30BaHMM COBMECTHO ¢ KOMIIOHEHTOM JDV ycranaBnuBaercst BpeMst HCTEUECHUS

CpOKa JeHCTBUA MapoJs AJIs CIAEAYIOIUX CITyKEOHBIX yUeTHBIX 3anuceil JDV:

- ponb «dv_owner» - amgMUHUCTPATOpP OE30MACHOCTH 3AIUIAEMBbIX TaOIUI] U

noJibp3oBaTenel (Security administrator);
— poib «dv_acctmgry - anmuHHCTpaTOp nosab3oBatenei (User administrator).

Jlnst KOppeKTHON paboThl JaHHBIX poJied HEOOXOIWMO CO3/aTh OTAEIBHBIA MPOGUIb

HapOHBHOﬁ IMOJIMTUKH B COOTBCTCTBUHU C CIICAYIOIIMMH HIaraMu:

1) Co3matp crienuanbHbIA CITyKEeOHBIH TPOGUITH TAPOIBHOMN MONMUTHKH:

SELECT securityprofile.create profile('dv profile');

2) Cnenate 6€cCpOYHBII CPOK NEHCTBUS MAPOIIS IS TPOPHIIS:

SELECT

securityprofile.set profile password life time('dv profile', -
1)

3) Caenate 6€CCpOYHBII TBIOTHBINA CPOK JACUCTBUS MApOIIS IS POPHIISA:

SELECT

securityprofile.set profile password grace time('dv profile', -
1)

4) YcraHoBuTH 0ecCpoyHOe BpeMsi POCTOs (OTCYTCTBUS aKTUBHOCTH) PO
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SELECT
securityprofile.set profile user idle days max('dv_profile', -
1)

5) [Tocne ycranoBku pacummpenust JDV BemonaHnuTh no6aBienue poieit dv_acctmgr u

dv_owner x npoduio dv_profile:

SELECT securityprofile.bind profile('dv profile', 'dv owner');
SELECT securityprofile.bind profile('dv profile',
'dv_acctmgr');

5.1.7. BzanmopaeiictBue ¢ komnoneHToMm ja_hipe_cluster/Citus

Komnonent SecurityProfile MoxeT ucmonp30BaTbcs ¢ KOMIIOHEHTOM KOHTPOJIS CyOBEKTOB

nocryna «ja_hipe cluster/Citusy.

Pacmupenne «citus» HeoOXxoammo ycraHaBimuBaTh B BJl, B KOTOpO#l yXe yCTaHOBJIEHO

pacmupenue «securityprofiley.

[Ipu coBmectHoM mnpumeHeHuu SecurityProfile ¢ xommonentom ja hipe cluster/Citus
HEOOXOMMO TIEPEBECTH 00PaOOTKY M3MEHCHHMS MapoJjisl MOJIb30BaTEeNs, MOIy4aeMOro OT y3ja-
KOOpJMHATOpA Ha pabOuuil y3ea B XCHIUPOBAHHOM BH/IE, MPU MOMOIIU BHECCHHS U3MCHCHHUU B

KOH(uUrypauuoHHsli ¢aiin «postgresql.conf:

securityprofile.hashed password strictness = off

[Tocne ycranoBku nmapametpa cienyert nepesarpy3utb CYB/] Ha Bcex y3nax kiacrepa, Ha

KOTOPBIX U3MEHSICS NapaMeTp:

systemctl restart jatoba-6

B cmywae, ecim mapamerp securityprofile.hashed password strictness He wu3MeHEH B
COOTBETCTBHHU C YKAa3aHHBIMH BBIIIE PEKOMEHAAIMIMH, MIpH 100aBIeHnn paboyero y3ia (worker)
B pacmpezieneHHbI Kiactep kommoHeHTa ja_hipe cluster/Citus, Oyaer BO3HHMKATh ClemyIOMIas

oIIMoOKa:

OIIMBKA: Can not check password validity.

I[IOOPOBHOCTU: Password is hashed.
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OIIEPATOP: SELECT worker create or ater role('postgres' 'CREATE
ROLE postgres SUPERUSER CREATDB CREATEROLE INHERIT LOGIN
REPLICATION BYPASSRLS CONNECTION LIMIT -1 PASSWORD'..)

5.2. YnpaBJieHue 10CTYIOM CY0OBEKTOB JOCTYNA K 00beKTAM J10CTyNa
5.2.1. biokupoBaHue U pa30/JI0KHUPOBAHUE YUYETHBIX 3aNHCel
brnokupoBanue  yuerHbix 3anucedd  CYDBJl  BeimonHsAercd — (pyHKIMOHAIbHBIMU

BO3MOKHOCTSAIMHM KOMIIOHEHTA «securityprofiley.
bnokupoBanne/pa3zdnokupoBanue Y3 MOXKET BBITOTHITHCS JIS:
— OTACIBHOTO MoJib30oBares (cM. 1. 5.2.1.1);
- rpynnsl nosb3osatenei (cm. m.5.2.1.2);
- rpynnsl nosib3osateneid Agmunucrparops! BJI (em. m. 5.2.1.3).

[To ymoiruanuio OJIOKHpPOBKA TOJIL30BATEJICH BBIMONHSIETCS B pekuMe «immediatey». B
JAaHHOM  PEXHME T[OJbh30BaTEIb MPUHYIUTEIBHO  OTKIIOYAaeTCs 0e3  OXHIaHUA U

HCETIOCPCACTBCHHOT'O OTKATa TpaH3aKHHﬁ.

5.2.1.1 BuokupoBanue/pa30JI0KNPOBaHHE YUYETHOM 3alMCH N0JIb30BaTeIsl
Jlyist GITIOKMPOBKU yUYETHOW 3amucH ToJib3oBarenst HeoOxonumo aamuHucTpaTtopy CYB]]

BBINOJHUTE SQL-KOMaHAy ¢ CHHTaKCHUCOM:

SELECT securityprofile.lock account ('mMa nonbsoBaTensa’,
bigint) ;

Hanpumep

3abnokupyeM yudeTHyto 3anuchk noas3oBatens CYB] «testy SQL-komanmoii:

SELECT securityprofile.lock account('test', 0);
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[+1 root@ubuntu: /home/admin1 Q =

postgres=# SELECT securityprofile.lock account('test', 8);
lock_account

postgres=# [

PucyHok 5.12 — biaokupoBKa 1oiab30BaTeNs

[Tpumeuanue: bigint — 3agepxKa, ¢ KOTOPOW OyIeT BBINOTHEHA OJIOKUPOBKA B JHSX.

select lock account seconds('umsi_monmb3oBarens', bigint) — 3agepikka, ¢ KOTopoi Oyzaer

BBIITOJIHCHA 6JIOKI/IpOBKa B CCKYyHIaX.

Jlnst  pa30JIOKMPOBKM YYETHBIX 3amucei mosb3oBareneid  agmuaucTpatopy CYBJI

HEO0OXOIMMO BBITIOJIHUTH CJIEIYIOLIYI0 KOMaH/Y:

SELECT securityprofile.unlock account ('umsa nojep3oBarTensa',
bigint) ;

[Tpumeuanue: bigint — 3agepkka, ¢ KOTOpOW OyeT BHIIOTHEHO CHATHE OJIOKUPOBKH B THSX.

SELECT securityprofile.unlock account('test', 0);

[+ root@ubuntu: fhomefadmin1 Q

postgres=# SELECT securityprofile.unlock account('test', 8);
unlock_account

Pucynok 5.13 — SQL-xomanna 6;10KHpOBaHUS TIOJTB30BATEIIS
unlock account seconds (‘mMsa_momnp3oBatens', bigint) — 3amepkka, ¢ KOTOpoil Oyner

BBIITOJIHCHO CHATHC 6JIOKI/IpOBKI/I B CCKyHIaX.

Jlnist mpoBepku (pakTa OJOKMPOBKHU U BPEMEHH, B TEUCHHE KOTOPOTO OHA OyIeT IeCTBOBATD,

aamuuuctpatopy CYB]] Heo6X0AMMO BBINOJHUTD CIETYIOUTYI0 KOMaHY:

SELECT * from securityprofile.is locked('umsa nojb3oBaTena');
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BriBon nHbOpManmm 0 Bcex NMoap30BaTeNsaX BomonaseTcs SQL-koMaHaoi:

SELECT * from securityprofile.is locked ('');

[+ root@ubuntu: /home/admin1

postgres=# SELECT * from securityprofile.is_locked ('');
role name | database name | is_locked | until_date

postgres
test
(2 rows)

postgres=# D

PucyHok 5.14 — BeiBoz criucka COCTOSIHMS I10JIb30BaTENEH

B BbIBOJIC KOMAH/IbI TPUCYTCTBYIOT CTOJIOBI:
— role_name — CMCOK 3a0JIOKHPOBAHHBIX MMOJIH30BATEICH;
- database name — 6a3a aHHBIX;

Otobpaxaercs 3HadeHus «all», ecnm monp3oBarensb 3a0JOKHPOBAH HAa OCHOBAHHUH
HapyIIEHUH MapOoJIbHBIX MOJIUTUK, KOTOPBIE 3aIlpemiatoT BXo 1 BO Bce 0a3bl qanHbix CY B/ nnm ums

0a3bl TaHHBIX, BXOJ] B KOTOPYIO TIOJIb30BATEII0 3a0JI0KHMPOBaH.
- is_locked — cTaTyc OI0KHpPOBKYM MOJIH30BATENS;
OTtoOpakaroTcs 3HadeHHs «t» (true) — 3a6mokupoBan u «H» (false) — He 3a0m0KUPOBaH.
- until_date — maTa u Bpems OJIOKHPOBKH;

VY He3a0I0KHPOBAHHOTO MOJIB30BATENS MMoJIe OyneT mycThIM. Takke B 3TOM CTOJIOIIE MOXKET

BBIBOJMTHCS 3HAUCHHE «inifinity», 0003HadaroMee BEUHYO OJIOKUPOBKY.
- unlock hint — moackaska mo pa30I0KUpOBKe.

OTtobpaxaer moackasky agmuauctparopy CYBJl o Tom, kakyro gyHkuuio securityprofile

HUCIIOJB30BAaTh AJIA paB6JIOKI/IpOBKI/I II0JIB30BAaTCIIA.

ITone COACPKUT 3HAYCHHUC «reSume users», €CJIn 6J'IOKI/Ip0BKa BBIIIOJIHCHA H3-3a

HapymeHnus: KoHTpois nenoctaoct CYB/] no aupextuBe kommnoneHTa «ja_CSumpy.

3nagenne «unlock account» oroOpaskaeTcs, €ciaM IOJIb30BaTeNb 3a0JOKHpPOBaH

NpUHYIUTENbHO agMuHUcTpatopoM CYB/[ nnu npu HapylI€HUU NapOJIbHBIX MOJTUTHK
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5.2.1.2 BuokupoBanue/pa30JJ0KNpOBaHHe IPYNIIbI YYeTHBIX 3anMceil noJjib3oBaTeJiei

brokupoBKa rpyIbl yUETHBIX 3aMKCel MOJb30BaTENICH BBIMOIHICTCS TPeMs (yHKIIHSIMH:
- suspend users — OJIOKUPOBKA TPYIIIHI TIOJIL30BATEIICH;

- suspend users seconds — OJOKMpPOBKAa TPYIIIbI IOJH30BATENCH C 3aIEPKKON B

CEeKyH/aX;

- suspend_users_noerror — OJIOKUPOBKA TPYIIIbI TOJIb30BaTENEH ¢ UTHOPUPOBAHUEM

OmMOKH paHee 3a0JI0KUPOBAHHBIX MOJIH30BATEICH.

5.2.1.2.1 baokupoBKka rpynnsl noJib3oBaresei (securityprofile.suspend_users)
Oynkmus «suspend users» IMO3BOJSET 3a0JIOKUPOBATH KATETOPHUIO IOJIH30BATENCH IS

3aJTaHHOM 0a3bl IAHHBIX U UMeeT CHHTaKcUuC SQL-KoMaHIbI:

suspend users (bigint, text DEFAULT NULL);

Ecnu BTopoii mapametp = NULL, TO BpeMsi 0TCpoUYKH OJIOKMPOBKH 3a/1aHO B JHSX.

Hanpumep

bnoxuposka nons3oBareneii B[ «db_test» BemomuseTcs SQL-koman0ii:

SELECT securityprofile.suspend users('db test', 0);

+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# select securityprofile.suspend_users('db_test', 0);
suspend_users

(1 row)

postgres=#

Pucynoxk 5.15 — biokuposka nonb3oBateneit B/ «db_test»

[Tpu mpoBepke craryca 6okupoBkH, Oyaer nodasnena crpoka ¢ OID Bl «16909».

SELECT * FROM securityprofile.status;
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[+ root@ubuntu: fusrfjatoba-5/bin

postgres=# SELECT * FROM securityprofile.status;
databaseoid suspendeduserstime suspendedadminstime

2023-11-10 03:29:46.377456-08 1999-12-31 16:00:00-08

2023-11-10 03:29:46.37765-08 1999-12-31 16:00:00-08

2023-11-10 03:29:46.377705-08 1999-12-31 16:00:00-08

2023-11-13 06:39:34.380913-08 1999-12-31 16:00:00-08
(4 rows)

postgres=# |:|

Pucynok 5.16 — [IpoBepka craryca OJ10KUPOBKHU

Hannsiii OID B «16909» npunannexut bBJ] «db_test», aro mpoBepsiercs SQL-komaH01i:

SELECT oid FROM pg database WHERE datname = 'db test';

[+ root@ubuntu: fusr/jatoba-5/bin

postgres=# SELECT oid FROM pg_database WHERE datname = 'db_test';

(1 row)

postgres=# D

Pucynok 5.17 — Komanna nposepku OID BJ{
5.2.1.2.2 Pa36sokupoBaHue rpynnbl nojb3oBarediei (securityprofile.resume_users)
Pa3z6mokupoBKka mONB30BaTENEel BBIMOMHACTCA (QYHKIMEH «resume Uusers» HWMEIOIIen

cuHTakcuc SQL-koMaH b

resume users (bigint, text DEFAULT NULL) ;

Hanpumep

Paz6nokupyem nons3oBareneit B[ «db_test»y SQL-komanmoii:

SELECT securityprofile.resume users('db test', 0);
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+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# select securityprofile.resume_users('db_test', 8);
resume_users

(1 row)

postgres=#

Pucynok 5.18 — Komanna pa30mokupoBku nosib3oBateneil b/

[TpoBepka craryca GIOKHPOBKH MOKaXXET U3MEHEHHE aThl B Toje «suspendeduserstime.

[+l root@ubuntu: fusr/jatoba-5/bin

postgres=# select securityprofile.resume_users('db_test', 0);
resume_users

postgres=# SELECT * FROM securityprofile.status;
databaseoid suspendeduserstime suspendedadminstime

2023-11-10 03:29:46.377456-08 1999-12-31 16:00:00-08

2023-11-10 03:29:46.37765-08 1999-12-31 16:00:00-08

2023-11-10 03:29 L377705-08 1999-12-31 16:00:00-08

1976-02-17 09:56 .269431-08 1999-12-31 16:00:00-08
(4 rows)

postgres=# [

Pucynok 5.19 — Cratyc 0J10KMpOBKH MOJIb30BaTENEH

5.2.1.2.3 BioKHpOBKa TIpynnbl MNOJb30BaTejeil ¢ 3a/JepKKoil  OJOKHPOBKH B
ycTaHaBJIUBaeMoii B cekyHaax (securityprofile.suspend users seconds)

Oynkuus «suspend_users_seconds» CIyXuT i OJOKHMPOBKM monb3oBareneit B/ ¢

3a/IepKKON OJTOKUPOBKU U UMEET cUuHTakcuc SQL-koMaHbI:

suspend users seconds (bigint, text DEFAULT NULL) ;

Hanpumep

bnoxupoBanne nmonp3oBareneit b/l «db_test» ¢ 0TCpoukoii OIOKMPOBKH yCTaHABINBAEMOM

B CeKyHJAaxX, BbinonHseTcsa SQL-koMaHa0i:

SELECT securityprofile.suspend users seconds('db test', 60);

B SQL-komanne ykassiBaercsi BJ] u BpeMs 3amepkku OJIOKMPOBKH, YCTaHABIMBAEMOU B

CEKyH/Jax.
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1 root@ubuntu: fusr/jatoba-5/bin Q

postgres=# select securityprofile.suspend_users_seconds('db_test', 60);
suspend_users_seconds

(1 row)

postgres=#

Pucynok 5.20 — biaokupoBanue nosib3oBaresneii b1 ¢ orcpoukoil 0J0KUpOBKHU yCTaHABINBAEMOM
B CEKyHJax

5.2.1.2.4 Pa3oiokupoBaHMe TIpynnbl NOJb30BaTeeil ¢ 3ajepiKKoi OJOKHPOBKH B
ycTaHaBJIUBaeMoii B cekyHaax (securityprofile.resume users seconds)

PazbnokupoBanne moib30BaTENE BBIMONHSACTCS (QYHKIMEH «resume users secondsy»

UMEIOIIEN CUHTAKCHUC:

resume users_ seconds (bigint, text DEFAULT NULL) ;

Hanpumep

Pazb6nokxupyem nmonb3oBareneit b/ «db_test» ¢ 3amepkkoii B cekyHnax, SQL-koMaH0ii:

SELECT securityprofile.resume users seconds('db test', 0);

1 root@ubuntu: fusr/jatoba-5/bin

postgres=# select securityprofile.resume_users_seconds('db_test', 0);
resume_users_seconds

(1 row)

postgres=#

Pucynok 5.21 — Komanna paz010kupoBkH nosib3oBateneid b/l ¢ ycraHOBIEHHOM 3a1€pKKOM 110
BPEMEHU

[TpoBepka craryca GIOKHPOBKH MOKaXXET U3MEHEHHE JaThl B Toje «suspendeduserstime.

SELECT * FROM securityprofile.status;

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




90
643.72410666.00067-08 95 01

1 root@ubuntu: fusr/jatoba-5/bin

postgres=# select securityprofile.resume users seconds('db test',6 8);
resume_users_seconds

(1 row)

postgres=# SELECT * FROM securityprofile.status;
databaseoid suspendeduserstime suspendedadminstime

2023-11-10 03:29:46.377456-08 1999-12-31 16:00:00-08

2023-11-160 03:29:46.37765-08 1999-12-31 16:00:00-08

2023-11-10 03:29:46.377705-08 1999-12-31 16:00:00-08

1976-02-17 08:28:11.33161-068 1999-12-31 16:00:00-08
(4 rows)

postgres=#

Pucynok 5.22 — IlpocmMoTp cocTosiHus OIIOKMPOBKU

5.2.1.2.5 biokupoBka rpynmnbl IOJb30BaTejiel ¢ HWICHOPMPOBAHWEM OMIMOKH
(securityprofile.suspend_users_noerror)

Oynkuus «suspend_users noerror» aHATOTUYHO suspend users, TOJIbKO HE BBIJACT OLIHOKH

MIPU HATMYUH YK€ YCTAHOBJICHHOM OJIOKMPOBKH M UMeET cuHTaKkcuc SQL-komMaHbI:

suspend users noerror (text, bigint);

Hanpumep
bnoxuposka nons3oBateneit b/I «db_test» urnopupoBanuem ommoOku, Beimonasercs SQL-

KOMAaHJIOM:

SELECT securityprofile.suspend users noerror ('db test', 0);

[+1 root@ubuntu: fusr/jatoba-5/bin Q
postgres=# select securityprofile.suspend_users_noerror ('db_test',6 8);

WARNING: securityprofile: Users were suspended from database db_test already.
suspend_users_noerror

(1 row)

postgres=# D

Pucynok 5.23 — briokupoBka monbs3oBatened b/l «db_test» urnopupoBanuem ommoOKu
B pesynbrare BbmomHeHUsT SQL-KOMaHIBI KOMIIOHEHT 3a0JIOKHPYET IOJIb30BaTelen
ykazanHoi BJ[ u BeIBeneT coobmieHne, B KoTopoM coobmraercs, uto «I[lomp3oBaTenu yxe Obun

OTKJIFOUEHBI OT 0a3bl JaHHBIX:
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Users were suspended from database db test already.

5.2.1.2.6 Pa3osiokupoBKa rpynnbl NoJb30BaTejieili ¢ HMrHOPMPOBAHMEM OIIMOKH
(resume_users_noerror)

Pa3z6nokupoBanne monb30BaTeNe BBIMONHACTCS (PYHKIMEH «resume Users Noerrorn

UMEIOIIEN CUHTAKCHUC:

resume users noerror (text, bigint);

Hanpumep

Pazbnokupyem monb3oBareneir bJ[ «db testy, SQL-komaHmoli BHE 3aBUCUMOCTH OT

UMEIOIIUXCA OIINOOK:

SELECT securityprofile.resume users noerror ('db test', 0);

+1 root@ubuntu: fusr/jatoba-5/bin

postgres=# select securityprofile.suspend_users_noerror ('db_test', 0);
suspend_users_noerror

postgres=# select securityprofile.resume_users_noerror ('db_test', 8);
resume_users_noerror

Pucynox 5.24 — BeimonHeHre KOMaHIbl pa30JIOKUPOBKH MOJIb30BaTENEH
5.2.1.3 BuokupoBanue/pa30JJ0KMpPOBaHHe IPYNIIbI 0Jb30BaTe el aAMMHUCTPATOPOB
bBJl
K rpynne mnons3oBareneid aamuHucTpatopoB bJl OTHOCATCS NpUBUIETMPOBAHHBIC
nonb3oBarenn CYB/], wumeromme arpubyr CREATEROLE, u Bo3MOXHBIE aTpuOyThI
BYPASSRLS, REPLICATION, a takxe mnpodne CUCTEMHbIC MPUBUIIETHMH OTHOCUTENbHO BJI,

kpome atpudbyra CREATEDB.

KommnoneHt «securityprofile» pu BBIITOJTHEHU U SQL-xomaHz 1o
0JIOKMPOBKE/Pa30IOKUPOBKE TPYIIIBI MTOJIb30BaTeNe A nMuauCcTpaTopsl b/l oTiiMuaeT nx UMEHHO
M0 yKa3aHHBIM aTpuOyTaM. Brirouenue agmuancTparopoB b/l B oTaenbHY 0 rpyNIOBYIO PO IS

paboTHl KOMITOHEHTA HE TpedyeTcsl.
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biiokupoBka Tpynmbl Y4YETHBIX 3aluced aIMUHUCTPATopoB b/l BeImOnHSAETCS TpeMms
byHKIUAMU:

- suspend admins — 610KkupOBKa rpynmsl aAMUHUACTPAaTOpoB b/1;

- suspend admins_seconds — 6;10kupoBKa rpyniel anMuHACTPaTOpoB b/ ¢ 3amepxkoit

B CEKyHJaX;

- suspend _admins noerror — OJOKHpOBKAa Tpynmsl agMuHHCTpaTopoB bJ[ ¢

WUTHOPUPOBAHUEM OLIMOKH paHee 3a0J0KUPOBAHHBIX TOIH30BATETCH.

5.2.1.3.1 bioknpoBKa rpynnsl noJib3oBarteseil aIMUHUCTPATOPOB B/
(suspend_admins)

Oynknus «suspend adminsy Mo3BOJIET 3a0JOKHMPOBATH KATETOPHUIO MOJIH30BATENCH IS

3aganHou b/l m nmeer cuatakcuc SQL-kKoMaH b

suspend users (bigint, text DEFAULT NULL);

Hanpumep

brnokuposka agmunnctpatopoB B/ B B/] «postgres» BomomnHsercs SQL-komaHa0M:

SELECT securityprofile.suspend admins ('postgres', 0);

+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# select securityprofile.suspend admins('postgres’', 0);
suspend_admins

Pucynok 5.25 — Komanna 610kupoBku agMuauctparopos b/l B BJI «postgres»
IIpn mpoBepke crtaTyca OJOKMpOBKHM, Oyner noOasineHa ctpoka ¢ OID Bl «5», yto

cootBeTcTBYET B/ «postgres».

SELECT * FROM securityprofile.status;
SELECT oid FROM pg database WHERE datname = 'postgres';
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+1 root@ubuntu: fusr/jatoba-5/bin Q

postgres=# SELECT * FROM securityprofile.status;
databaseoid suspendeduserstime suspendedadminstime

2023-11-10 03:29:46.37765-08 1999-12-31 16:00:00-68

2023-11-10 03:29:46.377705-08 1999-12-31 16:00:00-68

1976-02-17 02:20:21.631404-08 1999-12-31 16:00:00-68

2023-11-10 03:29:46.377456-08 2023-11-14 ©7:13:36.095524-08
(4 rows)

postgres=# SELECT oid FROM pg_database WHERE datname = 'postgres';

(1 row)

postgres=# |:|
Pucynok 5.26 — IIpoBepka Hannuus 6J10KHMPOBOK

BriBon nHpOpManmm 0 Bcex MOIb30BaTENsIX BhImonHgeTcs SQL-koMaHm0#:

SELECT * from securityprofile.is locked ('');

5.2.1.3.2 Pa3oiokupoBaHue Trpynmbl  MoJb30BaTejeil  agMuHHCTPaTopoB  BJ{
(securityprofile.resume_admins)

Pa3010kupoBKa mosb3oBareneil BhINONHAETCA QyHKIUEH «resume users», UMEIoLen

cuHTakcuc SQL-koMaH b

resume admins (bigint, text DEFAULT NULL) ;

Hanpumep

Paz6nokupyem nons3oBareneit B[ «db_test»y SQL-komanmoii:

SELECT securityprofile.resume admins ('postgres', 0);

[+1 root@ubuntu: fusr/jatoba-5/bin

postgres=# select securityprofile.resume_admins('postgres', 0);
resume_admins

(1 row)

postgres=#

Pucynox 5.27 — Pa3bnokupoBanue agMuHACTPaTOpoB b1

[TpoBepka cTaTyca 6JIOKHUPOBKH IMOKAXKET U3MEHEHHE JaThl B mosie «suspendedadminstime.

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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SELECT * FROM securityprofile.status;

1 root@ubuntu: fusr/jatoba-5/bin Q

postgres=# SELECT * FROM securityprofile.status;
databaseoid suspendeduserstime suspendedadminstime

2023-11-10 03:29:46.37765-08 1999-12-31 16:00:00-08

2023-11-10 03:29:46.377705-08 1999-12-31 16:00:00-08

1976-02-17 02:20:21.631404-08 1999-12-31 16:00:00-08

2023-11-10 03:29:46.377456-08 1976-02-16 08:19:05.899608-08
(4 rows)

postgres=# D

Pucynok 5.28 — [IpoBepka craryca OJ10KUPOBKHU

5.2.1.3.3 baioxkupoBka rpynnsl noJib3oBarteseil aaMmuHucTpaTopoB B/l ¢ 3anep:xkoii
0JIOKHPOBKM B YCTAHABJIMBAEMOM B CEKYHIAaX
(securityprofile.suspend_admins_seconds)

Oynkuus «suspend _admins_seconds» CIy>XuT 1y1si OJOKHPOBKU agMuHHCTpaTopoB B/l ¢

3aJIep>KKOM OJOKMPOBKH M UMeeT cuHTakcuce SQL-kKoMaHbI:

suspend admins seconds (bigint, text DEFAULT NULL) ;

Hanpumep
bnokupoBanne ammuHHCcTpaTOopoB bBJl  «postgres» ¢ OTCpoUKOW  OIOKMPOBKH

yCTaHaBJIMBAEMOU B CEKYHJ1ax, BbIoyHseTcst SQL-koMaH0M:

SELECT securityprofile.suspend admins seconds ('postgres', 60);

B SQL-komanne ykassiBaercsi bBJ] u Bpems 3amepkku OJIOKMPOBKH, YCTaHABIMBAEMON B

CEeKyH/Jax.

[+ root@ubuntu: fusrfjatoba-5/bin Q =

postgres=# select securityprofile.suspend admins seconds('postgres', 60);
suspend admins_seconds

postgres=# |:|

Pucynok 5.29 — biokupoBanue aaMuHrcTpaTopoB b/l ¢ oTcpoukoil 0J10KUpOBKU
yCTaHaBJIMBAEMOU B CEKYHJIax

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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5.2.1.3.4 Pa3zoiokupoBaHue Trpynnbl MNoJb30Barejedl agMuHucTpatopos BJl ¢
3a/1epPAKKOM 0JIOKHPOBKH B yCTaHABJIUBaeMOii B CeKyHIaxX
(securityprofile.resume _admins_seconds)

Paz6nokupoBanue aIMHUHUCTPATOPOB bBJ1 BBINOJIHACTCS byHKIIHEH

«resume_admins_seconds» UMeErOImIENH CHHTAKCHC:

resume admins_ seconds (bigint, text DEFAULT NULL) ;

Hanpumep

Pazbnokupyem ammunuctparopoB bJl «postgres» c¢ 3amepxkkoir B cekyHmax, SQL-

KOMAaHJIOU:

SELECT securityprofile.resume admins seconds ('postgres', 0);

[+1 root@ubuntu: fusr/jatoba-5/bin Q

postgres=# select securityprofile.resume_admins_seconds('postgres', 0);
resume_admins_seconds

postgres=#

Pucynok 5.30 — Komanna pa30iokupoBku aaMuHUCTpaTopoB b/l ¢ ycTaHOBIEHHOM 3a/1epKKOM
10 BPEMEHH

5.2.1.3.5 baokupoBka rpynnbsl  moJb3oBaresaeii  aamuuHucrparopoB B/l ¢
UTHOpHpoBaHueM omuOkHM (securityprofile.admins_users_noerror)

Oynknus «suspend admins noerror» anamorudHo «suspend admins», TOTBKO HE BBIIACT

OLUIMOKY MPU HAJIMYUH YK€ YCTAHOBJIEHHOW OJIOKUPOBKHU U UMeET cUHTakcuc SQL-xomaHbI:

suspend admins noerror (text, bigint);

Hanpumep

bnokuposka agmuHECcTpaTopoB bJl «postgres» UTHOPUPOBAHWEM OIIMOKHU, BBHITIOTHICTCS

SQL-komaH0¥:

SELECT securityprofile.suspend admins noerror ('postgres', 0);

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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+1 root@ubuntu: fusrfjatoba-5/bin Q =

postgres=# select securityprofile.suspend_admins_noerror ('postgres', 0);
suspend admins_noerror

(1 row)

postgres=#

Pucynok 5.31 — biaokupoBka anMuHucTparopos b/l «postgres» UrHopupoBaHUEM OLIMOKU

5.2.1.3.6 Pa3osniokupoBka rpynnsl moJb3oBaresieil  aamuHucrparopos B/l ¢
UTHOpHPOBaHUeM OMUOKH (resume_admins_noerror)

Paz6nokupoBanue aIMHUHUCTPATOPOB BJ1 BBINOJIHACTCS byHKIIHEH

«resume_admins noerror» MMEIOIIEH CHHTAKCHUC:

resume admins noerror (text, bigint);

Hanpumep

Pazbnokupyem ammuuuctparopoB bJ[ SQL-koMaH0if BHE 3aBUCHMOCTH OT MMEIOIIUXCS

OILIMOOK:

SELECT securityprofile.resume admins seconds ('db test', 0);

[+ root@ubuntu: fusrfjatoba-5/bin

postgres=# select securityprofile.resume_admins_ seconds({'db test',6 @);
resume_admins_seconds

postgres=#

Pucynox 5.32 — BrimonHeHre KOMaHabl pa30JIOKMPOBKH MOJIb30BaTENEH
5.2.2. IlpoBepka yCTAHOBJIEHHBIX 0JJOKMPOBOK
Komnonent «securityprofile» ob6magaer (yHKIMOHAIHLHONW BO3MOXKHOCTBIO IPOBEPKU

YCTaHOBJICHHBIX OJIOKMPOBOK YUYETHBIX 3aITUCEH MOJIb30BaTeNel (QyHKIUSIMHU:
[TpoBeputs Hanmuue 0;10kupoBOK B B/ BO3MOXKHO criegyromumu QyHKIUSIMU:
- is_users_suspended — G10kupoOBKa moiab3oBatTenei (cM. m. 5.2.2.1);

- is_admins_suspended — 6mokupoBka aamuaECTpaTOpoB B[ (cMm. 1. 5.2.2.2);

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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- is_suspended — cymecTBoBanue 0J0KUPOBKH (cM. 1. 5.2.2.3).

Ecnmu B mo6oii 0aze cymecTByeT OJOKHPOBKAa KAaTETOPUH IMOJIB30BATENsA, TO BO3BpAILIaeM

«truey, Mpu OTCYTCTBUHU OJIOKHPOBKOW BBHIBOIUTCS 3HaueHue «false».

5.2.2.1 IlpoBepka 6;I0KMPOBKHM NOJIb30BaTeIei

[TpoBepka OIOKHPOBKH T'PYIIIBI MOJIb30BaTeNel BhIMOTHIETCS SQL-KoMaH10H, nMeromen

CHHTAKCHUC:

SELECT securityprofile.is users suspended (text DEFAULT NULL) ;

Hanpumep

Cdhopmupyem SQL-koMaHay A1 BRIBOJA HATTMYMS OJIOKUPOBKHU MOJB30BATEIICH!

SELECT securityprofile.is users suspended ('db test');

[+ root@ubuntu: fusrfjatoba-5/bin

postgres=# select securityprofile.is_users_suspended ('db_test');
is_users_suspended

postgres=#

Pucynok 5.33 — BeiBox cocTosiHUS OJIOKHPOBKH TMOJTb30BaTenei B b/[
5.2.2.2 IIpoBepka 0JIOKMPOBKHU I'pynnbl agMUHUCTPaTOPOB B /]

IIpoBepka OnOKMpPOBKM Tpynnbl aaMuUHUCTpaTopoB b/ Bemonnsercs SQL-komaHaoid,

HMeEIOIIEe CUHTAKCHUC:

SELECT securityprofile.is admins suspended (text DEFAULT NULL) ;

Hanpumep

Cohopmupyem SQL-komanay A5 BRIBOAA HATMYUS OJOKHUPOBKU aAMHHUCTpaTopoB b/1:

SELECT securityprofile.is admins suspended ('db test');

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@ubuntu: fusr/jatoba-5/bin

postgres=# select securityprofile.is admins_suspended ('db test');
is_admins_suspended

(1 row)

postgres=# D

PucyHnok 5.34 — BeiBoz cocTOsIHUS OJIOKMPOBKH aAMUHUCTPATOpoB b/{
5.2.2.3 IIpoBepka cyuiecTBOBAHUA OJJOKHPOBKH
IIpoBepka OnokupoBkM 000K rpynmnsl  nosb3oBarened CYB/[, kak rpynmsl
aamuHucTpaTopoB B/l, Tak u rpymnmel nons3oBaTenel, BeimoaHsAeTcs SQL-komaHmol, nMerolei

CHHTAKCHUC:

SELECT securityprofile.is suspended (text DEFAULT NULL) ;

Hanpumep

Cohopmupyem SQL-koMaHay AJs BRIBOJA HATMYUS OJIOKMPOBOK:

SELECT securityprofile.is suspended ('db test');

[+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# select securityprofile.is suspended ('db test');
is_suspended

(1 row)

postgres=# D

Pucynox 5.35 — BriBoa coctosiaust 6:10kupoBoK B B/]
5.2.3. Co3nanue HOBBIX poJiei, IPUCBOEHHE ATPUOYTOB U CHCTEMHBIX IPUBUJIETHH
CVYB/]l «Jatoba» momnepxuBaeT cO3AaHKME HOBBIX POJeH (MOJIb30BaTeNnel) ¢ aTpuOyTaMu
poiieil, mpuBeAeHHBIX B Tabmuue S5.12. Jlna Ha3HaueHus aTpuOYTOB pOJISIM HEOOXOIUMO

BBIIIOJIHUTH CJICAYIOUIYIO KOMAaHY:

ALTER ROLE <umMsa y4YeTHOM 3alMcCHM HOoJib30BaTesiga> with <aTtpmubyT
pornen m3 Tabauuel 5.12>;

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Tabnuma 5.12 — AtpuOyTsI posneit

ATpuOyT

Y cJI0BHBIH NTEpPeBO

Onucanune

SUPERUSER

Cymnepnoib30BaTeib

Pomp  «Cynepmonb3oBarens»  00magaeT  MOJHBIMHU

npaBamu poctyna Kk CYB/]

INHERIT

Hacnenosanue

Ponu, numeromue atpudyt «INHERIT», aBromMmaTiuuecku
HCIIOJIB3YIOT IIpaBa BCEX POJIEH, WIEHAMHU KOTOPBIX OHHU
SABJISIIOTCA, B TOM YHCIE M YHAcCJIEJIOBAaHHBIE 3TUMH
pOJISIMU IIpaBa.

CREATEROLE

IIpaBo co3nanue poau

Ponp uMmeer paspemieHne Ha CO3JaHUE APYTUX POJICH.
Pons ¢ mpaBom «CREATEROLE» MoXeT HE TOJIBKO
CO3/1aBaTh, HO U U3MEHATb U YJNAIATh IPYrHe pOJH, a
TaK)K€ BbLIABATh U OT3bIBATH WIEHCTBO B POJISIX

CREATEDB

[IpaBo co3pmanust 6a3bl
JaHHBIX

Ponp uMeet paspernieHne Ha co3ganue 0a3bl JaHHBIX.

LOGIN

[IpaBo Bxoma

Pons ¢ arpubyrom «LOGIN» paccmaTpuBaeTcs, Kak
poab ToNB30BaTeNst 0a3bl JaHHBIX, a TaKKe MOXKET
UCTOJIB30BAThCA JJIsl HAUAIBHOTO MOAKIIOYEHUs K 0aze
JAHHBIX.

REPLICATION

IIpaBo permkanuu

Ponep wmMeer paspelieHne Ha 3allyCK  IIOTOKOBOMU
PEIUIMKALAH.

BypassRls

ATpuOYyT pONH, OIpPENENSIONINi HWIHOPUPOBAHUE BCE
MOJTUTHKH 3aIIuThl Ha ypoBHE cTpok (RLS — Row Level
Security)

CYB/l «Jatobay» perynupyer cucTeMHbIE MPUBHIETUN ISl poiieit ¢ aTpudyTom «Loginy B

COOTBETCTBUU ¢ Tadauuen 5.13.

Tabnuua 5.13 — CucremHble npuBwiIeruu s posien ¢ arpudyrom «LOGIN»

HaumeHoBaHue CHHTaKCHC IPeJ0CTABJIEHUS Pa3pelIeHnid poJin Onucanue
HA KOHKPeTHbIE 00bEeKThI
SELECT LARGE | GRANT { { SELECT | UPDATE } [, ..] | ALL [ | ITonyueHue GOIBIIUX
OBJECT PRIVILEGES ] } 00BEKTOB
UPDATE LARGE | ON LARGE OBIJECT <unentuduxarop O00JbIIOrO | [I3MeHEHHE JTaHHBIX B
OBJECT obbexTa> [, ...] OOJBIINX 00BEKTAX
TO { [ GROUP ] <nazBanue pomr> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]
SELECT GRANT { { USAGE | SELECT | UPDATE } [Tonydyenue 3HaueHUst
SEQUENCE [ .1/ ALL [ PRIVILEGES ]} MOCJIeI0BAaTEIbHOCTEHN
UPDATE OOHOBJICHHE  3HAYCHUS
ON { SEQUENCE < >
SEQUENCE 9 { SEQ Ha3BaHHUE MMOCIIEA0BATEIBHOCTH HOCICIOBATEIEHOCTEH
USAGE SEQUENCE | ~ Hcnonb3oBanue
| ALL SEQUENCES IN SCHEMA <Ha3BaHmue IOCJIEI0BATECIILHOCTH
cXeMbr> |, ...] }
TO { [ GROUP ] <uaspanme ponmu> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]

Ne uzmeHneHus:

‘ HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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HaunmenoBanue

CuHTaKCHC NIPeI0CTABJICHHUS Pa3pelieHuil poJiu
HA KOHKPeTHbIEe 00beKThI

Onucanue

TRIGGER TABLE

GRANT { { TRIGGER }
[,..]| ALL [ PRIVILEGES ] }
ON { [ TABLE ] <na3Banue Ta0bmuise> |, ...]

| ALL TABLES IN SCHEMA <na3BaHue cxembr>
L1}

TO { [ GROUP ] <nazBanue pomr> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]

YcTaHOBKa TPUTTEPOB Ha
TaOIUL[BL

REFERENCES
TABLE

GRANT { { REFERENCES }
[,..]| ALL [ PRIVILEGES ] }
ON { [ TABLE ] <na3Banue Tabmuimr> |, ...]

| ALL TABLES IN SCHEMA <na3BaHue cxembr>
L1}

TO { [ GROUP ] <naszBanue poan> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]

WUcmnionb3oBanue
3aBUCUMBIX TaOJIHII

REFERENCES
TABLE COLUMN

GRANT { { REFERENCES } (<na3zBanue ctonbma> [,
1)

[, ...] | ALL [ PRIVILEGES ] (<na3Banue cron0ma>
L..1)}

ON [ TABLE ] <na3Banue Ta0bmuise> [, ...]

TO { [ GROUP ] <naszBanue poan> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]

Hcmnonb3oBanne KOJI0HOK
3aBUCHUMBIX TaOJIHII

CREATE
DATABASE

CONNECT
DATABASE

TEMPORARY
DATABASE

GRANT { { CREATE | CONNECT | TEMPORARY }
[,..]| ALL [ PRIVILEGES ] }

ON DATABASE <na3panue 0a3bl JaHHBIX> [, ...]

TO { [ GROUP ] <ua3zpanme ponu>
...] [ WITH GRANT OPTION ]

| PUBLIC } [,

Co3znanue 0a3bl JaHHBIX

IMonkmrouenue kK 0Oase

JTAHHBIX

Hcnonw3oBanue
BpEMEHHBIX 0a3 TaHHBIX

CREATE SCHEMA

USAGE SCHEMA

GRANT { { CREATE | USAGE } [, ..] | ALL [
PRIVILEGES ]}

ON SCHEMA <Hua3zBaHue cxeMbr> |, ...]
TO { [ GROUP | <<naspanmue posr> PUBLIC } [, ...]

Co3gaHue CXeMBbI

Hcnonp30Banme cXeMBI

CREATE
TABLESPACE

[ WITH GRANT OPTION ]
GRANT { CREATE | ALL [ PRIVILEGES ] }
ON TABLESPACE <uasBanue  TaOIMYHOIO

MPOCTPAaHCTBA> |, ...]

TO { [ GROUP ] <naszBanue poan> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]

Co3zxanue TabJIUYHOTO
MPOCTPAHCTBA

Ne uzmeHneHus:

‘ HO)_'[HI/ICI: OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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HaumeHoBaHue CHHTaKCHC IPeJ0CTABJIEHUS Pa3pelleHnid PoJin Onucanue
HA KOHKPeTHbIE 00bEeKThI
EXECUTE GRANT { EXECUTE | ALL [ PRIVILEGES ] } Beinonnenue GyHkiuii
FUNCTION ON { FUNCTION <uazBanue ¢ynkumm> ( [ [
<peXHM aprymeHnTa> | [ <Ha3BaHHE apryMeHTa> | <Tul
JAHHBIX apTYMEHTOB QYHKIMW> [, ...] ] ) [, ...]
| ALL FUNCTIONS IN SCHEMA <na3Banue
cXeMbr> |, ...] }
TO { [ GROUP ] <naspanue posm> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]
USAGE DOMAIN GRANT { USAGE | ALL [ PRIVILEGES ]} Hcnonw3oBanue n1omMeHa

ON DOMAIN <nasBanue 1omMeHa> |, ...|

TO <uazpanue pomw> [, ..] [ WITH GRANT
OPTION ]

USAGE FOREIGN
DATA WRAPPER

GRANT { USAGE | ALL [ PRIVILEGES ]}

ON FOREIGN DATA WRAPPER <Hna3Banue
BHEIIIHET0 UCTOYHMKA AAHHBIX> |, ...]

TO { [ GROUP ] <nazBanue pomr> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]

Hcnonw3oBanue
BHEIIHNX UCTOYHUKOB
TAHHBIX

USAGE FOREIGN
SERVER

GRANT { USAGE | ALL [ PRIVILEGES ]}
ON FOREIGN SERVER <ua3zpanue cepepa™ |, ...]
TO { [ GROUP ] <nazBanue pomr> | PUBLIC } [, ...]

Hcnonw3oBanue
BHEIIHUX CEPBEPOB

[ WITH GRANT OPTION ]
USAGE GRANT { USAGE | ALL [ PRIVILEGES ]} Hcnonp3oBanus si3bIKa
LANGUAGE ON LANGUAGE <Ha3BaHUE SI3bIKa TpOTPaMMHPOBAHHA
MIPOrpaMMHUPOBAHUST> |, ...]
TO { [ GROUP ] <unazBanue pomi> | PUBLIC } [, ...]
[ WITH GRANT OPTION ]
USAGE TYPE GRANT { USAGE | ALL [ PRIVILEGES ] } Hcnonb3oBaHue TUII

ON TYPE <uazBanue tuna> [, ...|

TO <uazpanue pomw> [, ..] [ WITH GRANT
OPTION ]

CYB]] «Jatoba» momiepxuBaeT mpaBa CyObeKTa JOCTyIa, yKa3aHHbIE B Tabmuie 5.14, k

oObekTaM joctymna. s mpeaocTaBieHus] TPUBUIIETHIT HEOOXOAUMO HCIOJb30BaTh UHCTPYKLIUU

«GRANTY.

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Tabnuma 5.14 — IIpaBa cyObekTa JocTyna K 00beKTaM J0CTyna

IIpaBo Cunrakcuc Onucanne
SELECT Ha TabIuITy: [To3Bomsier YUTAaTh
GRANT { { SELECT} coJiepkaHue o0beKTa, a
[,...]| ALL [ PRIVILEGES ] } TaKxXe BBITIOJIHSTH
ON { [ TABLE ] <ua3Banue Tabnumpr> [, ...] koMmanay  «SELECT»
| ALL TABLES IN SCHEMA <na3Banue cxeMbr> [, ...] | it  mr000ro  cTonodia
} UM  IEPEUYUCICHHBIX
TO { [ GROUP ]| <nazBanue ponu> | PUBLIC } [, ...] [ | cron0moB B 3amaHHOMN
WITH GRANT OPTION ] Tadnuire,
MIPEICTaBICHUH W
Ha CTONOeII: MOCIIE0BATEIHLHOCTH
GRANT { { SELECT }
[,...]| ALL [ PRIVILEGES ] }
ON { [ TABLE ] <ua3Banue Tabnumpr> |, ...]
| ALL TABLES IN SCHEMA <ua3BaH#e CXeMbr> |, ...]
}
TO { [ GROUP ] <uasanme ponu> | PUBLIC } [, ...] [
WITH GRANT OPTION ]
INSERT GRANT { { INSERT } [To3BoniieT  BCTaBIATH
[,...]| ALL [ PRIVILEGES ] } CTPOKM B  3aJIaHHYIO
ON { [ TABLE ] <ua3Banue Tabnumpsr> [, ...] TabIMIy C TIOMOIIBIO
| ALL TABLES IN SCHEMA <na3BaHue cxeMbr> [, ...] | koMaHsl «Inserty
}
TO { [ GROUP ]| <nazBanue ponu> | PUBLIC } [, ...] [
WITH GRANT OPTION ]
UPDATE Ha Ta0NuIy: ITo3BosseT M3MEHATH C
GRANT { { UPDATE } MOMOIIBIO KOMAaH/IbI
[,...]| ALL [ PRIVILEGES ] } «UPDATE» nannbie BO
ON { [ TABLE ] <ua3Banue Tabnumpsr> [, ...] BceX  JUOO  TOJBKO
| ALL TABLES IN SCHEMA <Ha3BaHUE CXeMbL> |, ...] | IepeurcIeHHbIX
} crosdiax B 3aJaHHON
TO { [ GROUP ]| <nazBanue ponu> | PUBLIC } [, ...] [ | Tabnume
WITH GRANT OPTION ]
Ha CTONOeII:
GRANT { { UPDATE }
[,...]| ALL [ PRIVILEGES ] }
ON { [ TABLE ] <ua3Banue Tabnumpr> |, ...]
| ALL TABLES IN SCHEMA <uazBaH#€ CXeMbr> |, ...]
}
TO { [ GROUP ] <uasanme ponu> | PUBLIC } [, ...] [
WITH GRANT OPTION ]
DELETE GRANT { { DELETE } [To3Bomsier yAAJATh
[,...]| ALL [ PRIVILEGES ] } CTPOKM W3 3aJaHHOM
ON { [ TABLE ] <ua3Banue Tabnumpsr> [, ...] TaOJMIBI C TIOMOIIBIO

| ALL TABLES IN SCHEMA <na3BaHue cXeMbr> |, ...]

}
TO { [ GROUP ] <uazBanue ponu> | PUBLIC } [, ...] [
WITH GRANT OPTION |

koMaHael «DELETE»

Ne uzmeHneHus:

‘ HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:



https://postgrespro.ru/docs/postgresql/9.6/sql-select
https://postgrespro.ru/docs/postgresql/9.6/sql-update
https://postgrespro.ru/docs/postgresql/9.6/sql-delete
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IIpaBo Cunrakcuc Onucanne
TRUNCATE | GRANT { { TRUNCATE } ITo3BoOISIET OMYCTOINTD
[,...]| ALL [ PRIVILEGES ] } 3aJJaHHYI0 TaOIUILy WU
ON { [ TABLE ] <ua3Banue Tabnumpr> [, ...] Habop TabIuUIL c
| ALL TABLES IN SCHEMA <na3BaHu€ CXeMbL> [, ...] | TOMOIILIO KOMAaHJIbI
} «TRUNCATE»
TO { [ GROUP ] <nazsanue pomr>| PUBLIC } [, ...] [
WITH GRANT OPTION ]

5.2.4. Co3nanue poJieil NPy AKTUBUPOBAHHOM NMAaPOJIbLHON MOJUTHKE

Coznanue mosib3oBaTeNiel MpU aKTUBUPOBAHHOW MAapOJIbHOM MOJIMTHUKE JOCTYIHO TOJIBKO
npu ycnoBun noakiaroueHuu K b/, B koTopoii yctaHoBieHo pacmmpenue SecurityProfile (em. .
5.1.3). Anmunuctparop b/l gomxkeH BBINOTHUTH MOAKIIOUEHNUE K Takoil b/] mepen BrinmoaHEeHHEM

NAITLHEUIINX TEUCTBUN.

Co3znanue nosip3oBaTesel MpU aKTUBUPOBAHHOM apOIbHON IMOJIUTHKE BBITIOIHAETCS IBYMS

crocodamu:

- be3 yka3anus napouis:

CREATE USER <umMsg ydyeTHOM 3allCU IIOJL30BAaTEeJIS>;

ITonb3oBareins, 171 KOTOPOro HE YCTAHOBJIEH I1APOJIb, HE MOKET BBIIIOIHATH ITOAKIIOUEHUE
K b/1. [Iponenypa ycraHOBKYM 1IapoJis, IPU aKTUBUPOBAHHOM MapOJIbHOM NOJIUTHUKE, IIPUBEICHA B .

. 5.2.5 1aHHOTO PYKOBOJICTBA.

- C yka3zaHueM naposem:

CREATE USER <umMda yUeTHOM 3alMcCu HOoJib30oBaTend> PASSWORD '<mapoJb
noJlb30oBaTesada>"';

5.2.5. YcranoBKka napoJisi noJib30BaTeJist
[Tocne coznanus 1osb30BaTels, C y4€TOM BKIIOYEHHOW MMapOJIbHOM MOJUTUKH, €r0 MapoJib

BO3MOKHO UBMCHHUTH OHHUM U3 JIBYX CITOCOOOB:

- YcraHoBka mapoJid MmoJIb30BaTClid, B ClIydac €CJIN OH HC OBLT YKa3aH IIpru CO3JJaHNU

II0JIB30BATCJIA:

ALTER ROLE <umMs yUeTHOM 3amMcCM HoJb30BaTesyiga> PASSWORD '<mapolsib
noJlb30oBaTesada>"';

- HN3menenue CYHICCTBYIOMICTO MAPOJId MOJb30BATCIIAA B UHTCPAKTUBHOM PCIKUMCE!

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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\password <mumA HOJIb30BATEJNA>
Enter new password for user <uma nojb3oBaTesna>": <napojib
MoJIb30BaTeJIA>

Enter it again: <mapoJib NOJIb30BATEJISA>

@ [Tpumenenue komau bl \password BO3MOYKHO TOJBLKO HPU OTKIIFOYCHHH 3arpeTa Ha
00paboTKy XAIIMPOBAHHBIX Mapojell kommoHeHToM SecurityProfile. [lmst aTtoro
HEoOXOMMMO OTKIIOYHTH mapaMmerp securityprofile.hashed password strictness B

KOH(UTyparmoHHoM (paiine postgres.conf’
securityprofile.hashed password strictness = off
[Tocne BHeceHUs! U3MEHEHUH B KOH(PUTYPAITMOHHBINA (aill He0OXO0AUMO BBITIOIHHUTD

nepesarpy3ky cepuca CYB/I.

5.2.6. baiokupoBanue ceanca gocryna B CYB/l moc/jie ycTaHOBJIEHHOT0 BpeMeHH
Oe3eiicTBUsI (HEAKTUBHOCTH) MOJIb30BATEJIS

brnokupoBanne ceanca gocryna B CYB]] mocie yCcTaHOBIIGHHOTO BpPeMEHH Oe3eHCTBUS

(HEaKTUBHOCTH ) TTOJIb30BATENS BBIMOIHAETCSI YCTAHOBKOW apaMeTpPOB:
— idle session_timeout;
- idle_in_transaction_session_timeout.

[Tapamerpsr ycranaBmuBatorcsi B pazzaene «CLIENT CONNECTION DEFAULTS»

KoH(urypanuoHHoro ¢aiina postgresql.conf.

postgresql.conf

Ly@#idle in transaction session timeout = @ # in milliseconds, © is disabled
GLhR#idle session timeout = © # in milliseconds, © is disabled

699 #vacuum freeze table age = 150000000

700 #vacuum freeze min age = 50000000

Pucynox 5.36 — ITapametpsl «idle session_timeout» u «idle in_transaction session_timeout» B
KoH(uUTrypanmonHom ¢aiine postgresql.conf

idle session_timeout
[Tapametp «idle session timeout» B CYB]] onpenensier BpeMs (B CeKyHIaX), B TCUCHHE

KOTOPOTO HEaKTHWBHAs ceccusi OyleT OCTaBaThbCs OTKPHITOW. [lo MCTedeHWMM STOrO BpEeMEHH

HEaKTUBHAsI CECCHUSl 3aKphIBAaeTCA M BCE CBS3aHHBIE C HEW PECcypchl OCBOOOXKIAIOTCS. DTOT

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M: ‘
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napaMeTp MOXKET OBITh MOJIE3€H I YIPABJICHUS PECypcaMu cepBepa W MPeJOTBpAICHHUs aTak,

CBSI3aHHBIX C 3aXBaTOM coenHeHmi (connection hijacking attacks).

idle in transaction session_ timeout

B CYBA mapamerp «idle in transaction session_timeout» ompenensieT BpeMs
HEaKTUBHOCTH (B CEKYHJaX) AJIsl CECCHH, KOTOPAs y4acTBYET B TpaH3akiuu. [1o ucreueHnn 3toro

BPCMCHHU TaKas CCCCUA 6YI[CT ABTOMATHUYCCKH 3aBCPIICHA.

DTO MOMOTaeT MNPEJOTBPATUTh CUTYyallMd, KOTJIa CECCHHM «3aCTPEBAIOT» B COCTOSHUU
OKUJAHUSl M3-32 JIOJTO BBIMONHSIONIMXCS TpaH3aKIWiA. DTO OCOOCHHO Ba)XXHO, €CJIH €CTh

JUIUTEIbHBIE TPAH3aKINH, KOTOPbIE MOT'YT OJIOKMpOBATh Apyrue 3amnpocsl Kk bBJI.

[lo ymomyaHuto 3HaueHHe JTOro mnapamerpa paBHO (0, YTO O3Ha4aeT OTCYTCTBUE
OrpaHUYEHUs Ha BpeMsl HeakTUBHOCTU. OHAKO, PEKOMEHIyeTCS YCTaHOBUThH 3HAYEHHUE, KOTOPOE

noaAXOOUT AJId UCITOJIb3YEMOI'O ITPUIIOKCHUA U CPCbI.

5.2.7. llpepbiBanue Tekymux ceccuii B b/
Oynkuus  securityprofile.terminate backend(database name text), ucmomp3yercs I

MPEPHIBAHUS BCEX aKTHBHBIX CECCHH, BCEX KaTErOpHid MOJIB30BaTENICH B YKa3aHHOHN 0a3e JaHHBIX.

Hanpumep

SELECT securityprofile.terminate backend('db test');

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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5.3. I'enepaTop mapoJiei
5.3.1. YcranoBka pacuiMpeHusi pwgen
YcraHoBKa KOMIIOHEHTa pwgen He TpeOyeT yCTaHOBKM IaKeTa, T.K. MCXOMHBIA (haili

pacumpeHust ycTranaBimuBaetcs npu 6a3oBoii ycranoBke CYB/I.

PacmeeHHe YCTaHaBJIMBACTCA OT UMCHH U C IIpaBaMU IMIPUBUJICTHUPOBAHHOTO ITOJIB30BATCIIA

SQL-komaH0¥:

# CREATE extension pwgen;
# \dx

[+1 root@ubuntu: /home

postgres=# CREATE extension pwgen;
CREATE EXTENSION
postgres=# \dx
List of installed extensions
| Version | Schema Description

| pg_catalog | PL/pgSQL procedural language
| public | Password generator
(2 rows)

postgres=# ||

Pucynok 5.37 — YcTraHOBKa pacUIMpeHUs «pWEEN»

Pacuminpenue paboTaeT TOJIbKO B TOM 0a3e, B KOTOPOIl €ro yCTaHOBUII aIMUHUCTPATOP.

5.3.2. I'enepauus napo.s

Bb130B yHKIIMM TeHepanuy naposis JOCTYyTeH s Beex nmonbp3oBateneit CYB/I.

['eneparust maposeil ocymecTBisieTcss Bbi3oBoM crienuanbHol SQL-dyuknuu. OyHKIusS
MMEET HECKOJIBKO MapaMeTpoB, 4YEpe3 KOTOPbIE MOYKHO ONPEAENSATh COCTaB CHMBOJIOB B
reHepupyemMbix napossix. [lo npasmiam SQL 3HaueHns mapamMeTpoB PYHKITMH MOKHO 3a1aTh JTHO0
MOCIIEIOBATENBHO IPYT 3a IPYToM, JTU00 yKa3aB KOHKPETHOE Ha3BaHUE apaMeTpa PYHKIINH U €T

3HA4YCHUC.

be3 apryMeHToOB, 10 yMOJIYaHUIO, PACIIUPEHNUE CTEHEPUPYET IIECTUCUMBOJIBHBIN 1apOJIb C

OJHHUM CIICLHCUMBOJIOM:

SELECT pwgen () ;

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@ubuntu: /home

postgres=# select pwgen();

p=BKio
(1 row)

postgres=# |

Pucynok 5.38 — I'enepanust naposist ¢ mapameTpaMu 1o yMOJTYaHUIO

SQL-xoMaH/1a ¢ ykazaHUEM MOCIEA0BATEIbHOCTH 3HAYEHU UMEET CUHTAKCHC:

SELECT pwgen (

[omHa napond],

[KOJIMUECTBO CTPOUYHEX OYKB],

[KOIMYUEeCTBO MNPONMCHEIX OyKB],

[kommmuecTBO LMUbP],

[KOIMYUEeCTBO CIEeLUMaJIbHEIX CHMMBOJIOB],
['monycTuMel HabOpP CTPOYHBIX CHMMBOJIOB'],
['monycTmMel Hab®Op NPOINIMCHBIX CMMBOJIOB'],

['monyCcTuMEIM HAOOP CHeluMaliIbHBEIX CUMMBOJIOB']) ;

Hanpumep

SQL-koMaH1a reHepaluy NapoJsi o CIAEAYIOIUMU XapaKTepUCTUKAMU:
— uInHOM 10 cHMBOJIOB:

- 2 cTpOYHBIMH OyKBaMU;

- 2 MpONUCHBIMU OYKBaMU;

- 1 uudpoit;

- | crieruanbHBIM CHMBOJIOM;

- JIOITyCTUMBI HAOOPOM CTPOUYHBIX CHMBOJIOB - 'abcde’;

- JIOITyCTUMBIM Ha0OpOM MPONUCHBIX cuMBOJIOB - 'ABCDE';

- JIOITyCTUMBIM Ha0OPOM CHEIMaIbHBIX CUMBOJIOB - '(@!";

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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OyIeT CIeIYyFOIIeH:

# SELECT pwgen(10,2,2,1,1, 'abcde', "ABCDE"', '@!");

[+

postgres=# select pwgen(1®,2,2,1,1, 'abcde’,

Ee@B ' eb@A#
(1 row)

root@ubuntu: fhome

' ABCDE ',

al';

Pucynok 5.39 — SQL-komanaa reHepaliuy maposisi o mociaeqoBaTeIbHOCTH apaMeTPOB

KommuecTBo 3adaBacMBbIX 6YKB HC OJOJKHO MPCBLIIIATH AJIMHY MAapOJI.

3nayenne () B mapaMeTpax KOJMYECTBA CHMBOJIOB (YHKIIMM PWgEn O3HAdaeT, YTo He

HaKJIagbIBACTCsI HHKaAKHX OFpaHI/I‘-ICHI/Iﬁ Ha MNPHUCYTCTBUC CHMBOJIOB M3 COOTBCTCTBYIOIICTO

andasura, 3agaHHOTO Mapamerpamu 6-10.

HapaMeTpH, 3a4ar0mue KOJUYCCTBO CHMBOJIOB B IIApOJIiC, OMPCACTIAIOT MHUHUMAJIIBHOC

Y1 CJI0 CMMBOJIOB B ITapOJIC KAXXJ0I'0 THUIIA. Bo3moxken BBIBO[, OOJIBIIEr0 YHCJIa CHMBOJIOB.

CrenepupoBaTh HapoJIM IO 33/JaBAaEMbIM apryMEHTaM BO3MOKHO MCIIONb3Yysl MapaMeTphbl

MpUBEACHHBIMU B Tabwie 5.15.

Tabnuma 5.15 — [TapameTps! ¥ 3HaUEHUS AJIS1 TEHEPAIIUH TTaPOIIs

ITapamerpsl

Onucanue

3HayeHud

pw_len

JUIMHA TEHEPUPYEMOT0 MapoJist

110 YMOJIYaHUIO 6

pw_lc char cnt

Konn4uecTBO cTpouHbix (low case)
CHUMBOJIOB B ITapoJie

10 YMOJIYaHUIO MUHUMYM 1

pw_uc char cnt

KOJIMYECTBO MPONHUCHBIX (upper
case) CUMBOJIOB B [1apoJie

10 YMOJIYaHUIO MUHUMYM 1

pw_num cnt

KOJIMYECTBO IUGp B mapoJie

10 YMOJYaHWIO MUHUMYM 1

pw_spec_cnt

10 YMOJYaHUIO MUHUMYM 1

pw_Ic_char allowed

KOJIMYECTBO CIIELUAIIBHBIX
CHUMBOJIOB B I1apOJIE

JOMyCTUMBIA  HA0Op  CTPOYHBIX
CHUMBOIJIOB, u3 KOTOPBIX

reHepUupyeTcs Mapoib

'abcdefghijklmnopgrstuvwxyz'

pw_uc char allowed

JOMyCTUMBI HAa0Op TPOMHCHBIX
CHUMBOIJIOB, u3 KOTOPBIX
reHEPUPYETCs Napoib

' ABCDEFGHIJKLMNOPQRSTUVWXYZ'

pw_spec_allowed

JOIYCTUMBIA HA0OP CIEIHATLHBIX
CHMBOJIOB, u3 KOTOPBIX
TEHEPUPYETCS NapOJib

"NITESSE () K, -
<=1 {1

Ne uzmeHneHus:

IToanucek oTB. IHIA:

‘ JlaTa BHECEeHUS U3M:




109
643.72410666.00067-08 95 01

Hanpumep

SQL-koMaH/1a reHepaluy NapoJsi o CIAEAYIOIUMU XapaKTepUCTUKAMU:
- mmHoi 10 cumBoiioB (pw_len =>10);

— 3 cTpouHbIMH cUMBOJIaMU B Tiapose (pw_Ic_char cnt =>3);

- 2 nudpamu B mapoie (pw_num_cnt => 5).

# SELECT pwgen (pw_len =>10, pw lc char cnt =>3, pw num cnt =>

root@ubuntu: fhome

postgres=# SELECT pwgen(pw_len ==18, pw_lc_char_cnt ==3, pw_num _cnt == 5);

j2569'ks96
(1 row)

postgres=# |:|

Pucynok 5.40 — I'eneparust maposist o 3aJJaHHbIM [TapamMeTpam
5.3.3. 'enepauuss MHOKecTBa NapoJiei
Pacmmpenne «pwgen» UIsl TeHEpallid MHOXKECTBA mapoJjei ucnonb3yer Gpynkuuio CYBJI

BO3BpAlllCHUSI MHOXKECTBA. B KOTOpOM 3aaeTcs Ha4ano oTcyeTa U KOHEIl OTCYETa.

SQL-koMaH1a UMEET CUHTAKCHC:

SELECT pwgen () from generate series(start integer, stop
integer);

Hanpumep

SQL-xoMaH/1a reHepalii MHOKECTBA MapoJiel ¢ Ha4aJIoM OTCYETa OT €ANMHUIBI U KOHLIOM

orcueta 0 10 OyaeT cleayromeii:

select pwgen () from generate series(1l, 10);

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@ubuntu: fhome

postgres=# select pwgen{) from generate series(1, 18);

:0Tc~m
Ld1@R7
L)j2ex
Im3Z(
95d @7
:TgecT
aK=>T7&?
kv2+C_
m{4KKQ
(18 rows)

postgres=#
PucyHok 5.41 — I'enepanusi MHOXKECTBA Napojei
5.3.4. Ynajienne pacuimpeHus «pwgen»

Pacmupenne ynanserca SQL-komaHa0M:

DROP extension pwgen;

5.4. Peructpanus coobiTuii 6e3onacuoctu CYBJI «Jatobay

5.4.1. HacTpoiiku perucrpauuii coobiTuii 0ezonmacuoctu CYBJl «Jatoba» mona
yunpasiaenuem OC Windows Server

®dynkunonansHas Bo3MokHOCTh CYB/I, a umenno ¢ynkuus syslogeollector (BHyTpeHHMIA

MEXaHH3M ), TI03BOJISIET OTIPaBIATh coObITHs B XpaHmmiie OC Windows Server.

Jns HacTpoiiku peructpamuu coobithii 0ezomacHoctn CYBJ[ «Jatobay nHeobxomumo

BBINOJIHUTH PSJ JECUCTBUMN:

1) Ot yuernoii 3anucu agmuauctparopa CYB/] mogkmountbes k OC 1 OTKPBITH (aiin

«postgresql.conf»®.

2) B ¢aiine «postgresql.cont» mponmcats cieayromnye napaMmeTpol:

log destination = 'eventlog'
logging collector = on
log connections = on
4 MecToHax0XKICHUE (aiina «postgresql.conf» B oC Windows Server: C:\Program

Files\GIS\Jatoba\<ver>\data\postgresql.conf
No y3MeHeHU: ‘ [Toanuck oTB. NHIIA: ‘ JlaTa BHECEeHUS U3M:
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log disconnections = on
log statement = 'mod'
log hostname = on

3) [Tepesarpy3uts CYB/I «Jatoba» mpu moMoIm KOMaHIbI:

net stop JatobaServer

net start JatobaServer

PacimdpoBka mapamerpoB mo peructpanun coObituii CYBJl  «Jatobay», xortopas

ycranoBiena B OC Windows Server, npencraBieHs! B Tadbmure 5.16.

Tabnuma 5.16 — PacimmdpoBka mapamerpos mo peructpanuu coosituit CYB/ «Jatobay

ITapamerp Onucanne

log_destination JlaHHBII TTapaMeTp yKaszbIBaeT Ha To, T1e OyayT xpaHuthest coObitus CYB/I
«Jatobay

logging collector JlaHHBI TapaMeTp MO3BOJSIET BKIIIOYATh COOPIIMK JKYpHAJOB, KOTOPBIH
nepeHanpanisieT cooOIIeHns B aiii xypHaia

log connections BkmioyeHne  1aHHOrO — mapamerpa  MO3BOJSIET  PErHCTPUPOBATH — BCE
nojxioueHust K CYB/I «Jatobay, Bkitoyasi HeyCIeHIHbIE

log_disconnections BkiroueHne aHHOrO mapamerpa IO3BOJIIET PETUCTPUPOBATH 3aBEpILICHHE
ceaHca

log statement JlanHblii  Tapamerp ympamiser, TeM kakue SQL-komaHasl  Oyayt
peructpupoBathcs. Ilapamerp mod mMO3BOJISET 3aMUCHIBATH CIIEIYIOIIUE
koman/el: Bce koman bl DDL (CREATE, ALTER, DROP), a tak ke INSERT,
UPDATE, DELETE, TRUNCATE u COPY FROM. PREPARE, EXECUTE
u EXPLAIN ANALYZE

log hostname BkitioyeHne 1aHHOTO apaMeTpa MO3BOJISIET PErHCTPUPOBATh UMS XOCTa

5.4.2. HacTpoiiku perucrpauun coobiTuii 0ezomacunoctu CYBJl «Jatoba» mnona
ynpasjaeHueM OC cemeiicrBa GNU/Linux

OynkunonansHas Bo3MokHOCTh CYB/I, a umenno ¢ynkuus syslogeollector (BHyTpeHHMIA

MEXaHH3M ), TI03BOJISIET OTIPABIIATH COObITH U3 manku B xpanunuiie OC cemeiictea GNU/Linux.

Jlns HacTpoiiku peructpanuu coobiThii 0ezomacHoctu CYBJ] «Jatobay nHeobxomumo

BBINOJIHUTH PSJ JCUCTBUMN:

1) Ot yuernoii 3anucu agmuauctparopa CYB/] nogkmountses k OC u OTKPBITH (aiin

«postgresql.conf»?).

5 ) MecToHaxoxAeHUE ¢aiina «postgresql.conf» B ocC cemencTBa GNU/Linux:

/var/lib/jatoba/<ver>/data/postgresql.conf

Ne u3zmeHeHUS: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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2) B ¢aiine «postgresql.cont» mepenpoBeputs clieAyIoNINe mapamMmeTphl:

# _____________________________________________________________
# JATOBA LOGGING PARAMETERS

# ______________________________________________________________
log destination = 'stderr'

logging collector = on

log directory = 'log'

log filename = 'jatoba-%a.log'

log rotation age = 1d

log rotation size = 0
log truncate on rotation = on
log line prefix = 'Sm [%p] '

828 log_destination = 'stderr

829 logging_collector = on

830 log _directory = 'log’

831 log_filename = 'jatoba-%a.log'

832 log rotation age = 1d

833 log rotation size = @

834 log truncate on rotation = on

835 log line prefix = '%=m [%p] ' 1

Pucynok 5.42 — IlpenycraHoBieHHbIE TapaMETPhl JIOTUPOBAHUS
@ Ecnu He mmanmpyercst ncnons3oBaTh KoMmnoHeHTH pgAudit u pgauditlogtofile, To
Oyner menecooOpa3HBIM yCTaHOBUTH mapamerp peructpauuu coObitnii CYBJ]

log_statement.

3) [lepesarpysuts CYB]] «Jatoba» mpu momomy KOMaHIBI, €CIH TapamMeTphl OBbLIH

HU3MCHCHBI:

# systemctl restart jatoba-<ver>

[TapameTpsl peructpauuud coOBITMH M WX 3HadeHus, wucnoinb3dyembie CYBJl u ee

KOMIIOHEHTaMH IpeICTaBJIeHbI B Ta0mmie 5.17.

Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Tabmuna 5.17 — [apamerpsr u ux 3Hauennss CYBJl u ee KOMIIOHEHTOB

S| B
%}
ITapamerp 2 g Z3 3Hauyenune Onucanne Kommnonent sharle.d_pr.e load EXTENSION
20| = E _libraries
= =g
X — | 'csvlog' Jlanubiii napamerp ja_csum X —
log_destination X — | 'csvlog' iggij:?:igg;;fg?gﬂw ja_Log — —
X — | 'stderr,csvlog' «Jatobay auto_explain X X
[Tapamerpa no3BossieT )
pETUCTPUPOBAThH BCE Ja_csum X -
log connections X — |on nojxiroueHust K CYBJ]
«Jatobay, BKIrOUast pgBadger L L
HEYCIICUIHbIC
Bxirouenune nanHoro
log_disconnections X — | ON 11apameTpa rosBosACT pgBadger — —
pEruCTpUpOBaTh
3aBEpPLICHUS CEaHC
[TapameTp yka3bIBaeT Ha ja_csum X _
log_directory X — | 'log' fg;% z(aT;;) :}I](;[;(f :}ée;gﬂﬂ ?uto_explam X X
ja_Log — —
[Tapamerp omnpenensrOInn
log_min_messages X — | info MUHHMAJIbHBIT YpOBEHb | ja_csum X —
3aIMCBHIBAEMBIX COOOIIEHUIM
log_filename = [Tapamerp  3amaér  wums | auto_explain X X
log filename < | 'jatoba-%Y-%m- | daiima okypHana aynura
8- %d_%H%M%S.l | CYB] ja Log — —
og'
log_rotation_age X — | 1D Hapametp OMPEASIACT | 411to explain X X
MaKCHMaJIbHO® BpeMsi —

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

JlaTa BHeceHUS U3M:
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XKu3HU  (aima  ayawura
coobrtuii CYBJ]

log rotation_size

[TapameTtp OIIpELIEIIET
poramuio  Qaiinma  ayaumra
CYBJ mno pasmepy. Ilo
YMOJTYaHHIO 3HadueHue -10
MO. [Ipu HyneBOM 3HAUEHU U
poranus 1o pasMepy ¢aiina
HE MPOU3BOJUTCS.

auto_explain

log truncate on_rotation

[Tapamerp  ycTaHaBIUBAET
nepe3anuch
CYILIECTBYIOIIETO daitna
aynuta CYBJl, a He
JIONIOJIHUTENBHYIO 3alUCh B
HUX.

auto_explain

log line prefix

Yot [Yop]:
user=%u,db=%d,
app=%a,client=%
X — | i

Yom [Yop]
app=%a host=%h
user=%u db=%d '

[Tapamerp  ycTaHaBIUBAET

HAJIN4ue CTaTyCHOU
uHbOpMalMKd B  CTPOKAX
xypHana ayaura CYB/]

pgBadger

auto_explain

syslog_facility

X — | LOCALO

ITapamerp HCIIOJIb3YETCs
IpU  BKJIIOYEHHOM  IpHU
UCIOJIb30BaHuE syslog

syslog_ident

X — | 'postgres'

[Tpu ucnonw3oBaHue syslog
JAHHBIN rapameTp
yKa3bIBaCT UM POrPAMMEBI,
UCIIOJIb3yeMOoe TUIS
UICHTU(DHUKAITTT
cooOIIeHu

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHeceHUS U3M:
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log timezone

ITapamerp ykasblBaeT Ha
JacoBOM nosic,
HCIIOJIb3YEMBIX JUISI OTMETOK
BPEMEHHM, 3aIIUCHIBAEMBIX B
KypHaJe

log mask password

[Tapamerp  BKIIIOYAIOLIUN
(GYHKIHIO ~ MacCKHUpPOBAHMS
apoJIeu

log mask pass
word

log_statement

X — all

JlaHHBII rapameTp
ynpaBisieT, TeM Kakue SQL-
KOMAaH/IbI OoyayT
PETUCTPUPOBATHCSI.

ja_Log

log mask pas
sword

log hostname

Bxirouenue JAaHHOT'O
rnapaMmeTpa HO3BOJISIET
pPETUCTPUPOBATH UMsI XOCTA

track io timing

[Tapamerp BKJIIOYAET
MOHHUTOPHHT BpEMEHU
YTEHHS U 3aIIUCH OJIOKOB

auto_explain

log min_duration_statement

[Tapamerp 3aIIUCBIBAET
MPOJIOJKUTEIHHOCTD
BBITIOJTHEHUSI BCEX KOMaH],
BpeMsi paboTBl KOTOPBIX HE
MEHbIIIE YKa3aHHOTO

pgBadger

auto_explain

log mask pass
word

log_duration

ITapamerp B CVB/],
KOTOPBIN KOHTPOIIUPYET,
OyneT 1M JATUTEITBHOCTD
BBIMIOJIHEHHBIX ~ 3allpOCOB
PETUCTPUPOBATHCS B
xypnaiue. Ecnu log_duration
BKJIIOUEH (YCTaHOBJEH B
true), CYBJ Oyner
PEruCTpUpPOBAThH

JIIMTCIBHOCTD KaXXJ01ro

log mask pass
word

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHeceHUS U3M:
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BBITTOJTHEHHOT O SQL-
3arpoca B JKypHaJe cepBepa.

log checkpoints

ITapamerp BKJIIOYAET
PErucTpalyIO BBIITOJIHEHUS
KOHTPOJIBHBIX TOYEK U TOYEK
Iepesalycka cepsepa

pgBadger

log lock waits

[Tapamerp OIIPEACIISET,
HY>KHO JM (PUKCHPOBATH B
KypHaje CcoObITHS, KOrja
CEaHC OXXKHUIAET MOIYUYCHHS
OJIOKUPOBKH JIOJIBIIIE, YEM
ykazaHo B deadlock timeout

pgBadger

log temp _files

[Tapamerp BKJIIOYAET
perucTpalvl0  UMEH U
pa3MepoB BPEMEHHBIX
¢aiinos

pgBadger

log autovacuum_min_duratio
n

ITapamerp BKJIIOYAET
PErucTpanyio ACUCTBUU IO
ABTOOUYHCTKE

pgBadger

log_error_verbosity

X — default

ITapamerp
KOJINYECTBO
uHpopMaluu

ONpeAeIIsIeT
JNeTaIbHOU

pgBadger

logging collector

ITapamerp no3BoJsier
BKJIFOUYATh COOPIIIUK
KYPHAIIOB, KOTOPBII
IIepEeHaIpaBIIsIeT
cooOrieHus B ¢aiin
KypHasa

auto_explain

ja_csum

<[4

ja_Log

auto_explain.log min_durati
on

MHUHHMMAaJbHOE BpeMs
BBIIIOJIHEHUS ~ 3alpoca B
MUJUTUCEKYHAX, pu
IIPEBBILICHUU KOTOpOIo

auto_explain

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHeceHUS U3M:
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TUTaH 3arpoca Oyner
1OMA/IaTh B JIOT

auto_explain.log nested stat
ements

ITapamerp BKJIIOYAET
perucTpanmo IIJIaHOB
BBIIIOJIHEHUSI  BIIO’KEHHBIX
orneparopoB  (OmepaTopos,
BBIIIOJIHSIEMBIX BHYTpU
(byHKITIN)

auto_explain

auto_explain.log analyze

[Tapamerp onpenenser
PErucTpaLmIo IjIaHa
BBINIOJIHEHMS 3a1poca

auto_explain

auto_explain.log_buffers

[Tapamerp onpenenser,
Oyzer nu
PErUCTPUPOBATHCS
CTaTUCTUKA HUCIIOJIb30BAHUS
OydepHoro kema

auto_explain

auto_explain.log_triggers

[TapameTtp OIIpELIEIIET
PETUCTPALIMIO BBIIIOJIHEHUHN
TPUTTEPOB

auto_explain

track io timing

[Tapamerp BKIItOUET
MOHUTOPHUHT BPEMEHHU
YTEHHS U 3aIIUCH OJIOKOB

auto_explain

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHeceHUS U3M:
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5.4.3. Komnonent «pgAudity. Hacrpoiika pacmiupeHHOH permcrpauum coObITHIi

0€e30IMaACHOCTH
Kommonent «pgAudity obecnieunBaeTr pacUIMpeHHOE >KypHATUPOBAHUE

Kommnonent BeinosnneH B Buje paciuupenns CYB/I.
Bepcus kommnonenra:
- c Bepcuei spa «4» - 1.6.2;
- ¢ Bepcueil spa «S5» - 1.7.0;
— ¢ Bepcuei spa «6» - 16.0.0;

- ¢ Bepcuei sipa «18» - 18.0.0.

COOBITHIA.

YcraHoBKa MakeTa KOMIIOHEHTa omnucaHa B JokyMeHTe 643.72410666.00067-08 97 01

«PyKOBOACTBO IO YCTaHOBKE».
[Tocne ycTaHOBKHM KOMIIOHEHTA TI0JIE «EITOr Message» pacIIupsAeTcs: JaHHBIMU:
- THII 3aIIMCU COOBITHS,
- Ne BeIpakeHus;
- Ne nmonBeIpaxenus;
- KJIaCcC COOBITHS;
— SQL—-onepanus;
- tun oobekTa b/I;
- uMst oobekTa bJI;
— noyiHbll TekeT SQL—3anpoca (ckpurra);

- napameTpsl SQL—3amnpoca (ckpunra).

CrpykTypa nosieil coObITHI1 0€30I1aCHOCTH MEHSAETCs, KaK IpecTaBiIeHo B Tabnuie 5.18.

Tabmuua 5.18 — CtpykTypa nosneit coobITHi O€301MaCHOCTH

Ne CrangapTHble 0J1s1 cOOBITHIT 0€30IaCHOCTH

IToust coObITHIE Oe30macHOCTH ¢ pgAudit

1 |Time stamp with milliseconds [IIramn BpeMeHU ¢ MUJUIMCEKYHIAMU

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Ne CranapTHble 05 cOObITHI 0€30I1ACHOCTH
IToust coObITHIE Oe30macHOCTH ¢ pgAudit

2 |Criticality KputnuHocTs coObITHS

3 |Class Tun coObITUs

4 |User name Nwms none3oBarens

5 |Database name Hmst 0a3bl JaHHBIX

6 |Process ID Nnentuduxarop mporecca

7 |Client host Knuentckuii yzen

8 |Port number Homep nopra

9 |Session ID Wnentuduxarop ceccun

10 |Per-session line numbe Howmep cTpoku kaxaou ceccuu

11 |[Command tag Ter xoMaHIbI

12 |Session start time Bpewms nHauana ceccuun

13 |Virtual transaction ID BuptyanbHblii uAEHTUDHUKATOP TPAH3AKIIMN
14 |Regular transaction ID WnenTuduxarop TpaH3aKIUN

15 |Error severity VYpoBeHb BaKHOCTH OIIUOKH

16 [SQLSTATE code Kog ommbkun SQLSTATE

17 |Error message Coobuienne 00 omnoke
17.1 Audit_type Tun 3anucu coObITUs
17.2 Statement_id Ne BeIpaxenus
17.3 Substatement_id Ne nonBbIpaxkeHus
17.4 Class KJIACC COOBITHUS
17.5 Command SQL-oneparus
17.6 Object_type Tun o6wvexTa BJ]
17.7 Object_name Nwms o6bexta bJ1
17.8 Statement [Tonnsrii Teker SQL-3ampoca (ckpurra)
17.9 Parameter ITapamerprr SQL-3amnpoca (ckpunra)
18 |Error message detail [TonpoGHOCTH K COOOIICHHIO 00 OIMOKe
19 |Hint IToncka3zka k cooOrieHuto 00 onrnoke

20 |Internal query that led to the error BuyTtpenHnuii 3anpoc

21 |Character count of the error positionHomep cuMmBoIa BHyTpeHHETO 3ampoca, Iae Ipon30Ia

therein ommnoka
22 |Error context Konrekcr ommbku
23 |User query that led to the error 3anpoc moyib30BaTens

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ne CrangapTHble 10J1s1 cOOBITHIT 0€30IaCHOCTH

IToust coObITHIE Oe30macHOCTH ¢ pgAudit

24 |Character count of the error positionHomep cumBoia B 3ampoce 1oyib30BaTens
therein
25 |Location of the error in the PostgreSQL Pacnonoxenue ommOKy B UCXOAHOM KOJIe
source code

5.4.3.1 YcranoBka pacuupenus pgAudit

Jlnst yeranoBku pacmmpenus pgAudit HeoOXoauMo:

1) OTKpBITh KOH(DUTYPATHOHHBIN (ail:

nano /var/lib/jatoba/<ver>/data/postgresgl.conf

2) YcTraHoBUTH mapameTp B KoOH(pUryparroHHoM (aiiie B postgresql.conf:

shared preload libraries = 'pgaudit'

root@ubuntu: [localrepo

shared preload libraries = 'pgaudit' # (change requires restart)

Pucynok 5.43 — ITapametp 3arpy3ku Onbimorekn komnonenTa «pgAudity»

3) [Tepesanyctutrs CYB/]] «Jatobay:

systemctl restart jatoba-<ver>

4) Boiitu B CYB/] ot umenu u ¢ npaBamu nonb3oBatens « SUPERUSER», BbIoaHUTH

SQL—xomanny:

CREATE EXTENSION pgaudit;

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# CREATE EXTENSION pgaudit;
CREATE EXTENSION
postgres=# |:|

Pucynox 5.44 — YcranoBka pacmupenuns «pgaudity»
5) [Tepezanyctuts CYB/;

systemctl restart jatoba-<ver>

[Tocie yero ycTaHOBKY paCIIMPEHHS] MOKHO CUYMTATh OKOHYEHHOM.

5.4.3.2 ®yHKuMOHAJIbHbIE BO3MOKHOCTH KOMIIOHeHTa pgAudit
Jlnist KOppeKTHO# paboThl KOMIIOHEHTa MOTpedyeTcs, YTOOBI B KOH(PUTYPAIIMOHHOM (haiiie

ObL1 ycTaHOBIIEH apaMeTp «log_statementy», kak ObUTO BhIIIE onucaHo B 1. 5.4.1, 5.4.2.
pgaudit.log

OOs3aTensHO  JOKEH OBITH ycTaHOBIeH mapamerp pgaudit.log. Ilo ymomuanuio
yCTaHOBJIEHO 3HaueHue «noney». [Ipu momomu SQL-KOMaHIbI MOXKHO YCTAHOBUTH KaKHE KIACCHI

OIIepaTopoB OYAYT PETHCTPUPOBATHCS B KypHAJE COOBITHIA.
3Ha4yeHHs MapaMeTpa MOTYT OBITh CIIETYIOIIUMHU:

- READ - perucrpupytorcs SQL-xomanast SELECT, COPY B cnyuae eciau

HCTOYHUKOM ABJIACTCA OTHOLICHWUC HUJIN 3aITPOC,

— WRITE - perucrpupytorcs SQL-xkomanner INSERT, UPDATE, DELETE,
TRUNCATE, u COPY;

- FUNCTION - peructpupytorcs pynkuuu CALLS u DO;

— ROLE — peructpupytorcs SQL-kOMaHABI OTHOCSAIIHMECS K POJSIM U CUCTEMHBIM

npusmierusm takue kak, GRANT, REVOKE, CREATE/ALTER/DROP ROLE;
- DDL — peructpupytorcst SQL-komanael DDL He oTHOCsmuecs k napametpy ROLE;

- MISC — peructpupytorces npoune komanabl SQL-komanasl, Takue kak DISCARD,
FETCH, CHECKPOINT, VACUUM, SET;

- MISC_SET — peructpupyrorca SQL-komanael Tuna SET;

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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- ALL — peructpupytorcs Bce nepeunciieHnble SQL-KoMaHbI.

CpaBHenue peructpupyeMbix SQL-koMaHI Npu CTaHAAPTHOW PErHCTPALMU COOBITUIA

6e3onmacHoctu CYB/l u ¢ npumeHneHnem komnoHneHTa pgAudit mpuBenens! B Tabmume 5.19.

Tabnuua 5.19 — CpaBHuTenbHas Tabauna peructpupyeMbix SQL-komana

log_statement pg_Audit
Mapamerp SQL-xoMaHaBI 3anUCbIBaeMble Mapamerp SQL-xoMaHaBI 3aNIMChIBAEMbIE B
B KypHAaJ JKYpHAJ
ALL ALL
SELECT
READ
COPY TO
INSERT INSERT
UPDATE UPDATE
DELETE WRITE DELETE
MOD TRUNCATE TRUNCATE
COPY FROM COPY FROM
PREPARE
EXECUTE
EXPLAIN ANALYZE
CREATE CREATE
DDL ALTER DDL ALTER
DROP DROP
FUNCTION CALL
DO
GRANT
ROLE REVOKE
ALTER DEFAULT PRIVILEGES
SET ROLE
DISCARD
FETCH
MISC CHECKPOINT
VACUUM
SET
MISC_SET | SET
NONE NONE

pgaudit.log_catalog

YKa3I>IBaCT, 4TO BCIACHUC KypHajla C€aHCa HOJIKHO OBITh BKJIIOYEHO B CJIy4dac, Korja BCC

OTHOILICHHSI B OTIEpaTOpe HaxoaaTcs B pg_catalog.

Ne u3zmeHeHUS: HOZ{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3HaueHUe N0 YMOJIYaHUIO — ON.
pgaudit.log_client

VYka3biBaeT, OyAyT JM COOOLIEHUS KypHaAIa BUAHBI KIIMEHTCKOMY MPOLECCY, TAKOMY Kak
psql. OObIYHO 3TOT MapaMeTp CIAeAYET OCTABIATh OTKIIOUEHHBIM, HO OH MOXET OBITh IOJE3€H JIJIS

OTJIQJKU WIM JPYTUX LEei.
3HaueHue o yMosyaHuto — off.
pgaudit.log_level

VYka3bIBaeT ypOBEHb JIETAIN3ALMY )KypHaJla, KOTOPBIM OyAeT UCIONb30BaThCS AJIs 3alKcen

KypHaia.
VYposuu geranuzauuu xxypHaia FATAL u PANIC 3anpeiieHs!.

DTOT napamMeTp UCIHOJIb3YETCs AJisl PErPECCUOHHOTO TECTUPOBAHUS, a TaAKKE MOXKET ObITh

10JI€36H KOHEYHBIM I10JIb30BATEIISAM JIJISl TECTUPOBAHUS WM JIPYTUX LIEeH.
3HaueHue o yMmosyanuto — log.
pgaudit.log_parameter

[TapameTp yka3bIBaeT, 4TO )KypHaJl ayJuTa JODKEH BKIIOYATh [MapaMETPbl, KOTOpPbIE ObUIH
nepenansl ¢ onepatopoM. [Ipu Hanmunu mapametrpoB oHuM OyayT BKitodeHsl B CSV ¢popmar noce

TEKCTa OIepaTopa.
3HavyeHue no ymoayanuto — off.
pgaudit.log_relation

[TapameTp yka3bIBaeT MAOKHBI JIM OTPAXKAaTbCsl B IKypHAJE PErUCTpalluu COOBITHI
otnenbHble 3anucu s kaxaoro otHomenus (TABLE, VIEW, u T.1.), ykazaHHOro B oreparope

SELECT unu DML.
3HavyeHue no ymoayanuio — off.
pgaudit.log_rows

HapaMeTp YKa3bIBACT, YTO KYpHAJI ayJAuTa AOJDKCH BKIKOYATH CTPOKHU, U3BJICYHCHHBIC WUJIN

3aTpOHYThIE onepaTopoM. Eciu BKIIIOU€HO, 1oJ1e CTPOK OyAeT BKIIFOUEHO MOCIIE MOJIs TapaMETPOB.

3HaueHue no ymonyanuio — off.

‘ Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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pgaudit.log_statement

[TapameTp ykaspiBaeT, OyIeT JM MPOTOKOJIMPOBAHWE BKJIIOYATh TEKCT HHCTPYKIUU H
napaMeTpbl (eciu BKIOYEHO). B 3aBucuMocTH OT TpeOOBaHMU >KypHal ayaWTa MOXKET He

TpeOOBATh 3TOT0, U KYpPHAJIbl CTAHOBSTCS MEHEE MOAPOOHBIMHU.
3HaueHUe N0 YMOJIYaHHUIO — ON.
pgaudit.log_statement_once

[Tapamerp ykazpiBaeT, OyneT JiM IPOTOKOJMPOBAHME BKIIOYATH TEKCT OIleparopa H
nmapaMeTphl C TEepPBOI 3amUChI0 JKypHaja Ui KOMOMHAIIMHM ONEepaTopa/moJaorneparopa WiH ¢
Kol 3anucbto. OTKIIOYEHHE 3TOro IapaMerpa MpUBEAET K MeEHee NOAPOOHOMY
KYPHAIMPOBAHUIO, HO MOKET 3aTPYAHUTH ONPEEICHHE UHCTPYKLMH, CTEHEPUPOBABILEH 3aIIUCh
B JKypHaJie, XOTS Mapbl ONepaTop/moI0IepaTop BMECTE ¢ HACHTU(UKATOPOM MPOIIEcca JOKHO
OBITh 1OCTATOYHO ISl HACHTH(DHUKAIIMY TEKCTA ONEPaTOpa, 3apPEruCTPHUPOBAHHOTO C MPEABLIYIIEH

3aIHChIO.
3HaueHue no ymonuanuto — off.
pgaudit.role

VYka3bIBa€T OCHOBHYIO DPOJIb, HUCIIOJNB3YEMYIO IUIsl BEIEHUS JKypHajla ayJuTa OOBEKTOB.
MOoXHO OmnpenenuTh HECKOJIBKO pOJIEM aynuTa, Ha3HAYMB MX IJIABHOW POJM. DTO IO3BOJISET

HECKOJIBKUM T'pyIIIIaM OTBEYATh 3a PA3JIUYHBIC ACIIEKThI BEICHU )KyPHAJIOB ayUTa.
I1o ymomyanuto posu HeT.
IIpumep Ne 1. Co3nanue 3anucH KypHaJIa ayuTa 1Jisi BcexX cOObITHIA
J1st co3anus 3anKcH JKypHaja ayuTa JJisl BceX cOOBITUI MOTpedyeTcs:

1) OT uMeHH U ¢ TpaBaMu MoJib30Barens «Superuser» aBTopuszoBarbest B CYB/I:

psgl -U postgres

2) 3amaTh 3aIIMCh BCEX COOBITHI B KypHAI ayauTa, BEIMOIHUB SQL-koMaHmy:

# ALTER SYSTEM SET pgaudit.log = 'All';

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@ubuntu: fusrfjatoba-5/bin

postgres=# ALTER SYSTEM SET pgaudit.leg = 'All';
ALTER SYSTEM
postgres=#

Pucynok 5.45 — YcraHoBKa mapameTpa 3amucy BceX COOBITHHN B )KypHAJ ayAuTa
Jns  akTHBanmMM HM3MEHEHWH B mapamerpe pgaudit.log HeoOXoauMMO mepeduTaTh

KOH(UTypamoHHbIi (aiin postgresql.conf ¢ momompi0 KOMaH b

# SELECT pg reload conf();

3) [TpoBepuTh 3a1aHHBIN TApaMETP 3aMTUCH BCEX COOBITHIL:

# SELECT name, setting FROM pg settings WHERE name LIKE
'pgaudits';

IIpumep Ne 2. Co3nanue 3anuceii ayainra coObITHI A5 ONpe/ie/ICHHON PoJn

JIJist co3manust 3aMucH KypHaia ayJuTa Jiis ONpeIesIEHHON poJid MOTpeOyeTCs:

1) OT uMeHH U ¢ ITpaBaMu NOJIb30BaTeNs «Superuser» aBTopuzoBarbes B CYB/L:
psgl -U postgres

2) Coznats pois «auditory:
# CREATE ROLE auditor WITH LOGIN;

3) [IpemocTaBuTh mpaBa JAOCTyMA JJIs CO3IaHHOM ponn «auditory:

# GRANT ALL ON SCHEMA public TO auditor;

4) 3anmath 3anuch coObITHIl «UTeHuey M1 posm «auditor:
# ALTER ROLE auditor SET pgaudit.log = 'Read';

5) [IpoBeputh 3amaHHBIM mapameTp 3amucu «YTeHHE» BceX COOBITHHA ISl POJIH
«auditor»:

# SELECT rolname, rolconfig FROM pg roles;

‘ Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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6) OT uMeHH ¥ ¢ paBaMu ToJib3oBareds «auditorn aBTopuszoBatbes B CYB/I;
psgl -U auditor
7) BemomauTs Heckonbko komana B CYB]] ot ponu «auditory:

> CREATE TABLE Test (Id int NOT NULL, LastName varchar (255) NOT
NULL, FirstName varchar (255), Age int, PRIMARY KEY (ID));

> INSERT INTO Test (Id, LastName, FirstName, Age) VALUES

(1, '"Testov', '"Test', 123);

> SELECT * FROM test;

8) OT umeHu M C mpaBaMM MOJb30BaTens «Superuser» aBTopuzoBatbed B CYB/l, u

BBINOJIHUTh HECKOJIBKO KOMaHJI OT POJIM «pOStgresy:

# CREATE TABLE Testl (Id int NOT NULL, LastName varchar (255)
NOT NULL, FirstName varchar(255), Age int, PRIMARY KEY (ID));

# INSERT INTO Testl (Id, LastName, FirstName, Age) VALUES
(1, '"Testov', '"Test', 123);

# SELECT * FROM testl;

9) IIpoBepuTh CO31aHHBIC 3aIIMCH B JIOTE ayAuUTa:

nano /var/lib/jatoba/<ver>/data/log/jatoba-nens Hegmemnu.log

IIpumep Ne 3. Co3nanue 3anmceil ayaura cOOBITHH AJIsl ONpeNe/IeHHON KOJIOHKH B

TA0JNIIE

JUiss co3maHusl 3aluch JKypHaJa ayAuTa JUisl ONPENETICHHONM KOJOHKH B TabmuIe

notpedyeTcs:

1) OT uMeHH U ¢ ITpaBaMu 0JIb30BarTens «Superuser» aBTopuzoBarbes B CYB/L:
psgl -U postgres
2) Coznath poib «auditor:

# CREATE ROLE auditor WITH LOGIN;

3) [IpenocTaBuTh mpaBa AOCTyMA ISl CO3aHHOM ponun «auditor:

‘ Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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# GRANT ALL ON SCHEMA public TO auditor;

4) Jlo6aBuTh poib B Tabmuiy «pgaudity:
# SET pgaudit.role = 'auditor';

5) Ot uMeHnu U ¢ mpaBamu moJib3oBatens «auditor» aBTopuzoBatbes B CYB/I:
psgl -U auditor

6) Coznats Tabmuiry «Testy»:

> CREATE TABLE Test (Id int NOT NULL, LastName varchar (255) NOT
NULL, FirstName varchar (255), Age int, PRIMARY KEY (ID));

7) Jlo6aBUTH HOBYIO 3aMKCh B TAOIUILY:

> INSERT INTO Test (Id, LastName, FirstName, Age) VALUES
(1, '"Testov', '"Test', 123);

8) 3anmath 3anuck coObITnii TonbKo i BeipakeHust "UPDATE" nis xomonku «age» B

tabmuie «Testy 1t moibp3oBareis «auditor:

> GRANT update (age) ON Test TO auditor;

9) BrimoaHuTs KOMaHbL:

> UPDATE Test SET Age = 1234 WHERE Age = 123;
> UPDATE Test SET LastName = 'Booba' WHERE LastName = 'Testov';

10) IIpoBepuTh cO3JaHHBIE 3aMCH B JIOTE ayIUTA:

nano /var/lib/jatoba/4/data/log/jatoba-mens Hememmu.log

IIpumep Ne 4. Co3nanue 3anuceii ayanra coObITHI A5 onpeieIeHHO 0a3bl

1) OT uMeHH U ¢ TpaBaMu NoJIb30BaTens «Superuser» aBTopuzoBarbes B CYB/L:

psgl -U postgres

2) Coznars HOBY1O B/I:
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# CREATE DATABASE testl;

3) 3a1aTh 3aIIMCh BCEX COOBITHI B KypHAII ayIuTa JUIs 0a3bl JaHHBIX «test]»:
# ALTER DATABASE testl SET pgaudit.log = 'All';
4) BpInosiHUTE KOMaHIBIL:

# CREATE TABLE Test (Id int NOT NULL, LastName varchar (255) NOT
NULL, FirstName varchar (255), Age int, PRIMARY KEY (ID));

# INSERT INTO Test (Id, LastName, FirstName, Age) VALUES
(1, '"Testov', '"Test', 123);

# SELECT * FROM test;

5) [Hogxmrouuthbes K co3ganHon b/

\c testl

6) Cosnatb Heckonbko komaua B CYB/I:

# CREATE TABLE Testl (Id int NOT NULL, LastName varchar (255)
NOT NULL, FirstName varchar (255), Age int, PRIMARY KEY (ID));
# INSERT INTO Testl (Id, LastName, FirstName, Age) VALUES

(1, '"Testov', '"Test', 123);

# SELECT * FROM testl;

7) IIpoBepuTh CO31aHHBIE 3aIIMCH B JIOTE ayAuUTa:

nano /var/lib/jatoba/<ver>/data/log/jatoba-nens Hegmemnu.log

5.4.3.3 O0HOBJIeHHE KOMIIOHEHTa «pgAudit»

[IpenBapurensubie ycnoBus: BbimonHeHo oOHOBIeHHe CYBJ[ «Jatoba» mo Bepcum 18
cornacHo ToKyMmeHTy «PykoBosncTBo mo oonoBnenuo CYB/] Jatoba» 643.72410666.00067-08 93
01.

o [Tpu o6noBnennn CYB/] «Jatoba» mo Bepcun 18 HEOOXOAMMO OTKIIOYUTH (DYHKITUIO
MOJICYEeTa KOHTPOJIBHBIX CYMM MPY MHHUIMATIN3AINN KaTaiora qaHHbix. CBeeHus o

npouenypax oonosnenus 10 CYB]] «Jatobay 18 H3110)KEHBI B JOKYMEHTE

«PykoBoncTBO M0 06HOBIEHHIO» 643.72410666.00067-08 93 01
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s oOnoBienust kommoHeHTa pgAudit ¢ Bepcum 16 BKIIOUMTENBHO 10 Bepcuu 18

HEOOXOIMMO BBIITOJIHUTE CJICAYIOLIUE [Iaru:
1) B koudurypanmonnom aiine /var/lib/jatoba/18/data/postgresql.conf yka3zaTh
napamerp:

shared preload libraries = 'pgaudit'

2) Bemonauts 3amyck o6HoBnEéHHONH CYB/] «Jatobay 18:

# systemctl start jatoba-18 && systemctl status jatoba-18

3) VY nanmute cyniecTByromnryto Bepcuto 16 kommonenta pgAudit u3 bB/1:

DROP EXTENSION pgaudit;

4) YcranoBuTh HOBYIO Bepcuto 18 kommnonenTa pgAudit KomaH10i:

CREATE EXTENSION pgaudit;

Ha nanHoMm mare oOHOBIEHHE KOMIIOHEHTa pgaudit 3aBepIreHo.

5.4.4. Komnonent «pgauditlogtofile». Xpanenue coObITHH 0Oe30macHOCTH B
OTAeJbHOM XpAHWJINIIE

@ KomnoneHT He mocTaBisieTcst ¢ cepTu(UIUpPOBaHHON BepcUen U3Ienus

Komnonent «pgauditlogtofile» cuyxur nonmomHennmeM K KOMIOHEHTY «pgAudity u
npeaHa3HaueH Ui XpaHEHHs COOBITHII 0€30MacHOCTH B OTIEIBHOM XPAHWJIHIIE, B YACTHOCTH

coObITuii noakouenus u orkiatoueHuss k CYB/I. Bepcust komnonenta — 1.5.12.

5.4.4.1 YcranoBka pacuupenus pgauditlogtofile
VYcraHoBKa makeTa KOMIIOHEHTa omnucaHa B JokyMeHte 643.72410666.00067-08 97 01

«PykoBoaCcTBO MO ycTaHOBKe». KoMnoHeHT BoInosiHeH B BUie pacmupenus CYB/I.
Jlnst yeranoBku pacmmpenus «pgauditlogtofile» neodxoaumo:
1) VYcTaHOBUTH mapaMmeTp  3arpy3ku  OMOJIMOTEKM  KOMIIOHEHTa B pasjene

«shared preload libraries» B koHpuUrypanuonaom daiine postgresql.conf:

shared preload libraries = 'pgaudit, auditlogtofile'
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*postgresql.conf

739 # - Shared Library Preloading -

740

741 #local_preload libraries = '

742 #session preload libraries = ''

pL: 3shared preload libraries = 'pgaudit, auditlogtofile’ # (change requires restart)
744 #jit provider = 'llvmjit’ # JIT library to use

Pucynox 5.46 — Ctpoxa 1is 3arpy3ku Oubnmorexku pacmupenus «pgauditlogtofiley
bubmmorexa kommonenta «pgauditlogtofile» momxna 3arpyxarbcs mocie OMOIMOTEKH

KOMIOHEHTa «pgaudity.

2) IIpyMeHNUTHh yCTAaHOBJICHHBIE MApaMeTpPbl. Y CTAHOBJIEHHBIE ITapaMETPbl BO3MOXKHO

IMPUMCHUTD:

- nepesarpy3skoit ciryx0s1 CYB/I, ucnonb3yst komanny B repmunaie OC:

# systemctl restart jatoba-<ver>
— SQL-komanmoii B CYB/I:

SELECT pg reload conf();

[+1 root@ubuntu: fhome

postgres=# SELECT pg reload conf();
pg reload conf

Pucynok 5.47 — SQL-xomaH1a mpuMEHEHHUS N3MEHEHUH B KOH(DUTYpaMoHHBIX (paiimax

3) VYcranoBuTh pacuupenne SQL-koMaH0i:

CREATE EXTENSION pgauditlogtofile;

[+ root@ubuntu: /home

postgres=# CREATE EXTENSION pgauditlogtofile;
CREATE EXTENSION
postgres=#

Pucynox 5.48 — SQL-xomanga yctaHOBKH pacmupenus «pgauditlogtofiley
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5.4.4.2 ®yHKuMoHaAJIbHbIE BO3MOKHOCTH KOoMIIOHeHTa pgauditlogtofile
KondurypupoBanne  KOMIIOHEHTa  TMPOBOAWTCA  YCTAaHOBKOM  MapamMeTpoB B

KoH(puryparmonaoM (aiine postgresql.conf.

*postgresgl.conf

828 log destination = 'stderr’
829 logging collector = on

830 log directory = 'log’

831 log filename = 'jatoba-%a.log’
832 log_rotation_age = 1d

833 log rotation size = @

834 log truncate on rotation = on
835 log_line prefix = 'Sm [%p] '
836

kylpgaudit. log directory = 'log’
tEENngaudit. log filename = 'audit-%Ysm%d %H%M.log'

EERNDgaudit.log rotation age = @
L pgaudit. log _connections = true
LE3lpgaudit. log disconnections = true

Pucynox 5.49 — [Tapamerps! kommonenTta «pgauditlogtofile»

pgaudit.log_directory

[Tapametp «pgaudit.log directory» ompezenser TUPEKTOPHIO XpAaHEHHsS KypHaja ayauTa
CYB/I. Oto xiroueBoi mapaMerp, KOTOPBIN MepEeHANTPABUT COOBITHSI OE30MMACHOCTH B OTACIILHOE

XPaHWIHILIE.

pgaudit.log directory = 'log'

[To ymonganutio ycraHoBiieHo 3HaueHue — 'log'.

B cirydae, eciii ocTaBUTh apaMeTp O YMOJTYAHUIO, TO COOBITHS O€30MaCHOCTH OTAETATHCS
He OynyT. J{is oTnenpHOro XpaneHus: coObITHII 6€30MacHOCTH HEOOX0JUMO YKa3aTh TpeOyeMbIi

Karanor. Eciin yka3pIBaeMbIi KaTaJIOr HE CO3J1aH, TO PACIIUPEHUE €TI0 CO31aCT CaMOCTOSATENBHO.
Hanpumep

3amaHHas IUPEKTOPHs ISl XpaHeHus coObiTuii 6e3omacHoctu /audit log. /lns koppekTHOi
paboThl KOMITOHEHTa TpeOyeTcs YCTaHOBHTH IpaBa Ha JOCTYI K JHPEKTOPUHU IOIH30BATEIIO

postgres komanaamu B Tepmunaine OC:
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# chown postgres: /audit log
# chmod 700 /audit log
# 1s -1d /audit log/

[+1 root@ubuntu: faudit_log

root@ubuntu: faudit log# chown postgres: faudit log
root@ubuntu: faudit log# chmod 708 /faudit log
root@ubuntu: faudit log# 1s -1d faudit log/

2 postgres postgres 4096 Apr 18 00:56
root@ubuntu: /audit_log# I

Pucynok 5.50 — YcranoBka nmpaB Ha JUPEKTOPUIO

pgaudit.log_filename
[TapameTp ompexpensieTr uMms ¢aina, B KOTOpsld Oyaer 3amucan ayauT. [lpum 3amumcu B
CyIecTByroui ¢dain OyayT 100aBICHBI HOBBIE 3aITHCH.

pgaudit.log filename = 'audit-%YSm%d %HSM.log'

[To ymomuanuto ycranosieno 3Hauenue: 'audit-%Y %m%d %H%M.log'
pgaudit.log_rotation_age

[Tapametp «pgaudit.log_rotation_age» ompezaensieT nepuos porauuu ¢aina.
[To ymomuanuto yctaHoBIeHO 3HadeHne — 0.

JlanHHOe 3HaueHue OTKJIIOYaeT poranuio. HoBble 3HaUEHUsI yCTAaHABIMUBAIOTCS, KaK LIETbIE,

MOJIOKUTENIbHBIC YHCIIa B MUHYTaX.
pgaudit.log_connections

[TapameTtp onpenensiet nepexsar coobITuil 6e3omacHocTu coenunenus ¢ CYB/I.

pgaudit.log connections = true

[To ymomuanuto 3nauenue: false.
pgaudit.log_disconnections

[TapameTp ompexnenser nepexsar coObITuii 6e3onacHocTH pazbeannenus ¢ CYB/I.

pgaudit.log disconnections = true
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[To ymomuanuto 3nauenue: false.

5.4.5. MackupoBanue napoJei (ja_PwMasking)
OyHKIHOHATBFHON BO3MOXKHOCTBhIO CYBJ siBnsieTcsi MacKupoBaHHE Napojiei B KypHalie
aynuta. Bece SQL-koManel, nucnonb3yembie B padbore ¢ CYBJI, BBomsIMe Wik W3MEHSIONINE

NapoJjy, MOABEPraroTCs MPoILeaype MACKUPOBAaHUS MTApoJIeil B )KypHaJIEe ayIHUTa.

B kondurypanmonnom ¢aiine /var/lib/jatoba/<ver>/data/postgresql.conf o0s3arensHO

JOJDKCH OBITH YCTAaHOBJICH:

- napametp peructpanun coobitnii CYB/] «log statementy, ompenensiommii Kakue

SQL-komanbel OynyT peructpuponarbes (cM. Tabmuiy 5.17);

- napametp peructpauun coobrtuii CYBJl «log duration», onpenensiromuii OyaeT au

PETUCTPUPOBATHCS JIUTENBHOCTD KaXk /100 BbIoJHEHHOr0 SQL-3anpoca (cM. Tadbmuiy 5.17);
- napaMeTp BKJIIOYCHHSI/OTKIIIOUEeHUsI MackupoBanus «log mask password» koTopsrit

MOJXKET MIPUHUMATH ciieaytomnue 3HaueHus: 1/0, on/off, true/false, yes/no.

log statement='all'
log mask password=l

*pustgresql._cunf

828 log_destination = 'stderr’

829 logging collector = on

830 log directory = 'log’

831 log filename = 'jatoba-%a.log'

832 log rotation age = 1d

833 log_rotation_size = @

834 log truncate on rotation = on

835 log line prefix = '=m [%p] '

836 log statement='all’

LkFllog mask password=1 ]

Pucynok 5.51 — Ilapametps postgresql.conf o0si3arensHbIe 1711 MACKUPOBAHMSI TTAPOJICH
[IpumeHeHre yCTaHOBIIEHHBIX MTAPaMETPOB B KOH(PHUTYypallnOHHBIX (paiiyiax BBITOIHIETCS OT

MMEHU U CIpaBaMH NpuBHIIernpoBaHHoro nois3zoBarens CYB/] SQL-komannoi:

SELECT pg reload conf ();

BropbiM cmoco6oM NpUMEHEHHUsT YCTAaHOBJICHHBIX MapaMeTPOB SBIISETCS Mepe3arpy3ka

ciryx661 CYB/I.
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Y CTaHOBIJIEHHBIN peXKUM MacKHpoBaHUs naposiei BeiBoguTcs SQL-komaH0#:

SHOW log mask password;

[+1 admin1@ubuntu: ~

postgres=# SHOW log mask password;
log_mask_password

(1 row)

postgres=#
PucyHok 5.52 — BeIBoz pexUM MacKMpOBaHUs Maposeit

MackupoBaHue napoJiel BBIIIOIHAETCS PU CO3JaHUN MTOJIb30BATEIICH.
Hanpumep

Coznaercs nonb3oBarens CYB/] ¢ maponem SQL-komMaHm0i:

CREATE USER userl with password 'nl23456';

[+ admin1@ubuntu: ~

postgres=# CREATE USER userl with password 'n123456';
CREATE ROLE
postgres=# |:|

Pucynok 5.53 — SQL-komanaa co3gaHusi Moiab30BaTeNs

B xypnane aynuta CYB]] ycTaHOBIEHHBIN apoiib OyJeT MaCKUPOBAH.

*jatoba-Tue.log

101 2024-06-18 07:05:05.157 PDT [7052] LOG: statement: CREATE USER userl with password '##*f##!

Pucynok 5.54 — Kypuan ayguta CYB/] ¢ 3anucbio co3anus nojab30BaTess
AHaNOTUYHO MACKHPYIOTCS BBOJHMMBIC 3HAYCHHsI XOIIMPOBAHHBIX Mapojieil B (Gopmare

SHA256 u MDS5.
Hanpumep

YcranoBum mnaponbs s nosnb3oBatens CYB/[ BBeas xsmumpoBaHHble maposnn SQL-

3a1poCcoMm:
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# ALTER ROLE userl with password
'sha256#kvosmkwgokrpokewrpokerpokporkorgk’;
# ALTER ROLE userl with password
'mdSkvosmkwgokrpokewrpokerpokporkorgk';

[+1 admin1i@ubuntu: ~

postgres=# ALTER ROLE user1l with password 'sha256#kvosmkwgokrpokewrpokerpokporkorgk';

ALTER ROLE
postgres=# ALTER ROLE user1l with password 'md5kvosmkwgokrpokewrpokerpokporkorgk';
ALTER ROLE
postgres=#

PucyHok 5.55 — YcTaHOBKa X3MIMPOBAHHOTO NAPOJIA I1OJIb30BATENS
B xypnane aymuta CYB]] ycTaHOBIEHHBIN maposib B XAIIMPOBAHHOM ¢opmare Oyaer

MacKUpPOBaH.

*jatoba-Tue.log

140 2024-06-18 22:41:52.874 PDT [7052] LOG: statement: ALTER ROLE userl with password '##***:
141 2024-06-18 22:42:04.276 PDT [7052] LOG: statement: ALTER ROLE userl with password '###ss!

Pucynox 5.56 — OroOpaskeHre X3IHUPOBAHHOTO MAPOJIS TOJIb30BATES
[Tpu nconp30BaHNM KOMITOHEHTA «ja_seceventlog» u coxpaneHnu coObITHI 0€30IMaCHOCTH

B opmare JSON, mackupoBaHue mapoiiel Oy1eT BBIMOTHAThCS.

ALTER ROLE","Statement":"ALTER ROLE 1 with I

H A . L

11, fat - id ]
password <***+**>" "parameter"
- e>"],"secEventResultOperati : e . "5€

[
["postgres","pg dat e er"]}
{"ti camp™ }-06-1¢ : 24 a C

JSON ~ TabWwidth:8 « Ln 143, Col 700 v INS

Pucynok 5.57 — MackupoBaH#e mapoJisi TPy UCIIOJIb30BaHUU KOMIIOHEHTA «ja_seceventlogy
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6. PEBEPBHOE KOIIMPOBAHHUE U BOCCTAHOBJIEHUE BA3 JTAHHBIX

6.1. Boirpyska kiaacrepa 6a3 nannbix CYB/l «Jatoba» B popmare ckpunra
Brirpy3ka knactepa Bcex 6a3 nanabix CYBJ] «Jatoba» B popmare ckpunTa ocymecTBisieTcs

C IMTIOMOULIBIO CIEAYIOIEN KOMAH/IbI:

pg dumpall -f <karajsior c ©Oasel OHaHHeIX>all.dump

bonee noxpoOHyto nHpOpMAILMIO 0 MapaMerpax pg dumpall MOXKHO y3HATh C HOMOMIBIO

KOMAaH/IbI:

pg dumpall --help

6.2. Beirpyska onpeaesennoii 6a3ol 1anabix CYB/l «Jatoba» B ¢popmarte ckpunra B
(daiin
Brirpyska onpenenennoir 6a3sl manaeix CYBJ[ «Jatoba» B ¢opmare ckpumnra B (aiin

OCYHICCTBJIACTCA ITPHU MOMOIINU KOMAaHbI:

Ppg dump -Fc <HamMeHOBaHuMe Oasel HaHHBIX> —-f <kaTasor c Oaswe
OaHHBEIX><HaMMeHOBaHMe Oa3el OaHHBEIX>.dump

bonee noapoOHy0 MHGOPMAIMIO O MapaMeTpuTax pg dump MOXKHO y3HaTh C OMOLIBIO

KOMAaH/IbI:

Pg dump --help

6.3. BoccranoBienue 6a3nl fannbix CYB/L «Jatoba» u3 daiina apxusa
Boccranosnenune 6a3bl nanaeix CYBJ] «Jatobay» u3 ¢aiina apxuBa, co3qaHHOTO KOMaHI0K

Pg dump, OCYIIECTBIAETCS C IOMOILBIO KOMaHbI:

Pg restore -d <HamMeHOBaHume Oaszbl HAaHHBEIX> <KaATaJoI C Oaswl
OaHHBEIX><HaMMeHOBaHMe Oa3el OaHHBEIX>.dump

bonee mnoapoGHyro HH(pOpPMALMIO O MapaMEeTpUTax pPg restore MOXKHO Y3HaTb C

IIOMOIIBKO KOMAaHABbI:

Pg restore --help
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6.4. Coznanme pesepBHoii konuu ¢aiisioB CYB/I «Jatobay
Coznanue pesepBHOil komuu ¢aitioB CYB]] «Jatoba» ocymecTBisieTcss mpu MOMOIIA

KOMAaH/IbI:

Pg basebackup -D <karasor, rme OyOeT XpPaHUTCA KoOoua (Gamjios mus3
kaTajiora «data» CYBI «Jatoba»>

bonee noapo6Hyro MHpOpMalMIO O HapaMmeTpax pg basebackup MOXHO Y3HaTh C

IIOMOIIBKO KOMAaHABbI:

Pg basebackup --help
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7. HACTPOMKA OTKA30YCTONYUBOI'O KJIACTEPA CYB/l «JATOBA»

7.1. Hactpoiika otka3zoycroiiunBoro kJjacrepa CYB/[ «Jatoba» na OC Windows
Server

Jlo HacTpoiiku oTkazoycroitunBoro kiacrepa CYBJ] «Jatoba» ma OC Windows Server

He00X0IMMO, YTOOBI OBLITH BBIITOJIHEHBI CIICTYIOIINE YCIOBUS/ TPEOOBAHMS:

1) JlBa cepBepa CYDBJl (pusmueckux wiMm BUPTYaTbHBIX MAIIMH) MHUHUMAJIbHBIC

TpeOOBaHHUS:
- I1xCPU 1,4 I'T;
- RAM 6 I'G;
- HDD 50 I'6;
- 2xLAN 1 I'urabwur;
- OC Windows Server 2016.
2) Cepsepsl CYB/] 10mKHBI OBITH B JOMEHE.

Hactpoiika mpou3BOANUTCS OT UMEHHU MOJIH30BATENs, 00JAAAIOIIEr0 MpaBaMy JOKAILHOTO
aJIMAHUCTpaTOpa M aJIMUHUCTpATOpa JOMEHa, HeoO0XoaWMo co3fgaBaTh 3amucu B DNS u

ActiveDirectory.

3) JBa mucka iSCSI-3, omun mmaumMyMm 600 MO (mis gucka KBOpyMa KiacTepa
Windows Server Failover Cluster (ganee — WSFC)), Bropoii B 3aBHCHMOCTH OT MPEANOIATaeMOro

pa3mepa b/I.
4) Cepsepst CYB/Il nomkubt O0biTh 00benuHeHBI W SFC.

Jlns HacTpoiiku oTkazoycroiunBoro kimacrepa CYBJl «Jatobay ma OC Windows Server

2016 He0OX0AMMO BBINIOJHUTD CIIEAYIOLINE JEHCTBUS:

1) Ha xaxxmom cepBepe B nepeMeHHyto cpeasl Path 106aBuTh myTh:

C:\Program Files\GIS\Jatoba\<ver>\bin

2) Ha nepsom cepeepe CYB/I:

- €CJIn OTCYTCTBYCT OUCK E TO, 4CPE3 KOHCOJIb JUCIICTHUCpPA OTKa30y0TOI\/JIIII/IBOCTI/I

KJIacTepa, He0OXOAMMO MONKIIIOUUTE TUCK E (cM. pucyHok 7.1) K IepBoMy cepBepy;
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& Mo knactepa 2 l (#) Onepamueriit  Loctynoe 10016 L »
= Lhick KnacTeps (%) Onepamuersii Litck-cans Flepenicenims gocryoc paruse - 700 M5 ‘ SR B S A
43 Cemn BuiBepuTe Y381 HasHAUSHHA ANR NepeMeeHUA “loCTynHOE 4 BEO PTG YaEn=
CoBbiTun knacTeps xpammnmue” us "WINPG2".
Mcears: [nck knactepa 2 -
Yanel knacTepa: # OnnouuTs ot cemn
- 5§ [loBasus  oBuime Toma knacrepa
§ winee ® Paémﬂ B Moapobrivie caeqenns...
5 Mokazatk kpuTHUECKie COBLITMA
2 Pennukaumn »
[JlonentuTenshbie AsAcTENA 3
cx YasnuTs

Pucynok 7.1 — Konconp qucrnieruepa otkazoycroitunBoctu kiactepa. [logkimouenue aucka E
- co3nath Ha qucke E karanor pgdata;

- 3amyctuth ycraHoBKy CYBJ] «Jatoba» u3 muctpuOyrtmBa. Bo Bpemsi ycTaHoBkH
ykazath nyTh K BJ[ e:\pgbase (cM. pucyHok 7.2), ocraibHbIe mapaMeTpbl HEOOXOIUMO BEIOpATh

CTaHJAPTHO (IapOJIb AJIS TOJIb30BATENS POStEres —I0DKEH OBITh TOMEHHBIH, JTOKaIH3aIHs, TOPT U

T.1L.);

Data Directory

Please select a directory under which to store your data.

Data Directoryl E:'padata R

Pucynok 7.2 — Ilyts k BJ]

- OCTaHOBHUTH CIIy)0y JatobaServer. Y manuth conepxumoe kataiora e:\pgdata.

3) IIponenars naHHbIe MIary Ha BTOPOM CEPBEPE, MTApPOJIb U MOPT yKa3aTb TOYHO TAKHE,
KaK Ha TEPBOM CEpBEpe, TOJBKO 0€3 OCTaHOBKHM CIY>KOBI M YAAJCHHS COJEPKUMOTO KaTaiora

e:\pgdata.
4) Brigats HeoOxoaumbIe 1ocTyIib B daitiie e:\pgbase\ph hba.conf.
5) B daiine e:\pgbase\ppstgresql.conf usmenurts napamerp:

ligicen acdregses = "=

6) [Tepe3anyctuts ciyx0y JatobaServer.

‘ Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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7) Jlo6aBUTh pOJIb YHUBEPCATHHOW CIY>KOBL. DTa POJIb TO3BOJSET ABTOMATHYECKHU

nepexitoyath b/[ Ha npyroit cepsep, B ciiydae 0TKa3a MEPBOTO.

8) 3amycTUTh IUCHIETYEP OTKA30yCTOWYMBOTO KiacTepa. J[00aBUTH HEOOXOTUMYO

pOJIb, KaKk IOKa3aHO Ha pUCYHKE 7.3.

% Jncneryep oTkasoyCTORYMBOCTI KNACTEPOE
Qain  Jdeictene  Bug  Cnpaexa

a5  HE

i [ucneruep otkazoycroiiumeoc
w 334; i ocal [r—
Ponn =
L5 Yane HacrpouTs pons... j | CocToRHue Tian ¥sen enagensua Mpuopurer  CeenenuA
v ) Xpar
Lilj i BupTyansHbIE MALLUWHEL... ¥
Br
Cozpate n W pOSb -
== A yeyop 8 MacTep Bricokoii gocTynHOCTH
_ifl Cetw Bug >
Cobi ﬁ Bubepure pons
OBHOBUTE £ P
i
Cnpaska
I'Iegen Ha4anom BriBepuTe ponk, ANA KOTOPOIA Bl XOTMTE HACTPOWTL BEICOKMWA Y|
patoTbl

BriBepuTe pons

Beifop cryxfel

;‘o KoopomHaTop pacnpeneneHHex TpaHaakwal (OTC)  »
d?DuepeJ:u: cooBlueHuiA

Touka ppcTyna -
LEE ' Cepeep npocTpaHcTe vmer DFS

KNWEHTa

Bifiop xparinaa YhuBepcansHana cnyxfa

Pennmmikawma Meepoaer
NapaMeTpoE peecTpa

1) ¥YHMBEDCANEHBI CLUEHAPWA

MNoaTEEpxasHE ﬂ FalinoEklil CEpEep

HacTpoiika Bbicokora

Pucynox 7.3— Jlo6aBnenue ponu
9) Haxatr Ha KHONKY najnee u BeIOpaTh ciyxkOy JatobaServer, kak moka3zaHo Ha

pucyHke 7.4;

%iﬂ MacTep BICOKOA A0CTYNHOCTH *

Tl

ﬁ Buibop cnyxbtm

MNepen Hasanom Brifepute B cnmcke cnyxGy, KOTOpYH Bbl XOTWTE MCMONE30BETE:

pabioTsl

BriGepure pons Wma Onucanve "
) -

BuiGiop crykf Plug aod Pl Mo3B0NAET KOMMBIOTEDY PACNOSHAEATE MSME. ..

Touka gocTyna

LS Oy T Mo Video Bxperience Quality Windows Audio Video Experence (gWa...
Brifiop xparkmiwa SMP guckosex npocTpaHcTe (MalfikpocodT) Cnyxfa ysna anA NOCTABWMKS YNPEENEHWA ...
T Superfetch MopnepxMEaeT M YNYUWSET NPOMSEOOMTENEH. ..

Pucynok 7.4 — Beibop ciyx0b1 JatobaServer

Ne u3zmeHeHUS: HO,Z[HI/ICI: OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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CYB]] «Jatoba» (cMm. mpumep Ha pucyHke 7.5).

;-L%.,m‘ Touxka gocTyna KnueHTa
-

Tepen Hauanom
1afoTh

bifepuTe pons

bifop cnyxbbl

0O4Ka OoCcTyna
NMEHTA

eIB0p XpaHANILE

'EMnAKaLYRA
IBPEMETPOE peecTpa

TonTEEmXAEHME

{acTpoliKa BricoKoro
POBHA AOCTYTIHOCTH

BeemaTe 1uma, KoTopoe GyayT MCNONES0BATE KNMEHTE! NP DOCTYNE K STOIA KNACTEPHOM ponu:

Wran: Jatu:ubaSenre-r

NetBIOS44MA He Aom«HO NpeBbIwaTes 15 awmsonos. OawH MM Heckonsko IPv4-agpecos He

¥ yoanoce HACTPOWMTE GETOMATHYECKH. [INA KawAoN CETH, KOTOPYHD CREAYET WMONL30EaTE,

yOEAWTECE, YTO CETE BRIDpaHa, W BEEAWTE aapec,

Cem Appec

10.10.41.0/24 10.10.41.110

Pucynox 7.5 — Beibop ums u [P-agpeca Toukn noakimtouenus k Jatoba

11)  Haxats «/lanee» u BeIOpaTh XpaHunuiie, Ha pucynke 7.6 — quck E.

== Bwib
il_j wbop xpauunuua

MNepeq Hasanom
pafioThl

BriGepuTe ponk
Brifop cryxii

Touka pocTyna
KNHEHTE

Brifiop *paHKumawa

Penmakawwma
NapaMeTpos peecTpa

MNooTEep* 0EHWE

HacTpoiika Beicokaro
YDOBHA AOCTYTHOCTH

Mennwea

12) Haxatps «/lanee» u 3arem kHOnKy «l'oroBo». Ha 3TOM poib 0TKa30ycTOMYMBOCTHU

EbIEEpHTE-' TONBKO TOME X¥PEHWNKLLE, KOTOPEIE Bbl XOTMTE HASHEYWMTE 3TOW KNACTERHOA pomA.
MNocne SaBeplUeHAA DEEDTI:I MaCcTEpa Bbl MOKETE HASHEYMTE & QONONHWTENEHOE XPaHWUNWLLE.

ran CocToaHwe
0O = & Ducxknacepa 1 (8) Beem
o (G5 Parnosan ckuctema: NTFS CeoBopHo 235 ME s 266 MB
Bl &3 Ouek knactepa 2 B8 B cem
Tom: (E) Fafrnoean ckctema: NTFS CeoBopHo 911 ME s 990 MB

Pucynok 7.6 — Bei6op xpanunmina

ciryx0n1 PG HacTpoena.

13)  o0GaBHUTHh KOHTPOIb AOCTYIMHOCTH NOAKIIOUEHUs K PG.

14) Coznmarh JIOKalbHOTO aJMHUHHCTpAaTOpa Ha KaXJOM cepBepe (B MpuMepe 3TO

MOJIb30BATEIb pna).

Ne uzmeHneHus:

HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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15) Ha pabouyem crome 53TOro mojdb3oBarens cosgaTh ¢aitn ckpunra Powershell

pg_check.psl co cnegyronum coaepKUMbIM:

Spg_status = "C:\tmp\pg_status.txt"

function pg_check {

Sstream = [System.10.StreamWriter] 8pg status

pg _isready -p 8080 -h 127.0.0.1 -U postgres
82 | % { $stream.WriteLine($ ) }

$stream.close()

# Tatimaym odrcuoanus omeema om 3anpoca pg_isready
Start-Sleep -Seconds 3

function loop check {
foreach($iin 1..3) {

if (Get-Content 8pg_status) -eq $False) {
pg check

/

# Tatimaym nosmopa npogepku 3anpoca. llpu yeenuuenuu Heob6Xo0uMo
KOppeKmuposams yacmonivl 8bINOJIHEHUs CKPUNMA 8 NIAHUPOBUUKE.

Start-Sleep -Seconds 10
/

# llepesazpyscaem Komnvlomep nocie mpex HeyOayHvlX NPo8epox pg._isready
Restart-Computer -force

pg check

if (((Get-Service -Name JatobaServer).Status -eq "Running”) -and ((Get-Content
Spg status) -eq $False)) {

loop check

OTOT CKPUIIT IPOBEPSET JOCTYIMHOCTh MOJKIIOUEHUS K JIoKabHOMY PG 1 eciin mocie Tpex

MOTIBITOK HE MOXET MOIKIIFOUUTHCS, TO Tepe3aIyckaeT JokanbHbeid Windows cepBep, B pe3yJibTaTe
‘ Ne uzmeHneHus:

HO)_'[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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qero (pu3ndeckue noakitoueHus Kk b/ moiayT uepe3 BTopoii cepBep (cpaboTaeT KiacTepHas poJib).

KonmuuecTBO MOMIBITOK IIOAKIIIOYCHMU A, TaﬁMayT OXKWJaHus IIOBTOpa MOXHO HU3MCHATH, IIPU

YBCIIMYCHHUN TaﬁMaYTa HCO6XOI[I/IMO YBCIIMYUTL BpPCMsA TIIOBTOPA BBIIIOJHCHWSA CKpPUIITA B

IJITAHUPOBIIUKE 33 IaHU .

16)
17)

18)

19)

Co3znarb 3a1auy B TUIAHUPOBIIIHKE.
B 3amannm ucnonb3yeTcsi HIMEHHO MOJIb30BATENh «POStgresy.

JloGaBUTH TPUITED, KAK TIOKA3aHO HA pUCYHKE 7.7.

i H

OBwwe Tpurreper  [flefictens  Y¥cnosua  Mapamerper Xyphan

|'|p|.-1 CO3A3HWK 33434 Bbl MOXETE YKA33Th YCNOEWA € 33MyCKa.

Tpurrep MoapoBrocTy CocToAHue

Oann pas B 14:17 30.10.2018 - YacToTa noetopa nocne Hadana: 00:01:00 Be... Paspeweno

WMzmenenne Tpurrepa

Hauate 3agauy: | Mo pacnucanno ~

MapameTpl
@ Ogoxpammo | Havare: 30102018 @ | [141747 $] O Cungp. no noscan
() ExeaHesHo

(7)) ExkenesensHo

() ExemecauHo

,ﬂ'DI'IDJ'IHMTEJ'IbeIE napaMeTpel

[[] Otnoxute 33aauy Ha (npowssoneHan 3agepxkal; 1 o,

MoBTopATE 33539y KaMAbIE: B TEYEHNE
[] Ocranoeuts 3aaaqy qYepes: 3 aH.

[ Cpek asictena:  31,10.2019 15:41:57 =

BrnroueHo

Pucynok 7.7 — JloGaBnenue tpurrepa

Vka3arb myTh k PowerShell Ha JiokagbHOM KOMITBIOTEpE:

C:\Windows\System32\WindowsPowerShell\vl.1l\powershell.exe

1 (ailsl CKpHUINTa Kak MoKa3aHo Ha PUCYHKE 7.8:

-File "C:\tmp\pg check.psl",

Ne uzmeHneHus:

HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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O6wwe Tpurreper JefcTena Yenosws Mapamerper  Aypan

|_|F|I.'1 COZ4aHWK 234341 HEDE-KEI,\'J,HMD YE33aTh ,JJ,EIHCTEHE‘. KaTopoe 5‘_‘,‘,|'J,ET BBINOAHATECA NPK 22 JaMyCKE,

NelicTeue MoapoBHocTH

3anyck nporpammel  CiWindows\System32\WindowsP owerShellvwl.0\powershell.exe -File "C:

KzmeHeERWE gelRcTENA *r

¥amnTe gefCTEME ANA JAHHOHA 33434K.

fefictene: | 3anyck nporpammel

MapameTpel

MNporparmma nan cLeHapui:

I ChWindows\System 32\ WindowsPowerShellvw 1.0 powers O6zop...

. -File "C:'xtmp'xpg_check.|

JoBaenTe aprymenTel (HeoBAsaTeneHo):

PaBouan nanka (HeoBazatensHo):

Co3gate...

'TMEHS

Pucynox 7.8 — Ilyte k PowerShell. IlyTs k daiiny ckpunra

20) VYkazaTb yclOBHS 3allycKa, KaK TOKa3aHO Ha pucyHke 7.9.

(B PG CHECK (NokaneHblii komnetoTep) - cBoMACTEE

Mapamerpel  XypHan

OBwme Tpurreper  JefcTemna

Yra#uTe yCNOBWA, KOTOPBIE BMECTE © TRUITERaMK By LyT oNpesenaTe HEoBXOZMMOCTE BRINCAHEHNA 33434,
Ecnu 3aganHoe yonoBme HEAONYCTUMME, 334343 He ByAET BLINOAHATECA,

MpocToi

[] 3anyckate 33534y NpW NPOCTOE KOMNBIOTEPE: 10 M,

Ty,
QOcTaHaBMEaTE NP BEIXOAE KOMMEHITEQE W3 NPOCTOA
Mepesanyckate Npw Bo30GHOBNEHNN NPOCTOA

MutaHne
] 3anyckaTe TOABKS NPW MUTAHWUK 0T 3AEKTPOCETH

(JcTaHaenweatk Ny NEQEXCAE H3 NWTAHWE OT EﬂTﬂpEl-j

L[] NpoBy#aaTe KoMABMTER ANA BEINCAHEHWA 34340

CeTb
] JanyckaTe TOABKS NPW NOAKAHYEHHN K CNESYHILLER CETH:

Nioboe nogenrodeHne

Pucynok 7.9 — Ycnosus 3amycka

21) 3arem mapameTphl, Kak Moka3aHo Ha pucyHke 7.10.

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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(T PG CHECK (NlokaneHblil komneroTep) - ceoficTea >

Yianmre ACNOAHWTENRHEIE NAPAMETDEI BRINOIHEHWA 334341,

&

EbII'IEIJ'IHHTb Iagaqdy no TFIEE-DEEHMHJ

&

HemeanenHo zanyckare 334349y, ECW NPCNYLLEH NAAHCERIA 3anycK

Mpw cBoe BEINOAHEHWA NEpEIANYCKATE YEPES: L

I
I

Konuuecteo NonNEITOK NERE3anyCra:

R o
QCTEHEEJ’IMEETI} Ia4aqy, BeINONHAEMYHD J0NbLLIE 3 A

DFIMH}T,EI,HTE.I'II:HEH OCTAHOEBKS 334344, ECAKW OHA HE NPEKDAWAETCA MO Ianpocy

o
[ Ecnwn noetop sagaun He 3annaHnposan, yaanars Yepes: gt

Ecnn 334843 YHE BeINOAHAETCA, TO NPUMEHATE NZ3EMAM

He zamyckaTe HOBBIA JKZEMMAAP ~

Pucynok 7.10 — ITapameTpsl

7.2. Hactpoiika orka3oycroiiuuBoro kiaacrepa CYBJ/l «Jatoba» ¢ ucnosb3oBanumem
KOMIIOHeHTa «jaDog»

Hacrpoiika otka3oycroitanBoro kinacrepa CYB]] «Jatobay» ¢ ucronp3oBaHuEM BCTPOSHHOTO

Moy jaDog onmcana B JOKyMeHTax:

- «643.72410666.00067-08 98 01-01 «PykoBoactBo mno Hactpoiike. Yactp 1.

VYnpaBnenue pexxumoM padoThl y310B kinactepa. Kommonent «jaDogy (Bepcus 1.4.2);

- «643.72410666.00067-08 98 02-01 «PykoBomctBo mno Hactpoiike. Yactp 1.
VYnpaBnenue pexxumoM padoTsl y31oB kinacrepa. Kommnonent «jaDogy (Bepcus 3.2).

7.3. Ilonaepkka aCHHXPOHHOM peNJIMKALMHU JAHHBIX MeKAy Heckoabkumu B/l oqnoro

U TOrO Ke THIA

B CVYBJl ectp BO3MOXXHOCTb ACHMHXPOHHOHM pEIUIMKALUU JaHHBIX C MCIOJIb30BAaHUEM
Heckonbkux bBJ[ omHoro m Ttoro ske Ttuma. [lyig 3TOrO mMpHMEHsETCSs MeXaHu3M Streaming

Replication, KOTOpBIN O3BOJSET CO3AaBATh HECKOIBKO PEIIIMK OJHOW U TOH ke 0a3bl JaHHBIX.
Hacrtpoiika pennukanuu:

- yOenurTech, 4TO BCE CEPBEPHI, HA KOTOPBIX OyIyT pa3MeLIeHbl PEIUIMLIUPOBAHHbBIE

0a3bl JaHHBIX, IMEIOT JOCTYTI K Katajory pg xlog/ Ha cepBepe-UCTOYHUKE;

‘ Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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- Ha CepBepe-HCTOYHUKE OTKpoiTe daitn pg hba.conf m ngobGaBbTe CTpPOKY,

pa3pemanIyo 10cTym 6e3 maposis mis Beex [P-agpecos:

host replication all all 0.0.0. 0/0 md5

- 3aIyCcTUTE KOMaHy pg_create physical replication slot Ha cepBepe-UCTOUHUKE IS

CO3aHus CJI0Ta PCIJIMKAIINMT

Hanpumep:
# SELECT pg create physical replication slot(‘my repl slot’);

- Ha KaXJIOM cepBepe, Tae OyneT pa3MelleHa perinka, oTkponte ¢aiin pg_hba.conf u
n00aBbTE CTPOKY JJISi CEpBEPA-UCTOYHHKA, PA3pEIIAONIyI0 MOAKIIOYEHNE K CIOTY PETUTUKAIIH,

CO3JJaHHOMY Ha IPEAbIIYIIEeM IIare.

Hanpumep:
Allow replication connection from server source

7.4. Ilopaepikka 3aJaHUsA BPeMEHHOM 3aePKKH pellVIMKalui MeK1y cepBepaMu

recovery min apply delay (integer)

[Tapamerp «recovery min apply delay» paGoraer myrem ompeneineHUss MUHUMAIBHOTO
BPEMEHM, KOTOPOE TOJHKHO ITPOUTH MEXKIY 3alUChIO ONEPALMU HA TUCK U CIECAYIOLIEN onepanuei
3amucH. ITO MOMOTaeT 00eCIeUnTh, YTO BCE ONEepaIiy ObUTH YCIIEITHO 3alTMCaHbl Ha TUCK, TTPEXK/IC
YeM MPOJIOJDKHUTH Iporecc 3anucu. Ecim npoucxoaut cooit cuctemsl, CYB/] MoxkeT ncnonap3oBaTh
3TO BpeMs I NMPOBEPKH, OBLIM JIM ONEPALMU YCIEIIHO 3amnucaHbl. Eciau Bpems HCTEKIIo, a

orepanus Bce emie He Obuia 3anucana, CYB/] monsiTaeTcs nepesanucars ee.

ITo ymonuaHuio Be1OMBIN cepBep BoccTaHaBauBaeT 3anucu WAL nepenaroniero HacToJIbKo

6BICTpO, HaCKOJBKO 3TO BO3MOKHO.

3amepkka TpUMEHsIETCS Immb s 3amumcedd WAL, mnpeacraBisiromux — (QUKCAIUIO
Tpan3aknuii. OcTaibHbBIE 3aITUCH IPOUTPHIBAOTCS HE3aMEIITUTENBHO, TaK Kak ux 3¢ dexT He Oyaer
3aMETEeH JI0 MPUMEHEHHUs COOTBETCTBYIONICH 3amucu O (UKCAUU TPaH3aKIUHU, Oyaromaps

npasuiam Buaumoctu MVCC.

Ne u3zmeHeHUS: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3amepkka J00aBisIeTCs, Kak TOJBKO BOCCTaHABIMBaemas 0a3a JaHHBIX JIOCTHTaeT
COIIACOBAHHOI'O COCTOSIHMSI, M MCKJIFOYAETCs, KOI/la BEAYLIUN CEpPBEP MEPEKIIOYAETCS B PEXUM
ocHoBHoro. Ilocie  mepexirodeHHMs  BEOyIIMA  CEpBEp  3aBEpIIAET  BOCCTAHOBJIEHHE

HE3aMCAJIUTCIIBHO.

JlaHHBIA TapaMeTp MpeIHa3HAYeH /I NMPUMEHEHUS B KOH(HUTypalusX C IMOTOKOBOM
peIUIMKaIMel; OJAHAKO €CIM OH 3aJaH, OH OyJIeT YYMTHIBaTbCA BO BCEX CIydasX, Kpome
BOCCTAHOBJIEHHs mocie cO0os. 3ajepikka, ycTaHaBIMBaeMas 3TUM IapaMeTpOM, BIIMAET U Ha
paborty mexanusma hot standby feedback, uro MmoxeT npuBecTr Kk pa3ayBaHUIO 0a3bl HA TTIABHOM
CEpBEpE; HCIOJIb30BaTh JaHHBIM MapaMeTp IpU BKIOYEHHMM 3TOr0 MEXaHU3Ma CIEIYeT C

OCTOPOIKHOCTBIO.

7.5. Pa3BepThIBaHHE 0TKA30yCTONYMBOrO KJjacrepa B npuoxennu «Patroni» ¢ CYBJ|
«Jatoba»

[Mpunoxenne «Patroni» wMoxxHo wucmonb3oBath ¢ CYBJl «Jatoba» nmns co3manus
BBICOKOJIOCTYITHBIX KJIACTEPOB HA OCHOBE MOTOKOBOH PEIIMKAIIMU., HO C YY€TOM OCOOCHHOCTEH

KOH(UTYPUPOBAHUS.

[IepBoit 0COOEHHOCTHIO SABIISICTCS pa3MenieHne OMHAPHBIX (AIIOB U KaTaJOTOB C JAHHBIMH.
Jliig pabotsl mpuitoxkeHust «Patroni» ¢ npaBUIbHBIMM KaTaloraMu TpeOyeTcs IBHO IIPOINCATh UX

B KOH(pHTypanuu.

B paznene «postgresql» Hy>kHO sSBHO 3a7aTh nmapaMeTpsl «bin_dir» u «data_dir» mist myTeit

110 YMOJIYaHUIO:

bin dir: /usr/jatoba-<ver>/bin
data dir: /var/lib/jatoba/<ver>/data
Bropoii ocobenHocThio siBnsieTcss maumanm3anus CYB/I.

[Ipouenypa ycranoBku CVYB]| ommcana B  «PykoBoacTBE 1O  YCTaHOBKE.

643.72410666.00067-08 97 01». locTynHa ycTaHOBKa:
- BPYUYHYIO U3 JIOKAIBHOTO PETIO3UTOPHS;
- C TIOMOIIBIO HHCTAJLIATOPA.

WucTamistop BBIMOMHAT Bce HeoOxoammbie npouenypsl 1 CYBJ] Oymer roroBa s

NAILHENIIIETO UCIIOIL30BaHU.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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PyuHast ycTaHOBKa U3 JIOKAJIBHOTO PENO3UTOPUS OTPEOYET BBITOJIHEHUS

— WHULHaIu3annu karanora gaaaeix CYB/:

./Jjatoba-setup initdb jatoba-<ver>

[Tocne »TOrO, KaKk OYOyT BHECEHBI HW3MEHEHUS B KOH(PHUIypaliOHHBIE ITapamMeTphl
npunoxenust «Patroni», ycraHoBmena u mnpoununmanuzupoBana CYBJ[ «Jatoba», moxHO

3aIrycKaTh npuiiokeHus «Patroni» u CTpouTh KiacTep.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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8. BOCCTAHOBJIEHUE MOBPEXXJIEHHBIX WAL 3ATIMCEM

WAL Recovery — 310 dynkumonanpHocTh siipa CYB][ «Jatobay 1o BOCCTaHOBIIEHUIO

noBpexaeHHbIX WAL 3anuceit B nporecce NOTOKOBOM peTUIMKaIuy JaHHBIX.

WAL — 310 XypHall, B KOTOpPbIA MOMaJal0T M3MEHEHHUS NAaHHBIX JI0 TOr0, KaK OHH
¢busnueckn npumensitcs k camod bJl. Kaxkmas 3amucek kypHaia comepX uT WHGOPMAIHIO,

AOCTATOYHYIO IJIA TOBTOPCHUSA W3MCHCHUH B ClIydac HCO6XOZ[I/IMOCTI/I.

[Tpu moTokoBo# perukamuu ¢ [ maBHoTO cepBepa Ha Pezepsubie nepenarorcst WAL ¢aiiner,
KOTOpBbIE MIPU YCHEIIHON MpoBepke UX KOHTpodbHbIX cyMM (CRC) npumensitorcst Ha Pe3epBHbBIX
y37ax, 32 CYET Yero JlaHHble Ha Pe3epBHBIX y3/lax CUHXPOHMU3UPYIOTCS C JaHHBIMU Ha ['1aBHOM

cepsepe.

B waL jemmmmmmmmmmmm—m - g
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J’ ‘\
: Walsender ;
1 1
1 1
1 I
1 1
1 1 A ’
| 1 ~ = o 4
! Master I
! I e e m e m e ——————— =
1 ] L4 ~
1 1 it e
1 1
1 1
1 1
1 I
i Walsender !

E Standby
]
1
]

3 waL

Pucynok 8.1 — Cxema paboTsl

Ecnu na I'maBHOM y371e mponsonuia omrbka u daiin xypaana WAL moBpenuics, To mocie
nepenaun WAL 3anmceit Ha Pe3epBHBIE y3IIbl, HA HUX HE COBIIAAYyT KOHTPOJIBHBIE CyMMBI. B

pe3yibTaTe periuKaius IpepBeTCs ¢ OMUOKON B JIorax.
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JUi1st BKITIOYEHUSI BOCCTaHOBIICHUS MTOBpEKACHHBIX WAL 3anuceii He00X0IMMO yCTaHOBUTH

napameTp B (aiine postgresql.conf:

wal sender check crc = on

OTOT mapaMmeTp aKTUBUPYET (YHKIIMOHAIBHOCTH 1O BOCCTAHOBJICHHIO TOBPEKICHHBIX
WAL 3anmceit Ha ['naBHOM y31e mepen ux ornpaBkoi Ha PesepBHble y3nbl. Ilpu ycnexe wnm
HEeyclexe BOCCTAHOBJIEHMs MOBpeXxAeHHbIX 3anuceil WAL Oyner cooTBeTCTByMOIIas 3aluch B

morax CYB/I.
OniuoHaTEHO MOXHO TaK)Ke YCTAaHOBUTH mapameTp wal sender panic _on crc_error:
wal sender panic on Crc _error = on

[Tpu BKITIOYEHHOM MapameTpe, coolmieHus 00 ommbOke BoccraHoBieHUs WAL 3anmceit
OyayT 3ammchIBaThCS B JIOT ¢ ypoBHeM BaxxHOCTH «PANIC», B mMpOTHBHOM cCily4ae YpOBEHb

BakHOCTH Oyzaer «FATALy.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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9. MOUCK BJIMKANUIINX COCEAEM (KNN JIJISI B-TREE)

Meton K-6mmxkaiimmx cocenelt (K-nearest neighbors, KNN) — 310 MeT01, HCTIONB3yeMbIi
I pereHns 3afad knaccudukanuu u perpeccun. KNN ocHOBaH Ha njee, 9To 00bEKThI, KOTOpPhIE

HaxOJSTCS PSAAOM B IIPOCTPAHCTBE MPU3HAKOB, BEPOATHO OTHOCSTCS K OJHOM KaTErOpHUH.

[Ipu wucnonszoBanun KNN mis  kimaccuuiamuu HOBOTO OOBEKTa BBIUUCISIOTCS
paccTosiHUsL 70 BCEX H3BECTHHIX O0BEKTOB B Habope. 3arem BboiOMpaercs K 00BEKTOB C

HAaUMEHBIITUMU PACCTOSHUSAMU (OIIMKaANIIIIE COCeN).

[Tapametp K ompexnensieT KOIMUECTBO OMIKAMIINX COCENEH, KOTOPHIE YUUTHIBAIOTCS MPH
knaccuukammuu. Beibop ontumansHoro 3HadeHusi K sBiseTcs BaKHBIM 3TalioM B HACTPOWKE
anroputMa KNN. Cnumkom Manoe 3HadeHne K MoOXeT mpuBeCTH K HECTaOWIBHOCTU
MpeaCKa3aHui, B TO BpeMs KaK CIUIIKOM 0oJbioe 3HadeHne K MoKeT CHU3UTh TOUHOCTh MOJIETH,

MOCKOJIBKY OHa Oy/IE€T YYUTHIBATh CIUIIKOM MHOTO HEMH(OPMATUBHBIX OOBEKTOB.

B cnyuae ucnons3oBanmst KNN miist kinaccudukanuy 00beKT IPUCBAUBASTCS TOMY KJIaccy,
KOTOPBIN SIBISETCS HauboJee pacrpocTpaHEHHBIM cpenu k cocenelt JaHHOTO dJIEeMEHTa, KIIacChl
KOTOPBIX YK€ W3BECTHBl. B cllydae WUCHOIB30BaHUS METOAA Ui PETPECCHH, OOBEKTY
MPUCBAUBACTCS CpeaHee 3HaUeHne 1o k OnmmxaiimM Kk HeMy 00beKTaM, 3HAYCHHsI KOTOPBIX YiKe

M3BECTHBI.
O6umactu mpumeHeHus metoga KNN:
- npeaBapuTenbHas 00padoTKa JaHHBIX;
- MEXaHU3MbI pEKOMEH 1alnH;

- ¢buHaHCH: (TIpOrHO3MpOBaHWE (OHAOBOTO PBIHKA, KYypPChl BaJIOT, TOPTOBEIC

(prouepchl U aHAJIU3 OTMBIBAHUS JIEHET);
- 31paBOOXPAHEHUE;

- pacnio3HaBaHue o0pa3oB: (MAeHTHU(UKAUMsA  II1a0JOHOB, HAOpuUMep, Mpu

KIaccuuKanuu Tekcta u nudp).

UNunexc B-Tree 8 CYB/] — uanekc Ha ocHoBe aepeBa. Uuaekcel B-Tree addexTuBHb miis
OOBIYHBIX THITOB IAHHBIX TAKUX KaK TEKCT, YMCIIa U METKU BpeMeHU. VIcroib30BaHe CTaHIapTHBIX
B-Tree naaeKCcOB OOBIMHO JOCTATOYHO UISL OOJIBIINHCTBA TUIIOB JAHHBIX U TAOIUI] IT0JIb30BATEI.

Komanna CREATE INDEX no ymonuanuto cosznaet unaexc B-Tree.
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Crpykrypa unnekca B-Tree mopsiaka m - 3T0 epeBo, YAOBIECTBOPSIONIEE TPEOOBAHUAM:
- KaXX/IbIi y3€]1 uMeeT He 0oJiee m MOTOMKOB;

- KaXX/IbIil BHYTPEHHHUH y3€7 UMEeT KaKk MUHUMYM [m/2] TOTOMKOB;

- KOpEHb UMEET KaK MUHUMYM J[Ba TOTOMKa (€CJIM OH caM He JIUCT);

- BCE JINCThS HAXOJAATCS HA OHOM YPOBHE;

- HE JINCTOBOH y3en ¢ k moToMkoB conmepxut k—1 ximoueii;

- COXPAaHACT COCTOSAHUC C6aHaHCI/Ip0BaHHOCTI/I W Y€THOCTH.

pam eivots
MCTbS 2 5 (7 131719 23 31 41 43
—> —>

> > >

KOpPpTEX U KOpTEX U KOpTEX U KOpTEeXMu KOpPpTEX U KopTexwu

Pucynok 9.1 — Ctpykrypa B-Tree
Korza BeinosnHsieTcs MOMCK HA OCHOBE 3TOT0 MHJEKCA, OH MMPOXOJUT BHU3 110 IEPEBY, YTOOBI
HaWTU KJIIOY, 1O KOTOPOMY JIEpEBO IIOCTPOEHO, a 3aTeéM BO3BpaIlla€T HCKOMbBIC JaHHBIE.

Hcnonb3oBaHue HHIEKCA ropasao 6LICTpCC, YCM ITOCJICA0BATCIIbHOC CKAHNPOBAHUC.

BHyTpeHHUe
y3nbl (pivots)

nncTtbA 19

KOPTEX U KOpTEX U KOpTEX U KOpTEXWu KOpPTEX U KopTexwu

Pucynok 9.2 — K Nearest Neighbors nnst B-tree
Meton KNN yxe peanmmsoBan s wHAekcoB tuma GiST. OpgHako mpuMEHEHUE 3ITHX

HHJCKCOB HC BCCTAA OIIpaBAaHO IJISA IMPOCTBIX THUIIOB AJAaHHBIX. ITonn3oBaTens B OOJBITHHCTBE

Ne u3zmeHeHUS: HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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CJIy4acB ONCpUpPyECT UMCHHO IIPOCTBIMU TUIIAMU JIaHHBIX. B CICAYIOIICM IMPHUMEPC MPCACTABICHA

s dexTuBHOCTh MpuMeHeHus B-Tree nanekcoB no cpapHeHuto GiST uHaekcamu.
IIpumep ucnoanzopanuss KNN ¢ GiST

Cozmaanm TUIaH 3amnpoca Jijisl TECTOBOU TaO Il

# CREATE TABLE test (a intd);
# insert into test (a) select x from generate series(1,100000)
as x;

# ANALYZE test;
# CREATE EXTENSION btree gist;

# EXPLAIN (costs off) SELECT *, a <-> 50000 AS dist FROM test
ORDER BY a <-> 50000 LIMIT 10;

[+ root@ubuntu: fhome/fadmin1

postgres=#

postgres=# create table test (a int4);

CREATE TABLE

postgres=# insert into test (a) select x from generate_series(1,100000) as x;

INSERT @ 100008

postgres=# analyze test;

ANALYZE

postgres=# create extension btree_gist;

CREATE EXTENSION

postgres=# explain (costs off) SELECT *, a <-> 50080 AS dist FROM test ORDER BY a <-> 50000 LIMIT 10;
QUERY PLAN

Sort Key: ((a <-> 50000))
-> Seq Scan on test
(4 rows)

postgres=# D

Pucynok 9.3 — Co3nanue miana 3ampoca JJisi TECTOBON TaOIUIIbI

Co3nmanum miaH 3amnpoca:

# EXPLAIN (analyze, costs off) SELECT *, a <-> 50000 AS dist
FROM test ORDER BY a <-> 50000 LIMIT 10;
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[+ root@ubuntu: fhomefadmin1

postgres=# explain (analyze, costs off) SELECT *, a <-> 50000 AS dist FROM test ORDER BY a <-> 50000 L

QUERY PLAN

Limit (actual time=17.116..17.118 rows=10 loops=1)
-> Sort (actual time=17.114..17.115 rows=10 loops=1)
Sort Key: ((a <-> 50000))
sort Method: top-N heapsort Memory: 25kB
-> Seq Scan on test (actual time=0.008..7.784 rows=100000 loops=1)
Planning Time: 0.066 ms
Execution Time: 17.162 ms
(7 rows)

postgres=# QUERY PLAN
Pucynok 9.4 — Co3nanue miana 3amnpoca

Co3zmaaum MHIEKC IS TECTOBOW TaOJIMIIBI ¥ IDIaH 3ampoca:

# CREATE INDEX test gistidx ON test USING GIST (a);

# explain (costs off) SELECT *, a <-> 50000 AS dist FROM test
ORDER BY a <-> 50000 LIMIT 10;

M~ root@ubuntu: /homefadmin1

postgres=# CREATE INDEX test_gistidx ON test USING GIST (a);

CREATE INDEX

postgres=# explain (costs off) SELECT *, a <-> 50000 AS dist FROM test ORDER BY a <-> 50000 LIMIT 16;
QUERY PLAN

Index Only Scan using test _gistidx on test
Order By: (a <-> 50000)
(3 rows)

postgres=#

Pucynok 9.5 — Coznanue nunaexca GIST

Co3nmanum miaH 3amnpoca:

# EXPLAIN (analyze, costs off) SELECT *, a <-> 50000 AS dist
FROM test ORDER BY a <-> 50000 LIMIT 10;

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




155
643.72410666.00067-08 95 01

[+ root@ubuntu: fhomefadmin1

postgres=# explain (analyze, costs off) SELECT *, a <-> 50000 AS dist FROM test ORDER BY a <-= 50000 L

QUERY PLAN

Limit (actual time=0.082..0.085 rows=10 loops=1)
-»> Index Only Scan using test _gistidx on test (actual time=0.081..0.084 rows=10 loops=1)
Order By: (a <-> 50000)
Heap Fetches: @
Planning Time: 8.043 ms
Execution Time: 0.096 ms
(6 rows)

postgres=#
Pucynok 9.6 — Co3znanue 1miana 3amnpoca
Cozmagum B-Tree wHAEKC W BbIBEEM BCE JOCTYNHBIE HH(POPMAIMOHHBIE CXEMBI
(information schemas) B CYBJl. BbpIBoA mOKa3bIBaeT CHHCOK TaOJMI], KOJIOHOK, HHJIEKCOB,

TPUITEPOB, U T.1., KOTOPHIE ONMPEAETEHBI B KXI0W U3 NH(HOPMAITMOHHBIX CXEM.

# CREATE INDEX test btreeidx ON test USING btree (a);
# \di+

[+ root@ubuntu: /fhomefadmin1

postgres=# CREATE INDEX test_btreeidx ON test USING btree (a);
CREATE INDEX
postgres=# \di+
List of relations
Schema | Name e | Owner | Table | Persistence | Access method

-------- T e e e e
public | test_btreeidx | index | postgres | test | permanent | 2208 kB |
public | test gistidx | index | postgres | test | permanent | 4392 kB |

(2 rows)

postgres=# I

Pucynok 9.7 — BeiBog nrdopMaIuu o Tadimmax

N3 mpumMepa BUIHO CIIEAYIOLIEE:

- npuMeHeHne crparerus noucka KNN B HMHIEKcax yBEIMYHMBAET CKOPOCTH

BBIITIOJIHCHUS 3alIPOCOB HA MOPAAKH,

— unnekc B-Tree pabotaet ObICcTpee 3a CYET CBOETO MEHBIIIETO pa3Mepa Mo CPaBHEHUIO

¢ GIST unnexcom.

B CYB/]] «Jatobay» meroq KNN peanuzoBan mist B-Tree unnekcos. B cnenyromem paszzerne

onucansl BuAbl SQL-3ampocoB, kKoTopbie ucnonib3yoT Metog KNN.
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9.1. ®opma SQL-3anpoca, 115 koropbix padoraer KNN

ITpumenenune KNN ceituac Bo3moxHO 1u1st SQL-3anpocos Bua:

SELECT ... FROM ... WHERE ... ORDER BY
NPOMHOEKCUPOBAHHOE IoJie TalJuie onepaTop koHcTaHTa LIMIT n

NN

SELECT (NpOoMHIEKCHMPOBAHHOE IoJjie TalJiMUEl ONepaTop KOHCTaHTa) AS
x FROM ... WHERE ... ORDER BY x LIMIT n

NN

SELECT (KOHCTaHTa OIepaTop MNPOMHIOEKCUPOBAHHOE MoJjie Tabmnmiel) AS
x FROM ... WHERE ... ORDER BY x LIMIT n

IIpumep Takoro 3ampoca:

Bri6pate 5 6mmkaiimux k 3aganaoi nare 01/01/2024 coObiTrii 13 TaOIUIBI BCEX COOBITHIA:

SELECT date, event, ('2024-01-01'::date <-> date) AS dist FROM
events ORDER BY dist ASC LIMIT 5;

B naHHOM mnpumepe «OJIM30CTh» WIM PasHULA MEXIY JaTaMu COOBITHI BBIYMCIIAETCA
onepatopom '<->', ORDER BY coptupyer 3ty pasnuiny B mnopsake Bo3pactanus, LIMIT u3

COPTHPOBAHHOTO CIHCKA OEpeT MepBbIe 5 3JIEMEHTOB.

[Tpu ycnoBuu, uro moctpoeH uuaekc no nomto date, CYBJ] ¢ KNN momkHa nCnoias30BaTh

9TOT MHJEKC JJIs IOUCKA OMKaWImuX 1aT (C MUHUMAJIBHON JUCTAHIIMEH) K 3aIaHHOM.

B nuiane unaekca Mbl 10MKHBI YBUAETH y3en maHa Index Scan ¢ onmueit OrderBy (o0xon
3armuceld o WHIEKCHI), 0003HAYAIONIYI0 MCIOJIb30BAHNE BBEICHHOTO TOTIOJHUTEILHOTO TOJIS U

Bcero Mexagn3Ma KNN B 11eioMm.

be3 KNN anamoruunbie 3anpocsl OynyT (GOpMHPOBATHCS C ATbTEPHATUBHBIMU TUIAHAMH,

IIPOU3BOJUTEIBHOCTD KOTOPBIX HUKE WM 1K€ 3HAUUTENIbHO HIKe yeM ¢ KNN.

9.2. Briusinue nopadorok no KNN Ha pacmmpenue btree gist

KNN u3mensier paboTy BCTPOSHHOTO pacliupeHus btree gist.
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B nanHOM Bue MHAEKCA 3aMEHSAETCS UCII0JIb30BaHNE BCTPOCHHBIX OIIEPATOPOB AUCTAHIINU
'<->' Ha UCIOJIb30BAHME AHAJOTUYHBIX OIEPATOPOB B OCHOBHOM CHUCTEMHOM KaTajlore, KOTOphIE

BBOZATCS B pamkax KNN. dyHKImonan caMoro pacmupenus btree gist OT 3TOro He H3MEHSIETCSI.
JlaHHO€ U3MEHEHHE KacaeTcs CAEAYIOINX TUIIOB JJTaHHBIX:
- Lenble:

o int2;
o int4;
o int8;
- BEILECTBEHHBIE!
o float4;
o float§;
- CHEIHaJIbHbIE!
o oid;
O money;
- BPEMEHHBIE:
o date;
o time;
o timestamp;
o timestamptz;
o interval.

B nanHOM BHJe nHAEKCa B QYHKIHAX ONEPATOPOB AUCTAHIIUHN KO BHIYMCIICHUS TUCTAHIH
3aMEHSETCSl Ha BBI30B COOTBETCTBYIOIIEH (yHKIMU sifpa. BcTpoeHHoe pacmmpenue btree gist

Tenepb UCIOJB3YET ITH MEPEHECEHHBIE B SAPO (QYHKIIHH.

9.3. Bausinue nopadorok mo KNN Ha cucTeMHBII KaTajaor

KNN BHOCHT crenyromue, BUIUMBbIE JJIS OJIB30BATENS U3MEHEHUSI CHCTEMHOTO KaTajora.

Teneps cucremusiii katanor CYBJl nomxeH conepxaTh CIeayronue 0ObeKThI:
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9.3.1. CuctemHas Tadauna pg_amop

Cucremnas Tabiuna pg amop XpaHUT uHPopMamuiO 00 omepaTopax CeMencTBa
OIIepaTOpPOB [MHAEKCHBIX | METO/I0B JIOCTYIa (BUJa nHAeKca). CeMelcTBO ONepaTopoB - 3TO Ipynna
OTIEpPaToOpOB M BCIIOMOTATEIBHBIX IPOIIETYp, 0OOecIIednBaromuX paboTy BIIa HHAEKCA (HapuMmep,
btree WHIEKC yMEET UCKaTh U COPTUPOBATH JaHHBIC HA OCHOBAHUU OIMEPATOPOB <, <=, =, => >;
BMECTE C HEKOTOPBIMU APYTHUMH OTIEPATOPAMHU U BCIIOMOTATEIIbHBIMU (DYHKITUSIMU 3TH OTIEPATOPHI
o0Opa3yroT cemeiicTBa omepatopoB s btree: btree/datetime ops, btree/float ops, ...). KNN
nobaBnsier 26 omepaTopoB (OmepaTopoB AWUCTAaHIUU '<->'), KOTOpPBIE MOXHO ITOCMOTPETH

CIIE/TYIOIIUM 3aIPOCOM:

SELECT

pg amop.oid, opfamily.opfname as amopfamily , ltype.typname as
amoplefttype,

rtype.typname as amoprighttype, pg amop.amopstrategy,
Pg_amop.amoppurpose,

Pg_operator.oprname as amopopr, pPg am.amname as amopmethod,
opsortfamily.opfname as amopsortfamily

from pg amop

join pg opfamily as opfamily on pg amop.amopfamily =
opfamily.oid

join pg type as ltype on pg amop.amoplefttype = ltype.oid
join pg type as rtype on pg amop.amoprighttype = rtype.oid
join pg operator on pg amop.amopopr = pg operator.oid

join pg am on pg amop.amopmethod = pg am.oid

join pg opfamily as opsortfamily on pg amop.amopsortfamily =
opsortfamily.oid

where amopstrategy=6 order by 2, 3, 4;
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M~ root@ubuntu: /home/admin1

postgres=# select
pg_amop.oid, opfamily.opfname as amopfamily , ltype.typname as amoplefttype,
rtype.typname as amoprighttype, pg_amop.amopstrategy, pg_amop.amoppurpose,
pg_operator.oprname as amopeopr, pg_am.amname as amopmethod, opscortfamily.opfname as amopsortfamily
pg_amop
pg_copfamily as opfamily on pg_amop.amopfamily = opfamily.oid
pg_type as ltype on pg_amop.amoplefttype = ltype.oid
pg_type as rtype on pg_amop.amoprighttype = rtype.oid
pg_operator on pg_amop.amopopr = pg_operator.oid
pg_am on pg_amop.amopmethod = pg_am.oid
pg_opfamily as opseortfamily on pg_amop.amopsortfamily = opsortfamily.oid
where amopstrategy=6 order by 2, 3, 4;
amopfamily | amoplefttyp amoprighttype | amopstrategy amoppurpose amopopr E] amopsortfamily
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Pucynok 9.8 — Cniucok onepaTopoB JUCTaHIIMU

9.3.2. CucremHas Tadamna pg_operator

CucreMHas Tabyimia pg_operator XpaHuT HHGOpPMAIHIO 00 oreparopax, KOTOPbIe MOKHO
HCII0Ib30BaTh B BhIpakeHUsiXx SQL-3anpocoB (HampuMmep, B BbipakeHuu a < 5, '<' - omeparop).
Omneparop MOXKET OBITh OMHAPHBIM, & UMEHHO, OTIEPAH/ CIeBa (THUI ONepaH/Ia) U OTIEpaH/] CIipaBa
(Tum omepanHna), a TaKXKe JOJDKEH BO3BpALIaTh KaKOe-TO 3HAYCHHE (3aBUCUT OT OIMEparopa, B
pUMepe CPAaBHUBACT 3HAUYCHUS IEIOUMCIICHHBIX THUIIOB U BO3BpAIAeT 3HaUCHHE OyJIEBOTO TUIIA).
KNN mjis BO3MOKHOCTH BBITIOJTHEHHSI OTIMICAHHBIX BHINIE BUOB 3alPOCOB BBOJIUT 26 HOBBIX
OTIepaTOPOB TUCTAHIIMHM IS MPOCTHIX THUMOB. CHUCOK TaKWX OMEPATOPOB MOXKHO TMOJYYHTh

CIIETYIOIIUM 3aIPOCOM:

SELECT
0.0id, o.oprname, ns.nspname as oprnamespace, ai.rolname as
oprowner,

o.oprkind, o.oprcanmerge, o.oprcanhash, 1ltt.typname as oprleft,
rtt.typname as oprright,

rst.typname as oprresult, co.oprname as oprcom, no.oprname as
oprnegate, p.proname as oprcode,

pr.proname as oprrest, pJj.proname as oprjoin

from pg operator as o

join pg namespace as ns on ns.oid = o.oprnamespace
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join pg authid as ai on ai.oid = o.oprowner

join pg type as 1ltt on ltt.oid = o.oprleft

join pg type as rtt on rtt.oid = o.oprright

join pg type as rst on rst.oid = o.oprresult

left join pg operator as co on co.oid = o.oprcom

left join pg operator as no on no.oid = o.oprnegate

left join pg proc as p on p.oid = o.oprcode

left join pg proc as pr on pr.oid = o.oprrest

left join pg proc as pj on pj.oid = o0.oprjoin

where

o.oprname = '<->' and

array[ltt.typname: :text, rtt.typname::text, rst.typname::text]
<@ array['int2', 'int4', 'int8', 'oid', 'float4', 'float8’,
'money', 'date', 'time', 'timestamp', 'timestamptz',
'"interval']

order by 8, 9, 10;

root@ubuntu: /home/admin1

', 'int4', ‘oid', 'float4', 'float8', 'money', 'date', 'time', ' amp', ' sta ', 'interval'l

interval interval
money money
oid oid
time interval
date interval
timestamp interval
interval
interval
timestamp interval
timestamptz | interval

Pucynok 9.9 — BeiBoj| oniepaTopoB IUCTaHLUU AJIs IPOCTHIX TUIIOB.
9.3.3. CucremHas Tadauna pg_proc
Cucremnas Tabnuma pg proc XpaHuT WHPOpMANMIO O (YHKIHSIX, KOTOPBIE MOXKHO
ucnosb3oBath B SQL-3ampocax. [log kaxaplii oneparop (cnenualbHbIE 3HAKKM B BBIPAKEHMSIX)
TaKXKe TOJCTaBIseTCS Kakas-mu0o (yHKIuMs, KoTopas BBIMOMHSAET KoHEWHbIM kox. KNN mms
BO3MOXXHOCTU BBINIOJHEHUS! OIMCAHHBIX BBIIIE BHUIOB 3alpOCOB (BBIIOJHEHUS OIEpPaTOPOB

TUCTAHIIMN) BBOIUT 26 HOBBIX (DYHKIHI, KOTOPHIC BBIYHCISIOT JHUCTAHIIUIO MEXIY IBYMS
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SHAYCHUAMU IICPCUNCIICHHBIX BBIIIC THUIIOB JJAaHHBIX, 1 KOTOPBIC MOKHO ITOCMOTPCTL CJICAYIOIIUM

3aIpoCoOM:

SELECT

p.oid, p.proname, p.provolatile, t.typname as prorettype,
(select string agg(t.typname, ' ') from pg type as t join
lateral unnest (p.proargtypes) as pat on t.oid = pat) as
proargtypes,

p.prosrc

from pg proc as p

join pg type as t on p.prorettype = t.oid

where

p.proname = any(array/['int2dist', 'int4d4dist', 'int8dist',
'oiddist', 'float4ddist', 'float8dist', 'cash distance’',
'date distance', 'time distance', 'timestamp distance’',
'timestamptz distance', 'interval distance', 'int24dist',
'int28dist', 'int42dist', 'int48dist', 'int82dist',
'int84dist', 'float48dist', 'float84dist',

'date dist timestamp', 'date dist timestamptz',
'timestamp dist date', 'timestamp dist timestamptz',
'timestamptz dist date', 'timestamptz dist timestamp'])
order by 5, 4;

M - root@ubuntu: fhome/admin1

postgres=# select
-# p.oid, p.proname, p.provolatile, t.typname as prorettype,
# (select string_agg(t.typname, ' ') from pg_type as t join lateral unnest(p.proargtypes) as pat on t.oild = pat) as proargtypes,
# p.prosrc
-# from pg_proc as p
# join pg_type as t on p.prorettype = t.oid
es-# where
es-# p.proname = any(array['int2dist', 'int4dist', 'int8dist', 'oiddist', 'float4dist', 'floats8dist', 'cash_distance', 'date_distance', 'time_distance', 'timestamp_d
istance', 'timestamptz_distance', 'interval_distance', 'int24dist', 'int28dist', 'int42dist', 'int4sdist’', 'int82dist', 'int84dist', 'float4sdist’, 'float84dist', 'date_di
st_timestamp', 'date_dist_timestamptz', 'timestamp_dist_date', 'timestamp_dist_timestamptz', 'timestamptz_dist_date', 'timestamptz_dist_timestamp'])
postgres-# order by 5, 4;
proname proargtypes prosrc

date_distance i date date

date_dist_timestamp i interval date timestamp _dist_timestamp

timestamp_dist_date i interval date timestamp timestamp_dist_date

date_dist_timestamptz interval date timestamptz date_dist_timestamptz

timestamptz_dist_date interval date timestamptz timestamptz_dist_date

floatadist i float4 float4 float4 floatadist

float8adist i floats float4 floats float84dist

float48dist i floats float4 floats float4sdist

floatadist i floats floats8 floats float8dist

int2dist i int2 intz int2 int2dist

int42dist i int4 int2 int4 int42dist

int24dist i int4 intz int4 int2adist

int4dist i int4 int4 int4 int4dist

int28dist i ints int8 int2 int28dist

int82dist i ints int8 int2 int82dist

int48dist i ints int8 int4 int48dist

int84dist i int8 int8 int4 int84dist

int8dist i ints int8 int8 int8dist

interval_distance i interval interval interval interval_distance

cash_distance i money money money cash_distance

oiddist i oid oid oid oiddist

time_distance i interval time time ime_distance

timestamp_distance i interval timestamp timestamp timestamp_distance

timestamp_dist_timestamptz interval timestamp timestamptz timestamp_dist_timestamptz

timestamptz_dist_timestamp | interval timestamp timestamptz timestamptz_dist_timestamp

timestamptz_distance | i interval timestamptz timestamptz timestamptz_distance
(26 rows)

postgres=# I

Pucynox 9.10 — BeiBog dynkImit
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10. OYUCTKA ITAMSATHU B CYB/

CormacHO HOpPMAaTHBHOMY JOKyMeHTy «TpeOoBanus mo Oe3omacHOCTH HH(pOpMAIMU K
cCHCTEeMaM YIIpaBJIeHUs 6a3aMu JaHHBIX (BBIMHCKA)», yTBepxkaeHHOoMY npukazom O@CTIOK Poccun

ot 14.04.2023 Ne 64, He00X0AUMO BBINONHATH 0UMCTKY naMatu B CYB/I.

10.1. Ouncrka namsatu CYB/] cpencrBamu OC

B Texymeit peanuzanun s ourictku namstu CYBJl «Jatobay mcmonb3yrores cpeacTta
cepTUUIIMPOBAHHON  OmepanuoHHOW cuctembl. [lomnepxuBaemple  cepTU(UIUPOBAHHBIC
OIlEpallMOHHbIE CUCTEMBI NpUBENEHbI B Tabiuue Tabiune 1.1 mokymeHnta «PykoBojacTBo 1O
ycranoBke CYBJ] Jatoba» 643.72410666.00067-08 97 01, a ucnonbp3yemble B HUX yTUIUTHI JUIS

OUYMCTKHU NaMATH NpuBeeHsb! B Tadnuue 10.1.

Tabmuua 10.1 — YTunutsel, ucnonaszyembie B OC

Ne oC HaumenoBanue yruimtsl B OC
1 Anpt 8 CII sfill
wipe
2 | POCA 12.4 .
3 Astra Linux fly-admin-smc
chattr
4 PEJ] OC 7.3 Mypom Sfill

10.2. Ouncrka namsatu CYB/l BcrpoennbiMu cpeacreamu (ja_Wipe_Files)
CYB]Jl «Jatoba» momaepXUBaeT OYHCTKY OOBEKTOB JJOCTYINA ITyTEM MHOTOKPATHOM
Mepe3anucu YHUYTOXKAEMBIX (CTUpPAEMbIX) OOBEKTOB (PalIOBOM CHUCTEMBI CHEHHATbHBIMU

OWTOBBIMU TIOCIIEIOBATEIILHOCTSIMHU.
CrnenmansHoe yaaneHne 00bEKTOB MOAIEPKUBACT B CICAYIONINX KOMAaHIaX:
— DROP TABLE (Bkitouasi IapTUIIMIOHUPOBAHUE U KaCKaJHOE MapTUIIMOHUPOBAHUE);
— DROP TEMPORARY TABLE;
— DROP MATERIALIZED VIEW;
— DROP INDEX;
— TRUNCATE;
— DROP DATABASE;

— DROP SCHEMA;
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— DROP TABLESPACE;

— VACUUM FULL;

— REINDEX;

— ALTER TABLE ADD COLUMN (co 3Ha4eHuEM 110 yMOJIYaHUIO);
— ALTER TABLE ALTER COLUMN TYPE;

Taxxe moamepKUBaeTCs yaaeHue 00IbIUX 00bEKTOB (HampuMep, Ta0IHIT), KOTJa OOBEKT

3aHuMaet Oosee ogHoro (haiina (cermenrta pazmepom 1I'b) Ha ypoBHe (aitnoBoii cuctem.
OuncTKa TaMsITH BKIIOYAETCS Yepes:
— KoH(UTypaunoHHBIN (aiin «postgresql.conf;

HOTpC6yeTCH, oT HUMCHHU MPHUBUJICTUPOBAHHOI'O II0Jb30BAaTCJIA, OTKPBITh JJIA

peAaKTUPOBAHMS KOHPUTYPAMOHHBINA (aiin «postgresql.conf:
nano /var/lib/jatoba/6/data/postgresqgl.conf
Yopats KoMMeHTapuii (cuMBOI #) y mapamerpa «wipe_file» u ycTaHOBUTH 3HAYCHHE «ONK:
wipe file = on

[Tepesarpy3uts CYB/I.
— SQL- komanny «ALTER SYSTEM».

[ToTpebyercsi, OT UMEHH MPUBUIETUPOBAHHOIO MOIH30BATENS, BRIMOIHUTE SQL-KkoMaHAdy:
ALTER SYSTEM SET wipe file TO 'on';

[TepeunTaTh KOH(MUTYpAIHUIO:
SELECT pg reload conf();

[IpoBepuTh 3HaUEHHE MO YMOJIYAHHIO JJIs [TApaMeTpa:
SHOW wipe file;

BrutroueHne pexxumMa O4HCTKY aMsITH aBTOMAaTUYECKH BKITIOUHT napamerp wipe file mask.
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[To ymomganuto 3nauenue: 0x55 =b 0101 0101
JIomyCTHMO ~ JIOTIOJIHUTENIFHO ~ yCTAaHOBUTh €ro B  KOH(QUTYpaloHHOM  (aiine
«postgresql.conf:
wipe file mask = '0x55'

[Ipu BIBOSE SQL-KOMaHBL:

SHOW wipe file mask;
byner mokazano 3Hauenue «wipe file mask: 85». Pasnoctp 3HaueHuii oOycioBieHa
MEPEBOJOM UX U3 MIECTHAANATEPUYHON B ICCATUIHYIO CUCTEMY CUUCIICHUS.

o 3nauenue wipe file mask ='0x55' He pekoOMeHIyeTCS U3MEHSTh, T.K. OHO SIBIISIETCS

ONITUMAJIBHBIM U yCTaHABIMBAaeT OMTOBOE 3HaueHue nepesamucu b 0101 0101
Brmonnaenne ounctku mamsatu CYB/] peructpupyercs B xKypHaie COOBITHIA.

TexcT cooO1ieHus:
Wiping file: $s

rie %s - UMsl 3a4nIeHHOTo (aiina.
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11. KOMIIOHEHT TSVECTOR2

Kommnonent tsvector2 mpenHasHaueH Jijisi 00€CeueHHs] OJIHOTEKCTOBOToO noucka B b1 u

MIPEAOCTABISAET PACIIMPEHHBINA THII JaHHBIX tSvector.
KOMIOHEHT BBINOJIHEH B BUAE PACILIUPEHHUS.

PaCH_II/IpCHI/IC YCTAaHABJIMBACTCA IMOCJIC YCTAHOBKHU IMAKECTAa KOMIIOHCHTA, KaK OIMMCAHO bl B

NOKyMeHTE «PyKOBOJCTBO IO YCTAHOBKEY.
Pacmmpenre KOMINOHEHTA yCTaHABIMBAETCS OT UMEHH U C IIPaBAMU MIPUBUIIETUPOBAHHOTO

noas3oBarens SQL-komaHI0M:

CREATE EXTENSION tsvector2;

PacmmpeHHbI THI JaHHBIX tsvector peanu3oBaH Uil 0O0eCHeueHUs Jy4lIero CHKaTus U

YCTpaHEHUsI OTPAaHUYEHHS pa3Mepa OpUrHHAIBHOTO TUna tsvector Ha 1 Mb.

OH MOXET HCIOJIb30BaThC Kak Ipo3pauyHas 3aMeHa OpPUIMHAIBHOIO tsvector u
MOJIZICPKUBAET BCE €ro (yHKIMH, OTEPATOPhl M TUIBI WHACKCOB. DYHKINN, HA3BaHUS KOTOPHIX

cozepkar tsvector, ObUTM U3MEHEHBI Ha tsvector?.
KomnonenT obiagaer cnenuanbHbIMU (QyHKITHSIMH:

- to_tsvector2 (from text, json, jsonb types) - mpeoOpa3oBaHue TEKCTa B tsvector2 (cM.

ma. 11.1);
— array to_tsvector2 - mpeoOpa3oBaHus U3 MaccuBa B cTpoky (11.1.5);
— tsvector2 to_array - npeoOpa3zoBanue u3 cTpoku B maccuB (11.1.6);
— tsvector2_stat - mosryuyeHue CTaTUCTUKU 110 JiekcemaM (11.1.7);
- jsonb_to_tsvector2 - mpeobpazoBanue jsonb B tsvector2 (11.1.4);
— json_to tsvector2 - mpeoOpa3oBanue json B tsvector2 (11.1.4);
— tsvector2 update_trigger — ooHOBIIeHUE Tpurepa (11.1.8);
- tsvector2_update trigger column — o6HOBNIeHHE Tpurepa B KooHke (11.1.8).
O6mume GyHKIHH, KOTOPBIE MOXHO 0€30MacHO MCIIOIH30BATh B 000UX THIIAX:

- strip;
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- unnest;

- length;

— setweight;
- ts_rank;

- ts_rank cd;
- ts_delete;

- ts_filter.

11.1. Ilpumepbl HCNIOJIB30BAHMS KOMIIOHEHTA tsvector2
11.1.1. ®ynkuus «to_tsvector2». [Ipeodpa3oBanue Tekcra B tsvector2

BrInoHUTE HOpMaTU3alKIo Ha aHril. (IpeoOpa3oBaHKE B JIEKCEMbI) CJIOB B IIPEJIOKEHUU:

SELECT to tsvector2('english', 'The quick brown fox jumps over
the lazy dog.');

B 3ToM mare cioBa ObUTM HOpMaIHM30BaHbI U 0TcopTUpoBaHbl. Ctom-cioBa "the" u "over"

(npenyioru, apTUKIM, OKOHYaHUs1) ObUIA UCKITIOYEHBI.

BriBog B TepMuHaie:

to tsvector ——————————--——--—— e
'brown':3 'dog':9 'fox':4 '"jump':5 'lazi':8 'quick':2
(1 row)

BbIMOAHUTE HOpPMAaNM3aIMI0 HAa PYCCKUN S3BIK (MpeoOpa3oBaHUE B JIEKCEMBI) CJIOB B

MNpCIAJIOKCHUU:

SELECT to_ tsvector2('russian', 'STO mpuMep TeKCTa MJId
TeCTUpPOBaHUA. ") ;

B sTOoM miare cnoBa OblIM HOPMaJIM30BaHbI U oTcopTUpoBaHbl. Ctor-ciosa "the" u "over"

(npenyioru, apTUKIM, OKOHYaHUs1) ObUIA UCKITIOYEHBI.

BriBog B TepMuHaie:

to tsvector
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'npuMep':2 'rexct':3 'TecTtuporaH':5 'sr':l

[IpeoOpa3zoBanus TekcTa B tsvector2:

SELECT to tsvector2('This is a simple test document.') AS
result;

B sTOoM miare cnoBa OblIM HOPMaJIM30BaHbI U oTcopTUpoBaHbl. Ctor-ciosa "the" u "over"

(npenyioru, apTUKIIM, OKOHYaHHs) ObUIA UCKITIOYEHBI.

BriBog B TepMuHane:

FPOSULE —Sooccoooooooooooomoooocomooaooooae
'document':6 'simpl':4 'test':5 (1 row)

11.1.2. Haaekcanusa ¢ HCNOJbL30BaHHEM tsvector

Coznars Tabnuily:

CREATE TABLE documents ( id SERIAL PRIMARY KEY, data JSONB );

BcraButh naHHbIe:

INSERT INTO documents (data) VALUES ('{"title": "PostgreSQL for
Beginners", "content": "This is a guide to PostgreSQL."}'),
("{"title": "Advanced PostgreSQL", "content": "Learn advanced

features of PostgreSQL."}");

Co3naTh MHAEKC Ha KOJIOHKY, KOTOPBIM COAEPKUT JaHHbIE TUNA tsvector, s yCKOPEHUS

IIOMCKa:

CREATE INDEX idx gin documents ON documents USING GIN (data);
CREATE INDEX

BrIkirouuTh sec scan:

SET enable segscan=off;
SET enable indexscan=on;
SET enable indexonlyscan=on;

BreimoaHuTh 3aI1pocC € OnecpaTopoM CpaBHCHUA I ITOMCKAa HCKOMOTO 3HAYCHUS:
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SELECT * FROM documents WHERE to tsvector2('english', data-
>>'title') || to tsvector2('english', data->>'content') @@
to tsquery ('PostgreSQL & Beginners');

BriBosigTCSl HICKOMBIE 3HAUEHUS U3 KOJIOHKU KOTOPbIe ObUTH BBEACHBI JJ1s tsquery 3arpoca.

BriBOI B TEpMHHAIL:

[ RECORD 1 ]

id | 1 data | {"title": "PostgreSQL for Beginners", "content":
"This is a guide to PostgreSQL."}

Y6enutbcsi, 4TO MOUCK MPOU3BOIUTCS IO HHIEKCY:

EXPLAIN ANALYZE SELECT * FROM documents WHERE
to tsvectorZ('english', data->>'title') ||

to tsvector2('english', data->>'content') @G
to tsquery ('PostgreSQL & Beginners');

ITpu Bemonnennn SQL-komanael SELECT B 3anpoce ucnons3yercs INDEX SCAN.
11.1.3. IHouck ¢ ucnmoJiLb30BaHueM tsvector?2

Cosznath Tabmuiry:

CREATE TABLE documents ( id SERIAL PRIMARY KEY, title TEXT,
content TEXT, tsv content TSVECTOR2 GENERATED ALWAYS AS
(to_tsvector2('english', content)) STORED );

BcraButh naHHbIC:

INSERT INTO documents (title, content)
VALUES ('PostgreSQL Basics', 'This document explains the
basics of PostgreSQL.'), ('Advanced PostgreSQL', 'Learn

advanced features of PostgreSQL for performance tuning.'),
('"Full Text Search in PostgreSQL', 'This article covers full
text search capabilities in PostgreSQL.');

BrInonHuTh 3anpoc 11 IpOBEPKHU IOJIHOTEKCTOBOTO ITOUCKA:

SELECT * FROM documents WHERE tsv_content (@@
to tsquery ('PostgreSQL & basics');

BreiBonuTcs nokymeHT ¢ 3arosioBkoM "PostgreSQL Basics".
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BcraButh maHHbIe:

INSERT INTO documents (title, content) VALUES
('Learning text', 'This is test text for testing jatoba');

BrimosauTs 3ampoc:

SELECT * FROM documents WHERE tsv content @@ to tsquery('test &
Jatoba') ;

J10JKEH BEpHYTh JOKYMEHT C 3arOJI0OBKOM:

"Learning text | This is test text for testing jatoba".

BoinosHuTh 3anpoc ais pa3dopa U HOpMaIM3aLHUKU TEKCTOBOIO COIEPKUMOI0 JOKYMEHTA

IIPY MOMOIIHX to_tsvector2 v Mpou3BECTU NOUCK

SELECT to tsvector2('fat cats ate fat rats') @@ to tsquery('fat
& rat');

B oTBere Bo3Bpaiiaercs true - Tak Kak 3HauU€HUE TUIIA tsqUEry COAEP>KUT UCKOMBIE CJIOBA,

9TO JOJIKHBI OBITH YK€ HOPMAJIN30BAHHBIC JICKCCMBI

OTBeT B TEpMHHAJIE:

?column?

BoinosHuTh 3anpoc ais pa3dopa U HOpMaIM3aLHUKU TEKCTOBOIO COAEPKUMOI0 JOKYMEHTA

IIPU MOMOIIHU to_tsvector2 ¥ Mpou3BECTU OUCK:

SELECT to tsvector2('fatal error') (@@ to tsquery('fatal &
error');

BriBon:

?column?
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11.1.4. ®ynxuun «jsonb_to_tsvector2» u «json_to_tsvector2». IlpeoopazoBanue
json u jsonb B tsvector2

Bremonants HopManu3anuio (mpeoOpa3zoBaHue B JEKCEMbl) 3HAUYECHUH B KJI0Yax jsonb:

SELECT to_ tsvector2('{"a": "aaa bbb ddd ccc if is over", "b":
[Heee fff g—g—g"], "C": {"d": "hhh iii"}, "d":"if", "e":"make
chance Jenya pls", "f":"Dima, compressor 1is not
working!!!"}'::jsonb) ;

B sToM mrare 3HaueHus Kito4ei jsonb ObLTM HOPMAIM30BAaHBI U OTCOPTHpPOBaHBL CTOTI-
cioBa "if is over if' (mpemsnioru, apTUKIM, OKOHYAHUA) OBUIM HCKIIOYEHBI. Jlekcembl

npeoOpa3zoBaHbl B HIDKHUN PETHCTP.

BriBOI B TEpMMHAI:

to tsvector2

'aaa':1l 'bbb':2 'ccc':4 'ddd':3 'eee':9 '"fff':10 'ggg':1l1l
'hhh':13 '"iii':14

Bremonaute npeobpazoBanus JSONB B tsvector2:

SELECT to tsvector2('{"key": "value", "text": "This is a
test."}'::Jsonb) AS result;

B sTom mare 3HaueHHs KIOYel jsonb ObLIM HOPMaM30BaHBI M OTCOpTHUpOBaHBL CTOM-

cjioBa (Mpeaory, apTUKIIN, OKOHYaHUS) ObLITU UCKITFOUEHBI.

Bemonaute nmpeobpazoBanus JSON B tsvector:

SELECT jsonb to tsvector2('{"key": "value", "text": "This is a
test."}','""all"') AS result;
B sTtom mare 3HadeHus Kitoued jsonb ObUIM HOPMAIM30BAaHBI M OTCOPTHUPOBAHBI TIPH

nomonu GyHKIuU jsonb to tsvector2(). Crom-cioBa (Tpeqyiord, apTHKIA, OKOHYAHUS) OBLIH

HCKIIFOYCHHI.
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11.1.5. ®yuxkuus «array_to_tsvector2». [lpeoOpa3zoBanust u3 MaccuBa B CTPOKY

BoinonHuTh npeodpa3zoBaHue MaccuBa B tsvector:

SELECT array to tsvector2 (ARRAY['This', 'is', 'a', 'test']) AS
result;

conepmamnﬁ JICKCCMBbI U3 MaCCruBa CTPOK

result

11.1.6. ®Pynkuus «tsvector2_to_array». IlpeodOpa3zoBanue u3 CTpOKH B MaCCUB

BoinonHuTh peodpa3zoBaHue U3 CTPOKH B MACCUB tsvector:

SELECT tsvector2 to array(to tsvector2('This is a test
document.')) AS result;

Bo3sBparjaercsi MaccuB CTPOK C JIeKCeMaMu U3 tsvector2

BriBog B TepMuHaie:

11.1.7. ®yakuus «tsvector2_staty». [loryueHne CTATHCTHKH 110 JIeKCEeMaM

Cosznath Tabmuiry:

CREATE TABLE doc ( id SERIAL PRIMARY KEY, content TEXT,
tsv_content TSVECTOR2 GENERATED ALWAYS AS
(to_tsvector2 (content)) STORED );

Bnectu nannsle:
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INSERT INTO doc (content) VALUES ('This is a test document.'),
('"Another example of a test document.'), ('PostgreSQL is great
for full-text search.');

Hcnonp3oBanue tsvector2 stat 171si HoqydeHUs: CTATUCTUKU:

SELECT * FROM tsvector2 stat ('SELECT tsv content FROM doc');

BrIBOI cTatucTHKE B TAOIULIE TE:
— word - 1ekceMa (CJI0BO);
— ndoc - KOJUYECTBO TOKYMEHTOB 1€ OHO BCTPEYACTCS;

- nentry - KOJIMYCCTBO BCTPCY B IAHHOM OTOKYMCHTC.

postgresqgl
great
full-text
full
exampl
document
anoth

(10 rows)

N R e e N = O
N R = e N S O

11.1.8. ®ynuxkuun «tsvector2_update_trigger» u
«tsvector2_update_trigger column»

Cosznath Tabmuiy:

CREATE TABLE messages ( id SERIAL PRIMARY KEY, title TEXT, body
TEXT, tsv_content TSVECTOR2 GENERATED ALWAYS AS
(to _tsvector2(title || " ' || body)) STORED );

Cosznats Tpurrep tsvector2 update trigger:

CREATE TRIGGER tsvector2 update trigger BEFORE INSERT OR UPDATE
ON messages FOR EACH ROW EXECUTE PROCEDURE
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tsvector2 update trigger ('tsv content', 'pg catalog.english',
'title', 'body'):;

BceraButs 2 cTpoku:

INSERT INTO messages (title, body) VALUES ('First message',
'"This is the body of the first message.'), ('Second message',
'This is the body of the second message.');

IIpoBepuTh BCTaBICHHBIC TaHHBIE:

SELECT * FROM messages;

OOHOBUTH OJIHY 3aITUCH:

UPDATE messages SET body = 'Updated body of the first message.'
WHERE id = 1;

3anpoCUTh TaHHBIE:

SELECT tsv_content FROM messages WHERE id = 1;

Co3znaTth HOBYIO TaOIHUILY:

CREATE TABLE messages2 (
id SERIAL PRIMARY KEY,
tsv tsvector?2,
body TEXT,
lang regconfig

Coznarb TpuUrrep [ anjienra KoJIOHKHU:

CREATE TRIGGER tsvector2 update trigger column BEFORE INSERT OR
UPDATE ON messagesZ2 FOR EACH ROW EXECUTE PROCEDURE
tsvector2 update trigger column('tsv', 'lang', 'body');

[IpousBecTu BCTaBKy B TaOIMILY:

INSERT INTO messages?Z2 (body, lang) VALUES ('First message This
is the body of the third message.', 'pg catalog.english'),
('Second message This is the body of the third message.',
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'pg catalog.english'), ('Third message This is the body of the
third message.', 'pg catalog.english');

OOHOBUTH OTHY U3 3aIHCEH:

UPDATE messages2 SET body = 'Updated title for third message.'
WHERE id = 3;

IIpoussecTu 3ampoc:

SELECT tsv FROM messages2 WHERE id = 3;

[Tosie tsv 0OHOBWIIOCH MOCJIE U3MEHEHMUS.

BriBOI B TEpMHUHAIL:

'messag':5 'third':4 'titl':2 'updat':1
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12. KOMIIOHEHT RUM

Kommonent npenocrassier meto goctyna RUM mist paboTsl ¢ HHIEKCAMH, OCHOBAHHBIHA

Ha kojJie MeTo10B aoctymna GIN.
YcTaHOBKa MakeTa KOMIIOHEHTA OIMMCaHa B JJOKYMEHTEe «PYKOBOJICTBO TIO yCTAaHOBKEY.

PaCH_II/IpCHI/IC KOMITOHCHTA YCTAaHAaBJIWBACTCA OT MMCHH U C IIpaBaMU NPUBHUIICTUPOBAHHOT'O

noas3oBarens SQL-komaHI0M:

CREATE EXTENSION rum;

Hupexc GIN mo3BosisieT BHIIOIHATH OBICTPBIA MOJTHOTEKCTOBBIA MOUCK, UCTIOIB3YS THIIBI

tsvector u tsquery. O1HaKO IPU 3TOM IPUMEHEHUU OH UMEET CIICAYIOIIUE HEJOCTaTKHU:
Komnonent RUM coxpansieT nHpOopMaIuio 0 MO3ULHUH JIEKCEM UM METKU BPEMEHHU.

12.1. O6mme oneparopsl

Onepatopsl KOMIIOHEHTA MepeUHCcIieHbI B Tabmmie 12.1.

Tabauma 12.1 — OnepaTtopbl KOMIIOHEHTA Tum

Omneparop Bo3spamaer Onucanue

tsvector <=> tsquery float4 Bosspamaer paccTossHue Mexay 3Ha4YCHUSIMA
tsvector u tsquery.

timestamp <=> timestamp | float8 Bosspamaer paccrosiHue Mexay IByMst
3HAYEHUsIMU timestamp.

timestamp <=| timestamp | float8 Bo3sspamaer paccTosiHue TOJIBKO I
BO3pacTaroux 3HAYEHUN timestamp.

timestamp |[=> timestamp | float8 BosBpaimaer paccTossHEE TOIBKO ISl YOBIBAIOIINX
3HaYeHUH timestamp.

12.2. Kunaccel oneparopoB

Pacmmpenne rum npenocTaBiseT CIeqyoNue KIacChl OIepaTopoB:
— rum_tsvector ops

Coxpanser nekcembl tsvector ¢ wuwHpopmanmein o mnosunusax. lloggepxuBaer

YIOPSIIOYNBAHKE C OMEPATOPOM <=> H MOKCK IO MPEPUKCY.
— rum_tsvector hash ops

Coxpanser xem JekceM tsvector c¢ wuHpopManueil o mnosunumsax. IlommepxuBaer

YIOPSIIOYMBAHUE C ONIEPATOPOM <=>, U HE MOAIEPKUBAET MIOMCK IO MpedHKCy.
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- rum_tsvector addon ops

COXpaHﬂCT JIEKCEMBI tsvector C IONMOJIHHUTEIbHBIMHU JTaHHBIMU JIFOOBIX THUIIOB, KOTOPBIC

npuHumaer RUM.
- rum_tsvector hash addon_ops

COXpaHﬂCT JIEKCEMBI tsvector C IONOJIHHUTEIbHBIMH JTaHHBIMU JIFOOBIX THUIIOB, KOTOPBIC

npuanmaer RUM. He nogaepxuBaet mouck mo npeduxcy.

- rum_tsquery_ops

CoxpaHsieT BETBH JiepeBa 3ampoca B JOMOTHUTEILHOU HHpOpMAITIH.

— rum_anyarray_ops

CoxpaHsieT 93JIeMEHTBl MaccuBa anyarray W JUIMHY MaccuBa. llogaepxuBaer
YIIOPsIAOUYMBAHUE C OIIEPATOPOM <=>.

WNupexcupyemblie onepaTopsl: && @> <@ = %

- rum_anyarray addon_ops

CoxpansieT 3JIeMEHTBI anyarray ¢ JIOMOJHUTEIbHBIMA JAHHBIMU JIFOOBIX THUIIOB, KOTOpPbHIC
npuHumaer RUM.

- rum_type ops

CoxpansieT JeKceMbl COOTBETCTBYIOIIETO TUIA ¢ MHpopManueit o no3unusax. B kauectse
TUIAa B UMEHU KJlacca JOJDKHO MOJICTABIATHCS OJHO U3 CIEAYIOMMNX UMEH TUMOB: int2, int4, int8§,

float4, float8, money, oid, timestamp, timestamptz, time, timetz, date, interval, macaddr, inet, cidr,

text, varchar, char, bytea, bit, varbit, numeric.

Knacc omeparopoB rum_type ops HMOAAEPKHUBAET YNOPSAOUYUBAHUE C OIepaTopaMu <=>,
<=| wm [|=>. Ero MOXHO W}CIONb30BaTh COBMECTHO C KJacCaMH OIEpPaTOPOB

rum_tsvector addon ops, rum_tsvector hash addon ops u rum_anyarray addon ops.
[Tomneprkka HHICKCUPYEMBIX OMEPATOPOB 3aBUCUT OT THIIA JTAHHBIX:

- Omneparopsl < <= = >= > <=> <=| |=> noAAep>KUBAIOTCA IJs TUIOB int2, int4, int§,

float4, float8, money, oid, timestamp, timestamptz.
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- Omneparopsl < <= = >= > MOANEPKUBAIOTCS I TUTIOB time, timetz, date, interval,

macaddr, inet, cidr, text, varchar, char, bytea, bit, varbit, numeric.

12.3. IlpuMepbI NCNIOJIbL30BAHUS
12.3.1. Oneparop rum_tsvector_ops

Cosznath Tabmuiry:

CREATE TABLE test rum(t text, a tsvector);

Coznars Tpurrep:

CREATE TRIGGER tsvectorupdate BEFORE UPDATE OR INSERT ON
test rum FOR EACH ROW EXECUTE PROCEDURE
tsvector update trigger('a', 'pg catalog.english', 't');

3anoaHUTH TabIUILY:

INSERT INTO test rum(t) VALUES ('The situation is most
beautiful'); INSERT INTO test rum(t) VALUES ('It is a
beautiful');

INSERT INTO test rum(t) VALUES ('It looks like a beautiful

place');

Co3ats MHIEKC:

CREATE INDEX rumidx ON test rum USING rum (a rum tsvector ops);

BrImoaHUTE YTeHHE U3 Ta6JII/II_IBII

SELECT t, a <=> to tsquery('english', 'beautiful | place') AS
rank FROM test rum WHERE a @@ to tsquery('english', 'beautiful
| place') ORDER BY a <=> to tsquery('english', 'beautiful |
place');

EH_IC Ppa3 BBIIIOJIHUTb YTCHUC U3 Ta6JII/IHBIZ

SELECT t, a <=> to tsquery('english', 'place | situation') AS
rank FROM test rum WHERE a @@ to tsquery('english', 'place |
situation') ORDER BY a <=> to tsquery('english', 'place |
situation') ;
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12.3.2. Oneparop rum_anyarray_ops

Cosznath Tabmuiry:

CREATE TABLE test array (i int2[]);

3anoaHUTH TabIUILY:

INSERT INTO test array VALUES ('{}'), ('{0}"), ('{1,2,3,4}"),
AL, 2,85 ), (VdLl,2h "0, (U {LEV) 5

Co3ats MHIEKC:

CREATE INDEX idx array ON test array USING rum (i
rum anyarray ops);

3anaTh 3HaYEHUE NapaMeTpa:
SET enable segscan TO off;

BriBectn nnan 3anpoca:

EXPLAIN (COSTS OFF) SELECT * FROM test array WHERE 1 && '{1}'
ORDER BY 1 <=> '{1l}' ASC;

BrImoaHUTE YTeHHE U3 Ta6JII/II_IBII

SELECT * FROM test_array WHERE 1 && '{1}' ORDER BY i <=> '{1}'
ASC;
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13. KOMIIOHEHT XID64

Hns  obecnieuenuss paboTsl MexaHusmMa MVCC (ympaBieHue mNapaieNIbHbIM — JIOCTYTIOM
MOCPeICTBOM MHoroBepcuoHHOCTH Tpanzakuuil) CYB/] «Jatobay» oTcnexnBaeT, Kakue TPaH3aKIHUU yikKe
3aBEpILEHBI, a KAKHE €I1le aKTHBHBI.

Hns sroro kaxnaoil tpanzakumu B CYBJ| «Jatoba» mnpucBamBaercss yHUKAJIbHBIA HOMEp —
uaentudukarop (xid). Ero MoxxHo y3Hath, ucnonb3ys ¢pyHkuuio txid current().

[Tpumensiembiit 64-0uTHbIN cueTunk Tpanzakiuu xid64 B CYBJl «Jatoba» B ycioBusSIX BBICOKOM
TpaH3aKIIMOHHOMN Harpy3KH, MO3BOJSET N30€KATh €ro «IEPENOTHEHHUs» (KaK B Cllyyae UCIOIb30BaHus 32-
OUTHOTO CUETYMKA M pHCKa ocTaHOBKH padoThl B/I) 1 maet ropasno 6oiblnyio cBOOO Y aIMUHHCTpaTOpam
B/I.

Kommonent xid64 sBnsercs yacteio CYB/] «Jatobay 1 BKIIFOUEH IO YMOTYaHUIO, a TAKXKe TpeOyeT

OTZIEJIbHON HACTPOUKH IapaMETPOB.
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14. KOMIIOHEHT HUNSPELL

Komnonent «hunspell» - 310 cBoOomHast OubmmoTeka ans mpoBepku opdorpadhun u

MOP(}OIOrMUEeCcKOro aHaau3a.
Komnonent «hunspell» obecieunBaert:
- IIpoBepky nmpaBonucanus.
- ITonnep:xKy MHOKECTBaA S3BIKOB 3a CYET BHEIIHUX CIIOBAPEH.
OcHoBHBIE 0cOOEHHOCTH KoMITOHEeHTa «hunspell»:
— ®opmar crnoBapeit: ucnonbiyer .aff (agpduxcer) u .dic (cnucox ciaoB) Gansl.
— [Tognepsxka Unicode: koppekTHasi paboTa ¢ pa3HbIMU A3bIKAMU.
- ['nOkocTh: MO3BOSAET 10OABIATH MOJIb30BATEIBCKUE CIOBAPH.

Pacmmupenne kommoneHTa «hunspell» ycranaBnuBaeTcsi mocie YCTaHOBKHM IIaKeTa

KOMITOHCHTA, KaK OIMMCAHO B JOKYMCHTC ((PYKOBOI[CTBO IO YCTAHOBKC».

ITocne YCTAaHOBKH IMAKETAa CO3AAI0TCs CIICAYIONIUEC KaTaJIOTH:

/usr/jatoba-6/share/extension/hunspell <lang>.control

/usr/jatoba-6/share/extension/hunspell _<lang>--1.0.sql

/ust/jatoba-6/share/tsearch data/<lang>.affix

/usr/jatoba-6/share/tsearch data/<lang>.dict
I'ne <lang> — Ha3BaHME MOICPKUBAEMOTO SI3BIKA.
CrucoK NoIepKUBACMbIX KOMIIOHEHTOM SI3BIKOB:
- €N_Uus — aHIVIMMCKHUU.

- r'u_ru — pyCCKHM.

- bg bg — Gonrapckuii.

- de de — Hemenkwuii.

— el gr — rpeyeckuii.

- et _ee — DCTOHCKUM.
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- fi_fi — ¢punCKHI.

- It — auTOBCKHUI.

- lv_lv — naTpImckuii.
- pl pl — monbsckuii.

[Tocie Hactpoiiku pacmupenuss hunspell B CYB]] «Jatoba» MoXHO wuCTOIB30BATH
MOP(]OJTOTHIECKU TIPABWIBHBINA MOJHOTEKCTOBBIA MOUCK C TOICPKKON CIIOKHBIX CIOBOGOPM.

DTO NOJIE3HO AJIA:
- IToucka ¢ yueTom nagexen U CKIIOHEHU.
- VY y4iieHus TMHIBUCTUYECKOTO aHAIN3a B MPHIIOKEHUSIX.
- Hcnpasiienns one4aTok B TEKCTOBBIX 3aIpOCax.

14.1. YcTranoBKa pacmimpeHust
B CYBJl «Jatoba» moanep:xka MOpPQOJOrMYECKOTr0 aHajiu3a U MPOBEPKU opdorpaduu B

nostHoTekcToBOM noucke (FTS) peanuszoBana yepes pacmmpenue hunspell.

Pacmmpenne kommoneHta «hunspell» ycranaBiamBaeTcs OT WMEHHM W C IpaBaMH

MPUBUJIETHPOBAHHOTO Mosb3oBaTenst SQL-koMaH10i:

CREATE EXTENSION hunspell [lang];

['ne lang — Ha3BaHME MOAIEP)KUBAEMOTO SI3bIKA.

IIpumep yCTAaHOBKHM pacuIMpeHHs ¢ MOJJAEP/KKOH PYCCKOro A3bIKA:
CREATE EXTENSION hunspell ru ru;

IIpoBepka ycranoBku pacimupenusi B CYB/L:

SELECT * FROM pg available extensions WHERE name =
'"hunspell ru ru';

IIpumep ycTaHOBKM paclIMpeHus! ¢ NOAJAECPKKON aHIJIMHCKOI0 S3bIKAa:

CREATE EXTENSION hunspell en us;

IIpoBepka ycranoBku paciupenusi B CYB/L:
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SELECT * FROM pg available extensions WHERE name =
'hunspell en us';

14.2. JlobaBJieHue caoBaps

Coznanum KoHGUTYpaLUIO AJIsl PYyCCKOTO SI3bIKA:

CREATE TEXT SEARCH DICTIONARY russian hunspell (
TEMPLATE

ispell,

DictFile = ru ru,

AffFile = ru ru,

StopWords = russian

3nech russian_hunspell — HazBanme co3maBaeMoro cioBapsi.

Co3manuM TEKCTOBBIH IMMOUCK C UCIONB30BaHUEM pacmupenus «hunspell»:

CREATE TEXT SEARCH CONFIGURATION russian fts (COPY = simple);
ALTER TEXT SEARCH CONFIGURATION russian fts

ALTER MAPPING FOR word, asciiword WITH russian hunspell,
simple;

IIpoBepka paboOTHI C UCIOIB30BAaHUEM KOMIIOHEHTA tsvector (cM. .. 11.1.3):

SELECT to_ tsvector ('russian fts', 'mpmMep TekKcCTa IJjd NPOBEPKU
opdborpadum') ;

Ecnu cnoBapb paboTaeT KOppEKTHO, TO CJI0BA OYIyT HOPMAJIU30BAHBI.

14.3. BzanMopaeiicTBHe ¢ KOMIIOHEHTOM tsvector2
Komnonent hunspell wucmonsdyercs Buytpm FTS kak cioBapb, KOTOpBIH IOMOTaeT

MpaBUJIbHO pa30upaTh cjaoBa (HAIPpUMEpP, YUUTHIBATh Na/l€KH, CKIOHEHUS U T. [1.).
Taxum o0pa3zom, koMHOHEHTHI tsvector2 u hunspell no3BosstoT:

- HckaTp croBo B 1000M najiexe (Hanpumep, "mpoBepka" — HaWAET u "mpoBepku’, u
"mpoBepky").

— HrHopupoBath cTON-CIIOBA (€CIIM OHH 33/I1aHBI B KOH(PUTYPAIIHH).
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- Crpoutb 3(pPpeKTUBHBIE UHIEKCHI JIs1 OBICTPOro MOUCKA.

[Ipennonoxxum, 9yTo co3maana Tabnuima test table.

CREATE TABLE test table (
id INTEGER PRIMARY KEY GENERATED ALWAYS AS IDENTITY,
"text" text NULL,

"text tsv" tsvector2 GENERATED ALWAYS AS
to tsvectorZ ('russian hunspell', text) NULL

i
B takom ciyuae 3ampoc co crioBapsimu hunspell MokeT BBINISIIET CeayonuM o0pa3om:

SELECT id, text FROM test table

WHERE text tsv @@ to tsquery('russian hunspell’,
'3anpammMBaeMer TekcT') ;

KomnonenTt hunspell B8 CYB/] «Jatoba» pabotaet Tonbko B cBs3ke ¢ FTS. Cam o cebe on

He mpoBepseT opdorpaduro "Ha neTy" — OH ynydmaeT 00padoTKy TEKCTa I MOKCKA.

14.4. Ynajenue paciumpeHust
Vnanenne pacmupenusi «hunspell» BbImomHseTcss OT HWMEHM W C  [IpaBaMH

MPUBUJIETMPOBAHHOIO Mosb3oBaTens SQL-koMaH10i:

DROP EXTENSION hunspell [lang];

['ne lang — Ha3BaHME MOAIEP)KUBAEMOTO SI3bIKA.

Eciu pacmmpenue «hunspell» wucnonb3yercs B aApyrux oObekTax (Hampumep, B

koHpurypamusx FTS), moxer norpeboBatscst CASCADE:

DROP EXTENSION hunspell CASCADE;

Jlist mpoBepKHM ycmemHoro ynajaenus pacmupenue «hunspell» Heo0X0aMMO BBITOTHUTH

CHEAYIOLIHN 3a1poc:

ELECT * FROM pg extension WHERE extname = 'hunspell [lang]';

['ne lang — Ha3BaHME MOAIEP)KUBAEMOTO SI3bIKA.
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Ecnu 3ampoc He BO3BpaliaeT CTpOK — PacHIMPEHUE YCIICITHO YAAICHO.

Ecnu 6pumn co3manbl KOHGUTYpauyd TEKCTOBOTO TMOMCKa ¢ pacmmpenneM «hunspelly, nx

TOKC MOKHO YAAJINUTh:

DROP TEXT SEARCH CONFIGURATION russian fts;

DROP TEXT SEARCH DICTIONARY russian_hunspell;

VYnanenne makera KommoHeHTa «hunspelly BBIMOMHSAETCS CpeACTBAMU YHPABICHHS

MIPOrPaMMHBIM 00€CTIeYeHHEM OTIEPAIIMOHHON CUCTEMBI.

14.5. Pemenue npodsem
14.5.1. CroBapb He HajliieH
HeoGxogumo yOemutrcs B ToMm, uto ¢ainel .aff m .dic mexar B /usr/jatoba-

6/share/tsearch data/ u qocTymHBI TOJIB30BaTENIO postgres.

Ecnu ¢aitner HazpiBatotes ru_ru.aff u ru_ru.dic, Heobxomumo ykazats DictFile = ru_ru mpu

co3mannu KoH(puUrypanuu s3pika (cM. m.11. 14.2).

14.5.2. Omuodka npas gocryna
IIpoBepbTe, 4YTO MONB30BATENb pOStgres MMeEET JOCTyIl K KaTaJory C CJIOBapsAMH

KOMITOHEHTa /usr/jatoba-6/share/tsearch _data/:

# chmod -R a+r /usr/jatoba-6/share/tsearch data/;
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15. ABTOHOMHBIE TPAH3AKLIUU

ABTOHOMHOM TpaH3aKIMEH, Ha3bIBa€TCs Takas TpPaH3aKLUs, KOTOpas BBIINOJIHAETCS B
paMKax Apyroi TpaH3akiuu (OCHOBHOH), M (DPUKCHUPYETCS MIM OTMEHSETCS HE3aBHCHMO OT €€

HCXO0Ja.

BaxHOl 0OCOOEHHOCTHIO ABTOHOMHBIX TPAH3AKIMH SBISIETCA TO, YTO JAHHBIA THII
TpaH3aKIMi He BUANT 3P PEKT NeHCTBUS OCHOBHOM TPaH3aKIMH, KaK B CIIydae, €CIu Obl OCHOBHAS

TpaH3aKIys eme He OblIa 3aQuKCHpoBaHa.

OcHOBHas TpaH3aKLHsS MOXET BUAETh dPPEKT NEHCTBUS BIOKEHHBIX B HEE aBTOHOMHBIX
TPaH3aKLUHH B 3aBUCUMOCTH OT €€ ypOBHs n30siuun. Harpumep, 0CHOBHAsI TpaH3aKIMs C ypPOBHEM
m3omsinuu Read Committed Oyner BuaeTh Bce M3MEHEHHS, BHOCHMMBIC BIIO)KEHHBIMH B HEE
ABTOHOMHBIMHU TpaH3akuusaMH. OJHAKO €cliM JJii OCHOBHOM TpaH3aKUMU BBIOPAaH YpPOBEHBb

Repeatable Read, pesynbrar neficTBrsi aBBTOHOMHBIX TPaH3aKIWN JIsl Hee HE OyIeT BUJICH.

[Ipy BBINOIHEHUMM ABTOHOMHBIX TPaH3aKUMU B paMKax OJIHOIO ceaHca pabdOThl MOTYT
BO3HUKATh CHUTyallMd B3aUMHON OJOKHPOBKH. DTO CIIEACTBHE BO3HUKAIOMIETO KOH(IIMKTA C
IPYTMMHM TPUOCTAHOBJIIEHHBIMU TpPaH3aKUMAMHU B JPYIMX ceaHcax padoThl. Takxke B3auMHas
0JIOKHPOBKA MOYKET BO3HUKATh B CIy4yae IMONBITKM aBTOHOMHOW TPaH3aKUMHU MOJIYYUTh JOCTYI K
pecypcam, KOTOpbIe YK€ 3a0J0KHpPOBaHbl OCHOBHOM Tpan3akuueil. [Ipu oOHapyxeHHH TexX WiIu
uHbIx OmokupoBok CYBJl «Jatoba» Oymer paspemarb KOH(IIMKTBI MEXIy OJOKHPOBKAMU
COTJIACHO OO0IMM mpaBmiIaM paboTsl TpaH3akmwid. [Ipm oOHapyXKeHWH B3aMMHON OJIOKMPOBKU
MEX/y aBTOHOMHOM TpaH3aKIMEl U €€ OCHOBHOW TpaH3aKUMU aBTOHOMHAs TpaH3aKUUsA OyJeT

MpepBaHa Mo OMKHOKE B3aUMHOM OJIOKHMPOBKHU.

CYB]l «Jatoba» B pamMKkax aBTOHOMHBIX TPaH3aKIHUSIX MOAAEPKUBAIOT TOJBKO 0a3oBBIE
SQL-komanner: SELECT/INSERT/UPDATE/DELETE. Pa6ora npyrux SQL-komana He

rapaHTUPYETCA.

SQL-BeIpakeHHs, B Ciy4yae BBIIIOJIHEHHWS B ABTOHOMHOHM TpaH3aKIuH, (QUKCHUPYIOT

(COMMIT) unm otkareiBaroT (ROLL BACK) 6e3 ¢ukcanuu ninm oTkara OCHOBHOW TPaH3aKIUH.

B CYBJ «Jatoba» TpanzakumoHHBIE omepaTopsl (Takue kak Hanmpumep BEGIN, START
TRANSACTION, COMMIT, END u ROLLBACK, ABORT) nomnomHeHbl HE00sS3aTEIbHBIM
kimoueBbiM ciioBom AUTONOMOUS.

Ne u3zmeHeHUS: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Hanpuwmep:

BEGIN [AUTONOMOUS] [TRANSACTION] [ISOLATION LEVEL]
END [AUTONOMOUS] [TRANSACTION]

['me ISOLATION LEVEL — 3T0 ypoBeHb H30JS1IMH aBTOHOMHOW TPaH3aKIIMH, MOXKET OBITH

toiibko READ COMMITTED.

KitoueBoe ciioBo AUTONOMOUS npumeHsieTcst B TOM cilydae, €Clii He0OX0IUMO HavaTh
aBTOHOMHYIO TpaH3akiuio. [Ipu 3ToM npu 3aBepiieHnr aBTOHOMHOM TPaH3aKIIMK KIIFOYEBOE CIIOBO

AUTONOMOUS MoOXkeT HE UCIIOIBL30BATHCH.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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16. COOBIIEHHUSA Ob OHHIMBKAX

CYB]] «Jatoba» ucnonb3yeT NSATUCUMBOJIBHBIE KOJBI OIMMMOOK, ONMUCAaHHBIC B CTaHIApTE

SQL ISO/TEC 9075 «3b1k 6a3 manabix SQL».
[lepeueHpb JaHHBIX OMIKMOOK NpHUBEAEH B Tabnuue 16.1.

Tabmuma 16.1 — Koast omubok CYB/] «Jatoba» mo cranmapty SQL ISO/IEC 9075

Ko omu0xn Nmsa yciioBus
Kuaacc 00 YcnenmHoe 3aBepuieHne

00000 successful completion

Kaacc 01 IIpexynpexaenue

01000 warning

0100C dynamic result sets returned

01008 implicit zero bit padding

01003 null value eliminated in set function

01007 privilege not granted

01006 privilege not revoked

01004 string_data right truncation

01P01 deprecated feature

Kuacc 02 Het nannbIx (3T0 TakKe KJacc npeaynpe:kaeHui corinacHo crangapry SQL)
02000 no data

02001 no_additional dynamic result sets returned
Kuace 03 SQL-onepartop elie He 3aBepiIeH

03000 sql statement not yet complete

Kaacc 08 HUckarodyenune, CBI3aHHOE C MOAKJIIYEeHHEM
08000 connection_exception

08003 connection does not exist

08006 connection_failure

08001 sqlclient unable to establish sqlconnection
08004 sqlserver rejected establishment of sqlconnection
08007 transaction resolution unknown

08P01 protocol violation

Kaacc 09 Hckirouenne ¢ geiicTBueM TPpUITepa

09000 triggered action exception

Kaacc 0A Henopnep:xuBaemasi PyHKIIHOHAJIBLHOCTD
0A000 feature not supported

Kaacc 0B HeBepHoe Ha4Ya/10 TPaAH3aAKIUH

0B000 invalid transaction_initiation

Kimacc OF Hckiouenne ¢ ykasaresiaeMm Ha JaHHbIE
0F000 locator exception

0F001 invalid locator specification

Kaace OL HesepHblii npaBogaTeib

0L000 invalid grantor

0LPO1 invalid grant operation

Kaacc 0P HeBepHoe ykazanue posu

Ne u3zmeHeHUS: HOZ{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Koa omnokn

Nmsa yciioBus

0P000

invalid role specification

Kaacc 0Z Hckaoyenne TMarHOCTUKHU

072000 diagnostics_exception

072002 stacked diagnostics accessed without active handler
Kaacc 20 Case He HaliieH

20000 case not found

Kaacce 21 Hapyumenue Kojnyecrsa

21000 cardinality violation

Kuaacc 22 Hckaroyenne B JTaHHbIX

22000 data exception

2202E array subscript error

22021 character not in repertoire

22008 datetime field overflow

22012 division by zero

22005 error in_assignment

2200B escape character conflict

22022 indicator_overflow

22015 interval field overflow

2201E invalid argument for logarithm
22014 invalid argument for ntile function
22016 invalid argument for nth value function
2201F invalid argument for power function
2201G invalid argument for width bucket function
22018 invalid character value for cast
22007 invalid datetime format

22019 invalid escape character

2200D invalid escape octet

22025 invalid_escape sequence

22P06 nonstandard use of escape character
22010 invalid indicator parameter value
22023 invalid parameter value

2201B invalid regular expression

2201W invalid row count in limit clause
2201X invalid row count in_result offset clause
2202H invalid tablesample argument

2202G invalid tablesample repeat

22009 invalid time zone displacement value
2200C invalid use of escape character
2200G most_specific_type mismatch

22004 null value not allowed

22002 null value no indicator parameter
22003 numeric_value out of range

22026 string_data length mismatch

2001 string_data right truncation

22011 substring_error

22027 trim_error

Ne uzmeHneHus:
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Koa omnokn

Nmsa yciioBus

22024

unterminated c_string

2200F zero length character string

22P01 floating point exception

22P02 invalid text representation

22P03 invalid binary representation

22P04 bad copy file format

22P05 untranslatable character

2200L not an xml document

2200M invalid xml document

2200N invalid xml content

22008 invalid xml comment

2200T invalid xml processing_instruction

Kuacc 23 Hapyumenue orpaHnYeHust NeJOCTHOCTH

23000 integrity constraint violation

23001 restrict violation

23502 not null violation

23503 foreign key violation

23505 unique violation

23514 check violation

23P01 exclusion violation

Kuaacc 24 HeBepHoe cocTosiHue Kypcopa

24000 invalid cursor state

Kuaacc 25 HeBepHoe cocTosiHMe TPaH3aKIUH

25000 invalid transaction_state

25001 active sql transaction

25002 branch transaction already active

25008 held cursor requires same isolation level

25003 inappropriate_access mode for branch transaction
25004 inappropriate isolation level for branch transaction
25005 no_active sql transaction for branch transaction
25006 read only sql transaction

25007 schema and data statement mixing not supported
25P01 no active sql transaction

25P02 in_failed sql transaction

Kuacc 26 Hesepnoe nmst SQL-oneparopa

26000 invalid sql statement name

Kuaacce 27 Hapyumenue npu M3MeHeHHH JaHHBIX B TPUITEpe
27000 triggered data change violation

Kuacc 28 HeBepHoe ykazaHue aBTOpH3allud

28000 invalid authorization specification

28P01 invalid_password

Kuaacc 2B 3aBucuMble ONMCAHNS NPUBUJIETHI BCe enle CylmeCTBYIOT
2B000 dependent privilege descriptors still exist

2BP01 dependent objects still exist

Kaacc 2D HeBepHoe 3aBeplieHHe TPAaH3aAKIUH

2D000 invalid transaction termination

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:
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190
643.72410666.00067-08 95 01

Koa omnokn

Nmsa yciioBus

Kaace 2F HUcknrwyenne B nognporpamme SQL
2F000 sql routine exception

2F005 function_executed no return statement
2F002 modifying sql data not permitted
2F003 prohibited sql statement attempted
2F004 reading sql data not permitted

Kuaacc 34 HeBepHoe nmsi Kypcopa

34000 invalid cursor name

Kuaacc 38 Hckiouenne BO BHEHIHEH MOANpPoOrpaMmme
38000 external routine exception

38001 containing sql not permitted

38002 modifying sql data not permitted
38003 prohibited sql statement attempted
38004 reading sql data not permitted

Kaacc 39 Wckiarouenne npu BbI30Be BHEIIHEH MOANPOrPaMMbl
39001 invalid sqlstate returned

39000 external routine invocation exception
39004 null value not allowed

39P01 trigger protocol violated

39P02 srf protocol violated

39P03 event trigger protocol violated

Kaacc 3B Hckiaroyenne TOYKH COXpaHEHUs
3B000 savepoint_exception

3B001 invalid savepoint specification

Kaacc 3D HeBepHoe nms kaTaJjiora

3D000 invalid catalog name

Kaacc 3F HeBepHoe nMs cxembl

3F000 invalid schema name

Knacc 40 OTkaT TpaH3aKIHU

40000 transaction rollback

40002 transaction integrity constraint violation
40001 serialization failure

40003 statement completion unknown

40P01 deadlock detected

Kuacc 42 Omudka CHHTAKCHCa WM HapylIeHue NPaBuila 10cTyna
42000 syntax_error or access rule violation
42601 syntax_error

42501 insufficient privilege

42846 cannot_coerce

42803 grouping_error

42P20 windowing_error

42P19 invalid recursion

42830 invalid foreign key

42602 invalid name

42622 name too long

42939 reserved name

Ne uzmeHneHus:
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Koa omnokn

Nmsa yciioBus

42804

datatype mismatch

42P18 indeterminate datatype
42P21 collation mismatch

42P22 indeterminate collation
42809 wrong_object type

42703 undefined column

42883 undefined function

42P01 undefined table

42P02 undefined parameter

42704 undefined object

42701 duplicate column

42P03 duplicate cursor

42P04 duplicate database

42723 duplicate function

42P05 duplicate prepared statement
42P06 duplicate schema

42P07 duplicate table

42712 duplicate alias

42710 duplicate _object

42702 ambiguous_column

42725 ambiguous_function

42P08 ambiguous_parameter

42P09 ambiguous_alias

42P10 invalid column_reference
42611 invalid column_definition
42P11 invalid cursor definition
42P12 invalid database definition
42P13 invalid function_definition
42P14 invalid prepared statement definition
42P15 invalid schema definition
42P16 invalid table definition
42P17 invalid object definition
Kaacc 44 Hapymenne WITH CHECK OPTION
44000 with check option violation
Kuace 53 HexBaTka pecypcoB

53000 insufficient resources

53100 disk full

53200 out of memory

53300 too_many_connections

53400 configuration limit exceeded
Kaacc 54 IIpeBblilieHne OrpaHUYeHNUs NPOrPAMMBI
54000 program_limit exceeded
54001 statement too complex
54011 too_many columns

54023 too_many arguments

Kuaacc 55 O0beKT He B TpedyeMOM COCTOSTHUU

Ne uzmeHneHus:
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Koa omnokn

Nmsa yciioBus

55000

object not in prerequisite state

55006 object in use

55P02 cant change runtime param

55P03 lock not available

Kaacce 57 BmemareabcTBO oneparopa

57000 operator intervention

57014 query canceled

57P01 admin_shutdown

57P02 crash shutdown

57P03 cannot_connect now

57P04 database dropped

Kaacc 58 Omuodka cucrembl

58000 system_error

58030 i0_error

58P01 undefined file

58P02 duplicate file

Kaacc FO Ommuoka ¢aiina konpurypanumn
F0000 config file error

F0001 lock file exists

Kaacec HV Omuodka o0epTku cTopoHHNX JaHHBIX (SQL/MED)
HV000 fdw_error

HV005 fdw column name not found

HV002 fdw_dynamic parameter value needed
HVO010 fdw function sequence error

HV021 fdw_inconsistent descriptor information
HV024 fdw invalid attribute value

HV007 fdw_invalid column name

HV008 fdw_invalid column number

HV004 fdw invalid data type

HV006 fdw invalid data type descriptors
HV091 fdw invalid descriptor field identifier
HV00B fdw_invalid handle

HV00C fdw invalid option index

HV00D fdw invalid option name

HV090 fdw invalid string length or buffer length
HVO00A fdw invalid string format

HV009 fdw invalid use of null pointer
HVO014 fdw too many handles

HV001 fdw out of memory

HV0O0P fdw no schemas

HVO00J fdw_option name not found

HVO0K fdw reply handle

HV00Q fdw schema not found

HVOOR fdw table not found

HVOOL fdw unable to create execution
HVOOM fdw unable to create reply

Ne uzmeHneHus:
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Ko omu0xn Nmsa yciioBus
HVOON fdw unable to establish connection
Kuaacc PO Ommoka PL/pgSQL
P0000 plpgsql error
P0001 raise_exception
P0002 no data found
P0003 too_many rows
P0004 assert failure
Kaace XX BuyTpennsis ommnoka
XX000 internal error
XX001 data_corrupted
XX002 index_corrupted

Bo3moskHble cooOIieHnst 00 omuOKaX, CBS3aHHBIE C JEHCTBUSMH I10 BBIITOJHEHUIO

¢GyHKIMI 0€30MacHOCTH, IPUBENEHBI B Tabauue 16.2.

Tabnuma 16.2 — Ilepeuens ommbok npu BeimonHeHuu GbO

Mepa Kon CooOmienue Coo0uieHne B TPAHCKPHUIIIMHA
. . msgstr "BBIICHUTD 3 PeKTUBHBII
(MUAD) | c:43 msgold _C(? ul,fl not look up effective user uneatuduratop nonszoBarens (%ld) ne
1D A)ld %S L0/ N
yaanock: %s
(MAD) | c:554 msgid "user does not exist" msgstr "mosb30BaTeIh HE CymecTByeT"
) msgid "user name lookup failure: error | msgstr "pacrno3HaTh UM MOTH30BATEIS HE
(MAD) | c:60 p ESU P
code %lu" ynanock (kox ommuOku: %lu)"
(MAD) | c:1796 | msgid "Enter new password: " msgstr "BBenuTe HOBBIN apoib: "
(MAD) | c:1801 | msgid "Passwords didn't match.\n" msgstr "[laponu He coBnaaaioT.\n"
(MAD) | c:3329 | msgid "Cannot login" msgstr "Bxon 3anpemien”
(MAD) | c:3358 | msgid "Password valid until " msgstr "[lapons neiicteyer mo "
(HA®D) | ¢:140 msgid " -w, --no-password never | msgstr " -w, --no-password He
) prompt for password\n" 3arpamuBaTh naposub\n'
msgid """ -W, --password  force | msgstr """ -W,  --password
(MAD) | c:141 password prompt (should happen | 3ampamuBaTh maposb Beernaa (0OBIYHO HE
""automatically)\n" Tpedyercsi)\n"
msgid " \\password [USERNAME] | msgstr " \\password  [MMA]
(MAD) | c:297 securely change the password for a | 6ezomacho CMEHHUTh napoiib
user\n" noJjp3oBaressi\n
(MAD) | c:1093 | msgid "password too long" msgstr ""CIAMIITKOM JUIMHHBIA Tapojb"
(MA®D) | ¢:249 msgid "client selected an invalid SASL | msgstr  "knueHT BBIOpaJl  HEBEpPHBIH
' authentication mechanism" MexaHu3M ayTeHTudukanuu SASL"
(UAD) | ¢:296 msgid "password authentication failed | msgstr "monp3oBarens \"%s\" He mporen
) for user \"%s\"" MIPOBEPKY MOUTMHHOCTH (IO 1mMapoJito)"
n no n
. msgid "authentication failed for user msgstr "nos,soBaTe, \ A)é\ Hie rporen
(MAD) | c:322 "0z e\" invalid authentication method" | TPCBEPKY  TMOLIMHHOCTH:  HEBEPHBIH
) MeTOoJ1 IpoBepKu"
(MA®D) | ¢:3282 msgid "could not perform MDS5 | msgstr "He yaanock Beruucaute MDS s
) encryption of received packet" MPUHSTOrO nakera'
(MA®D) | ¢:80 msgid "User \"%s\" has an expired | msgstr "Cpok maponsi mOIb30BaTENs
) password." \"%s\" ucrek."
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Mepa Kon CooOuienue Coo0uieHne B TPAHCKPHUIIIMHA
msgid "User \"%s\" has a password that | msgstr "Tlons3oBarens \"%s\" wumMeer

(MAD) | c:182 cannot be used with MDS5 | maponsb, HEMOAXOIAIINHA ISt
authentication." ayreHTH(ukanuu no MDS."

(MA®D) 2;2? msgid "Password does not match for | msgstr "Ilapons He mnOAXOMUT IS

c: 271 user \"%s\"." nonp3oBatens \"%s\"."
(HA®D) | ¢:290 msgid "Password of user \"%s\" is in | msgstr "Ilapons moms3oBarens \"%s\"
) unrecognized format." MPEJCTaBJICH B HEM3BECTHOM (opmare."
oy . msgstr "%s: baxTHuecKuit u

(MAD) | c:408 msgid "%%s: re':'al and effective user IDs s dexTuBHbIN ID m0ab30BaTENS TOKHBI
must match\n coBmanaTE\n"

AD) | 2397 msgid "Sets the maximum allowed Sﬂsgstr OrpaHuymrBacT Bpems, 3a KoTopoe

’ time to complete client authentication." HCHT H?,H et fipouTh
ayTeHTU(UKAIHIO.

(MAD) | y:1026 msgid ‘ "UNENCRYPTED | msgstr ~ "Bapuant = UNENCRYPTED
PASSWORD is no longer supported" | PASSWORD 6onee e nonaepxuBaercs’”
msgid "Remove UNENCRYPTED to | msgstr "V nanure CJIOBO

(MAD) |y:1027 | store the password in encrypted form | UNENCRYPTED, uToGbl cOXpaHUTH
instead." napoJib B 3amu@poBaHHOM Buje."

- N0/ o
(UAD) | 1:1556 #~ msgid "%s: could not determine ﬁMﬂmsgs‘[r /0s: He yHaHOC(B OHI%GHGHHTB
’ user name (GetUserName failed)\n" HOHBSOB,E,ITGM otoka i
GetUserName)\n
(HA®D) | 1:1556 #~ msgid "User \"%s\" has an empty | #~ msgstr "V mnons3oBarens \"%s\"
) password." yCcTON nmapop."”
(VIID) | c:45 msgid "command not executable" msgstr "HeucnonHsiemas komanaa'
(VILD) | c:552 msgid "could not get home directory | msgstr "He yAanoCch NOXYYUTh JOMALTHHHA
) for user ID %ld: %s\n" KaTaJIor noJib3oBarens ¢ ua. %ld: %s\n"
msgid "The server (version %s) does | msgstr  "CepBep (Bepcus %s) He

(VILQ) | c:1098 no.t ) suliport altering default | mognep>kuBaer w3MEHEHHE TIpaB  TIO
privileges.\n" yMOJITYaHH0.\n"

(YII) | c:3323 | msgid "Create role" msgstr "Coznaer ponn"

(VIT) | c:3326 | msgid "Create DB" msgstr "Coznmaer b/1"
msgid "The server (version %s) does "Cepsep ( %s)

(VITT) | c:3408 | not support per-database  role PBEP ABCPCHA 7o8) HE MO epxanae”T

) " Ha3HAYCHHUE IMapaMeTPOB poJiel Jutst 6a3
settings.\n

(VILD) | c:3444 msgid "Did not find any settings for | msgstr "I[lapamerpsr ans ponu \"%s\" u

' role \"%s\" and database \"%s\".\n" 6a3bl maHHbIX \"%s\" He HaiijneHb!.\n"
1 n 1 1 n no n

(VILD) | c:3447 ?Sigl\cviv(yls)\vlvd\nr‘lvot find any settings for Hm;fis[‘;rH Hn\ilv)vaMeTpH s ponu \"%s\" He

0 . .
(VIUD) | c:3450 | msgid "Did not find any settings.\n" | 0S8t "Hukakue  mapamerpet - He
HalJIeHbI.\n
) msgid  "permission  denied  for " o/

(VIL) | c:3364 agaregate Y%s" msgstr "HeT gocTyna Kk arperary %s

(VILI) | ¢:3367 znsgld permission denied for collation | msgstr HeOT ) JI0CTyna K  IpaBHILY
Y0S COPTUPOBKH %S

(YIIO) | c:3370 f;;%ld permission denied for column msgstr "HeT noctymna K ctonoimy %s"

(VILD) | ¢:3373 msgid ' poerrvlvnsswn denied  for ms%str HET JIOCTyIa K MpeoOpa3oBaHUIO
conversion %s %os

‘ Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:
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Mepa Kon CooOuienue Coo0uieHne B TPAHCKPHUIIIMHA
(YIIO) | c:3376 f;i%ld permission denicd for database msgstr "HeT moctymna K 6a3e maHHbIX %os"
(V]
(YITQ) | c:3379 f;i%ld permission denied for domain msgstr "HeT 1ocTymna K JoMeHy %s"
(V]
(VILD) | c:3382 msgid "permission denied for event | msgstr "Her nocTyma K COOBITUITHOMY
) trigger %s" tpurrepy %s"
) msgid  "permission  denied  for " 0/ m
(YIIO) | c:3385 extension %s" msgstr "HET 10CTyIa K pacliupeHuto %os
(VILD) | 3388 msgid "permission denied for foreign- | msgstr  "Her gocTyma K 00epTke
' data wrapper %s" CTOPOHHHUX JIaHHBIX %0s"
(VILD) | ¢:3391 msgid "permission denied for foreign | msgstr "Her pgocTyma K CTOPOHHEMY
) server %s" cepsepy %s"
) msgid "permission denied for foreign | msgstr "Her mocTyma K CTOpPOHHEH
(VI) | ¢:3394 table %s" tabauie %s"
(YIIO) | c:3397 f;i%ld permission denied for function msgstr "HeT poctyna K GyHKuuu %os"
0
(YIIO) | c:3400 f;i%ld permission. denied for index msgstr "HeT gocTyna K uHjaekcy %s"
(V]
(YIIO) | c:3403 f;i%ld permission denied for language msgstr "HET A0cTyna K s3bIKy %s"
(V]
) msgid "permission denied for large | msgstr "Her goctyma K  OOJBIIOMY
(VIT) | ¢:3406 object %s" 00BeKTY %s"
. " . . msgstr "HeT J0CTyIa K
(YIL) | c:3409 Easlifializelc)le\r/ril;is‘l’/o 2,, denied  for MaTepUATU30BaHHOMY  IPEACTaBIEHUIO
0 0/s"
(VIID) | c:3412 msgid "permission denied for operator | msgstr  "Her gmocTyma K KJaccy
) class %s" oneparopoB %os"
(YIIO) | c:3415 f;i%ld permission denied for operator msgstr "HeT gocTyna K oneparopy %s"
(V]
) msgid "permission denied for operator | msgstr "HeT JgocTyma K  CEMEHCTBY
(VI | e:3418 family %s" oneparopoB %os"
(YIIO) | c:3421 f;i%ld permission denied for policy msgstr "HET AocTyna K nmoiauTuke %os"
(V]
) msgid  "permission  denied  for " o/
(VIT) | c:3424 procedure %s" msgstr "HET mocTymna K mpoueaype %os
) msgid  "permission  denied  for " o/
(VILO) | c:3427 publication %s" msgstr "HeT moctyna K myoaukanuu %s
(VILI) | ¢:3430 msgid "permission denied for routine | msgstr "HeT mocTyma K MOAIpOrpamme
M %SH %SH
) msgid "permission denied for schema " o/
(VIIO) | c:3433 0" msgstr "HeT noctyna Kk cxeme %s
0
(VILI) | c:1852 msgid "permission denied for sequence | msgstr "HeT JoCTyTa K
) %os" 1ocJIe0BaTENbHOCTH Y0s"
(VILD) | c:3439 msgid "permission denied for statistics | msgstr  "HeT gocTyma K  OOBEKTY
) object %s" CTaTuCTUKH %os"
(VILO) | c:3442 zlllfbgslcci‘lp tiofl e(;n;leSIOH denied for msgstr "HeT gocTyna K noanucke %s"
0
(VIT) | c:3445 | msgid "permission denied for table %s" | msgstr "HeT mocrymna k Tabmuie %s"

‘ Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:
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Mepa Kon CooOuienue Coo0uieHne B TPAHCKPHUIIIMHA
) msgid  "permission denied for | msgstr "Her nocTyma K TaONIUYHOMY
(VII) | ¢:3448 tablespace %s" POCTPaHCTBY %os"
(VILI) | ¢:3451 msgid "permission denied for text | msgstr "HeT gocTyma K KOH(HIyparuu
) search configuration %s" TEKCTOBOT'O NIOUCKa %s"
. msgid "permission denied for text| msgstr "Her gocTyma K  CIIOBapio
(VI) | ¢:3454 search dictionary %s" TEKCTOBOTr0 noucka %os"
(VIT) | c:3457 | msgid "permission denied for type %s" | msgstr "HeT moctymna Kk Tuny %s"
(VITO) | c:3460 | msgid "permission denied for view %s" f;i%su HET AOCTYyIa K TPEACTABICHHIIO
(V]
) msgid "permission denied for column | msgstr "Her nmocryma x cronoiy \"%s\"
(VIIT) | ¢:3643 \"%s\" of relation \"%s\"" otrHomeHus \"%s\""
(VILI) | ¢:58 msgid "permission denied to create | msgstr "HET mpaB Ha CO3JaHHE METOAA
) access method \"%s\"" nocryma \"%s\""
(VILI) | ¢:60 msgid "Must be superuser to create an | msgstr "Jlns co3maHuss MeToma JOCTyIa
) access method." HYKHO OBITh CYIIEpIOIb30BaTesieM."
(VI | c:68 msgid "access method \"%s\" already | msgstr "meronm moctyma \"%s\" yxe
) exists" cymectByer"
(VILD) | c:123 msgid "must be superuser to drop | msgstr "mis ynaneHuss METOJOB JOCTYIIa
) access methods" HY>KHO OBITh cyneprnoJjb3oBareneM"
S "mis BeimosiHeHuss COPY ¢ 3amuchio B
msgid must be superuser or a ¢aiin HyXHO OBITH CyNEpIIOb30BaTEIEM
(VITT) | c:824 member of the pg write server files y " yrep
P 17001 YJICHOM ponu
role to COPY to a ""file . "
pg write server files
) msgid "permission denied to create | msgstr "HeT mpaB Ha co3maHue Oa3bl
VI | c:311 database" JTAHHBIX"
) msgid "permission denied to copy | msgstr "HET mpaB Ha KONMUpPOBaHHE Oa3bI
(VI) | ¢:346 database \"%s\"" naHabIX \"%s\""
c:480 . "o n ., | msgstr "6a3za mamHBIX \"%s\" yxke
(VIIO) 1016 msgid "database \"%s\" already exists cymectayer”
) msgid "cannot drop a template | msgstr "ymanuth mabiaoH 6a3bl TAHHBIX
(VI) | ¢:839 database" Henb3s"
(VILI) 845 msgid "cannot drop the currently open | msgstr "yaanuts 6a3y JaHHBIX, OTKPBITYIO
¢ database" B JAHHBII MOMCHT, HEJIL3"
) msgid "permission denied to rename | msgstr "HeT mMpaB Ha IEpEUMEHOBAHHE
(YIII) | c:1007 database" 0asbl JaHHBIX"
) msgid "permission denied to change | msgstr "Her mpaB Ha U3MEHEHHE
(YIII) | c:1667 owner of database" BJaJieNba 0as3bl JaHHBIX "
msgid "permission denied to change MSEStr  "HET NpaB Ha - H3MCHCHHC
(YITO) | c:620 gie p . "o/ g BIQJeTbIlla  COOBITHMIHOTO  TpHITEpa
owner of event trigger \"%s\ \10pg\1
0
) msgid "permission denied to create | msgstr "HeT mpaB Ha  CO3JaHHE
(VI) | ¢:807 extension \"%s\"" pacmupenus \"%s\""
) msgid "permission denied to update | msgstr "HeT mpaB Ha U3MCHCHHE
(VIIJT) | c:813 extension \"%s\"" pacmupenus \"%s\""
(VILI) 696 msgid "permission denied to alter | msgstr "HeT nmpaB Ha U3MEHEHHUE 0OEPTKH
¢ foreign-data wrapper \"%s\"" CTOPOHHHX JaHHBIX \"%s\""
) msgid "permission denied: \"%s\" is a | msgstr "noctyn 3ampemieH: \"%s\" - 310
(VI) | ¢:924 system catalog" CUCTEMHBIHN KaTayior"

‘ Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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(VILD) | c:170 msgid "ignoring specified roles other | msgstr "Bce yka3aHHbIE pPOJIH, KpOMe
) than PUBLIC" PUBLIC, urnopupytorcs"
(VILI) c:802 msgid "policy \"%s\" for table \"%s\" | msgstr "momutuka \"%s\" s TaGIHUIIBI
c:1247 | already exists" \"%s\" yxe cymiectByet"”
(VIID) | c:681 msgid "permission denied to change | msgstr "Her mpaB Ha U3MEHEHHE
) owner of publication \"%s\"" BJaienbla myoaukauu \"%s\""
p y
(VILD) | ¢:590 msgid "could not set permissions on | msgstr "He yHaJOCh YCTaHOBHTBH IpaBa
) directory \"%s\": %m" aust katasora \"%s\": %om"
y
C msgstr " st co31aHust
msgid t t t N
(VIL) | c:295 su gelruserrl;},ls be superuser to create CYIIEpIIONIb30BaTeNieil  HYXKHO  OBIThH
P cyneproib3oBareneM"”
mseid "must be superuser fo create msgstr "uisi  co3aHus MOJIb30BaTENeH-
(VILT) | c:302 re %ication users" P PEIUINKATOPOB HYKHO OBITH
P cynepronb3oBareynem"”
) - msgstr  "mans  u3MeHeHWs — aTpulyTa
c:309 msgid "must be superuser to change
I1 :
(VIITD) c:707 bypassrls attribute" bypassrls Hy,,)KHO ObiTh
CYIIEPIIOJIb30BaTENEM
T — d 1 "
(YIIH) | c:316 ?:jgl, permission. denied o create msgstr "HeT nmpaB AJiA co3aaHus poyn"”
c:340 . .
(VIIO) 1210 msgid "role \"%s\" already exists" msgstr "ponb \"%s\" yxe cymectByer"
(VILI) c:406 msgid "empty string is not a valid n;sESErTHMlghiTaﬂ SIT;)%I;ELM_HG HBlf;eg;i
c:816 password, clearing password" AOILY " P ’ p
cOpaceIBaeTcs
S msgstr "t MOTU(UKAITIH
msgid t b to alt .
(VIIT) | c:1593 su geruse;ns'l'ls © supetuser fo - atter CYIIEpIIONIb30BaTeNieil  HYXKHO  OBIThH
P cyneproib3oBareynem"”
msgid "must be superuser to alter msgstr Bt Moz uKaLIn
(YIIT) | c:700 replication users" 10JIb30BATENEH-PEIUIMKATOPOB  HYXHO
P ObITh cyneprosb3oBareneM"”
c:723 . . .
(VILI) 923 msgid "permission denied" msgstr "HeT goctyna"
Yo |c975 msgid "permission denied to drop role" | msgstr "HeT npas ans yaanenus ponu"
c:1026 . msgstr "Mosb30BaTeNb HE MOXKET YIAINUTh
H n n
Q80 <1030 msgid "current user cannot be dropped can cebs"
(VILI) | ¢:1034 msgid "session user cannot be | msgstr "moap30BaTeNs TEKYILIEro ceaHca
) dropped" HEJb3s yIaJTUTh"
1w msgstr "t yAIeHUs
msgid "must b t o
(YIIO) | c:1045 su gerusers'l'l st be superuser to drop CYIIEpIIONIb30BaTeNieil  HYXKHO  OBIThH
P cyneproib3oBareseM"”
(VILD) | c:1182 msgid "session user cannot be | msgstr "Mmonbp30BaTENs TEKYIIETO CeaHca
' renamed" HeNb3s IepeMMEHOBaTh"
(VILD) | c:1186 msgid "current user cannot be | msgstr  "moimp3oBaTeNh  HE  MOXET
' renamed" NIepEeMMEHOBaTh caM ce0s"”
msgid "must be superuser to rename mSgstr L TICPEHMEHOBAtHA
(VIL) | c:1220 superusers” CYIIEpIIONIb30BaTeNieil  HYXKHO  OBIThH
P cyneproib3oBareseM"”
(VILD) | c:1227 msgid "permission denied to rename | msgstr "HeT mMpaB Ha IEpEUMEHOBAHHE
) role" poan"

‘ Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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) msgid "MDS5 password cleared because | msgstr "B pe3yinbraTe NepeMMEHOBAHHS
(YIIO) | c:1248 "
of role rename poau ouniied MDS-xem naposst”
(VIL) | c:1346 E;Sj%:lc(‘is” permission  denied to - drop msgstr "HET mpaB Ha yJaneHue 00beKTOB"
(VILI) c:1373 | msgid "permission denied to reassign | msgstr "HeT mpaB UIi NEepeHa3HAuYCHUS
c:1382 | objects" 00BEKTOB"
(VILI) c:1457 | msgid "must have admin option on role | msgstr "TpeGyercs npaso admin i posn
c:1601 | \"%s\"" \"%s\""
(VILO) | c:1474 msgid "must be superuser to set ;;sssgwﬂﬂﬂﬂﬂﬂnpm;ifp}ll aqu;;lHo H6p1322
’ grantor" "
CYIIEPIIOJIb30BaTENEM
(VILI) | c:466 msgid "could not access file \"%s\": | msgstr "Her moctyma k daiimy \"%s\":
M %mH %mH
(VILI) c:847 msgid "permission denied for large | msgstr "Her goctyma K  OOJBIIOMY
c:296 object %u" o00BekTy %u"
(VILI) | ¢:696 msgid "could not set permissions of file | msgstr "He yaamOCh yCTaHOBHTBH IpaBa
) \"%s\": Y%m" noctyna juist daiina \"%s\": %om"
n no n
. msgid "data directory \"%s\" has msgstr "mis karamora AaHHBIX \"%sS\
(YII) | c:157 invalid permissions" YCTAaHOBJIEHBl ~ HENPAaBWIbHBIE  IpaBa
nocryna”
1 n no n = 1
(VIL) | c:645 ?;Zgilr(ll” role \"%s\" is not permitted to msgstr "as ponu \"%s\" Bxon 3anperieH"
) msgid "too many connections for role | msgstr "CIMITKOM MHOTO MOAKITIOYEHUN
(YIIO) | c:663
\"%s\"" st posn \"%s\""
(VI | ¢:723 msgid "permission denied to set| msgstr "HeT mpaB AT CMEHBI OOBEKTa
) session authorization" aBTOpHU3aLIMU B ceaHce"
msgid "User does not have CONNECT | msgstr ~ "llonb3oBarens He  HUMeeT
(YIIO) | c:346 .o \
privilege. npuBmwiernd CONNECT."
) msgid "too many connections for | msgstr "CAMIIKOM MHOTO MOJKITIOYEHUN K
(VI | ¢:363 database \"%s\"" B \"%s\""
R msgid "must be superuser or insﬁ)ggt;g;g 3arycka nplz)uecca walsender
' replication role to start walsender" peby o peH,J,I HKAIUH T TIpaBa
CYIIEpITIOJIb30BaTEs
) msgid "unrecognized role option | msgstr "Hepaco3HAaHHBIN TApaMETp POIH
(YILO) | y:1089 | 115, \ i
\"%s\ \"%s\""
(VILI) y:14900 | msgid "%s cannot be used as a role | msgstr "%s Henb3s MCIONB30BaTh 31€Ch
y:14907 | name here" Kak ums posu"
msgid "Cannot add header to table | "Ommuobka No0aBICHUS 3arojoBKa
(OLUT) | c:3003 | content: column count of %d | Tabauupl: mNpeBBIIEH TNpeAen Yucia
exceeded.\n" ctonbuoB (%d).\n"
msgid "Cannot add cell to table "OmmGKa 1064 . 6 )
(OLJT) | c:3043 | content: total cell count of %d FODABIICHITA quHKHBTOa Jmu?,]'
exceeded \n" IpEeBBIIIEH Mpeaen yncina stueek (%d).\n
) msgid "invalid output format (internal | msgstr "HeBepHBIi (opmMaT BBIBOAA
(OIUT) | €:3292 error): %d" (BHYTpeHHss ommoOKa): %d"
(OLUT) | ¢:220 msgid "Invalid command \\%s. Try \\? | msgstr  "HeBepnas  komanma  \\%s.
) for help.\n" Copaska o komagaam: \?\n"
(OLJI) | c:222 msgid "invalid command \\%s\n" msgstr "HeBepHas komana \\%s\n"
(OLJI) | c:4496 | msgid "invalid field size" msgstr "HeBepHbIH pa3mep mosis”

‘ Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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(OLJD) | c:4519 | msgid "incorrect binary data format" Ezlngsgxu HEBCPHEITT ABOHIHLI - opMat
) msgid "invalid input string for | msgstr "omubOka CHMHTaKcHUca B 3HAUYCHUH
(OLD) | ¢:3209 \"Y,YYY\"" quist mabmona \"Y,YYY\""
(OLUT) | c:3724 msgid "hour \"%d\" is invalid for the | msgstr "gac \"%d\" He cooTBeTcTBYeET 12-
) 12-hour clock" 4acoBoMy (opmary BpemeHu"
msgid "The given value did not match | msgstr "lanHOE 3Ha4YEHUE HE
(OLJT) | c:2389 | any of the allowed values for this | cooTBeTcTBYET HU OJTHOMY u3
field." JIOITYCTUMBIX 3HAYeHHH 115t 3TOro0 "moJis."
) msgid "Value must be in the range %d | msgstr "3HaueHue MOMKHO OBITH B
(OLJI) | c:2266
to %d." untepase %d..%d."
(OLJI) | ¢:2259 | msgid "Value must be an integer." ELSCg;:L ,?HaquHe AOIDKHO OBITH LETHIM
. n no n
(O1UT) 2;33‘5“7‘ msgid "invalid value \"%s\" for \"os\ | TS “HEREPHOS sHatenne \os\" a
. 0
(OLUT) | ¢:2229 msgid "source string too short for | msgstr "BXomHas cTpoka Kopoue, YeMm
) \"%s\" formatting field" Tpedyet nose popmarupoBanus \"%s\""
(OLJT) | ¢:1392 | msgid "\"%s\" is not a number" msgstr "\"%s\" He aBisgercs gnciom"
(OLUT) | c:488 msgid "invalid format specification for | msgstr "HempaBuibHas ~crenU(pUKAIUSL
an interval value" dopmara ass 1enoro yuciua"
12 - o .
(O1LT) 2 515 msgid "invalid input syntax for integer: | msgstr "HeBepHOE 3HAYCHHE AJIS IIEJIOTO
c: 61 \"%s\"" yucnua: \"%s\""
(OLUT) | 1:1556 #~ msgid "access method name cannot | #~ msgstr "ums Meroma gocTyma He
) be qualified" MOJKET OBITh COCTABHBIM"
(OLUT) | 1:1556 #~ msgid "database name cannot be | #~ msgstr "uMs 0a3bl TaHHBIX HE MOXET
) qualified" OBITh COCTABHBIM"
(OLUT) | 1:1556 #~ msgid "extension name cannot be | #~ msgstr "UMs pacUIMpEeHHs HE MOXET
) qualified" OBITh COCTABHBIM"
1w H~ msgstr "Mt TaOJIIMYHOTO
(OLJI) | 1:1556 zua?ilgiilc'l' tablespace name cannot be OPOCTpAaHCTBA  HE  MOXET  OBbIThH
COCTaBHBIM"
(OLUT) | 1:1556 #~ msgid "role name cannot be | #~ msgstr "UMS polu HE MOXET OBITH
) qualified" COCTaBHbIM"
(OLUT) | 1:1556 #H~ lp;sgésl "schema name cannot be | #~ msgstr "UMs CXeMbl HE MOXET OBITh
qualifie COCTaBHbIM"
(OLLT) | 1:1556 #~ msgid "language name cannot be | #~ msgstr "UMs s3bIKa HE MOXET OBITH
) qualified" COCTaBHBIM"
(OLLT) | 1:1556 #~ msgid "foreign-data wrapper name | #~ msgstr "UMS OOEpPTKHM CTOPOHHUX
) cannot be qualified" JTAHHBIX HE MOXKET OBITh COCTABHBIM"
(OLUT) | 1:1556 #~ msgid "server name cannot be | #~ msgstr "UMs cepBepa HE MOXKET ObITH
) qualified" COCTaBHBIM"
(OLUT) | 1:1556 #~ msgid "event trigger name cannot | #~ msgstr "UMs COOBITUHHOIO TpUITEpA
) be qualified" HE MOKET OBITh COCTaBHBIM"
) #~ msgid "invalid input syntax for type | #~ msgstr "HeBepHBI CHHTAKCUC JUIA
(OIUD) | 1:1556 real: \"%s\"" tuna real: \"%s\""
(OLUT) | 1:1556 H~ ms‘gid' "invalid value for parameter | #~  msgstr =~ "HeBepHOEe  3HaYCHHE
\"replication\"" napametpa \"replication\""
(OLJI) | 1:1556 | #~ msgid "invalid symbol" #~ msgstr "HeBepHBIN cuMBOI"

‘ Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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) msgid "invalid data in history file | msgstr "HeBepHble maHHBIE B (aiiie
(PCB) | 179 \"%s\"" ’ I/ICTgOpI/II/I \”%s\I')'” ’
) msgid "%s: invalid datetoken tables, msgstr  "%s:  ommOka B Tabmuuax
(PCB) | c:915 please fix\n" MapKepoB BPEMEHHU, Tpebyercs
ucnpasieHue\n"
(PCE) c:565 msgid "could not create pipe for syslog: | msgstr "He ymanoch co3garh KaHam s
c:579 %m" syslog: %m"
(PCB) | ¢:1102 msgid "could not write to log file: | msgstr "He ynamoch 3amucarh B (haiin
) %s\n" nporokoia: %s\n"
(PCB) | ¢:1219 msgid "could not open log file \"%s\": | msgstr "He ynmamoch OTKpBITH (haiin
) %m" nporokoia \"%s\": %om"
(PCB) | ¢:630 msgid "could not fork system logger: | msgstr "He yaamoch MOPOIUTH MPOIIECC
) %m" CHUCTEMHOI'0 IPOTOKOJMpPOBaHus: Yom"
(PCB) | c:484 msgid "invalid input syntax for | msgstr "HEBEpHbBI CHHTaKCUC JUIA
) numeric time zone: \"%s\"" YHCIOBOT0 yacoBoro mosica: \"%s\""
(PCB) | ¢:301 msgid "invalid time zone file name | msgstr "HempaBuimbHOEe uMs  (aiina

\H%S\HH

4acOBBIX TOACOB: \"%s\""

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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17. ZEUCTBHUSA NOCJIE CBOEB U OIIIMBOK DKCILIYATAIIUA
CYBA «JATOBA»

[Tpu sxcruryataruu CYB/] «Jatoba» B03M0OKHO BOZHUKHOBEHHE CIEAYIOMIUX OIMTHOOK:
- cOoil mHMIManu3anys pacmupenus «securityprofile» (m. 17.3);
- omuOKY co37aHus noib3oBarens (m. 17.4);

- OMMOKHM, BO3HHUKAIOMIME TIPU HCIOJB30BAaHUH TPOQWIS TAPOJIBHBIX IOJUTUK

(m. 17.5);
- omuOka apropuzauuu (1. 17.6).

17.1. Bpemennasi 0J1i0kupoBKa nosabs3oBareseit CYB/I u cynepnosab3oBares
OmmOka MOKET BOZHUKHYTb €CJIM HE ObUIN BBIIOJIHEHBI TpeOoBaHus 11. 5.1.3.7 HacTos1IEero

JIOKYMEHTA.

Account must have password. Account locked temporary.

B ciygae korma BpemeHHoO 3a010kupoBansl Y3 nonb3oBareneit CYB/, cnexyer BBITOIHATH

JNEUCTBHS ONKUCAHHBIC B I1. 5.2.4.

Ecnu 3a0710KMpOBaH MOJIB30BATENb «pOStEres», TO MOPSAOK JIEHCTBUN JOKEH OBITh

CJIEIYIOIIHM:

1) H3menuts MeTon ayTeHTU(UKAIMHN B KOH(GUTYpanrnoHHOM daiine «pg_hba.conf» Ha

«TRUST».
2) B caiine xonpurypaunonaom daie «postgresql.conf> He 0TKIIOYATH TApaMETP:
shared preload libraries = 'securityprofile'

3) Ilepesanycturs CYB]] «Jatobay komanmamu:

— B OC Windows:

net stop JatobaServer

net start JatobaServer

— B GNU Linux:

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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systemctl stop jatoba-<ver>
systemctl start jatoba-<ver>

systemctl status jatoba-<ver>

4)  Boiitu B CYB/] 0T uMeHu U ¢ ipaBamMH M0JIb30BaTeENs «postgres» U U3MEHUTD 11apoJib

B CYB/] npu nmomoIu KoMaHabl:

ALTER ROLE <mMda y4U4eTHOM 3alMCM HOJIb30BATeNd> password '<mapoJb
noJb30oBaTesada>"';

admini@ubuntu: fusrfjatoba-4/bin
File Edit View Search Terminal Help
postgres@ubuntu: fusr/jatoba-4/bin$ psql -h localhost -d postgres -U postgres

psql (14.5)
Type "help" for help.

postgres=# alter role postgres password 'P@Esswordl’;
ALTER ROLE
postgres=# I

Pucynok 17.1 — CmeHa naposist oJb30BaTeNs «postgres»
5) HM3meHuTh MeTOJ ayTeHTH(HKAIMH B KOHGUTYypamoHHOM (aiine «pg hba.conf» Ha

«md5» nnm apyroi MeTo MapobHON ayTeHTU(UKALINY;
6) Ilepesanyctutrs CYB/] «Jatoba» komanmamu:

— B OC Windows:

net stop JatobaServer

net start JatobaServer

— B GNU Linux:

systemctl stop jatoba-<ver>
systemctl start jatoba-<ver>

systemctl status jatoba-<ver>

7)  Iposepurs paborocniocooHOoCcTs CYB/I, BOWIT OT UMEHU U C TIpaBaMU MOJIb30BATEIS

«postgresy.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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17.2. bBaokuposka cynepnoJb3osarens CYB/]

Ommmbka MOXET BOSHUKHYTH B ClIyYae:
—  HCTEYEHHE CpOKa AECHCTBUSA Napossi, 0€3 CBOEBPEMEHHOIO OOHOBIIEHUSI TAPOJIS;
—  IPEBBILIEHUE JOIYCTUMOIO YKCa MOMBITOK BBOJIa HEKOPPEKTHOIO NAPOJIs;

— OTCYTCTBHC HOI[KJHO‘-ICHI/II\/’I K CCPBCPY C UCIIOJIL30BAHUCM YUCTHBIX JAHHbIX, JOJIbBIIC

pa3peIeHHOro BpEMEHH.

Ecnu 3a0710KMpOBaH MOJIB30BATENb «pOStEres», TO MOPSAOK IEHCTBUN JOKEH OBITh

CJIeIYIOIIHM:

1) H3meHuts MeTon ayTeHTHU(HUKAIMK B KOH(UTYpaunoHHOM daiine «pg_hba.conf» Ha

«TRUST».
Byner nocratouHo 100aBUTH CTPOKY C UMEHEM CYIIEPIIOIb30BATEIA:
local all <umMmsa poJam Cylneplrojb30BaTesia> trust

2) B caiine konpurypaunonaom daie «postgresql.conf> He 0TKIIOYATH TTapamMeTp:

shared preload libraries = 'securityprofile'
3) Ilepesanycturs CYB]] «Jatoba» komanmamu:
— B OC Windows:

net stop JatobaServer

net start JatobaServer

— B GNU Linux:

systemctl stop jatoba-<ver>
systemctl start jatoba-<ver>

systemctl status jatoba-<ver>

4) BpIMOAHUTE KOMaHAy pa30JIOKMPOBKH YYETHOM 3ammucu  3a0JIOKMPOBAHHOTO

II0JIB30BATCJIA:

e SQL-xomaHa0i:

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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SELECT
securityprofile.unlock account ('<uma 3a0JIOKMPOBaHHOM poJm>',
0) 7

o Kowmanpoii B repmunane OC:

postgres@host$ psgl -p 5435 -d secprofdb -U pgadmin -c "SELECT
securityprofile.unlock account ('<uma 3a0JIOKMPOBaHHOM poJm>',
0):"

5) Ortkpeite B pemaktope aitn  "pg hba.conf' wu BocCTaHOBUTH  pEXUM

ayTeHTHU(HUKAINH, OTKIIOYUB PEexXUM "trust".

6) Ilepesamyctuts ciyx0y CYB/I.

SYSTEMCTL RESTART <Mma ciayxOer CYBI>

7)  IIposepurs pabotocrnocobHocTsh CYBJI, BOIIS OT IMEHH U ¢ IPaBaMH MOJIb30BATEIIS

«postgresy.

17.3. Cooii vHMIMAIM3ANMSA paclIupeHus «securityprofile»
[Tocne mepesarpy3ku cepBepa CYBJl mu6o cmyx0Oer «JatobaServer» CVYBJl vy

HOJIB3OB8,TGJIGI71, IIPpH aBTOpU3AIUHU MOKCT BO3BHUKATH OIIMOKA:

«FATAL: Extension securityprofile need to be initialized by
superuser.»

Ha mporntecc aBropusaruu nons3zoBareneit B CYBJl nanHas ommOka He BIUSET.

Jlnist ycTpaHeHus! BOZHUKIIEH OMMOKH, CIIeyeT MOBTOPHO HHULIMAIM3UPOBATH PACIINPEHHE

«SecurityProfiley, BeIITOJTHUB KOMaHY:

SELECT securityprofile.synchronize();

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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root@ubuntu: /homefadmin1

File Edit View Search Terminal Help

postgres=# select securityprofile.synchronize();
synchronize

Pucynox 17.2 — Komanaa BRINOTHEHNS WHUIIMATN3AMH paciupenns «SecurityProfiley»
17.4. OmuoOKM co31aHNUA M0JIL30BaATEIsA
[Tpu mombITKE MOIB30BATENS, 00JIAIAIOMIETO PUBIIIETHEN co3aanus ponel «Create rolesy,

CO3aaTh MOJIb30BATCIIA MOKET BO3BHUKHYThH OIIMOKa:

«permission denied for schema securityprofile»

OT0 03HAYAET, UTO y MOJIH30BATENSI OTCYTCTBYET JAOCTYII K cXeMe «securityprofiley.

Jlnist ycTpaHeHHsI OIIUOKHU CIIEAyET MPEeI0CTaBUTh MIPaBa MOJIb30BATEINI0 HAa UCIIOIb30BAHUE

CXEMbI, BBIIIOJIHUB KOMAaHABI:

GRANT CREATE ON SCHEMA securityprofile TO <ummMmsa HOJIB30BATEJS>;

GRANT USAGE ON SCHEMA securityprofile TO <uMsa OOJIB30BaATENS>;

[Tocne nHUIIMaNM3aUy pacupenus «securityprofile» akTuBupyercs mapoiabHasi HOJUTHKA
M0 YMOJTYAHUIO.

[Taposb mosb30BaTENs JOMHKEH COAEPIKATh:

- 1 cuMBOJI B BEpXHEM PETUCTPE;

- 1 cuMBOJT B HIDKHEM PETHCTPE;

— 1 cnercuMBOJIL.

17.5. Omndxu, BO3HUKAIOIIHE NPH MCNOJb30BAHNU NPOGHIA NMaPOJbHBIX NOJUTHK
«securityprofile»

[lepeyerp ommMOOK, BO3HUKAIOMIMX IMPH HMCIOIB30BAHUN MPOQUIIS MAPOIHHBIX MOJIUTHK

«securityprofile», mpuBenen B Tabnume 17.1.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Tabmuna 17.1 — [lepeuers ommb0OK

Ne TekcT ommoOKkH IlepeBon Iyt ucnpasieHus
. | Schema (%s) does not Cxema (ums cxemol) HE Tpebyercst ycTaHOBUTD
exist. CYIICCTRYET. paciiupeHne KOMaH10M:

Probably extension (%s)
is not created yet

BepositHo, paciupenue (ums
npogwIIs) elie He CO3/1aHo

create extension
securityprofile;

[Tompo6HO NeicTBUS ONMUCAHBI B
m.5.1.2

2. | Table (%s) does not
exist.

Probably extension (%s)
is not created yet

Tabnuna (ums mabauyst) He
CYIIECTBYET.

BepositHo, paciupenue (ums
npogusis) emie He CO31aHo

Tpebyercst ycTaHOBUTH

pacuIMpeHre KOMaHI0M:
create extension
securityprofile;

[Tompo6HO NeicTBUS ONMUCAHBI B
m.5.1.2

3. | Extension
"securityprofile" has to
be loaded using

shared preload_libraries

Pacmmpenue "securityprofile”
JOJKHO OBITh 3aTPYKEHO C
MOMOIIIBIO

shared preload_libraries

Jlnst ycTpaHeHHs! OIMOKH B

daiine «postgresql.conf>

MPOMKCATH CIEAYIONIYIO CTPOKY:
shared preload libr
aries = B
'securityprofile’

[Tompo6HO NeicTBUS ONMUCAHBI B
m.5.1.2

4. | You must be superuser to
run this function

BbI 10JKHEL OBITE
CYIIEPIOIB30BaTEIEM, YTOOBI
3aIlyCTUTH 3Ty (PYHKIHIO

Omnbka BOZHUKAET MPH
TMIOTIBITKE C HEIOCTaTOYHBIMHU
MPUBHJIETUSMU T1OJIb30BATENS
3aIyCTUTh (PYHKLIUU
yIpaBJICHUS PaCIIUPEHUSMH, B
TOM 4Hncie «securityprofiley.

[Tonb3oBaremnto moTpedyeTcs
Ha3HA4YUTh JOIIOJIHUTCIBHBIC
MMPUBUIICTUH, B TOM YHUCJIC HA
CXCMY BBIITIOJTHUB KOMAH/IbI:
GRANT CREATE ON
SCHEMA
securityprofile TO
<MMs T[OJIL3OBATEIIS>;

GRANT USAGE ON
SCHEMA
securityprofile TO
<uMS IOJIb30BATEJA>;

5. | Failed login attempts limit
exceeded

HpeBBIH_ICH JIMMUT HCYAAYHBIX
IOIIBITOK BXOJAa B CUCTCMY

[Tonp30Barento cnexyer
MOJ0XJAaTh YCTAHOBIIEHHOE

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ne TekcT omnoOKH IlepeBon Iyt ucnpasjeHus
BpeMsI UJIM 00OpaTUTHCS K
aJIMUHHUCTPATOPY

6. | Password may not be [Tapons HE MOXKET OBITH Coo01nieHne BOZHUKAET MPU

reused. Try another UCTOJIb30BaH OBTOPHO. HapYIICHUH MTapOIbHOM
[TorpoGoBate aApyrou MOJIUTHKH ITOBTOPHOTO
UCTIOJIb30BAHUS AP0
7. | Value of string's length 3HaueHue AJIUHBI CTPOKH Omnbka BO3HUKAET, NPH:
should be between JIOJI’KHO OBITH MCKIAY ® CMCHE MapoJisd OJIb30BaTEIIsd,
min_border and min_border u max_border e CO3JIaHUU WIN
max_border MEPEMMEHOBAHUU TPOPUIsT H
3aJlaHUHN CTPOKH
CIIELICUMBOJIOB.
JInuHa BBEIEHHOW CTPOKM HE
yIIOBJIETBOPSIET
MPEIyCTAHOBICHHBIM  TPaHUIIAM
pacuIpeHus:
e umeHu ot 1 1o 32;
e mapouis oT 6 10 256;
® CTPOKH CIIEICUMBOJIOB OT 0 /10
32
8. | New password must have | HoBblif taposts JOKEH HMETh Coob1ieHne BO3HUKAET NIPpU
at least (%d) changes. HEe MeHee (KOJTMYeCTBO HaPYIICHUH MTOJUTUKH
profile-> CHUMBOJIOB) U3MEHEHU. profile KOJIMYECTBA U3MEHEHUH B
password min_changes | -> napose
count password min_changes count
9.

User's password may not
be changed right now.
Password's minimim life
time not expired yet

ITapouib monp30Baresns He
MOJKET OBITh U3MEHEH IPSMO
cenyac. MUHMMAaIbHOE BpEMsI
YKU3HU MapOoJIs €lle HE UCTEKIIO

B cnyuae, korna
VMHUIHATIM3UPOBAH apaMeTp
«securityprofile.password min_1
ife_time» u monmp3oBaresIO
MIPUCBOCH MapOJib HAUNHAETCS
NEepUoJI B TeUECHHE KOTOPOTO
NapoJib JOJKEH UCIOIb30BaThCS
U HE MOKET OBITh U3MEHEH.
CooTHoIIEHNE BPEMEHHBIX

napaMeTpoOB MapoJIst MOIPOOHO
onucaso B 1. 5.1.3.9.2.

B manHOM cnyuae HEOOXOAUMO
JOKIAThCS OKOHYAHUS
MUHHUMAJIHHOTO BpEMEHH!
NeUCTBUS Tapois, 00
OTKIIFOYUTH TTapaMeTp
«securityprofile.password min_1
ife_time»

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ne TekcT OIIUOKHU

IlepeBon

Iyt ucnpasjeHus

10.| password is too short

ITaposib cIMIIKOM KOPOTKUI

Coo011eHre BO3HUKAET MPH
MOTIBITKE YCTAHOBHUTH NapOJIb,
KOTOPBIN HE COOTBETCTBYET
3HAYECHUI0 MUHUMAJILHOTO
KOJINYECTBA CUMBOJIOB
(securityprofile.minimum_lengt
h)

11.| Password is too long

[Taponp caUIIKOM JTMHHBIN

Coo011eHre BO3HUKAET MPH
MOTIBITKE YCTAHOBUTD NApOJIb
KOJINYECTBO CHMBOJIOB B
KOTOPOM TIPEBBIIIAET
YCTaHOBJICHHBIN ITapaMeTp
MaKCUMAaJIbHOW JUTMHBI TTApOJIs
(securityprofile.maximum_lengt
h)

12.| Password must not contain
user name

[Taposib He TOJKEH CoAepKaTh
UM IOJIL30BaTEN

Coo011eHre BO3HUKAET MPH
MIPOBEPKE COJICPIKAHUS MAPOJISL.

B tene mapons He TOMKHO OBITH
YKa3aHHS UMEHM I0JIb30BaTENS

13.| Password contains
invalid characters

ITapoisib conepKut
HEJIOIYy CTUMBIE CUMBOJIBI

CooO11enne BO3HUKAET, KOT1a B
napoJje MPUCYTCTBYIOT
CIieaIbHbIC CUMBOJIBI, HE
coZieprKalIrecs B CIPaBOYHUKE
CIIeIMaIbHBIX CUMBOJIOB,
3aJaHHBIX TApaMETPOM
«securityprofile.special chars»

14, Extension (%)s need
existent role to check it's
new password.

Call CREATE ROLE
without PASSWORD
part then use ALTER
ROLE ... PASSWORD
to set new password

properly

Pacmmpenuto tpebyercs yxe
CYIIECTBYIOIIAsl POJIb, IS
MIPOBEPKH €€ HOBOT'O MapOJIs.
Beimmonnute 3anpoc CREATE
ROLE 6e3 ycTaHOBKH MapoJIs.

3aTeM BBIIIOJIHUTE 3apOC
ALTER ROLE gy ycraHoBKu
napoJis

Omnbka BO3HUKAET MPH
CO3/IaHUM TTOJIb30BATENS C
ykazanueM napoiis. [Tlogpo6Ho
CO3/IaHUE TOJIL30BATEIS B
n.5.2.4

15/ Can not check password
validity

Password may be
changed only by ALTER
ROLE query

HeBo3M0xHO ITPOBEPUTH
BaJIMIHOCTh MapOIs
[Taposib MOXKeT OBITH H3MEHEH

toisibko 3anpocoM ALTER
ROLE

Omnbka cBsi3aHa ¢
0COOEHHOCTBIO pean3aluu
MapOJIbHBIX MONUTUK. VI3MEHUTH
MapoJib MOJIB30BATENSI MOKHO
yepe3 koMangy ALTER ROLE

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ne TekcT OIIUOKHU

IlepeBon

Iyt ucnpasjeHus

16/ User must change
password. Password
grace time expired

ITonb30Bartens JOKEH
U3MEHUTH Napoib. Cpok
NENCTBUS JIbTOTHOTO MapoJIst
HUCTEK

Omnbka BOZHUKAET MPU
HCTEYECHUU CPOKa NEUCTBUSA
aposst

17.] User should change
password. Password life
time expired. Password
still in use until grace
time expired, so user may
login on next try

[Tonp30Barenp 10MKEH
CMEHUTH Napoiib. Cpok
CITy>KOBI TAPOJISt HCTEK.
ITaposb Bce elle UCIoab3yeTCs
710 UCTEYEHHUS JIbITOTHOTO
BPEMEHHU, I0ATOMY
I10JIb30BATEIb MOXKET BOUTH B
CUCTEMY MPH CIIEYIOLIEH
MIOTIBITKE

Coo011eHre BO3HUKAET MPH
HCTEYECHUU CPOKa NCUCTBUS
1apoJist MOJIb30BaTENs, €CIIU
YCTaHOBJIEH MMapaMeTp

«securityprofile.password grace
_time» - BpeMs B CEKyHJax, B
TE4YEeHUE KOTOPOTO
M0JIb30BaTEIh MOXKET
UCIIOJIb30BATh TEKYIUI Mapob
C HAalIOMUHAHHEM O
HEOOXOIMMOCTH €r0 CMEHUTH JI0
OJIOKMPOBKH akkayHTa. Bpems
npubaBIIAETCS K BpEMEHH,
YCTaHOBJICHHOMY B
securityprofile.password _life ti
me. [TogpoOHO B3aumoaelicTBrE
napameTpoB OIKCAHO B IIIL.

5.1.39.1

18.] Account is locked
forever

YueTHas 3aIIUCh
3a0JI0KMpOBaHa HaBCeTIa

VY4eTHyI0 3aIucCh MOJIb30BaTeNs
MOJKET pa30JIOKUPOBATh TOJIBKO
Superuser. OmmOka BO3HUKAET,
€cIii BpeMsi OJIOKHPOBKH
YCTaHOBJICHO TapaMeTPOM
«unlimited» (6eckoHeuHO)

19. Account is locked till.
Try later unlock date

YueTHast 3auch M0JIb30BaTEIS
3a0JIOKUPOBAHA JI0 «JIaThI.
[TompoOyiiTe moO3Ke «IaThD»

VYUeTHYI0 3aIuCh MOJIB30BATENS
MOXeET Pa30JIOKHPOBATH TOJIBKO
Superuser. OmmOka BO3HUKAET,
€cIii BpeMs OJIOKHPOBKH
YCTaHOBJICHO Ha OIpeACICHHBIN
NepUOJ BPEMEHH

20.| Extension
"EXTENSION NAME"
need to be initialized by
superuser

Login as superuser and
call "select

Pacmmpenue «securityprofile»
JOJDKHO OBITH
MHUIHATU3UPOBAHO
CYIIEpIIOJIb30BaTENEM

Bolinure B cucremy, Kak
CYIIEpIIOIb30BATEIb U

Coo011eHre BO3HUKAET MPH
OIIMOKE MHULHAIN3AIUN
«securityprofile». [leficTBus mo
WCIIPABJICHUIO OTIMICAHBI B
noxpaszaene 17.3

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ne TekcT oIIHOKHN IlepeBon IIyTu ucnpasJieHust
securityprofile.synchroni | Be130BUTE KOMaHay select
ze() securityprofile. synchronize ()

21 value should be between | 3HaueHHe JOIKHO GBITH Omnbka BOZHUKAET MPU
min_border and Mexy min_border u yCTaHOBKE 3HAUCHHUH MPOPHIISL.
max_border max_border B nanHom ciyuae

yCTaHaBJIMBAaEMbIC ITapaMeTPhl
BBIXOJIAT 32
MIPEyCTaHOBJICHHBIEC TPAHHIIBI
22.| Password minimum MuHumanbHast JUIMHA apoIst Omnbka BO3HUKAET MPH
length can not be larger HE MOXET ObITh OOJIbIIe CO3JIaHUM MTPOGUIIS VIS TPYIIIT
than maximum length, MaKCUMAaJIbHOM JJIMHBI, IIOJIB30BaTEIICH
default profile.password | default profile.password max «securityprofiley, ecu
_max_len _len OMO0YHO OBUIH yKa3aHbI
IPOTHBOPEUYUBBIE TTApAMETPHI,
rJie MUHUMAaJbHAs JUTMHA
napoJisi 6oee MaKCUMaJIbHON
JUTHHBI

23.| Password maximum MakcumanbHas JTHHa TapoIs Omnbka BO3HUKAET PU
length can not be lesser HC MOXCT GHTB MCHBILIC CO3JIaHUM MTPOGUIIS VIS TPYIII
than minimum length, MUTHMAIIDHOM JUTHIEL, . 10JIb30BaTeNei

default profile.password min_le .
default_profile.password | ~ 7 | «securityprofile», ecin
_min_len OIMO0YHO OBUIH yKa3aHbI

POTHBOPEUYUBBIE TTApAMETPHI,
rJIe MaKCUMaJbHas JUTMHA
[1apoJisi MEHEE MUHUMAJIbHOMN
JUTHHBI

24.| Default profile already [Tpoduiib MO yMOIYaHUIO yiKe Omnbka BOZHUKAET MPH
exist. CyLIECTBYET. YKa3aHHOE UM CO3JIaHHH OJTHOMMEHHOT'O
Specified name used by UCTOJIb3YyeTCs MPO(UIIH 1Mo npouIs CyIIeCTBYIOMIEMY
default profile YMOJIYaHUIO npoduio securityprofile

(default)

25.| Profile already exist [Tpodwie (Mmst poduitst) yxe Omnbka MOXXET BO3HUKATh MIPU

CYILECTBYET yKa3aHHUH UMEHH HOBOT'O

npo¢uIs, COBIAAAIOUIETO C ykKE
CYIIECTBYIOIIUM TpOQHIeM
securityprofile

26.

Default profile can not be
removed

[Tpodwiib o ymMomyaHuIo He
MOJKET OBITh yJasieH

ITockonbky securityprofile
(default) sBnsercs 6a30BBIM
npodunem, To ero Helb3s
yIAIATh

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ne TekcT OIIUOKHU

IlepeBon

Iyt ucnpasjeHus

27| Profile have binded users

[Tpodwis (Mmst podust)
UMEeT MPUBSI3aHHBIX
II0JIb30BaTEEH

Coo01ieHne mosiBIIsIeTCS MPH
MIOTIBITKE YAAIUTh POQai ¢
MPUBSI3aHHBIMH K HEMY
MoJib30BaTesMu. s
UCTIPABJICHUS OLIHOKU
HE00XOIMMO MEPENPUBSI3aTh
MI0JIb30BATENICH, BBITTOJIHUB
KoMaHAy select (MMst cXeMbI)
bind profile ('"ums_npodus’,
'MMs_T0JIb30BaTEIN').
Komanap! ynpasneHus
npoMISIMU IPUBEACHBI B
tabmuie 5.11

28.| Default profile can not be
changed with function
call

[Tpodwib o yMoIyaHHIoO HE
MOJKET OBITh U3MEHEH C
MTOMOIIIBIO BBI30BA (DYHKIIMU

[Tpodwib o ymMomyaHuio He
MOJKET OBITh U3MEHEH
CTaH/JAPTHBIMU (DYHKIIHSIMH.
V3MeHeHust 10MyCTUMBI Yepe3
pelaKTHpOBaHUE
KOH(HTrypaIroHHoro ¢aiina
postgresql.conf

29.| Profile name already in
use, new_profile name

Wwms ipodunst (uMst poduis)
YK€ UCTIONb3YeTCs

Hcnons3yiite qpyroe uMms
CO3/1aBaeMOro IpoQuIs

30.| password minimum
length can not be larger
than maximum length,
profile-
>password_max_len

MuHUMasIbHAS JUTHHA TTapOJIst He
MOKET OBITH OOJIBIIIE
MaKCUMaTbHOU JUTHHEI, profile -
>password_max_len)

CooOmenne 00 omuodxe
BO3HUKAET MpH (HOpMUPOBAHUH
npoduis A Tpynn
II0JIb30BATENEH, IIPU
YCTaHOBJICHHH JJTHHBI TAPOJISL.
Cnenyet npucBOUTH
MUHHMAJIBHOH JUTMHE MApOJIs
(password_min_len) 3HaueHwue,
KOTOpOE HE OYJeT MPEBBINIATH
paHee 3aJaHHYIO0
MaKCHMAJIbHYIO JJIHHY MapoIs
(password_max_len)

31| password maximum
length can not be lesser
than minimum length,
profile-
>password_min_len

MakcumanibHas IJIMHA HapoJis
HE MOJKET OBITH MEHBIIIE
MUHUMAaJIbHOU JIUHBL, profile -
>password_min_len

CooOmenne 00 omuodxe
BO3HUKAET MpH (HOpMUPOBAHUH
npoduis A Tpynn
II0JIb30BaTENEH, IIPU
YCTAHOBJICHHMH MaKCUMaJIbHON
JUTUHBI TIAPOJISL.

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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TekcT OIIUOKHU

IlepeBon

Iyt ucnpasjeHus

Crnenyet npucBOUTH
MaKCUMaJIbHOE 3HaYCHUE JUTHHBI
napoist (password max_len),
MIPEBBIIIAONICE PaHee 3a1aHHOE
3HaYeHWE MUHUMAJIbHOM JUIMHBI
napoist (password min_len)

32| Shared buffer hash table

corrupted(profiles)

Oo6mas OydepHas xam-radbmuna
MOBPEXICHA (UM nPohus)

33.| Password encryption failed

Omnbka mudpoBaHus napois

34, Cache entry does not exist

3anuck B K3III€ HE CYIIECTBYET

OmuOKy CBSI3aHBI C CHCTEMHBIM
cooem. Jlns X ycTpaHeHHS
pPEKOMEHTyeTCs:

® IIPOBECTHU TECTUPOBAHUE
ONEpPaTUBHOMN MaMSTH;

e nepesarpy3utb CYB/I;

® BOCCTaHOBHUTH B/ u3
pE3EPBHOM KON

35.| Cache synchronization
failed for background
worker of securityprofile.
Extension not installed

@OHOBBIN ITPOLIECC HE MOXKET
BBIITOJIHUTh CUHXPOHU3AIHIO,
pacIIMPEHUE HE YCTAHOBJIEHO

VYka3zaTh B (aiiie
PostgreSQL.conf

napametp securityprofile.db_nam
e = 'dbname' n/unu ycTaHOBUTH
pacmupenue securityprofile B /1
dbname

36.| cannot read pg_class
without having selected a

database

HeBo3moxHO npounTars
pg_class 6e3 mpeaBapuUTENTEHOTO
BbIOOpa 6a3bl TaHHBIX.

M3menuts MeTo B
KOH(UTypaIioHHOM (aiine
pg_hba.conf ayrenTudukamnm na
trust ¥ BBITTOJIHUTBH HACTPOUKY
pacupeHnus securityprofile
BKJIKOYasi €ro yCTaHOBKY B b/I mipu
IIOMOIIKM KOMaH/bL: create
extension securityprofile

17.6. Omudka aBTopuzanum

Ommbka aBropusanuu B psql mocne ycranoBku CYBJ] «Jatoba» ¢ macrpoiikamu CYB/I:

«S3pik m permon: English USA» u «Komgmposka: WIN1252» na anrmumiickyro Bepcuio OC

Windows Server ¢ BpIOpaHHBIME TIpH ycTaHOBKe mnapamerpamu: «Time and currency format:

Russian (Russia)» u «Keyboard or input method: Russiany.

1) 3amyctuth cmd.exe.

2) BpinosHuTS:

psgl -U postgres;

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:




213
643.72410666.00067-08 95 01

Administrator: C\Windows\system32\cmd.exe — O pd

ion between WIN1251 and WIN1252 is not supported

Administrator>

Pucynok 17.3 — OkHO KOMaHHOM CTPOKH C OITUOKON

3) Pemenue npo6yemsl:

- MepelTH B MaHelNb ypasieHus (control panel);

- 3arem nepeiitu B «Clock, Language, and Region/Language;
— HaxaTh «Advanced settings»;

— B cexuun «Override for Windows display language» BbiOpats «English (United

Stated)»;
- HaXaThb «Savey;
- CHOBa 3amycTUTh cmd.exe;
— BBecTu: chep 1251;
— MOBTOPUTH BXOJ B psql.
Administrator: CAWindows\system32\cmd.exe - psgl -U postgres - O X

Pucynok 17.4 — OkHO KOMaH/IHOM CTPOKH 0€3 OInOoK

17.7. KommnoneHT «ja_seceventlog». Ommoka 3arpy3sku 0M0ImoTeKkn

CooOwienue 00 omunobke 3arpy3ku OMOINOTEKH

ja seceventlog must be loaded via shared preload libraries

Ne u3zmeHeHUS: HOZ{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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BO3HUKAET, IPY MIPUMEHEHUH YCTAaHOBJICHHBIX MTAPaMETPOB B KOH(PHUTYpAIIMOHHBIX (aiinax

SQL-komaH101:

SELECT pg reload conf ();

<1 root@ubuntu: /home/fadmin1 Q

postgres=# CREATE EXTENSION ja seceventlog;
ERROR: ja seceventlog must be loaded via shared preload libraries

Pucynoxk 17.5 — Omubka 3arpy3ku OuOIMoTeKn

Jlnist ycTpaHeHus: BO3HUKIIEH omunoOKy, cineayer nepe3arpy3uts CYB/I:

— B OC Windows:

net stop JatobaServer

net start JatobaServer

— B GNU Linux:

systemctl restart jatoba-<ver>

17.8. KonTakTHbIE JaHHBbIE CJIYKObI TEXHUYECKOH MOAIEPKKHU
[Tpr HEBO3MOKHOCTH CaMOCTOSITENILHO pemnTh Bo3HUKIINE TpyaHoctu ¢ CYB/] «Jatobay

clleZlyeT oOpaTuThCs B ciy)0y Texuunueckoi noanepxxku OO0 «["azurdopmcepBucH.

Tabnuna 17.2 — KoHTakTHBIE TaHHBIE CITY>KOBI TEXHUYECKON MOIIEPIKKU

Tenedon 8 (800) 700-09-87
Beo6-caiir https://www.gaz-is.ru/poddergka/zajavka.html#produkty
E-mail support@gaz-is.ru

17.8.1. Bepcust usaenus
JUIsi CKOpEeHIero pemeHusi BOIpoca, peKOMEHYETCsl COOOIINUTh B CITY)KO0y TEXHHYECKOU

MOAACPKKHU TOUHYHO BEPCUIO YCTAHOBJICHHOI'O 3K3CMINIAPA U3JICIINA.

Bepcmo HU3JCJIUSA MOJKHO Y3HATh, BBIITIOJIHUB KOMAH/TY:

SELECT jatoba version();

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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admini@ubuntu: fusrfjatoba-4/bin

File Edit View Search Terminal Help
postgres=> select jatoba version();
jatoba version

Jatoba 4.5.3-1061 (build-id: ef421153; build-os: ubuntulse4d)

Pucynok 17.6 — Komanna 3amnpoca Bepcuu u3ieinus

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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NPUJITOXKEHHUE 1

(oOs13aTeIBHOE)

3Hauenne nosei u3 ¢aiiaa pg_hba.conf

3nauenue nons «TYPEy npencrasnenst B Tabmune [1.I1.11.

Taomumna I1.1.1.1 — 3uauenue nonga «TYPE»

3HaYeHue Mo

Onucanune

local

ComnocraBageT IONBITKH IIOAKIIFOYECHHUA C HCIOJb30BaHUEM Ul’liX-COKeTOB. bes
JTAHHOM 3aMucy Bce coequHeHus yepe3 Unix-cokeThl OyayT 3amperieHbl.
Jlarroe nonie He paboTtaer B OC Windows Server

host? CoOTBETCTBYET TOMNBITKAM IOJKIIOYEHHS], BBIIOJHEHHBIM C HCIIOJIB30BAHUEM
TCP/IP.
3anucu XocTa COOTBETCTBYIOT NONBITKaM nojkmoueHnst SSL mim 6e3 SSL

hostssl CoOTBETCTBYET TOMNBITKAM IOJKIIOYEHMS], BBIIOJHEHHBIM C HCIIOJIB30BAHUEM
TCP/IP u mudpoBanuem SSL

hostnossl CoOTBETCTBYET TOMNBITKAM IOJKIIOYEHMS], BBINOJHEHHBIM C HCIIOJIb30BAHUEM

TCP/IP (6e3 mudpoBanus ssl)

D Vnanennoe coemunenne TCP/IP GyayT HEBO3MOXHBI, €CIM CEpBEp HE 3allylleH C IOAXOAIIUM
3Ha4YeHUEM JUId napamerpa KoHdurypamuu listen addresses, TOCKOJIBKY 10 YMOJTYAHHIO BBITOIHSACTCS
npociymuBanue coequaennii TCP/IP Tonbko Ha okanbHOM KosblleBoM anpece localhost

[Tone «DATABASE» yxka3biBaeT, kakue HMeHa 0a3 JaHHBIX COOTBETCTBYET JIaHHOM

ctpouku. 3HaueHue noisi «DATABASE» npeacrasnens! B Tabiuie [1.11.12.

Taomuna I1.1.1.2 — 3uauenue nonsas «KDATABASE»

3HaYeHue Mo

Onucanune

all

YKa?)BIBaeT, 4TO JaHHAad CTPOYKda OTHOCHUTCS KO BCCM bazaMm JaHHBIX

sameuser

VYKa3bpIBaeT, YTO JaHHAsl CTPOYKa COOTBETCTBYET TOMY, UTO 3ampamiuBaemas 0aza
MMEET TO K€ UMs, UTO U 3alpalIMBaEMblii 10Jb30BaTEIb

samerole

VYkas3plBaeT, 4YTO JaHHAs CTPOYKA COOTBETCTBYET TOMY, YTO 3allpalluBacMbId
MOJIb30BATENb JOJDKEH ObITh WIEHOM POJIU C TEM K€ UMEHEM, UTO U 3alpolIeHHas
6a3a manHbIX. Cynepnojb30BaTeld HE CUYMUTAIOTCS WICHAMHM DPOJNM JJIs Lelel
samerole, eciii OHU HE SIBISIOTCS IBHBIMU YJICHAMH POJIH, MPSIMO MJIM KOCBEHHO

replication

3nayenue replication yka3bIBaeT, UTO 3alPALIMBAETCS MOAKIIOYCHNUE PETUTMKALUN
(B 3TOM Cilydae KOHKpETHas 0a3a JaHHBIX HE YKA3bIBAETCs)

ITone «USER» yka3biBaeT, uyTO AaHHAs CTPOYKA COOTBETCTBYET KOHKPETHOMY HMEHHU

rnmojp3oBareisd. 3Hadyenue all YKa3bIBACT, YTO OHO COOTBETCTBYCT BCCM IIOJIB30BATCIISAM. Mo:xHO

YKa3aTb HECKOJIbKO NMCH HOHB3OB&TCHCﬁ, pasacidgsa ux 3alsATbIMU.

[Tone «ADDRESS» yka3biBaeT, yTO JAaHHasi CTPOUYKA COOTBETCTBYET aJpECy KIMEHTCKOM

MalluHbl. JlaHHOE MOoJIe MOXKET COJEpKaTh MMsI XOCTa WM Auana3oH [P-agpecoB, win omHO U3

HIDKEYIIOMSHYTBIX KIIIOU4EBBIX ClOB. J[mamason [P-ampecoB ykas3slBaeTCs € HMCIOJIB30BAaHUEM

Ne uzmeHneHus:

‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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CTaHapPTHBIX YHCIIOBBIX 0003HAUYCHUH JIJII HAYaJIBHOTO aJ[peca quana3oHa, 3aTeM KOcou 4epThi (/)
u juHbel Macku CIDR. JlnrHa Macky yka3bpIBae€T KOJUYECTBO cTapiinx o6utoB [P-anpeca kinenra,
KOTOpbIE JOJIKHBI COBNAAAaTh. BUTHI cripaBa OT 3TOr0 JAOKHBI ObITh paBHBI HYJIIO B JaHHOM IP-
anapece. Mexny [P-anpecom, / u mnmuaoi macku CIDR He momxHO OBITH mpoOenoB. 3amnwch B
¢dopmare [Pv4 Oyner cooTBeTCTBOBATH TONBKO coeanHenusaM [Pv4, a 3amuce B popmare [Pv6 Oyaer
COOTBETCTBOBATh TOJBKO coeAuHeHUsM [Pv6, naxke eciv mpencTaBiIeHHBbIA aJpec HAXOIUTCS B

nuamasone [Pv4-in-1Pv6.

[Tone «IP-ampec IP-macka» ucmonb3yeTcss B KadecTBe aibTepHatuBbl [P-anpec / mimwHa
Macku. BMecTo ykazaHus JUIMHBI MacKd (pakTHdecKast Macka yKa3bIBaeTCsl B OTJEIBHOM CTOJOIIE.
Hampumep, 255.0.0.0 npencrasnser piuny macku CIDR IPv4 8, a 255.255.255.255 npencrasiser
nnuHy macku CIDR 32.

[Tone <cMETHOD» onpenenser, yTo 1aHHasi CTPOYKa OYJI€T OCYIIECTBIISITH COSIUHEHUE 110

sTOMy MeTony ayTeHTu(ukannu. 3nauenue noinst « METHOD» npencrasienst B Tabnure 11.1.3.

Tab6muma I1.1.1.3 — 3aavenue nonsa «METHOD»

3HauyeHHne moJIs Onucanue

md5 AyTeHTH()UKAIUS OCYIIeCTBIIsIeTC MO mapoito. [lo kaHamy cBsizu mepenaeTcs
apoJib B Buje xema MDS.

password AyTeHTH()UKAIUS OCYIIeCTBIsETCS 1o mapoiro. [lapons mepenaeTcst B OTKPHITOM
BHUJIC.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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NPUJTOXKXEHUE 2

Ilepeuens codbiTHil CYB/] ¢ pacnpeaeeHneM 110 KaTeropusiM 0e3011acHOCTH

Tabmuma I1.2.1 — Ilepewennr coOwiTuii CYBJl ¢ pacmnpeneneHneM IO KaTETOpUsSIM
0e30macHOCTH
Kareropusi coosrrus/ Kon
Kaacc codobiTust co0bITHS Haspauue ycrosus

Class 00 - Successful Completion

YnpasieHue JaHHBIMU | 00000 | ERRCODE SUCCESSFUL COMPLETION

Class 01 - Warning

Ynpasnenue ganaeivu | 01000 ERRCODE WARNING

Ynpasnenue ganaeivu | 0100C ERRCODE WARNING DYNAMIC RESULT SETS RETURNED

Ynpasnenue ganapiMa | 01008 ERRCODE WARNING IMPLICIT ZERO BIT PADDING

VYnpasnenue ganaeiMu | 01003 ERRCODE WARNING NULL VALUE ELIMINATED IN SET
FUNCTION

Yupasnenue goctynom | 01007 ERRCODE WARNING PRIVILEGE NOT GRANTED

Yupasnenue goctynoMm | 01006 ERRCODE WARNING PRIVILEGE NOT REVOKED

Yupasnenue ganaeivu | 01004 ERRCODE WARNING STRING DATA RIGHT TRUNCATION

YnpasieHue JaHHBIMU 01PO1 ERRCODE WARNING DEPRECATED FEATURE

Class 02 - No Data

Ynpasnenue ganabivu | 02000 ERRCODE NO DATA

YnpaBneHue JaHHBIMU 02001 ERRCODE NO ADDITIONAL DYNAMIC RESULT SETS
RETURNED

Class 03 - SQL Statement Not Yet Complete

YnpasieHue JaHHBIMU | 03000 | ERRCODE SQL STATEMENT NOT YET COMPLETE

Class 08 - Connection Exception

Ynpasnenue foctynoM | 08000 ERRCODE CONNECTION EXCEPTION

Ynpasnenue focrynoM | 08003 ERRCODE CONNECTION DOES NOT EXIST

Yupasnenue goctynoMm | 08006 ERRCODE CONNECTION FAILURE

VYupasnenue noctynom | 08001 ERRCODE SQLCLIENT UNABLE TO ESTABLISH
SQLCONNECTION

VYnpasnenue noctynoM | 08004 ERRCODE SQLSERVER REJECTED ESTABLISHMENT OF
SQLCONNECTION

Ynpasnenue foctynoM | 08007 ERRCODE TRANSACTION RESOLUTION UNKNOWN

Ynpasnenue goctynom | 08P0O1 ERRCODE PROTOCOL VIOLATION

Class 09 - Triggered Action Exception

YnpasieHue JaHHBIMU | 09000 | ERRCODE TRIGGERED ACTION EXCEPTION

Class 0A - Feature Not Supported

VYnpasiieHne 1aHHBIMU | 0A000 | ERRCODE FEATURE NOT SUPPORTED

Class 0B - Invalid Transaction Initiation

VYnpasieHue 1aHHBIMU | 0B000 | ERRCODE INVALID TRANSACTION INITIATION

Class OF - Locator Exception

[Ipouee 0F000 ERRCODE LOCATOR EXCEPTION

[Ipouee 0F001 ERRCODE L E INVALID SPECIFICATION

Class OL - Invalid Grantor

VYnpasnenue foctynoM | 0L00O ERRCODE INVALID GRANTOR

Ynpasnenue goctynom | 0LPO1 ERRCODE INVALID GRANT OPERATION

Class 0P - Invalid Role Specification

YnpasieHue A0CTynoM | 0P000 | ERRCODE INVALID ROLE SPECIFICATION

Class 0Z - Diagnostics Exception

Ne u3zmeHeHUS: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Kareropusi coosrrus/ Kon
Ha3Banmue yciaoBus
Kaacc coobiTust co0bITHS
YnpasieHue JaHHBIMU 0Z000 ERRCODE DIAGNOSTICS EXCEPTION
VYnpasnenue ganaeiMu | 02002 ERRCODE STACKED DIAGNOSTICS ACCESSED WITHOUT
ACTIVE HANDLER
Class 20 - Case Not Found
Ynpasnenne gauEeiva | 20000 | ERRCODE CASE NOT FOUND

Class 21 - Cardinality Violation

[Ipouee

| 21000

| ERRCODE CARDINALITY VIOLATION

Class 22 - Data Exception

Ynpasnenue ganaeivu | 22000 ERRCODE DATA EXCEPTION

Ynpasnenue ganabiMu | 2202E ERRCODE ARRAY SUBSCRIPT ERROR

YnpasieHue JaHHBIMU 22021 ERRCODE CHARACTER NOT IN REPERTOIRE

YnpasieHue JaHHBIMU 22008 ERRCODE DATETIME FIELD OVERFLOW

Kontpons nenocruoctu | 22008 ERRCODE DATETIME VALUE OUT OF RANGE

YnpasieHue JaHHBIMU 2202 ERRCODE ARRAY ELEMENT ERROR

YnpasieHue JaHHBIMU 22012 ERRCODE DIVISION BY ZERO

Ynpasnenue ganaeiMu | 22005 ERRCODE ERROR IN ASSIGNMENT

Ynpasnenue nanaeivu | 2200B ERRCODE ESCAPE CHARACTER CONFLICT

YnpasieHue JaHHBIMU 22022 ERRCODE INDICATOR OVERFLOW

YnpasieHue JaHHBIMU 22015 ERRCODE INTERVAL FIELD OVERFLOW

YnpasieHue JaHHBIMU 2201E ERRCODE INVALID ARGUMENT FOR LOG

YnpasieHue JaHHBIMU 22013 ERRCODE INVALID PRECEDING OR FOLLOWING SIZE

YnpasieHue JaHHBIMU 22014 ERRCODE INVALID ARGUMENT FOR NTILE

YnpasieHue JaHHBIMU 22016 ERRCODE INVALID ARGUMENT FOR NTH VALUE

YnpasieHue JaHHBIMU 2201F ERRCODE INVALID ARGUMENT FOR POWER FUNCTION

YnpasneHue JaHHBIMU 2201G ERRCODE INVALID ARGUMENT FOR WIDTH BUCKET
FUNCTION

YnpasieHue JaHHBIMU 22018 ERRCODE INVALID CHARACTER VALUE FOR CAST

YnpasieHue JaHHBIMU 22007 ERRCODE INVALID DATETIME FORMAT

YnpasieHue JaHHBIMU 22019 ERRCODE INVALID ESCAPE CHARACTER

Ynpasnenue ganabiMu | 2200D ERRCODE INVALID ESCAPE OCTET

YnpasieHue JaHHBIMU 22025 ERRCODE INVALID ESCAPE SEQUENCE

Ynpasnenue ganueiMu | 22P06 ERRCODE NONSTANDARD USE OF ESCAPE CHARACTER

YnpasieHue JaHHBIMU 22010 ERRCODE INVALID INDICATOR PARAMETER VALUE

YnpasieHue JaHHBIMU 22023 ERRCODE INVALID PARAMETER VALUE

YnpasieHue JaHHBIMU 2201B ERRCODE INVALID REGULAR EXPRESSION

YnpasieHue JaHHBIMU 2201W ERRCODE INVALID ROW COUNT IN LIMIT CLAUSE

YnpaneHue JaHHBIMU 2201X ERRCODE INVALID ROW COUNT IN RESULT OFFSET
CLAUSE

YnpasieHue JaHHBIMU 2202H ERRCODE INVALID TABLESAMPLE ARGUMENT

YnpasieHue JaHHBIMU 2202G ERRCODE INVALID TABLESAMPLE REPEAT

YnpasieHue JaHHBIMU 22009 ERRCODE INVALID TIME ZONE DISPLACEMENT VALUE

Ynpasnenue ganaeiMu | 2200C ERRCODE INVALID USE OF ESCAPE CHARACTER

Ynpasnenue ganaeivu | 2200G ERRCODE MOST SPECIFIC TYPE MISMATCH

Ynpasnenue ganueivu | 22004 ERRCODE NULL VALUE NOT ALLOWED

YnpasieHue JaHHBIMU 22002 ERRCODE NULL VALUE NO INDICATOR PARAMETER

YnpasieHue JaHHBIMU 22003 ERRCODE NUMERIC VALUE OUT OF RANGE

YnpasieHue JaHHBIMU 22026 ERRCODE STRING DATA LENGTH MISMATCH

YnpasieHue JaHHBIMU 22001 ERRCODE STRING DATA RIGHT TRUNCATION

Ynpasnenue ganaeivu | 22011 ERRCODE SUBSTRING ERROR

YnpasieHue JaHHBIMU 22027 ERRCODE TRIM ERROR

YnpasieHue JaHHBIMU 22024 ERRCODE UNTERMINATED C STRING

YnpasieHue JaHHBIMU 2200F ERRCODE ZERO LENGTH CHARACTER STRING

Ne uzmeHneHus:
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Kareropusi coosrrus/ Kon
Kaacc coobiTust coObITHS Haspauue ycnosus
Ynpasnenue ganabeiMu | 22P01 ERRCODE FLOATING POINT EXCEPTION
YnpasieHue JaHHBIMU 22P02 ERRCODE INVALID TEXT REPRESENTATION
YnpasieHue JaHHBIMU 22P03 ERRCODE INVALID BINARY REPRESENTATION
VYnupasnenue nanaeiMu | 22P04 ERRCODE BAD COPY FILE FORMAT
Yupasnenue ganaeiMu | 22P05 ERRCODE UNTRANSLATABLE CHARACTER
VYupasnenue nanaeiMu | 22001 ERRCODE NOT AN XML DOCUMENT
VYnpasnenue faHasiMu | 2200M ERRCODE INVALID XML DOCUMENT
YnpasieHue JaHHBIMU 2200N ERRCODE INVALID XML CONTENT
VYnpasnenue nasasiMu | 22008 ERRCODE INVALID XML COMMENT
Ynpasnenue ganabiMu | 2200T ERRCODE INVALID XML PROCESSING INSTRUCTION
Ynpasnenue nanueivu | 2200H ERRCODE SEQUENCE GENERATOR LIMIT EXCEEDED
YnpasieHue JaHHBIMU 22030 ERRCODE DUPLICATE JSON OBJECT KEY VALUE
VYupasnenue nanubivu | 22031 ERRCODE INVALID ARGUMENT FOR SQL JSON DATETIME
FUNCTION
Ynpasnenue nanaeiMu | 22032 ERRCODE INVALID JSON TEXT
Ynpasnenue ganaeiMu | 22033 ERRCODE INVALID SQL JSON SUBSCRIPT
Ynpasnenue ganueivu | 22034 ERRCODE MORE THAN ONE SQL JSON ITEM
Ynpasnenue ganabiMu | 22035 ERRCODE NO SQL JSON ITEM
Ynpasnenue ganueiMu | 22036 ERRCODE NON NUMERIC SQL JSON ITEM
YnpasieHue JaHHBIMU 22037 ERRCODE NON UNIQUE KEYS IN A JSON OBJECT
Ynpasnenue ganabiMu | 22038 ERRCODE SINGLETON SQL JSON ITEM REQUIRED
Ynpasnenue ganueiMu | 22039 ERRCODE SQL JSON ARRAY NOT FOUND
Ynpasnenue ganueiMu | 2203A ERRCODE SQL JSON MEMBER NOT FOUND
YnpasieHue JaHHBIMU 2203B ERRCODE SQL JSON NUMBER NOT FOUND
Ynupasnenue nanasiMu | 2203C ERRCODE SQL JSON OBJECT NOT FOUND
Ynpasnenue ganabiMu | 2203D ERRCODE TOO MANY JSON ARRAY ELEMENTS
YnpasieHue JaHHBIMU 2203E ERRCODE TOO MANY JSON OBJECT MEMBERS
Ynpasnenue ganaeiMu | 2203F ERRCODE SQL JSON SCALAR REQUIRED

Class 23 - Integrity Constraint Violation

Kontpons nenoctaoctu | 23000 ERRCODE INTEGRITY CONSTRAINT VIOLATION
Kontpons nenoctaoctu | 23001 ERRCODE RESTRICT VIOLATION

Kontpons nenoctoctu | 23502 ERRCODE NOT NULL VIOLATION

Kontpons nenoctuoctu | 23503 ERRCODE FOREIGN KEY VIOLATION

Kontpons nenocruoct | 23505 ERRCODE UNIQUE VIOLATION

Kontpons nenoctoctu | 23514 ERRCODE CHECK VIOLATION

Kontpons nenocruoctu | 23P01 ERRCODE EXCLUSION VIOLATION

Class 24 - Invalid Cursor State

[Ipouee

| 24000

| ERRCODE INVALID CURSOR STATE

Class 25 - Invalid Transaction State

Ynpasnenue ganueivu | 25000 ERRCODE INVALID TRANSACTION STATE

Ynpasnenue ganaeivu | 25001 ERRCODE ACTIVE SQL TRANSACTION

Ynpasnenue ganueiMu | 25002 ERRCODE BRANCH TRANSACTION ALREADY ACTIVE

VYnpasnenue ganabiMu | 25008 ERRCODE HELD CURSOR REQUIRES SAME ISOLATION
LEVEL

VYnpasnenue ganaeiMu | 25003 ERRCODE INAPPROPRIATE ACCESS MODE FOR BRANCH
TRANSACTION

VYnpasnenue nanueivu | 25004 ERRCODE INAPPROPRIATE ISOLATION LEVEL FOR
BRANCH TRANSACTION

YnpaneHue JaHHBIMU 25005 ERRCODE NO ACTIVE SQL TRANSACTION FOR BRANCH
TRANSACTION

Ynpasnenue ganueiMu | 25006 ERRCODE READ ONLY SQL TRANSACTION

Ne uzmeHneHus:
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Kareropusi coosrrus/ Kon
Ha3Banmue yciaoBus
Kuacc co0biTHsI coObITHS
VYnpasnenue nanubivu | 25007 ERRCODE SCHEMA AND DATA STATEMENT MIXING NOT
SUPPORTED
Ynpasnenue ganabeiMu | 25P01 ERRCODE NO ACTIVE SQL TRANSACTION
YnpasieHue JaHHBIMU 25P02 ERRCODE IN FAILED SQL TRANSACTION
Ynpasnenue ganaeiMu | 25P03 ERRCODE IDLE IN TRANSACTION SESSION TIMEOUT

Class 26 - Invalid SQL Statement Name

praBJ’IeHI/Ie JaHHBIMH

| 26000

| ERRCODE INVALID SQL STATEMENT NAME

Class 27 - Triggered Data Change Violation

praBJ’IeHI/Ie A0CTYIIOM

| 27000

| ERRCODE TRIGGERED DATA CHANGE VIOLATION

Class 28 - Invalid Authorization Specification

Wnentndukanus

28000

ERRCODE INVALID AUTHORIZATION SPECIFICATION

Wnentndukanus

28P01

ERRCODE INVALID PASSWORD

Class 2B - Dependent Privilege Descriptors Still Exist

VYnpasnenue noctynoMm | 2B000 ERRCODE DEPENDENT PRIVILEGE DESCRIPTORS STILL
EXIST
Ynpasnenue goctynoM | 2BP01 ERRCODE DEPENDENT OBJECTS STILL EXIST

Class 2D - Invalid Transaction Termination

praBJ’IeHI/Ie JaHHBIMH

| 2D000

| ERRCODE INVALID TRANSACTION TERMINATION

Class 2F - SQL Routine Exception

Ynpasnenue goctynom | 2F000 ERRCODE SQL ROUTINE EXCEPTION

VYnpasnenue goctynom | 2F005 ERRCODE S R E FUNCTION EXECUTED NO RETURN
STATEMENT

VYnpasnenue foctynoMm | 2F002 ERRCODE S R E MODIFYING SQL DATA NOT PERMITTED

VYnpasnenue noctynoM | 2F003 ERRCODE S R E PROHIBITED SQL STATEMENT ATTEMPTED

Yupasnenue gocrtynom | 2F004 ERRCODE S R E READING SQL DATA NOT PERMITTED

Class 34 - Invalid Cursor Name

[Ipouee

| 34000

| ERRCODE INVALID CURSOR NAME

Class 38 - External Routine Exception

Ynpasnenue foctynoM | 38000 ERRCODE EXTERNAL ROUTINE EXCEPTION

VYnpasnenue noctynoM | 38001 ERRCODE E R E CONTAINING SQL NOT PERMITTED

VYnpasnenue goctynom | 38002 ERRCODE E R E MODIFYING SQL DATA NOT PERMITTED

VYmpasnenue nocrynoMm | 38003 ERRCODE E R E PROHIBITED SQL STATEMENT
ATTEMPTED

Ynpasnenue noctynoM | 38004 ERRCODE E R E READING SQL DATA NOT PERMITTED

Class 39 - External Routine Invocation Exception

Ynpasnenue ganaeivu | 39000 ERRCODE EXTERNAL ROUTINE INVOCATION EXCEPTION
Ynpasnenue ganaeivu | 39001 ERRCODE E RTEINVALID SQLSTATE RETURNED
Yupasnenue ganueivu | 39004 ERRCODE ERTENULL VALUE NOT ALLOWED
Ynpasnenue ganabiMu | 39P01 ERRCODE E R 1T E TRIGGER PROTOCOL VIOLATED
Ynpasnenue ganaeivu | 39P02 ERRCODE E R 1 E SRF PROTOCOL VIOLATED

Ynpasnenue ganaeiMu | 39P03 ERRCODE E RTE EVENT TRIGGER PROTOCOL VIOLATED

Class 3B - Savepoint Exception

PesepBHOE 3B000 ERRCODE SAVEPOINT EXCEPTION
KOIIMPOBaHUE

PesepBHOE 3B001 ERRCODE S E INVALID SPECIFICATION
KOIIMPOBaHUE

Class 3D - Invalid Catalog Name

[Ipouee

| 3D000

| ERRCODE INVALID CATALOG NAME

Class 3F - Invalid Schema Name

praBJ’IeHI/Ie JaHHBIMH

| 3F000

| ERRCODE INVALID SCHEMA NAME

Class 40 - Transaction Rollback

praBJ’IeHI/Ie JaHHBIMH

| 40000

| ERRCODE TRANSACTION ROLLBACK

Ne uzmeHneHus:
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Kareropusi coosrrus/ Kon
Ha3Banmue yciaoBus
Kiacc coObITHS CcOOBITHSA
YnpasieHue JaHHBIMU 40002 ERRCODE T R INTEGRITY CONSTRAINT VIOLATION
YnpasieHue JaHHBIMU 40001 ERRCODE T R SERIALIZATION FAILURE
YnpasieHue JaHHBIMU 40003 ERRCODE T R STATEMENT COMPLETION UNKNOWN
YnpasieHue JaHHBIMU 40P01 ERRCODE T R DEADLOCK DETECTED

Class 42 - Syntax Error or Access Rul

e Violation

Ynpasnenue goctynoMm | 42000 ERRCODE SYNTAX ERROR OR ACCESS RULE VIOLATION
Ynpasnenue ganaeivu | 42601 ERRCODE SYNTAX ERROR

Ynpasnenue goctynom | 42501 ERRCODE INSUFFICIENT PRIVILEGE
Ynpasnenue foctynoM | 42846 ERRCODE CANNOT COERCE

Ynpasnenue focrynoM | 42803 ERRCODE GROUPING ERROR

Ynpasnenue ganaeiMu | 42P20 ERRCODE WINDOWING ERROR
YnpasieHue JaHHBIMU 42P19 ERRCODE INVALID RECURSION
Wnentndukanus 42830 ERRCODE INVALID FOREIGN KEY
YnpasieHue JaHHBIMU 42602 ERRCODE INVALID NAME

YnpasieHue JaHHBIMU 42622 ERRCODE NAME TOO LONG

Yupasnenue ganueiMu | 42939 ERRCODE RESERVED NAME

Kontpons nenoctnoctu | 42804 ERRCODE DATATYPE MISMATCH

JAHHBIX

Kountpons uenocruoctu | 42P18 ERRCODE INDETERMINATE DATATYPE
JAHHBIX

YnpasieHue JaHHBIMU 42P21 ERRCODE COLLATION MISMATCH
YnpasieHue JaHHBIMU 42P22 ERRCODE INDETERMINATE COLLATION
Kontpons uenoctuoctu | 42809 ERRCODE WRONG OBJECT TYPE

JAHHBIX

YnpasieHue JaHHBIMU 428C9 ERRCODE GENERATED ALWAYS
YnpasieHue JaHHBIMU 42703 ERRCODE UNDEFINED COLUMN
YnpasieHue JaHHBIMU 42883 ERRCODE UNDEFINED FUNCTION
YnpasieHue JaHHBIMU 42P01 ERRCODE UNDEFINED TABLE

YnpasieHue JaHHBIMU 42P02 ERRCODE UNDEFINED PARAMETER
YnpasieHue JaHHBIMU 42704 ERRCODE UNDEFINED OBJECT
YnpasieHue JaHHBIMU 42701 ERRCODE DUPLICATE COLUMN
YnpasieHue JaHHBIMU 42P03 ERRCODE DUPLICATE CURSOR
YnpasieHue JaHHBIMU 42P04 ERRCODE DUPLICATE DATABASE
YnpasieHue JaHHBIMU 42723 ERRCODE DUPLICATE FUNCTION
YnpasieHue JaHHBIMU 42P05 ERRCODE DUPLICATE PSTATEMENT
Ynpasnenue nanaeiMu | 42P06 ERRCODE DUPLICATE SCHEMA
YnpasieHue JaHHBIMU 42P07 ERRCODE DUPLICATE TABLE

YnpasieHue JaHHBIMU 42712 ERRCODE DUPLICATE ALIAS

YnpasieHue JaHHBIMU 42710 ERRCODE DUPLICATE OBJECT
Ynpasnenue naHHeiMu | 42702 ERRCODE AMBIGUOUS COLUMN
YnpasieHue JaHHBIMU 42725 ERRCODE AMBIGUOUS FUNCTION
Yupasnenue ganaeiMu | 42P08 ERRCODE AMBIGUOUS PARAMETER
YnpasieHue JaHHBIMU 42P09 ERRCODE AMBIGUOUS ALIAS

YnpasieHue JaHHBIMU 42P10 ERRCODE INVALID COLUMN REFERENCE
YnpasieHue JaHHBIMU 42611 ERRCODE INVALID COLUMN DEFINITION
YnpasieHue JaHHBIMU 42P11 ERRCODE INVALID CURSOR DEFINITION
YnpasieHue JaHHBIMU 42P12 ERRCODE INVALID DATABASE DEFINITION
YnpasieHue JaHHBIMU 42P13 ERRCODE INVALID FUNCTION DEFINITION
YnpasieHue JaHHBIMU 42P14 ERRCODE INVALID PSTATEMENT DEFINITION
YnpasieHue JaHHBIMU 42P15 ERRCODE INVALID SCHEMA DEFINITION
YnpasieHue JaHHBIMU 42P16 ERRCODE INVALID TABLE DEFINITION
YnpasieHue JaHHBIMU 42P17 ERRCODE INVALID OBJECT DEFINITION
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Kareropusi coosrrus/
Kaacc coobiTust

Kox
CcOOBITHSA

Ha3Banmue yciaoBus

Class 44 - WITH CHECK OPTION Violation

YnpasieHue A0CTyoM | 44000

| ERRCODE WITH CHECK OPTION VIOLATION

Class 53 - Insufficient Resources

IIpouee 53000 ERRCODE INSUFFICIENT RESOURCES

IIpouee 53100 ERRCODE DISK FULL

IIpouee 53200 ERRCODE OUT OF MEMORY

IIpouee 53300 ERRCODE TOO MANY CONNECTIONS

IIpouee 53400 ERRCODE CONFIGURATION LIMIT EXCEEDED

Class 54 - Program Limit Exceeded

Ynpasnenue ganueivu | 54000 ERRCODE PROGRAM LIMIT EXCEEDED
Ynpasnenue ganaeivu | 54001 ERRCODE STATEMENT TOO COMPLEX
YnpasieHue JaHHBIMU 54011 ERRCODE TOO MANY COLUMNS
Ynpasnenue ganueiMu | 54023 ERRCODE TOO MANY ARGUMENTS

Class 55 - Object Not In

Prerequisite State

Ynpasnenue ganaeiMu | 55000 ERRCODE OBJECT NOT IN PREREQUISITE STATE
Ynpasnenue nanaeiMu | 55006 ERRCODE OBJECT IN USE

Ynpasnenue ganueiMu | 55P02 ERRCODE CANT CHANGE RUNTIME PARAM
Ynpasnenue ganaeiMu | 55P03 ERRCODE LOCK NOT AVAILABLE

YnpasieHue JaHHBIMU 55P04 ERRCODE UNSAFE NEW ENUM VALUE USAGE

Class 57 - Operator Intervention

[Ipouee 57000 ERRCODE OPERATOR INTERVENTION
[Ipouee 57014 ERRCODE QUERY CANCELED
[Ipouee 57P01 ERRCODE ADMIN SHUTDOWN
[Ipouee 57P02 ERRCODE CRASH SHUTDOWN
[Ipouee 57P03 ERRCODE CANNOT CONNECT NOW
[Ipouee 57P04 ERRCODE DATABASE DROPPED
[Ipouee 57P05 ERRCODE IDLE SESSION TIMEOUT
Class 58 - System Error

[Ipouee 58000 ERRCODE SYSTEM ERROR

[Ipouee 58030 ERRCODE IO ERROR

Ynpasnenue ganaeiMu | S8PO1 ERRCODE UNDEFINED FILE
Ynpasnenue ganueiMu | S8P02 ERRCODE DUPLICATE FILE

Class 72 - Snapshot Failure

praBJ’IeHI/Ie JaHHBIMH

| 72000

| ERRCODE SNAPSHOT TOO OLD

Class F0 - Configuration File Error

[Ipouee

F0000

ERRCODE CONFIG FILE ERROR

[Ipouee

F0001

ERRCODE LOCK FILE EXISTS

Class HV - Foreign Data Wrapper Error (SQL/MED)

Ynpasnenue ganaeivu | HV000 ERRCODE FDW ERROR

YnpasieHue JaHHBIMU HV005 ERRCODE FDW COLUMN NAME NOT FOUND

YnpasieHue JaHHBIMU HV002 ERRCODE FDW DYNAMIC PARAMETER VALUE NEEDED

YnpasieHue JaHHBIMU HVO010 ERRCODE FDW FUNCTION SEQUENCE ERROR

VYnpasnenue ganaeivu - | HV021 ERRCODE FDW INCONSISTENT DESCRIPTOR
INFORMATION

YnpasieHue JaHHBIMU HV024 ERRCODE FDW INVALID ATTRIBUTE VALUE

Ynpasnenue ganaeivu | HV007 ERRCODE FDW INVALID COLUMN NAME

Ynpasnenue ganaeivu | HV00S ERRCODE FDW INVALID COLUMN NUMBER

YnpasieHue JaHHBIMU HV004 ERRCODE FDW INVALID DATA TYPE

YnpasieHue JaHHBIMU HV006 ERRCODE FDW INVALID DATA TYPE DESCRIPTORS

YnpasieHue JaHHBIMU HV091 ERRCODE FDW INVALID DESCRIPTOR FIELD IDENTIFIER

YnpasieHue JaHHBIMU HV00B ERRCODE FDW INVALID HANDLE

YnpasieHue JaHHBIMU HV00C ERRCODE FDW INVALID OPTION INDEX
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Kareropusi coosrrus/ Kon
Kaacc coobiTust co0bITHS Haspauue ycnosus
YnpasieHue JaHHBIMU HV00D ERRCODE FDW INVALID OPTION NAME
VYnpasnenue ganueiMu - | HV090 ERRCODE FDW INVALID STRING LENGTH OR BUFFER
LENGTH
Ynpasnenue ganaeiMu | HVO0A ERRCODE FDW INVALID STRING FORMAT
Ynpasnenue ganaeivu | HV009 ERRCODE FDW INVALID USE OF NULL POINTER
VYnpasnenue nanasiMu | HVO014 ERRCODE FDW TOO MANY HANDLES
Ynpasnenue nanasiMu | HV001 ERRCODE FDW OUT OF MEMORY
VYnpasnenue nanasiMu | HVOOP ERRCODE FDW NO SCHEMAS
Ynpasnenue ganaeivu | HV00J ERRCODE FDW OPTION NAME NOT FOUND
YnpasieHue JaHHBIMU HV0O0K ERRCODE FDW REPLY HANDLE
YnpasieHue JaHHBIMU HV00Q ERRCODE FDW SCHEMA NOT FOUND
Ynpasnenue nanasiMu | HVOOR ERRCODE FDW TABLE NOT FOUND
Ynpasnenue ganaeivu | HVOOL ERRCODE FDW UNABLE TO CREATE EXECUTION
Ynpasnenue ganaeivu | HVOOM ERRCODE FDW UNABLE TO CREATE REPLY
YnpasieHue JaHHBIMU HVOON ERRCODE FDW UNABLE TO ESTABLISH CONNECTION
Class PO - PL/pgSQL Error
Ynpasaenue ganaeivu | PO000 ERRCODE PLPGSQL ERROR
Yupasnenue nannaeiMa | PO001 ERRCODE RAISE EXCEPTION
VYnpasnenue nanasiMu | P0O002 ERRCODE NO DATA FOUND
Ynpasnenue nanasiMu | P0O003 ERRCODE TOO MANY ROWS
Ynpasnenue ganaeivu | P0004 ERRCODE ASSERT FAILURE
Class XX - Internal Error
[Ipouee XX000 ERRCODE INTERNAL ERROR
Ynpasnenue ganaeiMu | XX001 ERRCODE DATA CORRUPTED
Ynpasnenue ganabeiMu | XX002 ERRCODE INDEX CORRUPTED
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TEPMHUHbBI U OIIPEJAEJEHUSA

SMTP (Simple Mail Transfer Protocol) — mpoTokoi, HWCHOIB3yeMBIA ISl TEepeaadn
AJIEKTPOHHOM MOYTBHI.

ZULIP — BeG-cepBuc musi oOMEHa COOOIICHWSIMH W OpraHW3aluu OOCYXKICHHUU C
HCIIOJIb30BAHUEM TEXHOJIOIUM real-time.

Aamunucrpatop CYBJ/l — cyObekT aocTyma, BBINOJHSIONINN aIMUHHCTPATUBHEIC
¢ynkunu B CYB/] 1 HageneHHslid mpaBamu:

- CO3/1aBaTh yueTHBIE 3anucH nojib3oBatenei CYB/L;

- MOJIU(UITUPOBATH, OJIOKUPOBATH M YIAIATH YUeTHBIE 3amucu nois3oBateneit CYB/L;
- Ha3HayaTh Ipasa focTyna nosub3oBaressiM CYB/l k oovexkram goctyna CYB/;

- ynpaBisaTh KoHpurypamueir CYB/];

— co31aBaTh, NoAkI049aTh b/I.

Anvunauctparop CYBJl umeer arpubyr SUPERUSER w/mnmm obnamaer cucteMHOM
YYETHOM 3aITUCBIO «POStgresy.

AnmunnctparTop B/l — cyObexT gocTymna, BBITOIHSAIOUINN aIMUHUCTPATUBHBIC (YHKITHH
B b/l v HajeneHHbIN TpaBamMu:

- CO3/1aBaTh YUETHBIE 3aIMCH TTob30BaTenen b/1;
— MOAU(PUIIMPOBATH, OJIOKUPOBATH M YAAIATH YUETHBIC 3aITUCH ToJb30Bareneii b/1;
- ynpaBisaTh KoHGuUrypamnueii b/1;

- Ha3HauyaTh MpaBa JoCTyna moib3oBarensiM bJl (monb3oBareneit nHGOpPMAIIMOHHON

cucTeMbl) kK oObekTam goctymna b/I;
- co3l1aBaTh pe3epBHbIe KoK b/[ n BocctanaBnuBarh b/ U3 pe3epBHOM KONUY;

— co3maBaTh, MOIU(UIMPOBATH W YyHANATh NTPOLEAYpPHl (MPOTpaMMHBIA  KOT),
xpanuMmble B BJI.
Anvmunuctparop bJl umeer artpubyr CREATEROLE, u Bo3MOXHBIE aTpuOyThI

BYPASSRLS, REPLICATION, a takxe npouyue CUCTEMHbIE MPUBUIETHMH OTHOCUTENbHO BJI,
kpome arpudbyra CREATEDB.

Hoab3oBaTtear CYBJ — cyObekr noctyma ¢ HazHaueHHbIM aTpuOytom LOGIN,
HaJICJICHHBIN ITpaBaMu:
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- Co3/aBaTh M MaHUIyJIUPOBaTh OOBeKTamMu goctyna bJl (tabmuma, 3amuch wuau

CTOJIOCTI, TT0JIe, TPEICTABIICHNE U MHBIE OOBEKTHI IOCTYTIA);
- BBIIIOJIHATH MPOLIEYPHI (pOrpaMMHBIN KOA), XpaHuMble B b/1.

Hoab3oBaTenb B/l — cyObekT nocTyna, UMEIOUIUMN JOCTYIl K OTPAHUYEHHOMY MEPEUHIO
B/l 1 o6bektoB b/1. Umerommii cinenyromuii HaOOp MpUBHIIETUN:

- co3/laBaTh W MaHUIYJIUpPOBaTh OOBeKTamMu goctyna bJl (tabmuma, 3amuch wuau

ctonler, mose, MpeACTaBICHUE U HHBIE 00BEKTHI JOCTYTIA);
- BBIIIOJIHATH MPOLIEYPHI (IpOrpaMMHBIN KOA), XpaHuMble B b/1.
[Tonb3oBatens b/l numeer obs3aTenbubril atpudyt LOGIN.

Be3ycnoBHasi 0/10KHpOBKa 10Jb30BAaTeJsl — 3TO OIPAaHUYEHHE I[0JIb30BATENd B
BO3MOXHOCTU ycTaHaBiuBaTh HOBYIO ceccuto ¢ CVYBJ[. besycnoBHas OJI0OKHpOBKa HMEET
IPUOPUTET HAJ OTPAHUYECHUSMM, HAKJIAJAbIBAEMbIMH IAPOJbHBIMHM IOJUTUKAM (OJIOKMPOBKA
BCJIEZICTBUE HCTEUYEHMsS] CpOKa JEHCTBUS IapoJisi, BPEMEHHbIE OJOKMPOBKHM IpPHU HCUEpPIIAHUHU
MOMBITOK BBOJA [1ApOJIs U T.I1.), IPUMEHSETCSI HE3aBUCHUMO OT HUX U HE 3aBUCUT OT IIPUMEHSAEMOTO
MeTofa ayTeHTH(ukanuu monb3oBaTeneil. CHATHe O0e3yClIOBHOM OJOKMPOBKM HE CHUMAET
0JIOKHPOBOK 110 MAPOJIbHBIM ITOJIMUTHKAM U HA00OpPOT.

3aBepuieHne CeCcCHH IMOJIb30BaTeNsl — MPUHYIUTEIBHOE 3aBEPIICHUE OTKPBITON Cceccuu
nonb3oBarens ¢ bJI/CYB/] B 3aganHOM pexxume.

KNN (K-nearest neighbors) — 310 anroputM MammHHOTO 00Y4EHUs, UCTIONB3YEMBIH IS
pemieHus 3anad kinaccuduxanuu u perpeccuu. AnroputM KNN ocHOBaH Ha ujaee, 4TO OOBEKTHI,
KOTOPBIEC HAXOIATCS PAAOM B IPOCTPAHCTBE NIPU3HAKOB, BEPOSITHO, OTHOCATCS K OTHOU KATETOPHH.

CtpouHble OYKBBI — 3TO MajJeHbKHE OYKBBI, KOTOPBIE HCHOJB3YIOTCSI B NMHUCHbME U HE
IIPEBBILLIAIOT Pa3MepPbl CTPOKH.

IIponucHble OyKBBI WM 3arjaBHble — 3TO Tpaduueckue 3HAKW OONBIIETO pa3Mepa,
KOTOpBIE MPEBBIIIAIOT PAHULIBI CTPOKH.

Jlekcema — 3TO HOpPMaJIM30BAaHHBIA (PPAarMEHT TEKCTa, B KOTOPOM Pa3HbIC CIOBO(POPMBI
MPUBEJICHBI K OJJHOM. JIeKCeMbI MCIIOJIb3YIOTCA JJIsl MHAEKCAIIMU U TTOMCKA JJOKYMEHTOB.
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HNEPEYEHb COKPAIIIEHUI

API - Application programming interface

CIDR — Classless Inter-Domain Routing

CIS - Center for Internet Security

CSv — Comma-Separated Values

DDL - Data Definition Language

DML - Data Manipulation Language

DNS - Domain Name System

HDD — Hard Disk Drive

HTTP - HyperText Transfer Protocol

HTTPS - HyperText Transfer Protocol Secure

IEC — International Electrotechnical Commission
IIS — Internet Information Services

IP — Internet Protocol

ISO - International Organization for Standardization
LDAP — Lightweight Directory Access Protocol
SQL - Structured Query Language

SSL — Secure Sockets Layer

SSPI - Security Support Provider Interface

TCP — Transmission Control Protocol

APM - ABTOMAaTH3HPOBAHHOE paboyee MECTO

b/l — baza nannbIx

NAD — Wnentndukanus u ayreHTHPHUKAIHAS

5@ - WudopmanmonHas cucrema

OAT - ObecrieueHre JOCTYIMHOCTH HH(POPMAITIH
o3y - OnepaTuBHOE 3aIIOMUHAIOLIEE YCTPOUCTBO
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000 - OO11ecTBO ¢ OTPaHUYECHHON OTBETCTBEHHOCTHIO
oC — OmnepanmonHas cucrema

OoLJI — OOecneyeHue eI0CTHOCTU

PCBH — Perucrpanus coObITrii 6e30macHoCcTr

CBT — CpencTBo BBIYMCIUTENBHOW TEXHUKU

CYB/J - Cucrema ynpaBieHus 6a3aMu TaHHBIX

TII — TabmuaHOE TPOCTPAHCTBO

V3 — VY4yeTHas 3anUCh

VI — VYpasieHHue 10CTyIIOM

dBO — dyHKIMsSA 6€30MaCHOCTH 00BEKTA OIIEHKU
OCTOK - ®denepanbHas ci1yk0a 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
Pocem Poccun

OBM — DNEeKTPOHHO-BBIUMCIIUTENbHAS MalIMHA
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JIuer perucrpanuy u3MeHeHHH

Homepa amcroB (cTpaHu)

Bcero

Hsm. H3MeHe

HHBIX

3aMEHe
HHBIX

HOBBIX

JINCTOB
(cTpanu)
B
JAOKyMeHTe

aHHYJIMP
OBaHHBIX

Homep
AOKYMEHTAa

Bxoasmmii
HOMeEp
CONPOBOAMTE
JbLHOI0
AOKYMEHTA U
aara

IMoanucey

Jlara
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