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AHHOTALIMSA

B AOKYMCHTC IIPUBCIACHBI CBCIACHMNA, HCO6XOI[I/IMBIG IJi1 YCTaHOBKM W OSKCILTyaTallun

KOMIIOHEHTOB, NpeAHa3HaueHHbIX /111 MoHUTOpuHra CYB/| B yacTu aHaiu3a 3anpocosB:

Komnonent «pg-explainy. Bepcust kommonenrta — 1.15.2;
Komnonent «pg-explain-db». Bepcus komnonenta — 1.15.2;
KomnoneHnT «pg-monitor». Bepcus komnonenTa — 1.15.2;
Kommonent «pg-monitor-collector». Bepcust kommonenTta — 1.15.2;

Komnonent «pg-monitor-dispatcher». Bepcust kommnonenrta — 1.15.2.

Hacrosiiiee pykoBoCTBO npeaHazHadeHo it agmuuuctparopos CYB/L.

®

o

Bce mpumepsr B nmanHom nokymente mnpuBeneHsl s CYBJ] «Jatobay Bepcum
anpa 5.x, I IpyTUX BEPCUM BCE LIArU BBIIOJIHAKOTCS aHAJIOTUYHO, PA3HULIA COCTOUT

B UMEHaX JIUPEKTOPUH.

Hanpumep, CYB]J] «Jatoba» Bepcum 6.X 1O yMONTYaHHIO YCTaHABJIWBAETCS B

JTUPEKTOPHIO:

— OC Windows — «C:\Program Files\GIS\Jatoba\6\biny;

— OC Linux — «/usr/jatoba-6/biny.
[Tpumepsl KOMaHA TpuUBenEHBI A omepanuoHHon cuctembl Ubuntu 20.04. Ilpu
pasBepteiBanur B OC, HCHONB3YIOMIMX CHCTEMY YyIpaBieHHs mnakeraMu RPM,

HEe0OXOMMO 3aMEHUTh KOMaHIbl «apt install Ha COOTBETCTBYyIOIIME KOMAaHJIbBI

(dnf/yum).

Jns ceprudunupoBanHoit Bepcun CYB/] «Jatoba» moanepxnuBaercst paboTa TOIBKO

Ha OC, yka3aHHBIX B ()OpMYJISipe HA TIOCTaBKY!

CreneHy BaXXHOCTH HpHMC‘IaHHﬁ, MMPUMCHICMBIC B JIOKYMCHTC:

@

®

Baxnas undopmanus — ykazanus, TpeOyroue ocoooro BHUMaHus

JonosHuTeabHass nHGOPMALMs — yKa3aHUs, TO3BOJISIONINE YIIPOCTUTh padoTy C

U3eIUEM

Ne u3zmeHeHUS: HO)_'[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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1. HASBHAYEHHUE KOMIIOHEHTOB

KomnonenT pg-explain — 310 MHCTpYMeHT ajs aHanu3a ianoB 3ampocoB B CYB/l. On
MO3BOJISIET MPOCMATPUBATh M AHAIM3MPOBATH IUIAHBI 3allPOCOB, CO3/JAaHHBIC ONTHMH3ATOPOM
CYB/Jl, u momoraer pa3paboTuMkaM M aAMUHUCTpaTopaM 0a3 MaHHBIX MOHATH, Kak CYBJ]

BBIITOJIHACT 3aIlPOCHI.

Komnonent pg-explain-db — 3T0 WHCTpyMEHT A aHaIW3a MPOU3BOJUTEIHLHOCTH Oa3bl
naaabix CYB/l. On npexocTaBisieT HHPOPMALIKIO O TUTAHAX BBHIIOTHEHHS 3aIIPOCOB, CTATHCTUKE H

IPYIUX MOKA3aTeNsaX, KOTOPhIE IOMOIAa0T ONITUMU3UPOBATH pabOTY C TaHHBIMHU.

KomnoneHT pg-monitor — 310 6MOIMOTEKa 1151 MOHUTOPUHTA COOBITUI B 0a3e JaHHBIX C
WCIIOJIb30BAHMEM THOKOM CHCTEMBI COOBITHH, TMPEAOCTaBISIEMON IMAaKETOM pg-promise.
bubmmoTexa mo3BosseT OTCICKUBATH U PETUCTPUPOBATH COOBITHS, TAKME KaK 3alPOCHI, OIIHOKU 1

TPaH3aKIUH, 4 TAKXKC YIIPOIIACT JIOTHUPOBAHUC COOBITHI JJI1 BAlICro INpUJIOKCHUA.

KomnonenT pg-monitor-collector — 3T0 wacTh mporpammuoro odecneueHus pgwatch2,

KOTOpOE cOOMpaeT METPHUKH U3 HACTPOCHHBIX 0a3 JTAHHBIX U COXPAHSIET UX B APyroi 0a3e MaHHBIX.

KomnonenT pg-monitor-dispatcher — 3o npocmymmuBarens ans CYB/, KoTopslii ciymaer

OJHMH KaHall 0asbl JAaHHBIX W BBIMTOJHACT 3a/TaHHYI0 KOMAaH/y IIPU MOJYYCHHUU YBCIOMIICHUS.

1.1. YcioBus npuMeHeHHs

KOMITOHEHTBI MOT'YT MCIIOIb30BATHCSA:
— ¢ CYB/I «Jatoba» Bepcwuii 5.X u BbIIIIE;
— ¢ ycra"oBieHHBIM KoMmoHEHTOM B OC «nodejs» Bepcun 20 u BHIIIIE;

1.2. OrpanuveHus Mo IKCILTyaTAIUU

OrpaHnuydeHuii 10 COBMECTUMOCTH C APYTUMHU KOMIIOHEHTaMH HET.
He nonnepxxuBaercst pabora kommorenTa pg-monitor B OC:

— OC Ansbt 10;

— Ubuntu 20.04 u crape.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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2. APXUTEKTYPA MOHUTOPHUHI'A B YACTU AHAJIU3A
3AITPOCOB

B apxuTekType MOHMUTOpPHMHIA B 4YacTH AaHAJIM3a 3alPOCOB, JONYCTHUMBI JABE OCHOBHBIC
KOH(UTypaIuu:
— ¢ ycraHoBkoW pg-explain Ha omHoM cepBepe CYBJl «Jatoba» ¢ ycraHOBICHHBIM

kommnoHeHToM JDS (cm. m. 5.1);

Llenesas CYB[ } pg_repack

|

| ~ 0

— : 3 auto_explain
” e )

: } : — @ .
bttt b o Pt : — @ pg-monitor

. L]

=iy,

{ — @ pg-monitor-collector
. JpsS @

Cnyxe6Haa CYB[ explain db

Llenesasa CYB/[

|

| AN

— : 2 auto_explain
< P

& |
@ pg-explain

Pucynok 2.1 — YcranoBka pg-explain u JDS Ha ogHOM y311€

— ¢ ycraHoBKo# pg-explain Boigenennom cepeepe CYB/] u otnensuom cepsepe CYB/] ¢

YCTaHOBJIEHHOM KoMroHeHToM JDS (cM. 1. 5.1).

Llenesas CYB[J

— t lain ) {
— - J auto_exp . : CnyxebHasa
gt ® O A 1 Y
! : CYBA

pg_repack

S pg-explain explain db
— >_ 9 ssh Cnyxe6Has CYB[] JDS
] e
..................................... —
|
s
................................. N pg-monitor-collector

Llenesas CYB[

| ¥y “ 1]
— () auto_explain -
S ©

J T S
ans, i ! dam

=|r 1 ‘ ury
A0 NN ¢ W
NGIMX —HFFPS— NGIMX

pg-explain

@@ pg-monitor @ =
@@ : —
%

Pucynok 2.2 — YcranoBka pg-explain u JDS Ha pa3HbpIxX y3max

Hannsie ¢ nenesix CYB/] cobupatorcs B b/ pg-monitor.

‘ Ne u3zmeHeHUS: ‘ HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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3. YCTAHOBKA U HACTPOHUKA LIEJTEBOHU CYBJ «JATOBA»

CYB]Jl «Jatoba» ycraHaBiMBaeTCs B COOTBETCTBHHM C JOKyMeHTOM «PykoBoncTBO TO

YCTaHOBKEY.

Koppektnast pabora pg-explain obOecrnieunBaeTcss YCTaHOBKOW CHCTEMHOM JIOKald

«ru_RU.UTF-8» no pazsepreiBanus CYB]] «Jatobay.
Perucrpanus co6ertuit B CYB/] ocyiiiecTBisieTCsl KOMIIOHEHTAMU:
—  «pgAudity;
—  «auto_explainy.

KomnonenT «pgAudity BBITOTHSAET PAaCIIMPEHHYIO PETUCTPAIMIO COOBITHII 0€30MacHOCTH.
HacTpolika KOMIIOHEHTa MpPUBEAECHA B IOKYMEHTE «3allUIIEHHAs] CUCTEMa YIIpaBJIEHUs Oa3aMu

naHHBIX «Jatobay. PyKOBOJCTBO aqMUHUCTPATOPAY.

KomnonenT «auto_explain» BBINOTHSET NPOTOKOIUPOBAHUE IUIAHOB BBIIOJHEHHS

MCJICHHBIX 3aIlIpOCOB.

3.1. YcranoBka pacmmpenus auto_explain

UroObl HE 3arpykaTh KOMIIOHEHT B IPOLIECC CEpBEPA, 3arpy3Ka BBINOJHAETCA 4Yepes3
nepemennyto «shared preload libraries» B konpurypammonHom ¢aiine «postgresql.confh», xak
ormucano B 1. 3.1.2 «Hacrpoiika xkoHpurypamronHoro ¢aiina postgresql.conf nenesoit CYB/I»

HACTOSIILIETO JOKYMEHTA.
VYcTaHoBKa nakera He TpedyeTcsl.

3.1.1. llepeMmenHble paciupeHus auto_explain
KOMIIOHEHT nMeeT HUKENepeuncIeHHbIE TapaMeTphl, KOTOPbIE MOTYT YCTAHABIMBATHCS B
KoH(pUTryparmoHHoM daitne «postgresql.cont» unu m3mensThes cynepnonb3oBarensmMu CYB/] «Ha

JETY» B paMKaX CBOUX CEaHCOB.
3.1.1.1 auto_explain.log_min_duration
auto explain.log min duration (integer)

[lepemennas auto_explain.log min duration 3aga€r Bpems BBIIOJHEHHS ONEpaTopa B

MUJUIMCEKYHaX, [P MPEBBIILIEHUH KOTOPOTo IUIaH oreparopa OyJaeT npoTokoauposarbes. [Ipu

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3HayeHuU paBHOM () MPOTOKOJIUPYIOTCS BCE IUIAHBI, a IIpH -1 (110 yMOJTYaHHIO) TPOTOKOJIUPOBAHUE

TUTAHOB OTKITIOYAETCS.
3.1.1.2 auto_explain.log_analyze

auto explain.log analyze (boolean)

[Tpu BrmOWeHHMH mapamerpa auto_explain.log analyze B mporTokon OyneT 3amuchIBaThCS
BbIBOJ KoMaHJbl EXPLAIN ANALYZE, a ne EXPLAIN. Ilo yMomuaHuio 3TOT mapamerp

OTKJTIOYEH.
3.1.1.3 auto_explain.log_buffers

auto explain.log buffers (boolean)

[Tapametp auto_explain.log buffers onpenenser, Oyaer v npu MPOTOKOJIMPOBAHUY TIIIAHA
BBITIOJTHEHUSI BBIBOJIUTHCS CTATHCTHKA 00 MCIOJIb30BaHWH Oy(epoB; OH PaBHOCUJICH YKa3aHUIO
BUFFERS komanael EXPLAIN. OToT mapamerp A€HCTBYET, TOJIbKO €CIM BKIJIIOUEH HapameTp

auto_explain.log_analyze. [To ymMon14aHuIO 3TOT mMapaMeTp OTKIIIOUYEH.

3.1.1.4 auto_explain.log_wal

auto explain.log wal (boolean)

[Tapametp auto_explain.log wal ompenensier, Oyner Jau Hpu MPOTOKOIMPOBAHHUH ILUIAHA
BBITIOJTHEHHUSI BEIBOJUTHCS CTaTUCTHKA 00 ncnoibp3oBannu WAL; oH paBHOCHIIEH yKa3aHuio WAL
komanael EXPLAIN. DOrtor mnapamerp JOeHCTBYET, TOJBKO €CJIM BKIOYEH IapaMmeTp

auto_explain.log_analyze. [To ymon4aHuto 3TOT mapaMeTp OTKIIIOUYEH.

3.1.1.5 auto_explain.log_timing

auto explain.log timing (boolean)

[Tapametp auto_explain.log_timing onpexnensiet, OyAeT v NpU TPOTOKOIMPOBAHUH TIIIaHA
BBIIIOJIHEHUS BBIBOJIUTHCS JJIMTENBHOCTh HA YPOBHE Y3JIOB: OH paBHO3HauyeH ykazanuio TIMING
koManasl EXPLAIN. YcraHoBka gaHHOIO mapameTpa MOKET 3aMEJIUTh 3allpoChl B HEKOTOPBIX
CUCTEMaX, TaK YTO BO3MOYKHO €I0 CJIEIyET OTKJII0YATh 3TOT apaMeTp, KOraa Hy»KHO 3HaTh TOJIBKO
KOJIMYECTBO CTPOK, HO HE TOYHYIO JJIUTEIBHOCTh Ka)JO0r0 y3ja. DTOT MapaMeTp AEHCTBYET,

TOJBKO eciu BKIIOUEH auto_explain.log_analyze. [To ymonuanuio 3TOT napaMerp OTKIIOYEH.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3.1.1.6 auto_explain.log_triggers

auto explain.log triggers (boolean)

[Tpu BruroueHMH mapamerpa auto explain.log triggers B mpOTOKOI OyJeT 3amuChIBaTHCS
CTaTHCTUKA BBITOJIHEHUS TPUITEPOB. DTOT MapaMeTp ACHCTBYET, TOJIBKO €CIIHM BKIIOYEH apaMeTp

auto_explain.log_analyze. [Io ymMo14aHuI0 3TOT mMapaMeTp OTKIIIOUYEH.

3.1.1.7 auto_explain.log_verbose
auto explain.log verbose (boolean)

[Tapametp auto_explain.log_verbose onpenenser, OyayT a1 pu IPOTOKOJIUPOBAHNY TIIAaHA
BBITIOJTHEHUS BBIBOJUTHCS MOAPOOHEIE CBEJICHUS; OH paBHO3HaueH ykazanuio VERBOSE komanibr

EXPLAIN. Ilo yMoi4aHHIO 3TOT MapaMeTp OTKIIOUEH.
3.1.1.8 auto_explain.log_settings

auto explain.log settings (boolean)

[Tapametp auto _explain.log_settings onpenensiet, OyyT Jii BMECTE C TUTAHAMU BBITTOJTHCHUS
BBIBOJIUTHCS M3MCHEHHBIC TTapaMeTpbl KOHGUTypaiuu. [Ipu ero BKIFOUEHUU BBIBOASTCS TOJIBKO TE
napaMeTpbl, KOTOPBIC BIMSIOT Ha IJITAHMPOBAHUE 3aPOCOB U UMEIOT 3HAUCHUS, OTJIUYAIOLIUECS OT
BCTPOCHHBIX. [l0 yMONYaHHIO ATOT mapaMeTp OTKIOYEH. VI3MEHHTh €ro MOTyT TOJBKO

CyHepIoIb30BaTEINN.
3.1.1.9 auto_explain.log_format

auto explain.log format (enum)

[Tapametp auto explain.log format Beioupaer popmat BeiBoga aiist EXPLAIN. On moxer
NpUHAMATh 3HaueHue text, xml, json u yaml. 3Hauenne mo ymomdanuio — text. U3MeHuTH 3TOT

napaMeTp MOTYT TOJIBKO CYIEPIIOIb30BATEIH.
3.1.1.10 auto_explain.log_level

auto explain.log level (enum)

[Tapametp auto_explain.log level BbiOupaer ypoBeHb, ¢ KOTOpbIM auto explain Oyzmer

BBIBOJIMTH B IPOTOKOJI IJIaHBI 3aripocoB. Jlonyctumele 3Hauenusi: DEBUGS, DEBUG4, DEBUG3,

Ne u3zmeHeHUS: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M: ‘




10
643.72410666.00067-08 98 01-29

DEBUG2, DEBUGI, INFO, NOTICE, WARNING u LOG. Ilo ymonuaHu0 moapa3zymeBaeTcs

LOG. M3MeHuTh 3TOT napameTp MOTyT TOJIbKO CYIEPIOIb30BaATEIH.
3.1.1.11 auto_explain.log_nested_statements

auto explain.log nested statements (boolean)

[Ipu BrroueHum mnapameTpa auto explain.log nested statements mpoTOKOIMPOBAHHUIO
MOTYT TOJUIeKaTh M BJIOXXCHHBIE ONEpaTOpbl (ONEepaTOphl, BBINOJIHSEMBbIE BHYTPH (DYHKIUH).
Korga oH OTKIIOYEH, MPOTOKOJIUPYIOTCS IUIAHBI 3alIPOCOB TOJIBKO BEPXHEro YpoBHA. MI3MEHHUTH

3TOT MapaMeTP MOTYT TOJIBKO CYIE€PIOIb30BATEIH.
3.1.1.12 auto_explain.sample_rate

auto explain.sample rate (real)

[TapameTrp auto_explain.sample rate 3ama€r mis auto_explain mpoIEHT OmepaTopos,
KOTOpBIE OyIyT OTCIEKMBATHCS B KaXKJAOM ceaHce. 3HAYCHHWE MO YMOJTYaHWI0O — 1, TO ecTb
OTCJIEKUBAIOTCS BCE 3aMpOChl. BiioskeHHBIE OMepaTOphl OTCIEKUBAIOTCS COBMECTHO — OO BCe,

1100 HUKAaKOW M3 HUX. I3MEHUTH 3TOT mapaMeTp MOTYT TOJBKO CYTEPIOIb30BATEIH.

3.1.2. Hacrtpoiika kondurypaunonHoro ¢aiina postgresql.conf nesaesoit CYB/]
B pasmene  «Shared  Library  Preloading»,  xondurypammonnoro  daiina
/var/lib/jatoba/<ver>/data/postgresql.conf, mis mocnenyromei 3arpy3ku pacmupenuii pgaudit u

auto_explain, yCTaHOBUTH mapaMeTpBhI:

shared preload libraries = 'pgaudit,auto explain'

[TpoBepuTh 1 ycTaHOBUTH MapaMeTpsl peructpanuu coosrtuii B CYB/I:

# _____________________________________________________________
# JATOBA LOGGING PARAMETERS

# ______________________________________________________________
logging collector = on

log directory = 'log'

log filename = 'Jjatoba-%Y-%m-%d %HSM%S.log'

log rotation age = 1d
log rotation size = 0

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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log truncate on rotation = on
log line prefix = 'Sm [%p] app=%a host=%h user=%u db=%d '
log destination = 'stderr,csvlog'

JIOTIOJIHUTENIBHO YCTaHOBUTD ITapaMETPBI:

log min duration statement = 10

auto explain.log min duration = 10

auto explain.log nested statements = true
auto explain.log analyze = true

auto explain.log buffers = true

auto explain.log triggers = on
track io timing = 'on'

Jlnist paboTHI KOMITOHEHTA «auto_explainy» 3arpy3ku OubIMoTekn OyaeT 10CTaTOYHO.

[Tociie mprMeHEHHsI YCTAaHOBIICHHBIX MTAPAMETPOB, JUIsl YCTAHOBKU KOMIIOHEHTa «pgaudity
notpedyercs Boitr B CYBJl ot umenn u ¢ nmpaBamu nosib3oBarenss « SUPERUSERY, BeImomHUTE

SQL—xomanny:

CREATE EXTENSION pgaudit;

[+1 root@ubuntu: fusrfjatoba-5/bin

postgres=# CREATE EXTENSION pgaudit;
CREATE EXTENSION
postgres=# |:|

Pucynok 3.1 — YcranoBka pacmmpenus «pgaudity
3.2. Hactpoiika ¢aiina pg_hba.conf nesesoit CYB/]
Ha nenesoit CYB/] nomkHOo OBITH pa3pemieno noakitodenne tuna «localy pomm «postgresy

B PEKUME ayTCHTH(PHUKAIINN «pPeer».

B kondwurypannonnsiii ¢aiin /var/lib/jatoba/<ver>/data/pg_hba.conf no6aBuTh cTpOKYy:

local all postgres peer

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+1 root@shared-node: fvar/lib/jatoba/5/data _ O

GNU nano 6.2 pg hba.conf *

all all

all postgres
all all 127.0.0.1/32

all all ::1/128
replication all

replication all 127.0.0.1/32
replication all ::1/128

Pucynoxk 3.2 — Crpoka noakitoueHus: B KoHpurypauonaom ¢aiine pg_hba.conf
3.3. Hacrpoiika SSH-cepBepa Ha uneneBoii CYB/]
[Monkmouenne k meneBoit CYBJl cmyx0o0it pg-monitor-collector ocymiecTBisieTcs 1o

nporokonry SSH. [{nst atoro Ha neneBoit CYB/l nomken ObiTh ycTanoBieH SSH-cepsep.

3.3.1. YcTaHOBKa HEO0OXOQHUMBIX MMAKETOB
YcraHoBKa HEOOXOJHMMBIX ITAKETOB  BBIMONHSIETCS OT WMEHHM H C [paBaMu

MPUBUJIETHPOBAHHOIO MoJIb30BaTess B TepmuHaie OC.

[TepBonauanbHo oOHOBIsAETCSE OC KOMaHOM:

sudo apt update && sudo apt upgrade

[Taker, nHeoOxomumeridi mnsi 3amycka SSH-cepBepa, mpenocTaBisieTcsi KOMIIOHEHTOM

openssh-server u3 OpenSSH u ycranaBnuBaeTcsi KOMaH10M:

sudo apt install openssh-server

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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+1 root@shared-node: fusr/jatoba-5/bin

root@shared-node: fusr/jatoba-5/bin# sudo apt install openssh-server
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:

openssh-client openssh-sftp-server
Suggested packages:

keychain libpam-ssh monkeysphere ssh-askpass molly-guard
The following packages will be upgraded:

openssh-client openssh-server openssh-sftp-server
3 upgraded, ® newly installed, ©® to remove and 7 not upgraded.
Need to get 1 380 kB of archives.
After this operation, ® B of additional disk space will be used.
Do you want to continue? [Y/n] I

Pucynok 3.3 — YcranoBka openssh-server
3.3.2. IIpoBepka craTyca cepsepa

[Tocne 3aBepuieHus 3arpy3kd W yCTAaHOBKHM MakeTa ciyx0a SSH pomxna ObITH yke

3anymieHa. CtaTyc cirykO0bl IpOBepsAETCs KOMaHI0M:

service ssh status

Taxxe MOXHO HCITOJIB30BaTh KOMaH bl systemd:
sudo systemctl status ssh

+1 root@shared-node: /

root@shared-node: /# sudo systemctl status ssh
ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: enable!
Active: since Mon 2024-04-22 15:15:51 MSK; 27s ago
Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 308929 (sshd)
Tasks: 1 (limit: 4598)
Memory: 1.8M
CPU: 24ms
CGroup: /system.slice/ssh.service
L 308929 "sshd: fusr/sbin/sshd -D [listener] © of 1@-108 startups"

anp 22 15:15:51 shared-node systemd[1]: Starting OpenBSD Secure Shell server...

Pucynoxk 3.4 — BeiBog craryca ciyx061 SSH

B BBIBOIE KOMaH TBI cTaTyC CITy)0b1 SSH 0KEeH OBITh B COCTOSTHUU «Activey.

Ecnu ciyx6a He paboraer, oHa aKTUBHUPYETCS KOMaH/10i:

sudo systemctl enable --now ssh

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3.3.3. Pazpemienne SSH coeuHennst yepe3 6panamaysp
B omnepannonssix cucrtemax Linux mocraBisieTcst ¢ yTuiauTa MexceTeBoro skpana UFW
(UncomplicatedFirewall), kotopas mpexacraBnsier coboii mHTephEic A yTHIUTH KOMaHIHOU

CTpPOKH iptables, KOTOPHIiA, B CBOIO OYEPE/Ib, YIIPABISIET CETEBHIMU MPABUIAMHU.
Ecnu 6panamaysp akTUBEH, OH MOXKET IOMEIIaTh MOKI0YeHnto K SSH-cepsepy.

YroObl HacTpouTh OpaHIMaysp s paspemeHus TpedyeMoro ocTyma, HeoOXOAMMO

BBIIIOJIHUTH CJICAYIOIIYIO KOMAHY:

sudo ufw allow ssh

[+ root@shared-node: /

root@shared-node: /# sudo ufw allow ssh

Rules updated
Rules updated (v6)
root@shared-node: /# I

Pucynok 3.5 — Komanga pazpemenus SSH-coenunennit

Craryc UFW MOXHO IPOBEPUTH KOMaH0M:

sudo ufw status

Ha nannom stane SSH-cepBep 3amyIieH 1 0KHU1aeT COEIMHEHUS OT KIIMEHTA.

3.3.4. Hactpoiika cepsepa SSH
Hacrpotiku cepBepa SSH naxomsitcs B aiine /etc/ssh/sshd config, B koTopom tpebyercs

YCTAHOBUTb IMAPAMETPHI, IPUBEIEHHBIC HUXKE.

3.3.4.1 Ilopt SSH
[To ymonuanuto SSH paboraet Ha mopTy 22, HO TaKo€ MOBE/IEHHE SBIISIETCS] HEO0E30MaCHBIM,
MTOCKOJIbKY 3JIOYMBIIUICHHUK MOKET MONpo00oBaTh BRIMOIHUTE «Bruteforce» ataky mist mepebopa

napoui. [lopr 3amaercs cTpoukon:

Port 22

Heo0xoanmo n3MeHUTh 3HaYEHHE MTOpTa Ha Tpedyemoe.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3.3.4.2 IIporoxoa SSH

Ilo ymomuanuto cepsep SSH Moxer paboTaTh MO ABYM BEpCUSM NPOTOKOJA IS

COBMECTUMOCTH. UYTOOBI HMCHOJB30BATh TOJBKO IMpOTOKOJI BCpCHUM  JIBa, HGO6XOI[I/IMO

PACKOMMEHTHPOBATh CTPOKY U MPHUBECTHU €€ K TAKOMY BHY:

Protocol 2

3.3.4.3 ROOT pocryn

[To ymomuanuio Root moctym mo SSH paspemieH, HO Takoe MOBeneHHE HEOE30MACHO,

MO3TOMY CJICAYCT PACKOMMCHTUPOBATH CTPOKY:

PermitRootLogin no

3.3.4.4 locTyn TOJIBKO ONpe/e/IeHHOro nmojb3oBarenss kK SSH

Tpebyercst paspemmts goctyn Kk SSH TOnbkO At ONpeAeNIeHHOTO TOJIL30BATENsS WA

rpynnsl. JIJist 5Toro He00X0auMO T00aBUTH CIEAYIONINE CTPOKH:

AllowUsers Userl, User?2, User3
AllowGroups Groupl, Group2, Group3

3neck Userl u Groupl — mosib30Bartelns U rpymima, KOTOPhIM HY>KHO pa3peninuThb TOCTYII.
B paccmarpuBaemom mpumepe B OC cepBepa wneneBeix CYBJl, wucnonb3yrorcs

nosib3oBarenu admin u adminl. Vim cemyer pa3zpemuts nqoctyn o SSH, mo6aBuB CTpoky:

AllowUsers admin, adminl

Open ~ o *sshc!_co.nﬂg Save = _ o *
T | TS
120 #Match User anoncvs
121 # X11Forwarding no
122 # AllowTcpForwarding no
123 # PermitTTY no
124 # ForceCommand cvs server

LA lowUsers admin, admini

Pucynok 3.6 — Ctpoka ¢ iMEHaMH 10JIb30BaTeNe KOTOPBIM pasperueH goctyn no SSH

Bemonnus koHdurypupoBanne SSH cepBepa, morpeOyeTcss mepe3arpy3uTh CIyKOy

KOMaHJaMH:

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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# systemctl stop ssh
# systemctl start ssh
# systemctl status ssh

[+1 root@shared-node: fvar/libfjatoba/5/data

root@shared-node: /var/lib/jatoba/5/data# systemctl stop ssh
root@shared-node: fvar/libfjatoba/5/data# systemctl start ssh

root@shared-node: /var/1lib/jatoba/5/data# systemctl status ssh
ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/systemfssh.service; enabled; vendor preset: e
Active: since Tue 2024-04-23 15:30:47 MSK; 35 ago
Docs: man:sshd(8)

Pucynox 3.7 — Ilepe3amyck ciyx6s1 SSH

3.4. YcranoBka nporpamMMHoii miatdopmsbl «Node.js»
Tpebyercst ycranoBka mnporpammuoii Tutargopmer  «Node.js», KOTOopas TO3BOJSET

ucnoJsib3oBarh JavaScript Bepcuu 20 u BbILIE.

VYcTraHOBKA BBHITTOIHSIETCS HIKEOMMCAHHBIMU KOMaHOJaMMU:

curl -fsSL https://deb.nodesource.com/setup 20.x | sudo bash -
apt-get install -y nodejs
nodejs --version

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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4. YCTAHOBKA U HACTPOMKA PG-EXPLAIN

4.1. lIpenBapuTesibHbIe TPeOOBAHUS K YCTAHOBKE
Ha y3max cucremsl nomkHa OwiTh yctaHoBieHa CYBJ[ «Jatoba» B cooTBercTBHE C
JOKYMEHTOM «3aluIIeHHas] CHCTeMa yIpaBlieHUs 0azaMu JaHHBIX «Jatoba». PykoBoacTBO 1m0

YCTaHOBKEY.
[Tocne ycranoBkum CYBJ| o00s3aTenbHO yCTaHABIMBACTCS MApOib I CHCTEMHOTO

nonb3oBarenss OC «postgres»:

sudo passwd postgres

A Taxxe ms moas3oBarenass CYB/L:

# su -1 postgres
# psqgl
# \password

KomnoneHT noip30BaTeNnbCKOT0 BeO-nHTEpderica st aqMIHICTPaTopoB «Jatoba data safe»
(JDS) ycranaBnuBaercs B COOTBETCTBUHM C JOKYMEHTOM «3allUIIEHHAs CUCTEMa YIpaBICHUS
06aszamu nmaHHBIX «Jatobay. PykoBoactBo mo Hactpoiike. Yacte 7. Ilomp3zoBaTtenbckuii BeO-
uHTepdeiic ans armuarcTpatopoB. Kommonent «Jatoba data safe», B 3aBucumoctn ot Tpedyemoit

apXUTEKTYpbl, ONIUCAaHHOM B pa3jeine 2 JOKyMEHTA.
YcTraHoBKa MakeToB, BXOIAIINX B pg-explain, BermonHsercs u3 apxusa JDS.

Jliist paccMaTprUBaeMoro nmpuMepa, HeoOXoaIuMo co3AaTh Karajor /ust/share/jds koman0i:

sudo mkdir /usr/share/jds

C muctpubyruBHoro aucka «Disk1» u3 xatanora «Jatoba Data Safe» ckonmpoBath (haiiis

Y KaTaJor NakeTa yCTAHOBKHU B CO3/IaHHBII KaTaJlor:
—  kataisor — packages, comeprkamiyii akeTbl yCTAHOBKY;
—  Katausor — utils, cogepkamuii KOHPHUTYpaOHHBIE (aIbI;

—  ckpunt — jds.sh.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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< usr/share
.n

/.

/packages

*jds.sh
Pucynok 4.1 — CtpykTypa KaTrajaoron
B karanore packages HaxonsTcs makeTsl pg-explain momumo makera komnonenta JDS.

4.2. YcranoBka pg_repack
Komnonent pg repack, tpeOyembrii mist paboTsl cucteMsl, BkiodeH B coctaB CYBJI

«Jatoba» B KauecTBe BHEIIHEW YTUINTHI M PacCUIMpEHus], HAYuHast ¢ Bepcuu 5.6.1-54937.

¥YcraHOBKa KOMIIOHEHTA OCYIIECTBIISIETCS KOMaHO0M:

apt install jatobab-pg-repack

Ha nannowm mare pacmmpenue B CYB/] ycranaBiauBath He TpeOyeTCs, T.K. yCTaHABINBACTCS

[IOCJIEOBATEIBHO 10 IIIaraM OITMCaHHBIM HIDKE B 1I. 4.3.

4.3. Ycranoska explain db

IlepeiiTu B KaTajior ¢ pazapXuBUPOBaHHBIMU NakeTamu JDS:

cd /usr/share/jds/packages

YcranoButh naket pg-explain-db_<version>-<buildnumber> amd64.deb:

apt install ./pg-explain-db 1.5.15-20240216 amdé64.deb

[+ root@u602doc-explain01: fusrfshare/jds/packages

root@u602doc-explain®l: /# cd fusr/share/jds/packages
root@u602doc-explain®i: fusr/share/jds/packages# apt install ./pg-explain-db_1.5.

15-20240216_amd64.deb

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Pucynok 4.2 — YcranoBka nakera pg-explain-db

[Tepeiitu B xatanor /usr/local/lib/pg-explain-db:

cd /usr/local/lib/pg-explain-db

‘ Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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YcraHoBUTD IIpaBa Ha BBIITOJIHCHUC!

chmod 7155 install.sh ./scripts/clear dsk space.sh
./scripts/create partitions.sh ./scripts/repack.sh

[+ root@u602doc-explain01: fusr/local/lib/pg-explain-db 2 — O

root@ué®2doc-explain®i: /usr/share/jds/packages# cd fusr/local/lib/pg-explain-db
root@u6®2doc-explain®i: fusr/local/lib/pg-explain-db# 1s

install.sh README.md

root@u602doc-explain®l: fusr/local/lib/pg-explain-db# chmod 755 install.sh . fscri
pts/clear_dsk_space.sh ./scripts/create_partitions.sh ./scripts/repack.sh
root@ué02doc-explain®l: fusrflocal/1lib/pg-explain-db# I

Pucynok 4.3 — KomMaHa ycTaHOBKHM IIpaB Ha BBIIIOJIHEHHE

C moMoIIbI0 TEKCTOBOTO pelakTopa OTKPHITH (haili ./scripts/repack.sh:

nano ./scripts/repack.sh

HcnpaButh CTpOKy ¢ ykazanuem ycranoBieHHo# Bepcun CYB/I «Jatobay:

REPACK=/usr/pgsqgl-14/bin/pg repack

Ha CTPOKY CO CIICAYIOIIUM COACPKAHUCM:

REPACK=/usr/jatoba-5/bin/pg repack

[+1 root@u602doc-explain01: fusrflocal/lib/pg-explain-db Q) - |

GNU nano 6.2 . [scripts/repack.sh *

APP=fusr/ /lib/pg-explain-db
LOG=/var/log/pg-explain-db/repack.log
REPACK=/usr/jatoba-5/bin/pg_repack
PIDFILE Jrepack.pid

Pucynok 4.4 — Conepsxanue ¢aiina ./scripts/repack.sh

3anmyCcTUTh OCHOBHOM CKPUIT YCTaHOBKHU:

./install.sh

B ckpunre nmotpedyeTcst BBITOTHUTD CIAEAYIOMINE IarH:

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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—  Ykazatb xocT B/I:

Enter database hostname (localhost) :

—  VYxkasarp nopt b/I:

Enter database port (5432):

—  Ykazarb ums cozgaBaeMoii b/1:

Enter database name (pg-monitor):

—  Bgectu ums nons3oBarensi, OT UMeHU KOToporo Oyzaet coznana b/1;

Enter username to create database (postgres):

— BBectu mapoas moas3oBarens, OT UMEHH KOToporo Oyaet co3nana b/1:

Enter password for user "postgres":

— BBectu uMs nons3oBarens b/I:

Enter pg-explain database user (explain):

—  BBecTu maposs 115 c031aBaeMOro Mojab30BaTeNs:
Enter password for pg-explain user (explain):

@ [Ipy axkTUBUPOBAHHOW NAPOJILHOM MOJUTHKE KOMIIOHEHTOM «securityprofile»

yCTaHaBIMBAEMBIN NIAPOJIb JOJDKEH COOTBETCTBOBAThH TPEOOBaHMS 0€30MaCHOCTH

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Pt

root@ué02doc-explain01: fusr/local/lib/pg-explain-db Q =

root@uee2doc-explain®l: fusrflocal/lib/pg-explain-db# ./install.sh

Enter
Enter
Enter
Enter
Enter
Enter
Enter

database
database
database
username
password

hostname (localhost):

port (5432):

name (pg-monitor):

to create database (postgres):
for user "postgres”:

pg-explain database user (explain):

password

for pg-explain user (explain):

Creating DB "pg-monitor”

OK

Checking connection to database "pg-monitor"

OK

Creating tables in database "pg-monitor”

OK

Creating partitions in database "pg-monitor”

OK

Loading data in database "pg-monitor”

processing country inet.sql OK

processing dicerrmsg.sql OK

processing settings.sql OK

processing versions.sql OK

Completed successfully.

root@u602doc-explain®l: fusr/local/lib/pg-explain-db#

PucyHok 4.5 — BelnosiHeHHe CKpunTa yCTaHOBKU

[ToaKTFOYHUTHCS K CO3TAHHOM B TIPOIIECCE YCTAHOBKH 0a3e W cO37aTh B HEM pacIIUpEeHUE:

CREATE EXTENSION pg repack;

root@ue02doc-explain01: fusr/local/lib/pg-explain-db

postgres=#
postgres=# CREATE EXTENSION pg_repack;
CREATE EXTENSION

postgres=# |

Pucynok 4.6 — SQL-komaHaa co3nanus paciimpeHus pg_repack

Ecmu ycranoBka mpoiimer ¢ ommbOkamu, ynamuth bJ[ pg-monitor (Ha3BaHume 110

YMOJYaHUIO), UCIIPABUThH OIIMUOKY M 3ammycTHUTH install.sh cHoBa.

Ne uzmeHneHus:
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4.4. YcraHoBka pg-monitor

[TakeT pg-monitor pacronaraercsi B Karajore ¢ pa3apXuBHpOBaHHBIMH raketamu JDS:

cd /usr/share/jds/packages

YcranoBka makera pg-monitor <version>-<buildnumber> amd64.deb BemMoOMHSAETCS

KOMAaHJIOU:

apt install ./pg-monitor 1.5.6-20240216 amdé64.deb

1 root@ué02doc-explain01: fusr/share/jds/packages

root@uef2doc-explain®@i: /# cd fusr/share/jds/packages

root@ue®2doc-explain@i: /fusr/share/jds/packages# apt install ./pg-monitor 1.5.6-2
0240216 _amd64.deb

TEHWE CMUCKOB NakeToB.. [0ToBO

OCTPOEHWE [epeBa 3aBMCHMMOCTel.. [0oToBO

TeHMe WMH$OpMauMM © COCTOAHMMW.. [O0TOBO

3aMeTbTe, BMecTo «./pg-monitor 1.5.6-20240216 amd64.deb» BwbupaeTca «pg-monitors

NeflynuMe NakeTsl YCTAaHABAWMBANWCb aBToMaTW4YeckHW W Honbue He TpebywTca:
libflashrom1l libftdii1-2

nA WX yAaneHWA Wcnonb3yiTe «apt autoremoven.

negywure HOBBIE nakeTwl OyAyT YCTAHOBIEHH:
pg-monitor

06HoBNEeHo O NakeToB, YCTAHOBNEHO 1 HOBHX NAakeTOB, ANA yAaNleHWA OTME4YeHo @ nakeTo

B, U 0 nakeToB He obBHOBNEHO.

eobxogMmo ckadaTe @ B/19,4 MB apxWBOB.

ocne fAaHHOW onepauWd obbEM 3aHATOro AMCKOBOrO NpOCTPaHCTBa BO3pacTET Ha 53,3 MB

Pucynok 4.7 — YcraHoBka makera pg-monitor

[lepetitu B xatanor /ust/local/lib/pg-monitor:

cd /usr/local/lib/pg-monitor

[TepenmenoBarsb daitn app.cfg.json.example B daitn app.cfg.json ¢ moMomp0 KOMaH/IbL:

mv app.cfg.json.example app.cfg.json

root@ué02doc-explain01: fusrflocal/lib/pg-monitor

root@u602doc-explain®l: fusr/local/lib/pg-monitor# 1s

app.cfg.json.example

root@u602doc-explain®l: fusr/local/lib/pg-monitor# mv app.cfg.json.example app.cfg.json
root@u602doc-explain®l: fusr/local/lib/pg-monitor# 1s

app.cfg.json

root@ué02doc-explain®l: fusr/local/1lib/pg-monitor# I

Pucynok 4.8 — IlepenmenoBanue ¢aiina
Ne u3MeHeHUs: ‘ HOZ[HI/ICB OTB. JIMIIa: ‘ I[aTa BHCCCHUA U3M:
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Co3znarb Karanor JJjs )KypHaja ayiuTa KOMIOHEeHTa:

mkdir -p /var/log/pg-explain/offline

OTtpenakrupoBath (aiin app.cfg.json KOMaHOM:

nano app.cfg.json

YcraHoBuTh TpeOyemble apaMeTphl, TaKhe Kak Mmapoib, 0a3a JaHHBIX, num_ workers 1o

YUCITy NPOUCCCOPHLBIX AACP U T. [.:

"db": |
"host" : "localhost",
"port" : 5432,
"user": "postgres",
"password": "password",
"database": "pg-monitor",
"name": "pg-monitor",
"timeoutReconnect": 10000

by

"offline": {

"hostname": "pg-explain",

"logdir": "/var/log/pg-explain/offline"
by
"tasktype": "any",
"num workers": 8,

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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1 root@u602doc-explain01: fusr/local/lib/pg-monitor O

GNU nano 6.2 app.cfg.ison

Pucynoxk 4.9 — Conepsxanue koHpuUTryparmonHoro (aiina app.cfg.json

3amycTuth cayx0y pg-monitor komangamu B Tepmunaie OC:

# systemctl start pg-monitor
# systemctl enable pg-monitor
# systemctl status pg-monitor

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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root@u602doc-explain01: fusr/local/lib/pg-monitor

root@ue®2doc-explain®l: fusr/local/lib/pg-monitor# systemctl
root@ue®2doc-explain®l: fusrflocal/lib/pg-monitor# systemctl
root@u6f2doc-explain®1: fusr/local/lib/pg-monitor# systemctl

pg-mon

Loa

Act
Main

Ta

Mem

CcGr

itor.
ded:
ive:
PID:
sks:
ory:
CPU:
oup:

service - pg-monitor-dispatcher

loaded (/lib/systemd/system/pg-monitor.service;

since Fri 2024-05-17 16:11:36
15087 (pg-monitor)
10 (Llimit: 4551)
49.4M
568ms

/system.slice/pg-monitor.service

15087 Jusrflocal/lib/pg-monitor/pg-monitor --role=dispatcher ——m!

start pg-monitor
enable pg-monitor
status pg-monitor

enabled; vendor pri

MSK; 18s ago

Pucynox 4.10 — 3amyck u cratyc ciy>0bl «pg-monitorn»

B BeG-Opay3epe mpoBepUTH COCTOSHUE CITYKOBI:

http://<ip-ampec-cepBuca-pg-monitor>:8000

B paccmarpuBaemom npumepe aapec OyneT Cleayonum:

http://10.116.102.59:8000

& 2P pg-monitor

& &

u602doc-explain01~worker#0

uB02doc-explain0dl ~worker#1

x I

O & 10.116.102.59

Pid

stopped

stopped

C[ Explain PostgreSQL  Bopkepei Xocter Mpofnemmbie xocTer HacTpodikw

Tasks Heavy Plans Planlines Packs Heartbeat CPUBusy Locks Bytes Errors Thblstat Pidstat Pgstat Records Dicts

(1] L1} (1} o (1] 239 ms 0% 0 0 0 0 1]

1] 0 0 o 1] 314ms 0% 0 0 0 1] 0

70% T¥ (O]

Pool

Status Queue Size

Latency
o 0 0 0.00ms QFF
o 0 0 0.00ms QFF

Pucynox 4.11 — Be6-untepeiic «pg-monitor»

4.5. YcranoBka pg-monitor-collector

0

0

0

0

Cnyxba «pg-monitor-collector» yCTaHOBHUTCS aBTOMATHYECKH TIIOCJIE YCTAHOBKH «pg-

monitor-collector».

Jlnist momHOLEHHOTO (DYHKIIMOHUPOBAHUS AOCTATOYHO A00aBUTH €€ B aBro3arpy3ky OC u

IIPOBEPUTH CTATyC KOMAaHIaMM:

# systemctl enable pg-monitor-collector
# systemctl status pg-monitor-collector

Ne uzmeHneHus:

IToanucek oTB. IHIA:

‘ JlaTa BHECEeHUS U3M:
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[+1 root@ué02doc-explain01: fusrflocal/lib/pg-monitor O = = m|

root@uee2doc-explain®l: fusr/local/lib/pg-monitor# systemctl enable pg-monitor-co
llector
Created symlink /etc/systemd/system/multi-user.target.wants/pg-monitor-collector
.service — flib/systemd/system/pg-monitor-collector.service.
root@u6d2doc-explain®l: fusr/local/lib/pg-monitor# systemctl status pg-monitor-co
llector
pg-monitor-collector.service - pg-monitor-collector
Loaded: loaded (/lib/systemd/system/pg-monitor-collector.service; enabled;!
Active: since Fri 2024-05-17 16:11:36 MSK; 24min ago
Main PID: 15085 (pg-monitor)
Tasks: 10 (limit: 4551)
Memory: 121.0M
CPU: 1min 58.441s
CGroup: fsystem.slice/pg-monitor-collector.service
L15885 fusrflocal/lib/pg-monitor/pg-monitor --role=collector

maa 17 16:11:36 u602doc-explain®l systemd[1]: Starting pg-monitor-collector...

Pucynok 4.12 — Craryc cimy»)05b!I «pg-monitor-collector»
4.6. Hactpoiika SSH-gocTyna k y3jiam
MOHUTOPUHT yJaleHHBIX Yy3710B To mnpoTokory SSH TpeOyercs npenBapurenbHas
HacTpoiika OecnapoibHOro aocryna (mo cepruduxary). s 4ero He0OX0aUMO CO34aTh KIIIOUU
SSH nns ayreHTHUKAMN HA JOKAJIFHOM CepBepe, pu moMomy yTiuThl ssh-keygen, kotopas

BxoauT B Ha0op yTmimT OpenSSH. ITo ymonuanuto ona co3maer mapy 2048 6urabix RSA kimoueid.

4.6.1. I'enepanusa kawoueid SSH

I'enepanus kimrouein SSH BoInonHsETCS KOMaHOM:

ssh-keygen

[+ root@u602doc-explain01: /

root@ué®2doc-explain®l: /# ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id rsa):

Pucynok 4.13 — Komanaa renepanuu Kiro4ei
YTunuta TPEUIOKHAT BBIOpaTh pacmojoxeHue kimodei. [lo  ymMonadaHuio KITo4H

pacroJiararoTcsi B mamnke ~/.ssh/.
CexkpetHblii ki1r0u OyaeT HazbiBaThes id_rsa, a myOauuansiii id_rsa.pub.

@ B 3aBuCHMMOCTH OT BepcHM ONEpAIOHHOW CHUCTEMBbl Ha3BaHUs (DallJIOB MOTYT

OTJINYaThCA

‘ Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3arem yYTUinTa npeaJIoKUT BBECTU MTApPOJIb JJIA JOMOJIHUTCIHBHOT'O H_II/I(l)pOBaHI/If{ KJIr04a Ha

nucke. Ero MoxHO He yka3bpiBaTh, HaxaB «Enter».

[+1 root@us02doc-explain01: /

root@ue®2doc-explain@i: /# ssh-keygen

Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Pucynok 4.14 — Illar BBos1a mapoisi ik FTEHEPUPYEMOTo KIIF04a

Hanee yrunura crenepupyer kiaoun SSH.

[+1 root@u602doc-explain01: /

root@ued2doc-explain®i: /# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in froot/.ssh/id rsa

Your public key has been saved in /root/.ssh/id_rsa.pub

The key fingerprint 1is:

SHA256 :d7EULUC41vPULP1GToE/g/69JC2To4qRs72118Qq0JY root@ued2doc-explain®l
The key's randomart image is:

+---[RSA 3072]----+

| 000 ... |

0

. .5=.00
o.E O.+.

[SHA256]
root@usdzdoc-explaindi:

Pucynok 4.15 — I'enepupoBanue kimoueit SSH
4.6.2. 3arpy3ka KiI04a Ha cepBep
Korpga renepanust kirodeil 3aBepliieHa, CiaeayeT 3arpy3uTh Kitod Ha cepBep 1eneBoit CYB]]
«Jatobay. 3arpy3ka BbIIOJHSAETCS YTWIMTOM ssh-copy-id. OHa BXOIUT B HakeT MPOrpaMm

OpenSSH. [Ins 3arpy3ku Kiitoya He0OX0IMM Mapojb A0CTyna K cepeepy no SSH.

CHHTaKCHC KOMAaHIbI:

ssh-copy-id -i ~/.ssh/id rsa.pub uMsa nomeps3oBaTensl@ip-ceprepa

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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B paccmarpuBaemom nipumepe kintod SSH tpebyercst ckonupoBath Ha nieneByto CYB/] ¢ IP-
10.116.102.56 ot nonb3oBarens OC cepsepa CYB/] (cMm. n. 3.3.4.4). Komanaa konrpoBanus Oyiet

CHEAYIOLIEH:

ssh-copy-id -i ~/.ssh/id rsa.pub adminl@10.116.102.56

[+1 root@u602doc-explain0i: / @ = ]

root@uof2doc-explain®l: /# ssh-copy-id -1 ~/.sshfid rsa.pub adminl@El®.116.102.56
Jusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/root/.ssh/id rsa
.pub”

The authenticity of host '10.116.102.56 (10.116.182.56)' can't be established.
ED25519 key fingerprint is SHA256:BiGPMILZn/YcmBylLDSmII2g0xk8ZZE6CEId1zyB7sSRY.
This key is not known by any other names

Are you sure you want to continue connecting (yes/nof[fingerprint])? vy

Please type 'yes', 'no' or the fingerprint: yes

Jusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys

adminl@l®.116.102.56's password:

Mumber of key(s) added: 1

Mow try logging inte the machine, with: "ssh 'adminl1@10.116.102.56""
and check to make sure that only the key(s) you wanted were added.

Pucynok 4.16 — Konuposanue kimtoua SSH Ha cepsep SSH nenesoit CYB/]
4.6.3. [IpoBepka c031aHHOT0 MOAKJIIOYEHUSA
[TpoBepka co31aHHOTO MOAKITIOUEHUS BBITOIHIETCS KOMaHION C CepBeEpa C YyCTAHOBICHHBIM

pg_explain:

# ssh postgres@ip-cepreepa
# exit

B paccmaTpuBaemMoM npumepe KOMaH 1a OAKIIOUEHUS OYIeT CIeTyIOMIeH:

ssh adminl@10.116.102.56

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@u602doc-explain01: f

root@uéd2doc-explain®l: /# ssh adminl@l®.116.102.56
Welcome to Ubuntu 22.04.4 LTS (GNU/Linux 6.5.0-26-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
Support: https://ubuntu.com/pro

Expanded Security Maintenance for Applications is not enabled.

4 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sude pro status

*** System restart required **#*

Last login: Thu Oct 12 17:34:42 2023 from 192.168.244.86
~5 exit

logout

Connection to 10.116.102.56 closed.

root@ued2doc-explainel: /# I

Pucynok 4.17 — IlpoBepka noaxntouenus no SSH k nenesoit CYB/]
4.6.4. KonupoBanne kiaw4a SSH B karaJyior pg-monitor
CkonmpoBaTh 3aKpBITHII KITI0Y B Katajor pg-monitor/ssh_keys. daiin gomkeH 00s13aTeabsHO
MPUCYTCTBOBATH /IS 3aIycKa CiIykObl u Ha3piBaThed id rsa. [lpm HeoOxomumocTu ¢aitn HyKHO

MNEPCUMCHOBATD:

# cp ~/.ssh/id rsa /usr/local/lib/pg-monitor/ssh keys

1 root@u602doc-explain01: fusrflocal/lib/pg-monitor/ssh_keys C - O

root@usd2doc-explain@i: /# cp ~/.sshfid rsa fusr/local/lib/pg-monitor/ssh_keys

root@u6d2doc-explain@i: /# cd Jfusr/local/lib/pg-monitor/ssh_keys/
root@ue®2doc-explain®il: Jusr/local/lib/pg-monitor/ssh_keys# 1s

id _rsa README

root@usd2doc-explain®@i: /fusr/local/lib/pg-monitor/ssh keys#

Pucynox 4.18 — KonupoBanue xiroua SSH B katanor pg-monitor

JlaTb monp30BaTento «explainy mpasa Ha (aitn KOMaHI0M:

# chown explain:explain /usr/local/lib/pg-
monitor/ssh keys/id rsa

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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I+ root@u602doc-explain01: jusr/local/flib/pg-monitorfssh_keys C = = O

root@u6@2doc-explain®i: fusr/local/lib/pg-monitor/ssh_keys# chown explain:explain
Jusr/local/lib/pg-monitor/ssh_keys/id rsa
root@uéd2doc-explaindi: fusr/local/lib/pg-menitor/ssh_keys# 1s -1
total 8
1 explain explain 2610 maa 21 14:31 id _rsa
-r'w-r--r-- 1 root root 22 anp 26 10:44 README
root@ue®2doc-explain®i: fusr/local/lib/pg-monitor/ssh_keys# I

Pucynok 4.19 — YcranoBka npas

[Tepe3anmycTuTth ciry:k0y KOJIJIEKTOpA:

systemctl restart pg-monitor-collector.service

4.7. YcranoBka pg-explain

YcranoBuTh naket pg-explain_<version>-<buildnumber> amd64.deb komangamu:

# cd /usr/share/jds/packages
# apt install ./pg-explain 1.5.9-20240216 amdé64.deb

[+ root@ué02doc-explain01: fusrfshare/jds/packages

root@ue®@2doc-explain®il: /# cd Jfusr/share/jds/packages
root@u6@2doc-explain®i: fusr/share/jds/packages# apt install ./pg-explain_1.5.9-2
0240216_amdo64.deb
YTeHne cnNUCKoB nakeToB.. [0ToBO
MocTpoeHue JepeBa 3aBWcuMmocTen.. [oToBO
YTeHue MHbOpMaUMM O COCTOAHMMW.. [OTOBO
3aMeTbTe, BMecTo «./pg-explain_1.5.9-20240216 amd64.deb» BubupaeTca «pg-explainw
CnegywuMe NakeTsl YCTaHaBAWMBAaNAWCb AaBTOMaTW4eckKW W Bonbuwe He TpebywTtca:
libflashroml 1libftdiil-2
Ona MX yaaneHWA WcnoNb3yiTe «sudo apt autoremowve».
Cnegywuue HOBBLIE nakeTsl 6yAyT YCTAHOBNEHbI:
pg-explain
06HOBNEHO @ NakeToB, YCTaHOBAEHO 1 HOBWX MakeToB, ANA YAaNeHWA OTMedYeHo O nakeTo
B, W @ nakeToB He oOHOBNEHO.
Heobxogumo ckadaTe @ B/28,6 MB apxwvBoB.
Mocne gaHHoOW onepauvM ob6b&M 3aHATOro AMCKOBOro MPOCTPAHCTBa BO3pacT&T Ha 62,6 MB

Mon:1 jfusr/share/jds/packages/pg-explain_1.5.9-20240216 amd64.deb pg-explain amd
64 1.5.9-20240216 [28,6 MB]

Bubop paHee He BubpaHHoro nakeTta pg-explain.

(Ytenume Haswl pgaHHbIX .. B85%

Pucynox 4.20 — YcranoBka makera pg-explain

[lepetitu B xatanor /ust/local/lib/pg-explain:

cd /usr/local/lib/pg-explain

‘ Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[TepenmenoBatsb daitn app.conf.example:

mv app.conf.example app.conf

[+1 root@u602doc-explain01: fusrflocal/lib/pg-explain Q = = O

root@ue@2doc-explain®i: fusr/share/jds/packages# cd Jusr/local/lib/pg-explain
root@u6®2doc-explain®l: fusr/local/lib/pg-explain# mv app.conf.example app.conf
root@u602doc-explain®l: fusrflocal/lib/pg-explain# I

Pucynok 4.21 — Komanna nepenmenoBanus (aiina

OtpenaxtupoBath app.conf nox tpedyemsie HacTpoiiku CYBJl (Bl mo ymomuanuio pg-

monitor):

nano app.conf

[TapaMeTpbl UCIIONB3YIOTCS TaKHE K€, KaKk U MPU yCTaHOBKe KommnoHeHTa explain db, kak

OMKCaHO B II. 4.3 HACTOSIETO JOKYMEHTA U MTOKa3aHO Ha pUCYHKe 4.5.

[+1 root@u602doc-explain01: fusrflocal/lib/pg-explain @] = = O

GNU nano 6.2 app.conf *
pghost="1localhost"
pgport="5432"

pguser="explain"
pgpass=" N "
pgbase="pg-monitor"
pgname="pg-explain"
workerport="8686f]

Pucynok 4.22 — Conepxanue ¢aitna app.conf

3amycTtuth cayx0y pg-explain:

# systemctl start pg-explain.service
# systemctl enable pg-explain.service
# systemctl status pg-explain.service
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root@u602doc-explain01: fusrflocal/lib/pg-explain

root@u602doc-explain®l: fusrflocal/lib/pg-explain# systemctl start pg-explain.service
root@u602doc-explain®l: fusrflocal/lib/pg-explain# systemctl enable pg-explain.service

root@u602doc-explain®l: fusrflocal/lib/pg-explain# systemctl status pg-explain.service
pg-explain.service - pg-explain
Loaded: loaded (/lib/systemd/system/pg-explain.service; enabled; vendor er
Active: since Tue 2024-85-21 16:28:19 MSK; 27s ago
Main PID: 1096077 (pg-explain)

Pucynok 4.23 — 3amyck 1 BBIBOJI CTaTyca CIy»)ObI pg-explain.service

B BeG-Opay3epe mpoBepUTH COCTOSHUE CITYKOBI:

http://<ip-ampec-cepBuca-pg-explain>:8080

B paccmarpuBaemom nmpumepe aapec cepBuca pg-explain OyaeT ciemayrommm:

http://10.116.102.59:8080/

5 | P pg-monitor % | ) Explain PostgresQL x|+ ~ B @ &
« c O 8 10.116.102.59:80 0% 1% ® ® 9 =
Explain f Explain Analyze | pm naana @ apximn Copy&Pa e myimessid spmme | Samgple Plans.. v

SET track ip timing = TRUE; ENPLAIN (ANALYZE, BUFFEAS) [ SELECT | INSERT | UPOATE | DELETE } -

| QUERY PLAN

dth:

Liw (cost=9.28..2.40 rows=1 th=350) (actusl time=8. . .B.889 rows=1 loops

Buffers: shared hit=3
-» Index Scan using pg_class_oid_index on pg_class (o
Index Cand: (oid ' ::01d)

t=0.28..2.40 rows=1 width=350) (actual time=8.866..8.086 rows=1 loops=1)

Buffers: shared hit=3
Planning:
Buffers: shared hit=143 read=13
10 Tinings: read-22.473
Planning Tine: 23.242 ms
Execution Tine: 8.868 ms

(18 rows)

» VcxogHein sanpoc

] He myBnHKOBaTE B ApxMEE Explain i

Pucynox 4.24 — Be6-cTpanuna cepBuca pg-explain
[Tpu ommbke «CIWIIKOM MHOTO KIMEHTOB» B CTaTyce CIIyXObl YBEIWYHUTH IMapamerp
«max_connectionsy B ¢aiie koHburyparmoHHoM (daitie  «postgresql.conf» cepepa ¢

YCTaHOBJICHHBIM KOMIIOHEHTOM «explainy.
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5. HACTPOMKA JDS JUISI B3AUMOJIEMCTBUS C CEPBUCAMHU

Pabora KOMIOHEHTOB O00ECIEYMBACTCS KOPPEKTHO HACTPOEHHBIMU IPOTOKOJAMH,

ONUCAaHHBIMU B Tabmure 5.1

Tabnuma 5.1 — [IpoTokosbl B3auMOAEHCTBYSI KOMIIOHEHTOB

Komnonenr | IIporokos | Komnonenr | IIporokoa Onucanue
JDS http pg-explain | http KOppEeKTHas paboTa
JDS http/https | pg-explain | https KOppEeKTHas paboTa py HAJIMYUH Y pg-

explain BanmugHOTO CcepTH(HKATa WIH,
eciu ceprudurar He BamugHbINA (self-
signed ¥ T.M.), TO TOCIIE OTIEIHLHOTO

MOATBEPXKACHUS pg-explain B Opaysepe

IJDS https pg-explain | http TaHHAsA CBs3Ka paboTarh He OyneT n3-3a

OrpaHWYEHUN 0E30MacHOCTH Opay3epoB

[ToaTroMy TpeOyeTcsi HacTpOUTh PEBEPC-NIPOKCU ISl MEpEHAIpaBJIeHHs 3allpOCOB K pg-

explain.

5.1. Hacrpoiika pg-explain Ha y3.1e oTaeabHoOM 0T y3aa JDS
Komnonent JDS nmeeT QpyHKIMOHAIBHYIO BO3MOKHOCTh pabOTHI 6€3 BeO-cepBepa nginx.

[TosTomy BeO-cepBepa nginx MOXKET OBITh YCTAaHOBJIEH ITOCIIE.

YcranoBka KOMIOHEHT JDS BBIOTHSETCS ¢ MOMOIIBIO0 HHCTAIUITOPA, @ BEO-cepBep nginx
C TIOMOIIIbIO CKPUIITA YCTAHOBKH, KaK ONMCAHO B JOKYMEHTE «3alllUIEHHAsl CUCTEMA YIIPABICHUS
O6azamu paHHbIX «Jatoba». PykoBoactBo mo Hactpoiike. Yacte 7. Ilomp3oBarenbckuii BeO-

uHTepdeiic nus anmuaucTpaTopoB. Kommnonent «Jatoba data safe».
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Llenesaa CYB[ pg_repack
— @ auto_explain { c
ot o Sl ] i nyxebHas

cvBa < .
pg-explain = explain db : :
= } - Cnyxe6Has CYBA JDS

R ©hny  pgmonitor —
; o 9

pg-monitor-collector
JDIS

J
gl

)

LleneBas CYB[

| " ‘ 3
— g 2 auto_explain -
< e *9% :

i {é} pg-explain ié% 4\%;',‘
— o fash NGIMX ~—HFFPS— NGIMX

Jlo koH(pHUTypHUpOBaHUS KOMIIOHEHTOB JIOJDKHBI OBITH BHITIOJTHEHBI JICHCTBUS, ONTMCAHHBIC B

pazzgenax:

— 3 «YcranoBka u Hactpoiika neneBod CYBJI «Jatobay;

— 4 «YcraHoBKa 1 HacTpoiika pg-explainy.

5.1.1. YcranoBka BeO-cepBepa nginx Ha cepsepe cay:xxeOHoit CYB/L pg-explain

VYcranoBka makera nginx BeimosiHseTcss u3 penosutopus OC. HMcmosnbp3oBaHue ckpumnTa
yCTaHOBKM nginx.sh, pacnonoxeHHoro B karaiore /ust/share/jds/utils, nerenecoobpasto, T.K. OH

BBIMIOJTHAT KOH(PUTYypUpOBaHue BeO-cepBepa ais komrnonenta JDS.

YcTaHoBUTH nginx:
apt install -y nginx

[+1 root@u602doc-explain01: f

root@u6®2doc-explain®l: /# apt install -y nginx

YTeHHe CNMCKoB nNakeTos.. [0ToBO

MocTpoeHWe aepeBa 3aBUcMMocCTeW.. [oToBO

YTeHHWe WHPOPMaLWW O COCTOAHWHW.. [OTOBO

Cnegywuue NakeTh YCTaHaBAMBAIWMChk aBTOMAaTHYecKW W Donbuwe He TpebywTtcA:

libflashroml libftdil-2

OnA UX yaaneHWA WCNoNb3yATe «sudo apt autoremoves.

ByayT yCcTaHOoBNEeHu ChegywuMe AONOAHWTE/NbHbE NaKeTh:
libnginx-mod-http-geoip2 libnginx-mod-http-image-filter
libnginx-mod-http-xslt-filter libnginx-mod-mail libnginx-mod-stream
libnginx-mod-stream-geoip2 nginx-common nginx-core

Mpegnaraemble NakeThdl:
fcgiwrap nginx-doc

Pucynok 5.1 — YcranoBka nginx

[TpoBeputh cratyc BeO-cepBepa:

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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systemctl status nginx

[+1 root@ué02doc-explain01: /

root@u6@2doc-explain®l: /# systemctl status nginx

nginx.service - A high performance web server and a reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset: enab!
Active: since Wed 2024-085-22 14:52:59 MSK; 2min 51s ago
: man:nginx(8)
: 1108239 ExecStartPre=

Pucynok 5.2 — Cratyc ciry>x0bI nginx
5.1.2. Co3nanue ceprudukara u KIH04Ya

Co3matp manky i cepTu(HKaTa U KIr09a KOMaHI0M:

mkdir /etc/nginx/ssl

Coznate ceprudukat u kirod: 4096

openssl req -x509 -nodes -days 3650 -newkey rsa:4096 -keyout
/etc/nginx/ssl/nginx-explain.key -out /etc/nginx/ssl/nginx-
explain.crt

[+1 root@u602doc-explain01: /

root@ue®2doc-explain®l: /# openssl req -x509 -nodes -days 3650 -newkey rsa:4096 -
keyout /etc/nginx/ssl/nginx-explain.key -out /etc/nginx/ssl/nginx-explain.crt
i e i B O O B

Pucynok 5.3 — Komanna co3manus kiiroua u ceprudurara
[Tpouiecc dopmupoBanus ceptudukara morpeOyeT BBOJA 3HAYCHHUH IO IMapamMeTpam,
npuBeJACHHBIM B Tabymme 5.2. B 23Toif ke Tabiuie UpHUBEACHBI 3HAYCHHS, KOTOPHIE

WCIOJIB30BAIIACH ISl JOPMUPOBAHMSI TIPUMEPA.

Tabnuma 5.2 — [NapameTpsl popmupoBanus ceprupukara

IMapameTpsl IpumepHbie 3HAYEHUS
Country Name (2 letter code) [AU] RU
State or Province Name (full name) [Some-State] Leningrad obl
Locality Name (eg, city) [] Saint Petersburg
Organization Name (eg, company) [Internet Widgits Pty Ltd] | Datagile
Organizational Unit Name (eg, section) [] Private
Common Name (e.g. server FQDN or YOUR name) [] NAME
Email Address [] test@datagile.ru

‘ Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+1 root@u602doc-explain01: / _ ]

satetesatesstinnnnnsstFonsnnntetonnaatensanssanatosannasatansatiaanateas ottt
I I B B o S S o o o S R S TR S SRS R

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country MName (2 letter code) [AU]:RU

State or Province Name (full name) [Some-State]:Leningrad obl
Locality Mame (eg, city) []:Saint Petersburg

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Datagile
Organizational Unit Name (eg, section) []:Private

Common MName (e.g. server FQDN or YOUR name) []:NAME

Email Address []:test@datagile.ru

root@ué02doc-explain®l: f#

Pucynox 5.4 — BBogumeble mapameTps At GOpMUPOBAHUS CepTHHUKATA
5.1.3. Co3nanue koHurypauuu caira

Co3natp (aiin koH(pUrypanuu caiiTa KOMaHIOM:

nano /etc/nginx/conf.d/explain.https.conf

BcTaBuTh TEKCT U COXPAHUTD:

server {
charset utf-8;

access log /var/log/nginx/explain.access.log;
error log /var/log/nginx/explain.error.log;

listen 443 ssl;
ssl certificate /etc/nginx/ssl/nginx-explain.crt;
ssl certificate key /etc/nginx/ssl/nginx-explain.key;
location / {

proxy pass http://localhost:8080;

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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=1 root@u602doc-explain01: / Q - O

GNU nano 6.2 etc/nginx/conf.d/explain.https.conf *

server {
charset utf-8;

access log [var/log/nginx/explain.access.log;
error_log /var/log/nginx/fexplain.error.log;

listen 443 ssl;
ssl certificate fetcfnginx/ssl/nginx-explain.crt;
ssl certificate key Jetc/nginx/ssl/nginx-explain.key;

location / {
proxy_pass http://localhost:8080;
1

Pucynoxk 5.5 — Coneprxanue (aiin KoHPUTypamuu caira

[lepezamycTuts cayx0y nginx:
systemctl restart nginx

[+ root@ué02doc-explain01: [

root@ué02doc-explain®l: /# systemctl restart nginx
root@ué02doc-explain®l: /# systemctl status nginx

nginx.service - A high performance web server and a reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset: enab!
Active: since Wed 2024-05-22 16:04:21 MSK; 1s ago
Docs: man:nginx(8)
Process: 1109350 ExecStartPre=/usr/sbin/nginx -t -g daemon on; master processg

Pucynok 5.6 — I[lepe3amyck 1 BBIBOJ CTaTyca CIy>KObI nginx
[IpoBeputrs B Opaysepe pabory explain mo https, Aarb NOATBEpKIECHUE CHUCTEME

0€30MMacHOCTH TIPH 3aMPOCE PO HENCUCTBUTEIHHBIN CePTUDUKAT:

https://<ampec cepsepa explain>

B paccMmarpuBaeMOM IpUMEpPE UCIIOIb3YETCs aIpeC:

https://localhost:8080/

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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% O Explain PostgreSQL % CP Explain PostgreSQL L
i ® 9O

=

SET track_io_timing = TRUE; EXPLAIN (AMALYZE, BUFFERS) { SELECT | INSERT | UPDATE | DELETE } ..

C) pg-monitor
c O D localhostgogo

Copy&Paste or Drag'n'Drop

Explain / Explain Analyze = HM#A O71aHa B apXHBe...

QUERY PLAN

(cost=0.28..2.49 rows=1 width=359) (actual time=0.888..0.009 rows=1 loops=1)

Limit

Buffers: shared hit=3
-> Index Scan using pg_class_oid_index on pg_class (cost=8.28..2.49 rows=1 width=359) (actual time=0.606..0.006 rows=1 loops=1)

Index Cond: (oid = '1259'::0id)
Buffers: shared hit=3

Planning:
Buffers: shared hit=148 read=13

I1/0 Timings: read=22.473
Planning Time: 23.242 ms
Execution Time: 8.860 ms

(10 rows)
Pucynox 5.7 — IlpoBepka paboTsI caiita

5.1.4. Konpurypupoanue komnonenta JDS Ha oTaejbHOM y3J1e
Biaumoneticteue JDS ¢ cepBrucom pg-explain HacTpanBaeTcs B KOHPUTYpaOHHOM (haiine

komnoneHTa JDS appsettings.json. B cBoiictBe PgExplainConfig.BaseAddress yxazats URL, mo
KOTOPOMY JOCTyTIeH https-cepBuc pg-explain.

Hanpumep
BreimomHuTh KOMaHIy peaakTupoBanus (aiina appsettings.json:

nano /opt/jds/appsettings.json

YcraHoBUTH CTPOKU C CHHTAKCHUCOM:

"PgExplainConfig": {
"https://<ampec cepBepa explain>"

"BaseAddress":

@ AJpec noimkeH OBITh yKazaH 0e3 3Haka ApoOHOH depTsl (solidus) «/»
B paccmarpuBaemoM npumepe oauH u3 y3ioB umeer IP-agpec 10.116.102.59 u crtpoka

KOH(UTypatmoHHOTO (aiina appsettings.json komnonenta JDS Oyaer uMeTs cieayrommii BU;

"PgExplainConfig": {
"BaseAddress": "https://10.116.102.59"

‘ JlaTta BHECEHMS U3M:

IToanucek oTB. IHIA:

Ne uzmeHneHus:
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l = *appsettings.json 1=
Open ~ || M~ Jopt/jds | Save ||;| — a X
52 1},
93 "PgExplainConfig": {
94 "BaseAddress": "https://10.116.102.59"
95 1,

Pucynok 5.8 — Conepxkanne koHpurypanuonHoro (aiina appsettings.json kommonenra JDS
Boiitu B BeO-unTepdeiic komnonenra JDS. Ilepelitn B moapasnen «AHaIU3 3apoCOBY.
Ha Bkmagke «Hactpoiikuy HaxaTh KHOTIKY «J/{0o6aBuThY». BBectn IP-anpec y3na ¢ HaOmromaeMoit
CYB/Jl, nopt (ecnu OH OTAMYAETCs OT CTAaHAAPTHOTO 5432) W OTMETUTH (praraMu IMyHKTHI

coOupaemMoi CTaTUCTUKU U COXPAHUTb.

J) Jatoba Data Safe CP Explain PostgreSQL  + Q _ 7@ X
< C @ localhost:5000/performance/qga/settings P RER®&®® >0 L =EL8 @ l
@a toba [ AHanua 3anpocos Janpoch! Merasanpocel BRokvpoBKM HacTpoiku _'. ﬂdTin

95 MoHuTopuHr 05/23/2024 0O X €D AobamuTs nna sanpoca

) Auanma puckos [ MoM | AoBasuTb

: Knactepel w
Xoct:| 10.116.102.56 MopT:

@) AvmuTuoTuETHOCTE

OTBETCTEEHHbIA:
MpoM3BOBMTENBHOCTE A

CHHMEH M OTYETHI

MpoGRemsl 0 PELISHKA MoruTopir: | online  offline [ pidstat [ po_stal_activity

[ po_stat_user_tables

[# structures snapsho
AHanus 3anpocoe
CoxpaHnTh

Pucynok 5.9 — Bknanka «Hactpoliku» paszaena « AHaiu3 3apocoBy
5.2. Hacrpoiika pg-explain Ha ognom y3ae ¢ JDS
Komnonent JDS mMoxer ObITh yCTaHOBJEH 10 ycTaHOBKH pg-explain. [lopsmok ycTaHoBKH
KOMIIOHEHT He npuHIunuaieH. CBs3b KOMIIOHEHTOM oOecreunBaeTcss BeO-cepBepoM nginx c

KOH(UTYpaIUSIMU MO KKl U3 KOMIOHEHTOB.

B cuny ocoGenHocTeil KOHPHUrypanmuy KOMIIOHEHTOB MOTpPEOyeTcss pedaKkTHpOBATh

napameTpsl noptoB 1o nporokoxy HTTPS.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Llenesasi CYB/[] pg_repack
T auto_explain !

Cnyxe6Has CYB[] = explain db

>_? -SSh setup
.................................... — @ pg-monitor
|
)
@ pg-monitor-collector
.................................... DS
Llenesas CYB[
— OANG HTTPS
— @ auto_explain gany
° ONTS Ny

NGIUX —HHP—S—@ _
@ pg-explain

Pucynok 5.10 — Cxema B3auMoA€CTBUSI KOMIIOHEHTOB
5.2.1. YcranoBka komnonenrta JDS
KomnoneHT nonp30BaTeNbCKOTo BeO-uHTepderica st aqMIHICTPaTopoB «Jatoba data safex
(JDS) ycranaBnuBaercs B COOTBETCTBUHM C JOKYMEHTOM «3allUIIEHHAs CUCTEMa YIPaBICHUS
O6azamu paHHbIX «Jatoba». PykoBoactBo mo Hactpoiike. Yacte 7. Ilomp3oBarenbckuii BeO-
uHTepdeiic nns axmuHrcTpatopoB. Kommonent «Jatoba data safe», B 3aBucuMoct ot Tpedyemoit

apXUTEKTYpbl, OIIUCAaHHOM B pa3jeiie 2 JOKyMEHTA.

5.2.2. Be6-cepBep nginx
Be6-cepBep nginx ycTaHaBIMBAETCS B COOTBETCTBHH C JIOKYMEHTOM «3allHIICHHAS
cucreMa ymnpasleHHs Oa3amu gaHHbIX «Jatoba». PykoBoactBo mo Hactpoiike. Yacts 7.

[Tonmp3oBaTenbekuii BeO-unTepdeiic as agmuauctparopon. Komnonent «Jatoba data safey.
BrimonHsaTh neficTBys, onrcanHpie B 1. 5.1.1 1okymMeHTa, He00s3aTeIbHO.

5.2.3. Co3nanue ceprudukara u KI04a 18 pg-explain

Co3nanue cepTudukara 1 KIro4a JJisi COeAUHEHHsI 1o npotokony SSL ommcano B m. 5.1.2

JOKYMEHTA.

5.2.4. Co3nanue koHuUrypauuu caira

OTnuune BBITIOJIHSIEMBIX araroB, OINMMCAHHBIX B II. 5.1.3 AOKyMCHTa COCTOUT B TOM, 4YTO

BMecTo nopta 443 Oyzaer ucnons3oBarbes mopt 444 SSL.

Jlis gero morpeOyeTcss co3laTh WM OTPEAaKTUPOBaTh (haiim KoHurypamuum caita

KOMAaHJIOU:
‘ NQ N3MCHCHMUS . ‘ HOZ[HI/ICB OTB. JINa: ‘ I[aTa BHCCCHUSA N3M.
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nano /etc/nginx/conf.d/explain.https.conf

BcTaBuTh TEKCT U COXPAHUTDb CTPOKMU:

server {
charset utf-8;

access log /var/log/nginx/explain.access.log;
error log /var/log/nginx/explain.error.log;

listen 444 ssl;
ssl certificate /etc/nginx/ssl/nginx-explain.crt;
ssl certificate key /etc/nginx/ssl/nginx-explain.key;

location / {
proxy pass http://localhost:8080;

root@us02doc-explain01: /

GNU nano 6.2 etc/nginx/conf.d/explain.https.conf *
server {
charset utf-8;

access log [var/log/nginx/explain.access.log;
error_Llog Jvar/log/nginx/explain.error.log;

listen 444 ssl;
ssl certificate jetc/nginxfssl/nginx-explain.crt;
ssl certificate key Jetc/nginx/ss1l/nginx-explain.key;

location / {
proxy pass http://localhost:8880;
}

Pucynok 5.11 — Conepxanue ¢aitna explain.https.conf

[Tpumenenune mapamMeTpoB obecrednBaeTcs nepe3arpy3Koi ciryk0bl nginx:

systemctl restart nginx

[IpoBeputs B BeO-Opaysepe pabory explain mo https, mate moATBep aEeHUE CUCTEME

0€3011acHOCTH, €CIIH CIIPOCUT MPO HEACHCTBUTENbHBINA cepTU(DUKAT.

Ne u3zmeHeHUS: HO)_'[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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5.2.5. PepakTupoBanue napamMeTpoB Komnonenta JDS
BsanmopneiictBue JDS ¢ cepBucom pg-explain HacTpauBaeTcsi B KOHPHUTyparioHHOM aiine
komnoneHnTa JDS appsettings.json. B cBoiictBe PgExplainConfig.BaseAddress neoOxomumo

ykazatb URL, mo koropomy nocryrmen https-cepsuc pg-explain.
BeImonHuTE KOMaHAy pemakTHpOBaHHs KOH(uTrypammoHHOTO (aiinma kommoneHTta JDS
appsettings.json, KOMaHJ0¥:
nano /opt/jds/appsettings.json

BcraButs mapamerpsr:

"PgExplainConfig": {
"BaseAddress": "https://<ampec cepBepa explain>:444"
by

@ Anpec nomkeH ObITh ykazaH 0e3 3Haka ApoOHO# depTsl (solidus) «/»

@ Cepuc explain paboraer Ha TOM ke xocte, uto u JDS, Ho B cBolicTBe BaseAddress
HY>KHO yKkasbiBaTh BHemHu [P-agpec (e localhost), T.k. oOpamenue k pg-explain

uznet "He ot JDS, a ot BeO6-Opay3epa monbp30BaTers.

B paccmarpuBaemoM npumepe oauH u3 y3ioB umeer [P-agpec 10.116.102.59 u crtpoka

KOH(UTypatmoHHOTO (aiina appsettings.json komnonenta JDS Oyaer umeTh cieayrommii BUI;

"PgExplainConfig": {
"BaseAddress": "https://10.116.102.59:444"

[+1 root@u602doc-explain01: /

GNU nano 6.2 opt/jds/fappsettings.json *

Pucynoxk 5.12 — Conepxanue koHpUTrypanuoHHoro ¢aitia npuioxenus JDS appsettings.json

CoxpaHuTh (haili1r 1 epe3amyCTuThb CIyx0y «jds»

# systemctl restart jds

‘ Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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# systemctl status Jjds

[IpoBeputh gocTynHOCTh KOMIIOHEHTA JDS 110 anpecy:

https://10.116.102.59/

70% ¥

x| +

(Ot tps://10.116.102.59

& | @ Jatoba Data Safe

< C

@atoba

Data Safe

[o6po noxanoBaTb! < >

Boiitu B BeO-unTepdeiic komnonenra JDS. Ilepelitn B moapasnen «AHaIN3 3apoCOBY.
Ha Bxmagke «Hactpoiikuy HaxaTh KHOTKY «J/{0oO6aBuTh». BBectn [P-anpec y3na ¢ HaOmromaeMoit

CYB/Jl, nopt (ecnum OH OTAMYAETCS OT CTAaHAAPTHOTO 5432) W OTMETUTH (praraMu IMTyHKTHI

coOMpaeMoii CTaTUCTUKH U COXPAHUTb.

[Tocne gero oroOpa3uTcst 100aBICHHBIN Y3€II.

‘ JlaTta BHECEHMS U3M:

Ne uzmeHneHus: IToanucek oTB. IHIA:
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6. OBHOBJIEHUE PG-EXPLAIN

6.1. [IpexBapureibHbIe TPEOOBAHUSA

J1J1st BBITIOJTHEHUSI OOHOBIICHUST JJOJKHBI OBITH BHITIOJTHEHBI CIIEIYIONTNE TPEOOBAHUS:
—  ycranosiensl CYB]/] Jatoba 6, JDS, explain Bepcuu 1.5.6;

—  0OHOBIIEHHE MTPOUCXOIUT 10 Bepcuu explain 1.6.5;

— koMau bl ipuBeniensl st OC Actpa 1.7.

6.2. IIpouecc oOHOBJIEHUS

OcTtaHoBUTH cIy>kK0BI monitor u explain:

systemctl stop pg-monitor && systemctl stop pg-explain

PacnakoBaTh HOBBIH JUCTPUOYTHB:

tar xvE /tmp/ jds-2.7.0-1linux-x64-release-deb.tar.gz -C
/usr/share/

PacmakoBats (aitsiel HOBOM Bepcuu pg-explain-db:

# cd /usr/share/jds/packages
# apt install ./pg-explain-db*

IlepeiiTn B KaTayor co CKpUIITaMH YCTaHOBKH, 3a1aTh IIpaBa:

# cd /usr/local/lib/pg-explain-db

# chmod 755 install.sh ./scripts/clear dsk space.sh
./scripts/create partitions.sh ./scripts/repack.sh

W3menuts myTh K OuHapHOMY (haiiny repack B koHdurypammm:

sed -1 's/usr\/pgsqgl-14\/bin\//usr\/jatoba-6\/bin\//g"
./scripts/repack.sh

3amycTuTh poleypy OOHOBJICHHS CITy>KeOHOW 0a3bl TaHHBIX:

./install.sh updatedb

3ammyCTUTh YCTAHOBKY HOBOM BEPCHH PE-MONitor:

‘ Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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# cd /usr/share/jds/packages
# apt install ./pg-monitor 1.6.5-20240427 amdé64.deb

3amycTUTh CIy)0y ¥ MPOBEPUTH €€ CTATyC:

systemctl start pg-monitor && systemctl status pg-monitor

3amyCcTUTh YCTAaHOBKY HOBOM Bepcuu pg-explain:

apt install ./pg-explain 1.6.2-20240427 amdé64.deb

3armyCcTUTh CIy)O0y ¥ IPOBEPUTH €€ CTATYC

systemctl start pg-explain.service

Ne u3zmeHeHUS: HO)_'[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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7. OLIMBKHA

7.1. Ommoka FATAL: password authentication failed for user "postgres"
Omubka TMOSABISETCSs TMPU BBOJIE HEKOPPEKTHOTO Mapojisi MPUBUIETUPOBAHHOIO

nonb3oBatenss CYB/I.

root@u602doc-explain01: fusrflocal/lib/pg-explain-db

root@ue®2doc-explain®l: fusr/local/lib/pg-explain-db# ./install.sh
Enter database hostname (localhost):

Enter database port (5432):

Enter database name (pg-monitor):

Enter username to create database (postgres):

Enter password for user "postgres":

Enter pg-explain database user (explain):
Enter password for pg-explain user (explain):

Creating DB "pg-monitor”

psql: error: connection to server at "localhost" (127.0.8.1), port 5432 failed:
FATAL: password authentication failed for user "postgres"

password retrieved from file "/fusr/local/lib/pg-explain-db/.pgpass”

Create DB failed.

root@uef2doc-explain®l: fusr/local/lib/pg-explain-db#

Pucynok 7.1 — Omubka BBOAa apoJis

Heo0x011M0 NOBTOPHO 3alyCTUTh HHCTAJUISATOP M YKa3aTh KOPPEKTHBIN NapOIb.

7.2. Oumoka ERROR: invalid locale name: "ru_RU.UTF-8"

OmmOka nosBisgercs npu orcyTcTBUM ycraHoBiieHHOH B OC nokanmu «ru_RU.UTF-8».

1 root@u602doc-explain01: fusr/local/lib/pg-explain-db

root@ue02doc-explain®l: fusr/local/lib/pg-explain-db# ./install.sh
Enter database hostname (localhost):

Enter database port (5432):

Enter database name (pg-monitor):

Enter username to create database (postgres):

Enter password for user "postgres”:

Enter pg-explain database user (explain):

Enter password for pg-explain user (explain):

Creating DB "pg-monitor”

psql: fusr/flocal/lib/pg-explain-db/scripts/createdb.sql:1: ERROR: role "explain”
already exists

psql: fusr/local/lib/pg-explain-db/scripts/createdb.sql:3: NOTICE: role "postgre
s" is already a member of role "explain”

psql: fusr/local/lib/pg-explain-db/scripts/createdb.sql:11: ERROR: 1invalid local
e name: "ru_RU.UTF-8"

Pucynok 7.2 — Ommbka npy HeyCTaHOBJIEHHOW JIOKAJIH

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Heo6xoammo ycranoBuTh cucteMuyto Jiokanb «ru_RU.UTF-8» xomanmoii:

dpkg-reconfigure locales

[+1 root@u602doc-explain01: fusrflocal/lib/pg-explain-db

Package configuration

Configuring locales |
Locales are a framework to switch between multiple languages and allow
users to use their language, country, characters, collation order, etc.

Please choose which locales to generate. UTF-8 locales should be chosen
by default, particularly for new installations. Other character sets may
be useful for backwards compatibility with older systems and software.

Locales to be generated:
[*] ru_RU.UTF-8 UTF-8

[ ] ru_UA KOI8-U
ru UA.UTF-8 UTF-8

<Cancel=>

Pucynox 7.3 — Bei0op 70Kanu B CKpUNITE YCTAaHOBKU
B cnydae, ecnu CYBJ] Opina ycranoBnena 6e3 mokamu «ru RU.UTF-8» B OC, TO

noTpedyeTcs ee nepeycTaHoBKa.

Ne u3zmeHeHUS: HOI[HI/ICI: OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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TEPMHUHbBI U OIIPEJAEJEHUSA

«» — TOCT 34.302.2-91 (MCO 8859/2-87) «HaGopet 8 OWUTHBIX OIHOOAWTOBBIX
KOJMPOBAHHBIX I'pa)MUeCKUX CHMBOJIOB. JAaTWHCKUN andaButr Ne 2) ompenenseT CHMBOJI Kak,

«apobHas yeptay (anri. «solidusy).

SSH (Secure Shell) — cereBoii MPOTOKOJI NPHUKIAJHOTO YPOBHS, KOTOPBIM IMO3BOJISET
oCylIeCTBIIATh yaaneHHoe ynpasieHue OC u tynHenupoanue TCP-coenunenuil, Hanpumep, s
nepenayn ¢aiioB. O mudpyer Bech Tpaduk, BKIIOYAs MepeaaBacMbie MapOId, U JOMYCKAET
BBIOOp pasIMUYHBIX adropuTMoB ImmdpoBanus. SSH-KIMEHTHI W cepBepbl JOCTYMHBI IS

oonpmnHaCcTBA ceTeBhix OC.

AyTeHTH(UKALUA «peer» — PEKUM ayTeHTU(UKAIUHU, MPH HUCIOIb30BAHUU KOTOPOTO
MOJIb30BATENId  ABTOMATHUYECKH AayTEHTU(UIIUPYIOTCS, €CIH CYIIECTBYET COOTBETCTBYIOIIHMA

nonp3oBatennb CYB/] ¢ umenem, copnagaromum ¢ umeHeM OC 1oab30BaTelIs.

UFW (Uncomplicated Firewall) — yrunura m1st KoHQUTYpHpPOBaHHUS MEKCETEBOTO SKpaHa
Netfilter 8 OC Linux. Ona ucnonb3yeT HHTepQeric KOMaHIHOW CTPOKU U COCTOUT U3 HEOOIBIIIOTO

KOJIMYCCTBA MPOCTBIX KOMAH/ JJIs JIEFKOTO yHupaBJICHHUA MCKCCTCBbIM 3KPAaHOM.

Iptables — yrTuiMra KOMaHAHON CTPOKH, CTaHAAPTHBIA WHTEpdENc yHpaBICHUS
MeXceTeBbIM dkpaHoM netfilter st simep Linux, naunnas ¢ Bepcuu 2.4. Iptables ncnons3yercs mist

HACTPOMKH MpaBuI (PUIBTPAIIH TAKETOB, MAPIIPYTU3ALUHU U TPEOOPa30BaHNUs CETEBBIX aIPECOB.

Bruteforce (0Opyrgopc) — wmeron B3noma, OpPU KOTOPOM 3JIOYMBIIUICHHUK WA
TECTUPOBIIUK TOJOMPAET JaHHBIC JUIsl BXOJAa B CHUCTEMY, WCIIOJIB3Ys pa3lInYHble KOMOWHAIIUU
napoJjeit. 9ToT Metona AP GHEeKTHBEH TSl B3JIOMa aKKAYHTOB C MTPOCTHIMU MAPOJISIMU, HO CIIOKEH JIJIS

CJIOXHBIX KOMOMHAIHA, TU(POBOK U Ppa3.

OpenSSH — HaGop mporpamMm, NPeIOCTABISIOMUX MHU(PPOBAHHE CEAHCOB CBS3H TIO0
KOMIIBIOTEPHBIM CETSM C Mcnojiab30BanneM nporokona SSH. OpenSSH Bxirodaet nporpaMMsl 1S

KJIMEHTA U CepBEPa, a TAK)KE MHCTPYMEHTHI [ TeHEPAINH KITI0Ye U ayTeHTU(UKAITUH.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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NEPEYEHb COKPAIIIEHUI

Structured Query Language
baza manHEBIX
OnepannonHas cucrema

CucreMa ynpaBiieHus 0a3aMu JaHHBIX

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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JIucr perucrpanuy u3sMeHeHUN

Howmepa nuctoB (cTpanun)

3m.
U3MEHE

HHBIX

3aMCHC
HHBIX

HOBBIX

Bcero
JIUCTOB
CTpaHHU
aHHYJIUP (cTpanm)
B
OBAHHBIX
JIOKYMEHTE

Homep
JIOKyMEHTa

Bxopgsmmit
HOMEp
CONIPOBOAUTE
JILHOT'O
JIOKYMEHTa U
JaTa

Iloxnuce

Hara

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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