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AHHOTALIMSA

B AOKYMCHTC IIPUBCIACHBI CBCIACHMNA, HCO6XOI[I/IMBIG IJi1 YCTaHOBKM W OSKCILTyaTallun

KOMIIOHEHTOB, Mpe/IHa3HAaYeHHBIX 1151 MoHuTOpUuHra CYB/I;

KomnonenT «node_exporter». Bepcus komnonenTa — 1.8.0;
Komnonent «postgres_exporter». Bepcus komnonenTa — 0.18.1;
Komnonent «sql_exporter». Bepcus komnonenTa — 0.18.6.
Cucrema «Prometheus». Bepcus cucremst — 3.5.0.

VYrunura «Alertmanager». Bepcust komnonenTa — 0.27.0.

Hacrosiiee pykoBoJcTBO npeaHazHadeHo Juist agMuuauctparopos CYB/I.

®

Bce mpumepsr B nmanHom nokymente mnpuBeneHsl s CYBJ] «Jatobay Bepcum
anpa 5.x, Ui IpyTUX BEPCUM BCE IIArU BBIIOJIHAKOTCS aHAJIOTUYHO, PA3HULIA COCTOUT

B UMEHaX JIUPEKTOPUH.

Hanpumep, CYB]J] «Jatoba» Bepcum 6.X 1O yMONTYaHHIO YCTaHABJIWBAETCS B

mupekroputo OC Linux — «/ust/jatoba-6/biny.

Baxknas undopmanus
Jns ceprudunupoBanHoii Bepcun CYB/] «Jatoba» moanepxuBaercst paboTa TOIBKO

Ha OC, yka3aHHBIX B ()OpMYJIsipe HA TOCTaBKY!

CreneHu BaXXHOCTH HpHMC‘-I&HHfI, MMPUMCHACMBIC B JIOKYMCHTC:!

o

®

Baxnas undopmanus — ykazanus, TpeOyroume ocoooro BHUMaHus

JonosHuTeabHass nHGOPMALMs — yKa3aHUs, TTO3BOJISIONINE YIIPOCTUTh padoTy C

U3eIUEM

Ne u3zmeHeHUS: HO)_'[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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1. HASBHAYEHHUE KOMIIOHEHTOB

Komnonent «node exporter» — NOporpaMMHBIA WHCTPYMEHT, MpeIHA3HAYEHHBIA IS

MOHHTOPHWHTA U cOOpa METPUK C PA3TUIHBIX KOMIOHEHTOB B Linux-momodusx OC.

KommnoneHnT coOupaer u S3KCIOPTUPYET pPAa3IUYHbIE METPUKH, TaKhe Kak 3arpys3ka
MpoIeccopa, UCMOIB30BAaHUE MAMATH, CTATUCTHKA CETH, CUCTEMHbIE BBI3OBHI U T.7. CoOpaHHBIC

TaHHBIE MOTYT OBITH OTIIpaBJeHbI Ha cepBep «Prometheusy mist BU3yanu3anuu u aHaIn3a.

KommoHeHT «postgres _exportern — HHCTPYMEHT i cOopa U 3kcropTa MeTpuk PostgreSQL,
TaKUX KaK CTaTUCTHKa Mo 0a3e JaHHBIX, Harpy3ka Ha cepBep, KOJIMUECTBO 3ampocoB u T.1. OH
paspaboran mns pabotel ¢ PostgreSQL m mpenocraBisier manHble B Qopmare, ymoOHOM s
cucteMbl  «Prometheusy. C  momomplo  «postgres_exporter»  MOXKXHO  OTCJCKHBATH
MPOU3BOAUTEILHOCTh PostgreSQL, BBISIBIATH MPOOJIEMbl M ONTHUMHU3UPOBATH HACTPONKH Oa3bl

JTAHHBIX.

KomnonenT «sql_exporter» — HHCTpYMEHT Ui 3KcmopTa AaHHBIX n3 SQL-3ampocoB B
dopmar, ymoOHBIN i aHanmu3a W Bu3yanu3auud. OH TO3BOJIIET NOMy4YaTh HWH(OPMAIUIO O
CTPYKType TabJuI, JaHHBIX, HHACKCAaX, CTATUCTHKE U IPYTHUX MapaMeTpax 0asbl JaHHbIX. [lonesen

AJI1 aHalin3a NPpOU3BOAUTCIILHOCTHU CUCTCMBEI, BBISABJIICHUA HpO6JICM " OIITUMHU3AIHUU 3aITPOCOB.

1.1. YcioBus npuMeHeHHs
Kommonentst moryt wucnonbszoBatbess ¢ CYBJ[ «Jatoba» Bepcwit 5.x W BbIe, MOX

ynpasieHueM oneparronHsix cucreM GNU/Linux.

1.2. OrpannyeHus Mo IKCILIyaTAIUHU
Jlns monxrouenus neneBoit CYB/] k kommoneHTy «Jatoba data safe» TpeGyercs ykaspiBaTh

[P—anpec B cTpoke noaxirouenust yrwinut K CYB/] u ve ucnons3oBats napametp «localhost».

CHMBOIIBI «kKOMMEPYECKOE 3T» «(@», «aMIepcanay «&», «PaBHO» «=», «BOIPOCUTEIbHBIN
3HAK» «7» M «JIBOETOUUE» «:», HE PEKOMEHJIYETCsl MCIOJIb30BaTh B UMEHAX I0Jb30BaTEIEH U B

mapoJiax, AJisd UCKITIOYCHUA OIIMOKHU B CTPOKC IMMOAKIIOYCHU .
OTH CUMBOJIBI HCTIOJIB3YIOTCS JJIA PA3ACICHUA TapaMCTPOB CTPOKHU MMOJAKITIOYCHUS.

Ol’”paHI/I‘-ICHI/Iﬁ Mo COBMCCTUMOCTH C IPYT'UMHU KOMIIOHCHTAMU HCT.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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2. APXUTEKTYPA CUCTEMbI MOHHUTOPHUHTI' A
ApXHUTEKTypa CUCTEMbl MOHUTOPHUHIa OCHOBaHA Ha TOM, YTO:

— Ha cepBepax nenebix CYB/] ycranaBnuBaetcs sxkcnioprepa «node _exporter» (cm. p. 4);

— Ha neneBblx CYBJ[ ¢ npenycraHoBiIE€HHBIM paclIMpeHueM «pg stat statements»
YCTaHaBJIMBAIOTCSA YTHINTHI cOOpa METPHK, TAKHE KaK:

O J3KcmopTep «postgres_exporter» (cm. p. 5);
o akcrmoprep «sql_exporter» (cM. p. 6);
— cucrema «Prometheus» cobupaet ux B cBoéM xpanwmiie (cm. p. 7);

— kommoHeHT «Jatoba data safe» wmcmonb3yer nanubie XpaHwmma «Prometheusy mis
0TOOpakeHus uX B paznene « MOHUTOPUHTY;

— yruinuta «Alertmanager» o0ecrieunBaeT KOHTPOJIb HAJ MOPOTOBBIMH 3HAUCHUSMHU H
PacchUIKy YBEIOMIEHHH (CM. P. 8).

B 3aBucumoctu ot konuaectBa CYB/], monkI04eHHBIX K MOHUTOPUHTY U OOIIIeH Harpy3KH,
cucrema «Prometheus» MoxxeT OBITH YCTAaHOBJIEHA HA OTIEIBHOM cepBepe. B aTom cimyuae «JDS»

OyZer mosy4yaTh JaHHBIE TIO CETH, YTO YBEIHMUUT HArpy3Ky Ha HEE.

Ilenecoobpaznee xommoHeHT JDS u cucremy «Prometheus» ycranaBmuBath Ha OIHOM
cepBepe. Takast KOH(pUTYypaLKs ceTaeT JaHHBIA cepBep MOJHOLIEHHBIM CEPBEPOM MOHUTOPHHTA U

0€301acHOCTH.
Jliis xaxxnoit Habmogaemoit CYB/] 1omKHBI OBITH HACTPOEHBI BCE SKCIIOPTEPHI.

B paccmarpuBaemom mpumepe Ha OC Ubuntu 22.04 ucnonb3yroTcs mapaMeTpbl CeTH H

MPOrpaMMHOT0 oOecrieueHus], MpuBeAeHHbIe B Tabmue 2.1.

Tabnuna 2.1 — Kondurypanus crenna

Ne | Hms cepsepa IP-anpec 100 Port Poanb

1 | u602doc-jdsO01 | 10.116.102.41/24 CepBep MOHUTOPHHTA
1.1 JDS
1.2 Prometheus 9090

Alert manager 3293

2 | u602doc-pgp01 | 10.116.102.45/24 IeneBass CYBJ
2.1 pg stat statements
2.2 node exporter 9100
2.3 postgres _exporter | 9187
2.4 sql exporter 9399

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Ne | Hms# cepBepa IP-agpec o Port Poub
3 | u602doc-ldap01 | 10.116.102.47/24 IleneBas CYB]]

3.1 pg_stat statements

3.2 node exporter 9100

3.3 postgres exporter | 9187

34 sql_exporter 9399

Cxema cTeH1a IpejicTaBlieHa Ha pucyHke 2.1.

CnyxebHas
cyb[
I— 9
|
@ T Prometheus

Alert Manager -

IP 10.116.102.41

Lenesas Lienesas VA

CyYBAa «pg_stat_statements» : cys[a «pg_stat_statements» -

— 1 : — ]
<y «node_exporter» ; 3 . @ «node_exporter»

«postgres_exporter» .Q_ «postgres_exporter»

IP 10.116.102.47

«sql_exporter» ; % «sql_exporter»

o o o &
10}

Pucynok 2.1 — Cxema crenna

Ne u3zmeHeHUS: HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3. YCTAHOBKA U HACTPOMKA IIEJIEBBIX CYB/]

3.1. YcranoBka CYB/]
Vceranoska CYBJl «Jatoba» BbINOIHSICTCS OT HMMEHM II0Jb30Barelisd, 00JIaJaloIero
aMUHUCTPATUBHBIMU MPUBWIECTUIMHU B CUCTEME, B COOTBETCTBUU C JOKYMEHTOM «3alllUIEHHAs

cucTeMa ympaBieHus 6a3amMu JaHHBIX «Jatobay. PykoBoICTBO 1o ycTaHOBKE.

3.2. Hactpoiika koHGuUrypaumoHHbix ¢gaijioB

[eneBsie CYBJl momKHBI OBITh HACTPOCHBI HA MTPUEM TTOIKITIOYCHAN

B xondurypammonnom daiine «postgresql.conf», B pazmene « CONNECTIONS AND
AUTHENTICATION)» packOMMEHTHPOBaH M YCTAHOBJIEH [TapaMeTp:

ligicen acdregses = "=

postgresql.conf —
Open ~ || M Jvarflibfjatoba/5/data save || = » U €
L R e et e L L L DL
55 # CONNECTIONS AND AUTHENTICATION
L """ N A
57
58 # - Connection Settings -
59
[{:llisten addresses = '*' # what IP address(es) to listen on;

Plain Text ~ Tab Width: 8 « Ln 60, Col 1 v INS

Pucynok 3.1 - Kondurypaunonnsiii ¢aiin «postgresql.conH

B kou¢urypaunonnom daiine «pg_hba.cont» paspemens moxakmouenns k CYBJl B

mapameTpe:
host all all all md5
- — *pg_hba.conf -
Open [+1 Mvar/libfjatoba/5/data save - - = X
82 # TYPE DATABASE USER ADDRESS METHOD
83
84 # "local" is for Unix domain socket connections only
85 local all all md5
86 # IPv4 local connections:
87 #host all all 127.0.0.1/32 md5
i 8host all all all md5|
89 # IPv6é local connections:

Pucynok 3.2 — Kondurypanumonnsiii ¢aiin «pg_hba.cont»
3.3. YcTranoBKka paciuMpeHnusi «pg_stat_statements»

Ha xaxnoit neneBoit CYB/] 1omkHO OBITH YCTaHOBJICHO pacIiupeHue «pg_stat statementsy.

Ne u3zmeHeHUS: ‘ HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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JInist ycTaHOBKM pacHIMpeHus «pg_stat statements» morpelyercs:
— B xondurypaumonnom daiine «postgresql.conf», B pasmene «Shared Library

Preloading» mis mocnemyroriei 3arpy3ku pacimpeHus: yCTaHOBUTD MapaMeTp:

shared preload libraries = 'pg stat statements'

*postgresql.conf

Open v f| 1 _.-'-.-par_:'litﬂat:::t?_:‘3_.-':jztz Save
739 # - Shared Library Preloading -
740
741 #local_preload_libraries =
742 #session _preload libraries =
743 FEIRG g G S - TR G- T -l g ==l # (change requires restart)
744 #jit_provider = 'llvmjit’ # JIT library to use
745

Pucynok 3.3 — Ctpoka 3arpy3ku pacmupenus B Konurypauonnom ¢paiine CYB]]
«postgresql.conf»

@ B cnyuae, ecnu yTunmToii sql_exporter ompammBaroTcsi MeTpUKH KomnoneHTa SQL
Firewall, B mapamerpe shared preload libraries mepexn 3nauenmem sql firewall
JOJDKHO OBITH B 00s3aTENbHOM IOPAIKE Uepe3 3alATyi0 YCTAaHOBJIEHO 3HA4YEHUE
pg_stat statements:

shared preload libraries = 'pg stat statements,
sql firewall'
— B paznene « STATISTICS» — «Monitoring» pacCKOMMEHTHPOBATh CTPOKY U JOOABUTH

napameTphbl:

compute query id = on

open ~ || m Pl el e (=] 9 @ &
627 # - Monitoring -

628

[Fi)compute guery id = on|

630 #log_statement_stats = off

631 #log_parser_stats = off

632 #log_planner_stats = off

633 #log_executor_stats = off

Pucynok 3.4 — Crpoka napamerpa «compute query id» B koHpurypammonaom daine CYB]]
«postgresql.conf»

— B pasnene «CUSTOMIZED OPTIONS» no6aBuTh mapameTpsi:

Ne u3zmeHeHUS: ‘ HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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pPg stat statements.max = 10000
Pg stat statements.track = all

&
- postgresql.conf —
Open [+ rflibfjatoba/s/dat Save - - g b2
BL2 f- === == === e e e e
813 # CUSTOMIZED OPTIONS
L R e R T
815

816 # Add settings for extensions here
817 pg_stat_statements.max = 10000
818 pg_stat statements.track = all

Pucynox 3.5 — [1apameTpsl cratuctuku B KoHpurypaunonaom daitne CYB] «postgresql.conf»

Coxpanutb KOHGUTYpamoHHBIN (aiin «postgresql.conth u mepesarpysurs CYB/I.

Pacminpenue «pg_stat statements» yctanaBiuBaeTcs npu nomoinu SQL-koMaH b

CREATE EXTENSION pg stat statements;

[+1 admini@ubuntu: ~

postgres@ubuntu: fusr/jatoba-5/bin$ psql
Password for user postgres:
psgl (15.5)

Type "help" for help.

postgres=# CREATE EXTENSION pg_stat statements;
CREATE EXTENSION
postgres=# [

Pucynok 3.6 — Co3nanue paciimpeHus

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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4. YCTAHOBKA JKCIIOPTEPA «JATOBA* NODE EXPORTER»
OkcnopTep «jatoba* node exporter» momkeH ObITh ycTaHOBIIEH Ha Beex neneBbix CYB/I.

DKcropTep MO3BOJISIET CHUMATh Pa3IMYHbIe METPHUKH ¢ Linux-mogo0HBIX ONepalnoOHHbBIX

cUCTEM. DJTO areHT, KOTOpbIM nepenaer cepepy «Prometheus» ammapaTHble M IpOrpaMMHBIE

nokazarenu pabotst GNU/Linux.

VYcraHOBKa MakeTa BBIMOJIHSIETCS B COOTBETCTBHUHU C PYKOBOZ[CTBOM M0 YCTAHOBKC, U3

JIOKAJIBHOT'O PCTIO3UTOPUA KOMaHHOﬁZ

# apt-get install jatoba<ver>-node-exporter

1 root@u602doc-pgp1: f/

root@u602doc-pgpl: [/ /# apt lnstall ]atobaS node exporter

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Pucynok 4.1 — YcranoBka naketa «jatoba* node exporter»
B pesynbrare ycraHOBKHM makeTa OyeT co3nan nosib3oBarenib OC «node exporter usr», oT

KOTOPOTO OYJET MPOU3BOAUTHCS 3aMTyCK YTHIIUTHIL.

Open ~ [+l pa'ﬁ"_"d Save = = u] *
36 dnsmasq:x:113:65534:dnsmasq, ,,:/var/lib/misc:/usr/sbin/nologin
37 _chrony:x:114:119:Chrony daemon,,,:/var/lib/chrony:/usr/sbin/nologin
38 admin1:x:1083:1003:,,, fhomefadmnl /bin/bash
Ao a2 AAr . AmA . T L f PR SUNNER S NS SE— | —
Plain Text ~ Tab width: 8 ~ Ln 35, Col1 ~ INS

Pucynok 4.2 -mons3oBatens «node_exporter _usr»

VY naHHOTO MOJIB30BATEIISI HET MHTEPAKTUBHOW 000JIOUKH JJIsl BXOJIA.

ABTOMaTH4eCcKu OyeT co3man (a1 KoHPUTYpaIlu CEpBHCA 110 a/IPECy:

/usr/lib/systemd/system/jatoba<ver> node exporter.service

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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m jatoba5_node_exporter.service

Jusr/lib/systemd/system

Open v Save
1| unit
2 Description=Node Exporter Service
3 After=network. target
4
5 [Service]
6 User=node_exporter_usr
7 Group=node_exporter_usr
8 Type=simple
9 ExecStart=/usr/jatoba-5/bin/node_exporter
10
11 [Install]
12 WantedBy=multi-user.target

.ini ~ Tab Width: 8 ~ Ln1, Col1 ~ INS

Pucynoxk 4.3 — Conepsxkanue KoH(pUTYparmoHHOTO (haiina
Jlasiee TpeOyeTcs 3amyCTHTh CITYK0Y SKCIIOPTEpa, BKIFOYUTH €€ B aBTO3AITYCK U POBEPUTH

cTatyc paboThI:

# systemctl enable jatoba<ver> node exporter
# systemctl start jatoba<ver> node exporter
# systemctl status jatoba<ver> node exporter

[+ root@ué02doc-pgp1: //

root@u6@2doc-pgpl: //# systemctl status jatoba5 node exporter

jatoba5_node exporter.service - No Exporter S
Loaded: loaded (/Llib/systemd/system/jatoba5 node_exporter.service; enabled
Active: since Mon 2024-87-08 13:82:17 MSK; 5min ago

Main PID: 85098 (node exporter)

Pucynoxk 4.4 - I[IpoBepka cepBuca «jatoba* node exporter»
YroObI MPOBEPUTH CTATYC pabOTHI IKCIIOPTEPaA HYKHO B Opay3epe OTKPHITh BeO-uHTepdeiic

JKCTIOpTEpA:

# localhost:9100
# http://0.0.0.0:9100

Node Exporter

Prometheus Node Exporter

Version: (version=1.7.0, branch=HEAD, revision=7333465ahf9efbaB81876303bb57e6fadb946041b)

+ Metrics

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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Pucynok 4.5 — Be6-unrepdeiic yrunutsl «node_exporter

B paccmaTtpuBaemom npumepe Ha ueneBoit CYB/L:

— u602doc-pgp01 1P - 10.116.102.45 BeG-untepdeiic ytunuTsl «node exporter
nposepsierca no URL:

# http://10.116.102.45:9100

& || Node Exporter x|+ ~ _ @ x

« = ¢ O R 10.116.102.45:9100 g @ @ &1 =

Node Exporter

Prometheus Node Exporter

Version: (version=1.6.0, branch=HEAD, revision=ff7f9d69b645ch691dd3e84dc3afc88f5c006962)

* Metrics

Pucynoxk 4.6 — Be6-untepdeiic yrunmutsl «node exportery» Ha nieneBot CYB]] u602doc-pgp01 IP
-10.116.102.45

— u602doc-ldap01  IP-10.116.102.47 BeG-unTepdeiic yTuauTel «node exporter
nposepsierca mo URL:

# http://10.116.102.47:9100

© | Node Exporter x|+ ~ _ & x

« > C O & 10.116.102.47:9100 % ® 9 =

Node Exporter

Prometheus Node Exporter

Version: (version=1.6.0, branch=HEAD, revision=ff7f9d69b645ch691dd3e84dc3afc88f5c006962)

« Metrics

Pucynok 4.7 — Be6-unrepdeiic yrunutsl «node_exporter» Ha neneBoir CYBJ] u602doc-1dap01
IP-10.116.102.47

[To ymomyaHuio 3KCIOPTEP UCIOIB3YET BCE JOCTYIHBIE KOJUIEKTOPHI METPHUK.

CocTaB CHUMaeMbIX METPHK OTOOPa)KaeTCsl Ha CTPAHUIIE:

localhost:9100/metrics

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:




14
643.72410666.00067-08 98 01-28

HpI/I HCO6XOI[I/IMOCTI/I MOJKET OBITH HM3MEHEH COCTaB HCII0JIb3YEMbIX KOJIJICKTOPOB C

MMOMOIIBIO ONIHMN KOMAaHJIHON CTPOKH:

./jatoba<ver>_node_exporter —-—[no-]Jcollector.netdev —--[no-
lJcollector.netstat

Ecnmu HeoOxommmo m3MeHWTH 3HaueHUs aapeca BeO-uHTepdeiica (:9100), node exporter

3arryckaercs ¢ omiuei --web.listen-address:
./jatoba<ver> node exporter --web.listen-address=:9101

@ N3menenne cocraBa MeTpuk aubo angpeca BeO-mHTEpdelica 1enecoodpasHee
coxpaHuTh B (aiine cepBuca «node_exporter.service». Muaue npu nepezarpyske OC

HACTPOMKHN KOMITOHEHTA BEPHYTCS K H3HAYAIbHBIM, XpaHAIIMMCS B (haiiie cepBuca

Py4Hol 3a1myCK yTHINTBI IPOU3BOAUTCS KOMaHIOM:

./jatoba<ver> node exporter

Hukakoii koH(purypanuu sxcrioprepa He TpedyeTcs.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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5. YCTAHOBKA 9KCIIOPTEPA «JATOBA*_POSTGRES_EXPORTER»

DkcnopTep «jatoba*postgres exporter» J0JKeH ObITh yCTaHOBJICH Ha Beex 1esieBbix CYB/I,

1 B TOM ke B/, B KOTOPOI yCTaHOBJIEHO paclIMpeHne «pg stat statementsy.

C moMoIp0 JAaHHOTO 3KCTIOPTEpa CHUMAKOTCS METpUKH ¢ cepBepa PostgreSQL (Jatoba).
OTO0 areHT, HanmMCaHHBIA Ha s3bIKe Golang, MOIKITIOYAIONIMIICS K 3aJJaHHOMY UCTOYHHKY JaHHBIX
(b)) u no 3ampocy cepaepa «Prometheus» Bo3Bpamiatomuii emy 3HaueHust MeTpuk. CocTaB METpUK
3apaHee TpeNonpeneleH W WX 3HAYCHHUS BBIUUCISIOTCS C TOMOINBIO (UKCUPOBAHHBIX

SQL-3anpocos.

5.1. YeTraHoBKa yTHIIMTHI M CIy:KObI «jatoba*_postgres_exporter»

VYcraHOBKa MakeTa BBIMOJIHSIETCS B COOTBETCTBHUHU C PYKOBOI[CTBOM M0 YCTAHOBKC, U3

JIOKAJIBHOT'O PCTIO3UTOpUA KOMaHHOﬁZ

# apt-get install jatoba<ver>-postgres-exporter

[+1 root@u602doc-pgp1: flocalrepo

root@ue@2doc-pgpl: /localrepo# apt-get install jatoba5-postgres-exporter

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following packages were automatically installed and are no longer required:
libflashrom1 libftdi1-2

Pucynok 5.1 — YcranoBka nmakera jatoba*-postgres-exporter

B pesynbTaTte ycTaHOBKU IakeTa OyIeT CO3JaH:

— (il 3amycka 1o aapecy:

/usr/jatoba-<ver>/bin/postgres exporter

—  KOH(UTYpaHOHHBIN (ails 1o aapecy:

/usr/jatoba-<ver>/monitoring/default/postgres exporter

— mnoab3oBarenb OC «postgres _exporter usr», 0T KOTOPOro OyaeT NpOUu3BOAUTHCS 3aILyCK

cepBuca.

VY maHHOTO MOJIB30BATEINSI HET MHTEPAKTUBHON 000JI0OUKH JIJIS BXOIa.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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5.2. Co3nanme noab3oBaressi CYBJL «postgres_exporter»
Jlia coenqunenus yruiutbl ¢ CYBJl coznate nonb3oBarens CYBJ] «postgres exporter»

SQL-komaH101:

CREATE ROLE postgres exporter SUPERUSER NOCREATEDB NOCREATEROLE
NOINHERIT LOGIN NOREPLICATION NOBYPASSRLS PASSWORD 'Password';

[+ root@admin1: fusr/jatoba-5/bin

postgres@adminl: fusr/jatoba-5/bins psql
Password for user postgres:
psgql (15.5)

Type "help" for help.

postgres=# CREATE ROLE postgres_exporter SUPERUSER NOCREATEDB NOCREATEROLE NOINH
ERIT LOGIN NOREPLICATION NOBYPASSRLS PASSWORD 'Password';

CREATE ROLE

postgres=#

Pucynok 5.2 — Co3nanue ponu «postgres _exporter»
o B paccmarpuBaemom npumepe noisb3oBaresib CYBJl «postgres exporter» siBisercs

MMPHUBUJIICTUPOBAHHBIM I10JIL30BATCIICM

5.3. HacTpoiika nepeMeHHBIX OKPY:KeHHA
JlanpHeiimas HacTporKa YTWIMTHI TpeOyeT BHECEHUS MMapaMeTpOB MOAKIIOUYEHUS B (paiie

NIEPEMEHHBIX OKPYKEHHUS «postgres exporter», KoMaHa0M:

# gedit /usr/jatoba-<ver>/monitoring/default/postgres exporter

Heo0xoammMo HaCTpOUTh MMl TOJIB30BATENS, MApOiIb U mapamMeTpsl SSL-MoaKIIOYeHus B

¢aiiie nepeMeHHBIX OKPYKEHHS «postgres_exporter.

Crpoka monkmodeHus  BoimoidHeHa B ¢opmare cxembl URL.  OcHoBHas

¢dopma URI noaximroueHust IMEET CHHTAKCHC:

postgresqgl://[none30oBaTens@] [cepsep] [/Oa3a maHHEX] [?ykaszaHMe IIa
pamMeTpa]

TIe IOJIb30BaTelb :

UMSA I0JIb30BATEJIA [ : MapoJib |

U cepBep:

[yzen] [:nopT][,...]

1 yKasaHue IapaMmerpa:

‘ Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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UMAa=3HaueHMe [&.. . ]

B kauectBe 0603naueHust cxembl URI MoxkeT ricionb3oBatbes postgresql:// wmm postgres://.
Ocranpubie yactu URI sBisitorcst HeoOsi3aTenbHBIMU. B clieqyromux mnpumepax IOKa3aH

nonyctumMblii cuHTakcuc URI:

postgresqgl://

postgresqgl://localhost

postgresqgl://localhost:5433

postgresqgl://localhost/mydb

postgresqgl://user@localhost

postgresqgl://user:secret@localhost
postgresqgl://other@localhost/otherdb?connect timeout=10&applica
tion name=myapp
postgresqgl://hostl:123,host2:456/somedb?target session attrs=an
y&application name=myapp

B paccmaTtpuBaemom npumepe Ha ueneBoit CYB/L:

— u602doc-pgp01 IP - 10.116.102.45 crpoka noxkmoueHus: yruiutel Kk CYB]] umeer
CHEYIOLIHNI BU:

DATA SOURCE NAME="postgresqgl://postgres exporter:Password@1l0.11
6.102.45:5432/postgres?sslmode=disable"

(:) OOpaTuTe BHUMaHKE, YTO HEOOXOAUMO MPOIMCHIBATH OOINNH, a HE JIOKAIbHBIHN afpec

ceTeBoro uHTEpdeiica

*postgres_exporter

Open ~ +1 Save = - O *

1 DATA_SOURCE_NAME="postgresql://postgres exporter:Password@l®.116.102.45:5432/postgres?
sslmode=disable”|

Plain Text ~ Tab width: 8 ~ Ln1, Col103 ~ INS

Pucynok 5.3 — Conep:xanue daiina «postgres_exporter.default» na nenesoit CYBJ] u602doc-
pgpO1 IP - 10.116.102.45

— u602doc-ldap01 IP-10.116.102.47 crpoka noxkmtouenust ytwintsl kK CYBJl umeer

CHEAYIOLINI BU:

DATA SOURCE NAME="postgresqgl://postgres exporter:Password@1l0.11
6.102.47:5432/postgres?sslmode=disable"

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




18
643.72410666.00067-08 98 01-28

*|
postgres_exporter -
Open = usrfjatoba-5/monitoring/default Save - - = *

1 DATA_SOURCE_NAME="postgresql://postgres exporter:Password@l®.116.182.47:5432/postgres?
sslmode=disable”

Plain Text ¥ Tabwidth: 8 -« Ln1, Col103 ~ INS

Pucynok 5.4— Conepxanue (aiina «postgres_exporter.default» na neneBoit CYB/]
u602doc-1dap01 IP-10.116.102.47

5.4. 3anyck yTuauThI «postgres_exporter»
OOHOBUTH KOH(HUTYpALHIO SyStem KOMaHOM:

# systemctl daemon-reload

3amycTuTh CIy)0y 3KCIopTepa, BKIIOYUTH €€ aBTO3aITyCK M MPOBEPUTH CTATyC PaOOTHI:

# systemctl start jatoba<ver> postgres exporter
# systemctl enable jatoba<ver> postgres exporter
# systemctl status jatoba<ver> postgres exporter

root@ué02doc-pgp1:

root@u6®2doc-pgpl: /# sudo systemctl daemon-reload

root@u6®2doc-pgpl: /# systemctl start jatoba5 postgres exporter
root@ué6®2doc-pgpl: /# systemctl enable jatoba5_ postgres_exporter

Created symlink /etc/systemd/system/multi-user.target.wants/jatobaS postgres exp

orter.service — flib/systemd/system/jatoba5 postgres exporter.service.
root@ué®2doc-pgpl: /# systemctl status jatoba5_ postgres_exporter
jatoba5_postgres_exporter.service - PostgreSQL Exporter Service
Loaded: loaded (/lib/systemd/system/jatoba5 postgres exporter.service; enaH
Active: since Mon 2024-87-08 15:33:00 MSK; 1min 6s ago
Main PID: 90739 (postgres export)

PucyHok 5.5 — 3amyck 1 BBIBOJ cTaryca cily>KObl «postgres _exporter»

YroObI MPOBEPUTH CTATYC pabOTHI IKCIIOPTEPA HYKHO B Opay3epe OTKPHITh BeO-uHTepdeiic

JKCIIOpTEpA:

localhost:9187
http://0.0.0.0:9187

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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(@l Postgres Exporter

O & 0.0.009187

Postgres Exporter

Prometheus PostgreSQL server Exporter
Version: (version=0.15.0, branch=HEAD, revision=68c176b8833b7580bf847cecf60f8e0ad5923f9a)

« Metrics

Pucynok 5.6 — Be6-unrepdeiic «postgres exporter

B paccmaTtpuBaemom npumepe Ha ueneBoit CYB/L:
10.116.102.45 BeO-unTepdeiic yrtunutel «node exporter»

— u602doc-pgp01 1P -
nposepsierca no URL:

http://10.116.102.45:9187

3 | Node Exporter X | Postgres Exporter

LR S ) C 8 10.116.102.45:9187

Postgres Exporter

Prometheus PostgreSQL server Exporter
Version: (version=0.15.0, branch=HEAD, revision=68c176b8833b7580bf847cecf60f8e0ad5923f9a)

10.116.102.45
«node_exporter»

« Metrics
Pucynoxk 5.7 — Be6-unrepdeiic «postgres exporter» na neneoit CYBJ] u602doc-pgp01 IP -
BeO-uHTEpdeiic

YTUINUTHI

— u602doc-ldap01 IP-10.116.102.47

nposepsierca no URL:

http://10.116.102.47:9187

‘ JlaTta BHECEHMS U3M:

IToanucek oTB. IHIA:

Ne uzmeHneHus:
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3] Node Exporter X | Postgres Exporter

<« > C U & 10.116.102.47:9187

Postgres Exporter

Prometheus PostgreSQL server Exporter
Version: (version=0.15.0, branch=HEAD, revision=68c176b8833b7580bf84 7cecf60f8e0ad5923f9a)

« Metrics

Pucynoxk 5.8 — Beb6-unrepdeiic «postgres exporter» Ha neneoit CYBJ] u602doc-1dap01 IP-

10.116.102.47

[Tpu ycnemnom moakmouennu K b/ Ha crpanune localhost:9187/metrics Oyaer nokazan

CIHCOK 3HAYEHUU METPUK C IPe(HUKCOM «Pg » B UMECHH.
Ecnun HeoOxoauMo M3MEHHTh 3HaueHue ajpeca BeO-uHTepdeiica (IO YMOIYAHUIO

:9187), postgres_exporter 3amyckaercs ¢ oniueit --web.listen-address, nHanpumep:

export DATA SOURCE NAME=postgresql://postgres:secret@127.0.0.1
./jatoba* postgres exporter --web.listen-address=:9188

N3menenne anpeca BeO-uHTEpdeiica memecoodpa3Hee COXpaHuTh B (aiie cepBuca
WNuaye npu mnepesarpy3ke OC HacTpoOMKHM KOMIIOHEHTA

®

«postgres_exporter».
BEPHYTHCS K M3HAYAIBHBIM, XpAHALIUMCS B (paiiie cepBuca.

ITonHpl CHMCOK ONUMK KOMAaHAHOW CTPOKHM pOStgres exporter MOKHO BBIBECTH, €CIHU

3aIlyCTUTH €r0 C omniuei --help.

‘ JlaTta BHECEHMS U3M:

IToanucek oTB. IHIA:

Ne uzmeHneHus:
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6. YCTAHOBKA 9KCITIOPTEPA «JATOBA*_SQL_EXPORTER»

Okcnoptep «jatoba* SQL_exporter» momkeH ObITH ycTaHOBIICH Ha BeeX neneBbix CYB/[ n

B TOM k€ b/[, B KOTOPOI1 YCTAaHOBJIEHO pacluMpeHue «pg_stat statementsy.

JIaHHBII 3KCTIOPTEP MOKHO MCIOIB30BATh AJISI PACIIUPEHUS COCTaBa METPUK, CHUMAEMbIX
c cepBepa PostgreSQL cranmapTHbIM 3KCHopTepoM «jatoba* postgres exporter» (cm. m. 5), a

Takke st MeTpuk komroHeHTa «SQL_Firewally.

OTO0 areHT, TaK)Ke HANMUCAHHBIN Ha s3b1ke (Golang, KOTOPBIN MOAKIIOYAETCS K 33JaHHOMY

ucrounuky naHHeix (bJl) n 3abupaer ¢ Hero metpuxu no pull-3anpocy cepsepa «Prometheusy.

CocraB cobupaembix MeTpuk U SQL-3ampocoB, KOTOpblE MX BO3BPAILAIOT, MOTHOCTHIO
KOHpUTypupyemsl monb3oBareneM. Mcmompdyemble SQL-3ampockl TpynmupyroTcss B Tak
Ha3bIBAEMbIE KOJUIEKTOPBI, COCTAB KOTOPBIX JIETKO MOKET ObITh paclIMpeH. Takke B KOJUIEKTOpe
JUISL KaXJ0TO0 BO3BpAIa€MOI0 3allpOCOM IIOJSA 3aJaeTCs yKas3aTelb HAa COOTBETCTBYIOIIYIO
METPHUKY.

6.1. YcraHoBKka yTHINTHI M CIy:K0bI «sql_exporter»

VYcTaHOBKa IaKeTa BBINOJIHAETCS B COOTBETCTBUMM C PyKOBOJICTBOM IO YCTAaHOBKE, W3

JIOKAJIBHOT'O PCTIO3UTOPUA KOMaHHOﬁZ

# apt-get install jatoba<ver>-sgl-exporter

[+ root@u602doc-pgp1: flocalrepo

root@ue®2doc-pgpl: /localrepo# apt-get install jatoba5-sql-exporter
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following packages were automatically installed and are no longer required:
libflashrom1 libftdi1-2

Pucynok 6.1 — YcranoBka naketa «jatoba*-sql-exporter»

B pesynbraTe ycTaHOBKM IakeTa OyAeT CO3MaH:

—  (aiin 3amycka 1o ajapecy:

/usr/jatoba-<ver>/bin/sql exporter

—  KOH(UTYpalHOHHBIN (aiis o aapecy:

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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/usr/jatoba-<ver>/monitoring/default/sqgl exporter.yml

—  KOH(UTYpauHOHHBIN (ailyl IepeMEHHBIX OKPYKEHHS 110 aJIpecy

/usr/jatoba-<ver>/monitoring/default/sql exporter

—  KOH(UTYpaMOHHKIN (aitr 11t coopa maHHBIX y3110B Kiactepa Citus 1o agpecy:

/usr/jatoba-<ver>/monitoring/default/citus.collector.yml

—  KoH(UTypaunoHHBIN (aiin ans coopa ganabix kommoHeHTa SQL_Firewall mo agpecy:

/usr/jatoba-<ver>/monitoring/default/sqlfw.collector.yml

— monb3oBarenb OC «sql _exporter usr», oT KOTOporo OyAeT HpPOM3BOAMUTHCS 3aIMyCK

CepBHCa.
VY maHHOTO MOJIB30BATENSI HET MHTEPAKTUBHON 000JI0UKH IS BXOIa.

6.2. HacTpoiika nepeMeHHBIX OKPYKeHHSA
[IpoBepuths mapameTpbl SKcnopTepa B (haiiie MepeMEeHHBIX OKpYyKeHHs «sql_exportery,

BBIIIOJTHUB KOMAaHAy PCAAKTUPOBAHMSA:

# gedit /usr/jatoba-<ver>/monitoring/default/sql exporter

OCHOBHBIM U3 TIApaMETpOB SBISIETCA NyTh K KOH(HUTypamuoHHOMY  (paiimy

«sql_exporter.yml» B ctpoke mapamerpa CONF_FILE.

CONF FILE=/etc/sgl exporter/sqgl exporter.yml

Hactpoiika u pacnonoxkenue (aiina «sql_exporter.yml» nmpuBenens! B m. 6.4 HaCTOSIIETO

JIOKyMEHTA.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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sql_exporter Save

Open [+
1 k:ONF_FILE=,fu5r,.r'jatoba—5)‘monitoringfdefault;‘sql_exporter.yml
2 LISTEN_ADDRESS5=0.0.0.8:9399
3 LOG_JsON=false
4 LOG_LEVEL=debug
5 ENABLE_RELOAD=fTalse
6 METRICS_PATH=/metrics
7 WEB_CONFIG_FILE=
8 RESTART_ON_UPGRADE=true

Plain Text ~ Tabwidth: 8 ~ Ln1, Col1 v INS

Pucynok 6.2 — Conepxanue ¢aiiia nepeMeHHBIX OKpYKeHHUs «sql_exporter
6.3. Co3nanme nonb3oBareast CYB/I «sql_exporter»
Hns coequuenust ytuautel ¢ CYBJl HeoOxoaumo co3nate mnosb3oBarenss CYBJ]

«sql_exporter» SQL-komaH10ii:

CREATE ROLE sqgl exporter SUPERUSER NOCREATEDB NOCREATEROLE
NOINHERIT LOGIN NOREPLICATION NOBYPASSRLS PASSWORD 'Password';

[+1 root@admin1: fetc/default

postgres@adminl: fusr/jatoba-5/bin$ psql
Password for user postgres:

psgql (15.5)

Type "help" for help.

postgres=# CREATE ROLE sql_exporter SUPERUSER NOCREATEDB NOCREATEROLE NOINHERIT
LOGIN NOREPLICATION NOBYPASSRLS PASSWORD 'Password’;

CREATE ROLE

postgres=# I

Pucynok 6.3 — Co3znanue ponu «sql_exporter»
o B paccmarpuBaemom mpumepe mnoib3oBatenb CYBJ[ «sql exporter» siBmsiercs
IIPUBWIIETUPOBAHHBIM I10JIb30BATEIEM
6.4. HacTpoiika mnapaMeTpoB »3Kcnoprepa u mnoakiawdeHuss k B/ B ¢aiine
«sql_exporter.yml»
OCHOBHBIM MapaMeTPOM JJIsi HACTPOMKH MapaMeTPOB 3KCHOpTEpA U noakIoueHus K b1 B

daiine «sql_exporter.ymly» siBisiercs mapamerp «data_source name».

TpebyeTcst OTKPBITH (ailsl 1 peJaKTUPOBAHUS KOMAaHaMH:

# gedit /usr/jatoba-<ver>/monitoring/default/sgl exporter.yml

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Crpoxka nogxiroueHus BeinoiaHeHa B popmare cxembl URL. CHHTaKCHC CTPOKM OMUCAH B 1.

5.3 HacTOALIETO TOKYMEHTA.
B paccmaTtpuBaemom npumepe Ha ueneBoit CYB/L:

— u602doc-pgp01 IP - 10.116.102.45 crpoka noxkmtoueHus: yruiutel Kk CYB]] umeer
CHEYIOIIHNI BU:

data source name:
'postgresqgl://sql exporter:Password@10.116.102.45:5432/postgres
?sslmode=disable’

@ OOpaTuTe BHUMaHKE, YTO HEOOXOAUMO MPOIMCHIBATH OOINNH, a HE JIOKATbHBIHN afpec

ceTeBOro MHTEp(etica.

*sql_exporteryml —
Open ~ [+l Jusrfjatoba-5/menitering/default Save = *

B I = e e L L

20 target:

21 # Data source name always has a URI schema that matches the driver name. In some cases (e.g. MySQL)
22 # the schema gets dropped or replaced to match the driver expected DSN format.

23 #data_source_name: 'sqglserver://prom_user:prom_password@dbserverl.example.com:1433"'

24 #idata source name: 'postgresqgl://user:password@®.0.0.0:5432?sslmode=disable’

riflldata source_name: 3 3 .116.102.45:5432 /postgres?sslmode=disable’
26

Pucynok 6.4 — Conepxanue daiina «sql_exporter.ymly, ctpoka «data_source name) Ha IeJI€BOI
CYBJ] u602doc-pgp01 IP - 10.116.102.45

— u602doc-ldap01 1P-10.116.102.47 crpoka mnonkitoueHust yruauthl k CYBJ[ umeer
CHEAYIOLINI BU:

data source name:
postgresql //sql _exporter:Password@l10.116.102.47:5432/postgres
?sslmode=disable’

m *sql_exporteryml
fusrfjatoba-5/monitoring/default

T O g T TG T T TG G PG GG T
20 target:

21 # Data source name always has a URI schema that matches the driver name. In some cases (e.g. MySQL)
22 # the schema gets dropped or replaced to match the driver expected DSN format.

23 #data_source_name: 'sqlserver://prom_user:prom_password@dbserveri.example.com:1433"'

24 #data source name: 'postgresqgl: user:-assword-@ 0.0.0:5432?sslmode=disable’

riflldata source name: 5 10.116.102.47:5432 /postgres?sslmode=disable’

Open ~ Save = - m] x

Pucynok 6.5 — Coneprxkanue daiina «sql_exporter.ymly, ctpoka «data_source name» Ha 1eI€BOI
CYB/J] u602doc-1dap01 IP-10.116.102.47

Ne u3zmeHeHUS: HO,Z[HI/ICB OTB. JIMLa: ‘ IIaTa BHCCCHHA U3M:
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@ B cmywae wHeoOxomumoctn MoHmTOpuHTa KommoHeHTa SQL  Firewall B
KoHuryparmonunom daiine sql _exporter.yml B mone «collectorsy uepes 3amsTyio

HeoOxomuMo n00aBuTh 3HaueHue sql_firewall (cM. puUCYHOK 6.6).

[+1 root@citus: fusr/jatoba-6/monitoring/default

GNU nano 6.2 sgl exporter.yml *

rCe_name:

postgres,sql_firewall

e Help WY Write Out @ Where Is |8 Cut Wl Execute W8 Location
W Exit Wil Read File @Y Replace Wl Paste a8 Justify Wi Go To Line

Pucynox 6.6 — Jlo6aBnenne monutopunra kommnonenta SQL Firewall B kondurypanmonaom
datine sql_exporter.yml

COXpaHI/ITB BHCCCHHBIC U3MCHCHUS.

B nuctpubytuse comepxutcs (paiia ¢ MOATOTOBIEHHBIMH METPUKAMHU IS MOHUTOPUHTA
CYBJ  «Jatoba»  «postgres.collector.yml», KOTOpBIi TO  yMONYAaHUIO  HCIIOJIB3YET

«jatoba* SQL _exporter.

6.5. 3anmyck yruauThl «jatoba*_sql_exporter»

O6HOBUTH KOH(pHUTYparHio systemd:

# systemctl daemon-reload

3amycTuTh CIyX)0y dKCTIOpTepa, BKIIIOYUTH €€ B aBTO3AITYCK M MPOBEPUTH CTATyC PadOTHI:

=

systemctl start jatoba<ver> sqgl exporter
systemctl enable jatoba<ver> sqgl exporter
# systemctl status jatoba<ver> sqgl exporter

=

‘ Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@ué602doc-pgp1: /

root@u602doc-pgpl: /# systemctl daemon-reload
root@u602doc-pgpl: /# systemctl start jatoba5_sql_exporter
root@uo@2doc-pgpl: /# systemctl enable jatoba5_sql_exporter

Created symlink /etc/systemd/system/multi-user.target.wants/jatoba5 sql exporter
.service — flib/systemd/system/jatoba5 sql exporter.service.
root@ue02doc-pgpl: /# systemctl status jatoba5_sql_exporter
jatoba5_sql_exporter.service - SQL Exporter for Prometheus
Loaded: loaded (/flib/systemd/system/jatoba5 sql exporter.service; enabled;!
Active: since Tue 2024-07-09 08:38:59 MSK; 17s ago

Pucynok 6.7 — YcranoBka u 3amyck cirykO0bl «sql_exporter»
Y1005l MPOBEPHUTH CTATyC PabOTHI IKCHIOPTEPA, HY>KHO B Opay3epe OTKPHITh BeO-uHTEpdEiic

JKCIIOpTEpA:

localhost:9399
http://0.0.0.0:9399

H Prometheus SQL Exporter  x [JSY

« > O |O B 0.0.0.0:9399

Prometheus SQL Exporter 0.13.0  Metrics  Configuration ~ Help

This is a Prometheus SQL Exporter instance. You are probably looking for its metrics handler.

Pucynok 6.8 — Be6-unrepdeiic «sql_exporter»

B paccmaTtpuBaemom npumepe Ha ueneBoit CYB/I:

— u602doc-pgp01 IP - 10.116.102.45 BeG-unTepdeiic yTuauThl «sql _exporter»
nposepsiercsa no URL:

http://10.116.102.45:9399

& | Node Exporter ¥  Postgres Exporter ¥ Prometheus SQL Exporter * | + v = o &=
e

> U 8 10.116.102.45:9399 w ¥ ® & =

Prometheus SQL Exporter 0.13.0  Metrics  Configuration ~ Help

This is a Prometheus SQL Exporter instance. You are probably looking for its metrics handler.

Pucynok 6.9 — Beb6-untepdeiic «sql _exporter» na nenesoit CYBJ] u602doc-pgp01 IP -
10.116.102.45

— u602doc-ldap01  IP-10.116.102.47 BeG-unTepderic yTuauTel «node exporter
nposepsiercsa no URL:

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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http://10.116.102.47:9399

) | Node Exporter *  Postgres Exporter * | Prometheus SQL Exporter = | +
e

- O & 10.116.102.47:2399

Prometheus SQL Exporter 0.13.0 s Configuration  Help

This is a Prometheus SOL Exporter instance. You are probably looking for its metrics handler.

Pucynok 6.10 — Be6-unrepdetic «sql_exporter» Ha nieneBort CYBJ] u602doc-1dap01 IP-
10.116.102.47

[Tpu ycniemrHoM nonkiodennu K B/ 1 oTcyTeTBUM ommbOoK B KOH(PHUTYpaIiy Ha CTPaHUIIE

localhost:9399/metrics OyzaeTt moka3aH CIUCOK 3HAYEHUH CHATHIX METPUK.

Ecim  HeoOxomuMo  W3MEHHMTH  3HadeHWs  angpeca  BeO-uHTepdeiica  (:9399),

jatoba* sql exporter 3amyckaetcs ¢ onnueit -web.listen-address, Hanpumep:
./jatoba<ver> sqgl exporter -web.listen-address :9398

@ N3menenne anpeca BeO-uHTEpdeiica menecoodpa3Hee COXpaHuTh B (aiiie cepBuca

«sql_exporter». Mnaue npu nepesarpy3ke OC HACTpOUKH KOMIIOHEHTa BEPHYTHCS K

M3HAYaIBHBIM, XpaHIIIUMCS B ¢aiiie cepBuca.

[TonmHBIN CIMCOK OMIMI KOMAaHIHOM CTPOKHU Sql_exporter MOXKHO BBIBECTH, €CITU 3aITyCTHTh

ero c ommuei -help.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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7. CUCTEMA «PROMETHEUS»

«Prometheus» — cucrema MOHUTOPHHTA Pa3IMYHBIX NMPOTPAMMHBIX CHCTEM H CEPBHCOB.
«Prometheus» cobupaer u coxpaHseT METPUKH B BUJI€ BPEMEHHBIX PAIOB NaHHBIX. MHpOopManus
O KaXIOW METPHKE XPAaHWTCS BMECTE C OTMETKON BpEMEHH, KOTrJa OHa Oblia 3amucaHa, U
ONMIMOHHBIM HabopoM MeToK (labels), mpeacTaBnsonIMX napsl «KIIt0Y: 3HaUeHUE». CaMu METPUKH
SIBIISIIOTCSL YMCIIOBBIMU U3MEPEHUSIMH, KOTOPBIE IO TUILY MOTYT OBITh MOHOTOHHO BO3PACTAIOLTIMH

3HAYEHUSIMU CUYETYMKOB (counter) WM MPOU3BOJBHO M3MEHSAIOIIMMUCS 3HAYEHUSIMHU JaTYUKOB
(gauge).

OCHOBHBIMU KOMITOHEHTaMH cucTeMbl «Prometheus» siBistoTCs:

—  Cepsep «Prometheus», KOTopblil cOOMpaET U COXpaHsAET METPUKHU B CBOEH BCTPOEHHOM
0ase manubix TSDB;

— DKcHopTepsl 1aHHBIX, KOTOPHIE MO 3alpOCy CEpPBEPA CHUMAIOT METPHUKHU C 33JIaHHBIX
CEpBHCOB (targets) M BO3BpAILlalOT UX CEPBEPY;

—  Web Ul ¢ noMomis0 KOTOPOro MOKHO HUCCIIEIOBATH COOPAHHBIE METPUKH C TOMOIIBIO
A3bIKa 3anpocoB promQL.

I[OKyMCHTaI_[I/IH II0 HCIIOJIB30BAHUK CHCTCMBbI HAXOAUTCA Ha O(i)I/IHI/IaJ'H)HOM camrte

pa3paboTumKa 1o ajapecy: https://prometheus.io.

7.1. YcranoBka cucreMsbl «Prometheus»

I[OKYMGHTaHI/DI II0 HCIIOJIB30BAHUIO CHCTCMblI HAXOAUTCA Ha O(i)I/II_II/IaJIBHOM caurte

paspaboTurka o agpecy: https://prometheus.io.

VYcraHoOBKa MakeTa BBIMOJIHSIETCS B COOTBETCTBHUHU C PYKOBOI[CTBOM 0 YCTAaHOBKC, U3

JIOKAJIBHOT'O PCTIO3UTOPUA KOMaHHOﬁZ

# apt-get install jatoba<ver>-prometheus

[+1 root@u602doc-export01: flocalrepo

root@u6@2doc-exportdl: /localrepo# apt-get install jatobal8-prometheus

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Pucynok 7.1 — YcraHnoBka nakera «jatoba<ver>-prometheus»

B pesynbraTe ycTaHOBKM IakeTa OyAeT CO3MaH:

—  (paiin mepeMeHHBIX OKPY>KEHHUSI CEpPBHCA O aJ[PECy:
Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:



https://prometheus.io/
https://prometheus.io/

29
643.72410666.00067-08 98 01-28

usr/jatoba-<ver>/monitoring/default/prometheus

—  ¢aiin cepBuca 1o azgpecy

usr/lib/system/system/jatoba<ver> prometheus.service

— ¢aiin xoHQUTYpaIy, aganTUpOBaHHBIM Ton ucmonb3oBanue ¢ CYB]] «Jatoba» mo

aapecy:
usr/jatoba-<ver>/monitoring/default/prometheus.yml

— 0aza TaHHBIX T10 aJIPECY:

/opt/prometheus

—  cioyxeOHbIe TUPEKTOPHUU BeO-KOHCOIIU TI0 a/Ipecy:

usr/jatoba-<ver>/monitoring/prometheus

— mnomns3oBarens OC «prometheusy, oT KoTOporo OyeT MPOU3BOIUTLCS 3aIyCK CePBHUCA.

VY naHHOrO MOJb30BATENsI HET MHTEPAKTUBHOM OOOJIOYKM JJisl BXOJA W HET JOMAlllHel
JTAPEKTOPUMU.
7.2. Kondurypauus cucrembl «Prometheus»

HeoGxoanmo 3amate koHUrypamuio cepBepa B ¢opmare YAML BBHINONHUB KOMaHIy

pPEOAKTUPOBAHMSL:

# gedit /usr/jatoba-<ver>/monitoring/default/prometheus.yml

B koH}urypanum Ba)XHBIMH ITapaMeTPaMHU SBISIOTCS:

— "acToTa oIpoca METpHK (scrape interval);

—  BpeMms OXUJaHUS OTBETa (scrape_timeout);

— HTTP, IP anpeca (targets).

Jliis mapametpa «targets» BO3MOXHO YKa3aTh OJHY WM HECKOJIBKO IENEH, JIJIS OTyICHUS

METPUK C IKCIIOpPTEPA, IIPU ITOM IIapaMeTp OYAET UMETb CHHTAKCHUC, C OJIHOM LIEJIbIO:

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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- targets: ['X.X.X.X:port']

1 C HCCKOJIbKMMMU I CIAMU

- targets: ['X.X.X.X:port', 'X.X.X.X:port']

B paccmarpuBaemom mpumepe, B KoH(purypammoHHoM (aiinme prometheus.yml

ycraHaBiuBatorcs [P-anpeca cepBepoB, HaXOAAIMIUXCS TIO]T HAOIIOICHUEM.

(:) OOpaTuTe BHUMaHKE, YTO HEOOXOAUMO MPOIMCHIBATH OOIINH, a HE JIOKAIbHBIHN afpec

ceTeBoro uHTEpdeiica

Hwxe mpuBeneHsl MpuUMeEpHI TAKUX «job-namey.

7.2.1. IlpuMepsl 0J10Ka «postgres-exporter»

[Ipumep cTaHIapTHOTO «postgres-exporten IKCIopTepa ¢ ABYMsI LIETIIMHU:

# CTaHIApPTHHEIM BKCIOPTEP HOaHHHX IJi9 PostgreSQL
- Job name: "postgres-exporter"
metrics path: '/metrics'
static configs:
- targets: ['10.116.102.45:9187','10.116.102.47:9187"']
labels:
alias: postgres

Open ~ m *prometheus.yml

usrfjatoba-18/monitoring/default Save = - = X
40
47 # CTaHAapTHLIA 3KCNopTep AaHHLIX Ana PostgresQL
48 - job_name:
49 static_configs:
50 - targets: [ , ]
51 labels:
52 alias:
53 rrrrrrrrrrrr #### rrrrrrrrrrrrrr #### rrrrrrrrrrrrrr #### rrrrrrrrrrrr #### rrrrrrrrrrrrrr #### rrrrrrrrrrrrrr ###
LY

YAML ~ Tab Width: 8 ~ Ln 61, Col 1 A INS

Pucynok 7.2 - CrannapTHblii skcrioptep AaHHbIX 1151 PostgreSQL
[Tpumep cTaHAAPTHOTO «pOStgres-exporter» dKCrmopTepa Ui ABYX «job-namey» ¢ OAHON H

ABYMS LCIIAMU:

# OxcnopTep nmaHHBEIX nJia PostgreSQL cepBepa srvl
- Job name: "srvl-postgres-exporter"

metrics path: '/metrics'

static configs:

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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- targets: ['10.116.103.45:9187"']
labels:
alias: postgres

# OkcrnopTep maHHEIX nOJid PostgreSQL cepBepa srv2 m sSrv3
- Job name: "srvZ2-srv3-postgres-exporter"
metrics path: '/metrics'

static configs:

- targets: ['10.116.103.46:9187', '10.116.103.47:9187"]
labels:
alias: postgres
*prometheusyml =
Open ~ || [+l _.-'u:'.r_.-'jzte:t:z-3_.-'r';::nita::rir{w_.-'dr:r'zult save = = . x
55 # 3KcnopTep AaHHuX AnAa PostgreSQL cepeepa srvil
56 - job_name: "srvl-postgres-exporter
57 metrics_path: '/metrics’
58 static_configs:
59 - targets: ['10.116.1083.45:92187"]
60 labels:
61 alias: postgres
62
63 # 3kcnopTep AaHHwbX gnAa PostgreSQL cepsepa srvZ WM srv3
64 - job_name: "srv2-srv3-postgres-exporter
65 metrics_path: '/metrics’
66 static_configs:
67 - targets: ['10.116.103.46:9187', '10.116.103.47:9187"']
68 labels:
69 alias: postgres

Pucynok 7.3 - «postgres-exporter» 3KkcopTepa Juisl IBYX «job-name» ¢ OJJHOU U ABYMS IEIISIMA
7.2.2. llpumepsnl 0s10Kka «sql-exporter»

[Ipumep skcnoprepa aanHbix a1 SQL ¢ AByMs nensMmu:

# okcnopTep maHHBEIX g SQL
- Job name: "sgl-exporter"
metrics path: '/metrics'
static configs:

- targets: ['10.116.102.45:9399"','10.116.102.47:9399"]
labels:
alias: postgres

Ne uzmeHneHus:

IToanucek oTB. IHIA:

‘ JlaTta BHECEHMS U3M:
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Open v I *prometheus.yml

Jusrfjatoba-18/monitoring/default save = - = *
39 # 3KCmopTep AaHHeX Ana SQL
40 - job_name: =xporte
41 metrics_path: ic
42 static_configs:
43 - targets: ['10.116.102.45:9399",'10.116.102.47:9399|' ]
44 labels:
45 alias: postgres
46

YAML ~ Tabwidth: 8 ~ Ln 43, Col 59 ~ INS

Pucynok 7.4 - «sql-exporter» ¢ 1ByMs HeisiMu

[Tpumep sxcroprepa SQL amst AByX «job-name» ¢ 0AHOM U ABYMS LIESIMH:

# OxcnopTep maHHEX mysa SQL cepBepa Srvl
- Job name: "srvl-sgl-exporter"
metrics path: '/metrics'
static configs:
- targets: ['10.116.103.45:9399"']
labels:
alias: postgres

# OxcnopTep maHHBEIX mJsg SQL cepeBepa Srv2 U sSrv3
- Job name: "srvZ-srv3-sgl-exporter"
metrics path: '/metrics'
static configs:
- targets: ['10.116.103.46:9399','10.116.103.47:9399"]
labels:
alias: postgres

*prometheus.yml -
Open ~ [+l _.-'usr_.-‘jztE:Lte-3_.-'r*:::nit:::rir?;_.-':jner'eult save = = o x
74 # 3KcnopTep AaHHbX AnAa SQL cepsBepa srvil
75 - job_name: "srvi-sql-exporter
76 metrics_path:
77 static_configs:
78 - targets: ['10.
79 labels:
80 alias: postgres
81
82 # 3KcCnopTep AaHHbIX ﬂﬂﬂ SQL cepBepa srv2z M srv3
83 - job_name: "srv2-srv3-sql-exporter
84 metrics_path: 'E“ff':
85 static_conftgs
86 - targets: ['10.116.103.46:9399"','10.116.103.47:9399"]
87 labels:
88 alias: postgres

Pucynok 7.5 — «sql-exporter» anst 1Byx «job-name» ¢ OAHON ¥ ABYMS LETSIMH
[Ipu  wucnonwp3oBanmm  Bumkera «jaDog»  HeoOXommMo  100aBUTH  Mapamerp
labels:cluster jadog m yka3aTe B HeM Ha3BaHHE KJIacTepa, KOTOPOE COOTBETCTBYET HA3BAHHUIO B

uenu kinacrepa (cm. m. 11.2 nanHOro pykoBOJCTBa), HAIPUMED:

‘ Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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# skcmopTep maHHBIX OJg SQL
- Job name: "node sql"
metrics path: '/metrics'
static configs:
- targets: ['10.116.102.45:9399','10.116.102.47:9399"]
labels:

alias: postgres
cluster_ jadog: 'Jjadog'

7.2.3. llpumepsl 06J10Kka «node-exporter»

[Tpumep skcnoprepa nanubx «node-exporter» anst GNU/ Linux ¢ AByMst neiasiMu:

# sxcnopTep maHHEIX nOJg Linux
- Job name: "node-exporter"
metrics path: '/metrics'
static configs:
- targets: ['10.116.102.45:9100','10.116.102.47:9100"]
labels:
alias: os

Open ~ M fp.romel:he!.ls.yml - Save = _ - -
31 # 3KcnopTep AaHHMX gna Linux
32 - job_name:
33 metrics_path:
34 static_configs:
35 - targets: [ , |]
36 labels:
37 alias:
38

YAML ~ Tab width: 8 ~ Ln 35, Col 59 R INS

Pucynok 7.6 — «node-exporter» miis GNU/ Linux ¢ iByms nensmMu
[Tpumep skcmoprepa manHbix «node-exporter» mis GNU/Linux miast 1ByX «job-name» c

OI[HOﬁ " IBYMS LCIISAMU

# OxcnopTep nmaHHBEIX OJig Linux cepBepa srvl
- Job name: "srvl-node-exporter"
metrics path: '/metrics'
static configs:
- targets: ['10.116.103.46:9100"]
labels:
alias: os

# OxcnopTep maHHEIX Oy Linux cepBepa sSrv2 u srv3
- Job name: "srv2-srv3-node-exporter"

‘ Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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metrics path: '/metrics'
static configs:
- targets: ['10.116.103.46:9100','10.116.103.47:9100"]
labels:
alias: os

*prometheus.yml =
Open ~ || M _.-'IJ:'r_.-'j;tE:t:e-E—_.-'r'=::r|it=::rir|):1_.-'=j~'.-r'eult save = = . %
92 # 3KcnopTep AaHHbix Ans Linux cepsepa srvil
93 - job_mame: "srvl-node-exporter
94 metrics_path: etrics
a5 static_configs:
96 - targets: ['10.116.103.46:9100"]
97 labels:
98 alias:
99
100 # SkcnopTep AaHHbX AnA Linux cepsepa srv2 W srv3
161 - job_name: "srv2-srv3-node-exporter
162 metrics_path: etrics
103 static_configs:
104 - targets: ['10.116.103.46:9100"','10.116.103.47:9100"]
105 labels:
106 alias:

Pucynok 7.7 — «node-exporter» mis GNU/Linux st 1Byx «job-name» ¢ 0JHOU U ABYyMsI
HEJISAMU
B xon¢urypaunonaom ¢aitne prometheus.yml, B ctpoke «targets», TOmMycTUMO yKa3bIBaTh

M000€ KOJTMYIECTBO aIPECOB IKCIIOPTEPOB, OTHOCAIINUXCS K 0HON v pazHbiM CYB/I.

OOpaboTka KPUTHUYECKHMX COOBITUA W BBIUMCICHHE rules He 3aJaHbl, XOTSA

COOTBETCTBYIONINE OJIOKM MPUCYTCTBYIOT B KOH(UTYPALIHH.

[TonmHOE OmMHMCcaHMe MapamMeTpoB KOH(PHUTypaluu cepBepa IMPHUBEACHO B JTOKYMEHTAIUH

https://prometheus.io/docs/prometheus/latest/configuration/configuration/

7.3. 3anyck cucrembl «Prometheusy
[lepen 3amyckom cepBrca TpeOyeTCsl yIOCTOBEPUTCS B KOPPEKTHOCTH conepkaHus (aiina

cepBuca.

[TpocmoTp (aiina ocymecTBisercss kKomanaoi B repmunane OC:

# gedit usr/lib/systemd/system/jatoba<ver> prometheus.service
# gedit usr/lib/systemd/system/jatoba<ver> prometheus.service

Ne u3zmeHeHUS: HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Open v || M jatoba5_prometheus.service

X = — m] »
Jusr/lib/systemd/system Save

1 [Unit]
2 Description=Prometheus
3 Wants=network-online.target
4 After=network-online.target
5
6 [Service]
7 EnvironmentFile=/usr/jatoba-5/monitoring/default/prometheus
8 User=prometheus
9 Group=prometheus
10 Type=simple
11 ExecStart=/usr/jatoba-5/bin/prometheus \
12 --config.file S{CONF FILE} \
13 --web.enable-1lifecycle
14 --storage.tsdb.path ${STORAGE TSDB_ PATH} \
15 --web.console.templates=5{WEB_CONSOLE_TEMPLATES} \
16 --web.console.libraries=${WEB_CONSOLE_LIBRARIES}
17
18 [Install]
19 WantedBy=multi-user.target

.ini ~ Tab Width: 8 ~ Ln 13, Col 5 ~ INS

=

Pucynok 7.8 — Coneprxkanue ¢aiina cepBuca «jatoba-5_ prometheus.service»

Open ~ a1 jatoba18_prometheus.service

ffusrflib/systemd/system save = - = X
1| unit
2 Description=Prometheus
3 Wants=network-online.target
4 After=network-online.target
5
6 [Service]
7 EnvironmentFile=/usr/jatoba-12/monitoring/default/prometheus
8 User=prometheus
9 Group=prometheus
10 Type=simple
11 ExecStart=/usr/jatoba-128/bin/prometheus \
12 --config.file S{CONF_FILE} \
13 --storage.tsdb.path S${STORAGE_TSDB_PATH} \
14 --web.enable-1lifecycle
15
16 [Install]
17 WantedBy=multi-user.target
.ini ~ Tab Width: 8 ~ Ln1, Col1 ~ INS

Pucynox 7.9 — Conepxanue daiina cepBuca «jatobal8 prometheus.service»

O6HOBUTH KOH(pHUTYpanmio systemd:

systemctl daemon-reload

3amycTuTh CIy)KO0y cucTeMa, BKIIOYUTH €€ B aBTO3AIYCK M MPOBEPHUTH CTATyC PaOOTHI:

systemctl start Jjatoba<ver> prometheus
systemctl enable jatoba<ver> prometheus
systemctl status jatoba<ver> prometheus

‘ Ne u3zmeHeHUS: HOI[HI/ICI: OTB. JIMLa: ‘ [[aTa BHCCCHHA U3M:




36
643.72410666.00067-08 98 01-28

[+ root@us02doc-pgp1: /

root@ué®2doc-pgpl: /# systemctl daemon-reload

root@u602doc-pgpl: /# systemctl start jatoba5_prometheus

root@ue®@2doc-pgpl: /# systemctl enable jatoba5 prometheus

Created symlink /etc/systemd/system/multi-user.target.wants/jatoba5 prometheus.s

ervice — /lib/systemd/system/jatoba5 prometheus.service.
root@ue®@2doc-pgpl: /# systemctl status jatoba5 prometheus
jatoba5_prometheus.service - Prometheus
Loaded: loaded (/lib/systemd/system/jatoba5 prometheus.service; enabled; v!
Active: since Tue 2024-07-09 14:57:22 MSK; 155 ago
Main PID: 130441 (prometheus)

Pucynoxk 7.10 YcranoBka u 3amyck ciy0bI cucteMbl «Prometheusy»

Cratyc 3amymenHoro cepsepa «Prometheus» MoxkHO mpoBepuTh ¢ momompio web Ul

OTKpBIB B Opay3epe cTpanully ¢ aapecoM http://localhost:9090.

8
v,

< G ( localhost:9090/graph APy m =

9 Prometheus Alerts Graph Status~ Help

Use local time Enable query history Enable autocomplete Enable highlighting Enable linter

Q | Expression (press Shift+Enter for newlines) = @

Table Graph

Evaluation time

No data queried yet

Remove Panel

Add Panel

Pucynox 7.11 — Beb unrepdoeiic cucremsl «Prometheusy
Ha Bkmaake «Status» MOMXHO MOCMOTPETh TEKYIIYI0 KOH(PHUTYpPalMI0 W OMNIMH 3aITycKa

cepBepa, CTaTyc BCTPOCHHOM 0a3bl MaHHbIX tsdb u 3amanHbIe ey (targets).

B okne «Expression» MOXHO BBECTH Ha3BaHHE METPUKH WIIH BBIpaKEHUE Ha si3bIke promQL

U, HOKaTHEeM Ha KHOTIKY «Executey, 0ToOpa3uTh pe3ybTaThl B BUE TaOIUIBI WK TpaduKa.

PykoBomcTBO 1m0 s3bIKy  3ampocoB  promQL  pacmomaraercss mo  aapecy:

https://prometheus.io/docs/prometheus/latest/querying/basics/

[TonHbIA cnMCOK coOMpaeMbIX METPUK MOXKHO OTKPBITH MPU Ha)kaTUM Ha KHoOnKy «Open
Metrics Explorer» cneBa ot kHonku «Execute» mimm oTo0pa3uth B okHe «Expressions» mpu BBoje

MEPBbLIX CUMBOJIOB HANMCHOBAHUA MCTPUKH, CCIIM BKIIFOUCHA OIMINA aBTOAOIMOJIHCHUS.

Crircok 3Ha4eHHM cOOMpPaeMBbIX METPUK JJI KaXKAO0W L€ MOKHO OTOOPa3uTh Ha CTPAHULIE

BeO-uHTEpdEiica COOTBETCTBYIOIIETO IKCIIOPTEpa JaHHBIX, HanpuMmep, localhost:9090/metrics.

‘ Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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& prometheus Time Series *

@ U & 0.0.0.0:9090/targets?search=

g Prometheus

Targets
All scrape pools ~ All  Unhealthy  Collapse All Q,  Filter by endpoint or labels (LTUETT + [ Unheathy [ v | Healthy |
node-exporter (1/1 up) EX=
Scrape
Endpoint State Labels Last Scrape  Duration Error
http:/flocalhost:9100/metrics (up =3 26.282sago  12.156ms
v
postgres-exporter (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http:/Nlocalhost:9187/metrics (ur] 6.890s ago 1.9s
v
sql-exporter (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http:/flocalhost:9399/metrics [uP | 1.496s ago 7.645ms
v

Pucynox 7.12 — Cnrcok 3Ha4eHHi COOMPAaEeMbIX METPUK
B paccmarpuBaemoM mpuMepe moakiroueHue K cucteme «Prometheus» wmcmompsyercs

azipec:

http://10.116.102.41:9090/

[lepetins B mento «Target» orpassiTcs craructuyeckue nanubie Habmogaembix CYB/I.
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(= 4 prometheus Time Series % | + ~ _ & x
< (@] O B 10.116.102.41:9090/targets?search= k) ¥ @ & =
9 Prometheus ©
Targets
All scrape pools ~ All  Unhealthy  Collapse All Q, | Filter by endpoint or labels WLTOETTN + [ unheaithy | v [ Healthy |
node-exporter (2/2 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
htip://10.116.102.45:9100/metrics @) 5404sago  11.536ms
v
http://10.116.102.47:9100/metrics ([ 18.15sago  10.563ms
v
postgres-exporter (2/2 up)
Scrape
Endpoint State Labels Last Scrape Duration Error

http://10.116.102.45:9187/metrics  [J 18.958sago 1.2s
v
http://10.116.102.47:9187/metrics [

Job="postgres-exporter” IR

6.189s ago 30.167ms

Pucynok 7.13 — Ctpanuna ueneii cuctemsl «Prometheus»
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8. YTUJINTA «<-ALERTMANAGER»

Alertmanager — 3TO MHCTPYMEHT I yNpaBIeHUS U 00paOOTKH OMOBEUICHUI B CHCTEME
moHutopuHra Prometheus. OH BeImonHAET cnenyromue GyHKIIH:

— TIpYNIHUPOBKA ONOBELIEHUM: IPYNIIHUPYET OXOKUE OMOBEUIEHUS JUIsl CHUKEHUS 1IymMa
Y TIPEOTBPAIECHUS TyOIUpOBaHUSL.

— ypaneHWe OyOJMKAaTOB: TapaHTHUPYET OTIPAaBKYy YHUKAJIbHBIX OIOBEIIEHUH 0e3
ITIOBTOPEHUM.

— MapupyTus3anus U IPUIIYLICHWE OIOBELICHUM: ITO3BOJISACT ONPENEIATh IIPaBWIA U
KOHQUTYpaluy s MapUIpyTH3alMH OIOBEIICHWH HYXXHBIM MOJy4yaTelsiM Ha OCHOBE UX
BAXHOCTH WIH IPYTUX KpUTepueB. Takxke MOKHO BPEMEHHO IIPUTIIYIIUTh OMIOBELICHUS BO BPEMs
00CITy’)KUBaHUS WIH ONPEACTEHHBIX IEPHOIOB.

—  YBEIOMJIEHHME O TPEBOIE: HHTEIPUPYETCA C Pa3IMYHBIMU KaHAJIAMU CBSI3U, TAKUMH Kak
anekTpoHHas nouta, Slack, PagerDuty u apyrue, mo3Bossist OTHpaBisSTh YBEIOMIICHHUS O TPEBOTaX
HY>KHBIM JIFOJIIM WJIM KOMaH/aM.

8.1. YcraHoBKka yTHINTHI M C1y:K0bI «alertmanager»
YcraHOBKaA IakeTa BBIIIOJIHAETCA B COOTBETCTBUU € PyKOBOACTBOM IIO YCTaHOBKE, W3

JIOKQJIBHOT'O PENO3UTOPUS KOMaHIO0M:

# apt-get install jatoba<ver>-alertmanager

<1 root@u602doc-export01: [localrepo O = mi

root@u6f2doc-export@l: /localrepo# apt-get install jatobal8-alertmanager

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Pucynok 8.1 — YcranoBka nakera «jatoba*-alertmanager»

B pesynbraTe ycTaHOBKM nakeTa OyAeT CO3MaH:

—  (aiin 3amycka 1o ajapecy:

/usr/jatoba-<ver>/bin/alertmanager

—  KOH(UTYpalMOHHBIN (aiii Mo aapecy:

/usr/jatoba-<ver>/monitoring/default/alertmanager.yml

‘ Ne u3zmeHeHUS: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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— ciyx0a 1o azmpecy:

/usr/lib/systemd/jatoba<ver> alertmanager.service

— mnons3oBarens OC «alertmanager», oT KOTOporo OyAeT MPOU3BOUTLCS 3aITyCK CEPBUCA.

Y [MaHHOTO TOJIB30BaTENII HET MHTEPAKTHBHOW OOOJIOYKH IS BXOJAa W HET JIOMAITHEH

TUPEKTOPUH.

8.2. Hacrpoiika napamMeTpoB yTHJIUTHI

Yrunuta «AlertManager» oTIpaBisieT yBeIOMICHHS Yepe3 KaHaJIbI:
— SMTP;

- Telegram;

- Zulip.

Hactpoiika Kaxgoro u3 KaHAJIOB BBIONHSAETCS (aiie B KOHPHUrypalmoHHOM (haiine
«alertmanager.yml». Ilocie ycTaHoBKkH nakeTa B KOHQUTYPALMOHHOM (aiisie OyAeT yCTaHOBIICHBI

IapaMeTpsl 10 YMOJIYAHHUIO.

alertmanager.yml

Open ~ = fusrfjatoba-5/menitoring/default save = = . x
1 global:
2 smtp_smarthost: st:port
3  smtp_from: <from_email
4 smtp_auth_username:
5 smtp_auth_password:
6 smtp_require_tls: tr
7 route:
8 receiver: _gene
9 group_by: [emailto]
10 group_wait: :
11 group_interval: -
12 repeat_interval:
13 routes:
14 - receiver: email cust
15 continue: true
16 # - receiver: zulip_chat
17 # continue: true|P
18 # - receiver: telegram_chat
19 # continue: true
20 receivers:
YAML ~ Tab Width: 8 ~ Ln17, Col 20 ~ INS

Pucynok 8.2 — [lapameTpbl 10 yMOTYaHHIO
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8.2.1. SMTP
B y3ne «global» Heo6xoanMo ykazaTh JaHHBIC AJIS MOAKIIOYEHHS K IOYTOBOMY CEPBEpY.
Llenecoobpa3HO WCHOIB30BATh CHENHATIBHYIO, HENEPCOHHU(PHUIMPOBAHHYIO, TEXHUYECKYIO

YYETHYIO 3aIHCh MOYTHI, 0T UMEHH KOTOPOW OYJET pacchuIaThCs MPEayPEeKICHHS.

PenakTupoBanue KOHGUTYPALMOHHOTO (haiiyia BHIMOIHAETCS KOMAHIOM:

# gedit /usr/jatoba-<ver>/monitoring/default/alertmanager.yml

B y3ne «route» yka3pIBalOTCS HACTPOWKHU arperupoBaHUs MPEAYITPEAKICHUIM.

B y3ne «receivers» B y3nme «email general» yka3pIBarOTCSI HACTPOWKHU IOTyYaTeIIs.
Hcnonp3yercs o0muii y3en it Bcex moiydaTeneid, email moxydarens mocTaBiaseTcss i3 METKH

«emailtoy» ¢ momoIkko madioHa.

global:
smtp smarthost: mail.domain.ru:587
smtp from: domain name@domain.ru
smtp auth user name: user name@domain.ru
smtp auth password: password
smtp require tls: true
route:
receiver: email general
group by: [emailto]
group wait: 30s
group interval: 5m
repeat interval: 3h
receivers:
- name: email general
email configs:
- send resolved: true
to: '{{ .CommonlLabels.emailto }}'

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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open ~ | M *alertmanageryml

. L= = = m} X
Jusr/jatoba-5/monitoring/default save

1 global:

2 smtp_smarthost: mail. .ru:587

3  smtp_from: jds@ .ru

4 smtp_auth_username: jids@ .ru

5 smtp_auth_password:

6 smtp_require_tls: true

7 route:

8 receiver: emai
9 group_by: [em

10 group_wait: 30¢

11 group_interval: 5m

12 repeat_interval: 3h

1_general
lto]

Pucynok 8.3 - Kondurypaunonnsriii ¢aiin «alertmanager.yml»
8.2.2. Telegram
Hactpoiika momy4enus yBenoMIIeHU# (TMpenynpexaeHuii) or yruauTsl «AlertManager» B

Telegram cocTouT U3 HECKOTBKUX 3TAIOB!
—  Cospnats B Telegram 6ora;
—  Co3snanue xanana B Telegram;
—  OTKpBITHE KaHaja MepeIayu mpeaynpexacHnii B yrumre «AlertManager.
Cosnanne B Telegram 6ora

bor nmomxen co3maBatbes uepes @BotFather odunmanbneiii cepBuc Telegram s

CO3JIaHUsl, HACTPOWKHU U YIIPABICHUS YaT-00TaMHu.

CepBuc HaxouTCs Yepe3 OHO morcka B Telegram.

— @BotFather X @&
HaTtbl KaHanbl [punoxexnuna [MocTol Menms
MoBaneHbIA NOUCK Mokazate Bonblue

4 BotFather &
H [@BotFather, 3 498 092 nonb3oBaTenA

Pucynok 8.4 — Ilouck cepsuca @BotFather

Haxatp kHOnIKY «CTapTy.
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BotFather &

¥ 3 498 092 nonbaosatens

Q i X Wnpopmaums o 6oTe

BotFather &

3 498 092 nonbaosartens

@ (@BotFather

WMms nonbsoBatens

BotFather is the one bot to rule them all. Use it to
® create new bot accounts and manage your
existing bots.
BotFather is the one bot to rule them all. Use it 0 cebe
to create new bot accounts and manage your

existing bots.
OTKPbLITb NMPUNOXEHWE
About Telegram bots:

https://core.telegram.org/bots OTKPbIBAA 3T0 MUHU-NPUAOKEHKE, Bbl NPUHMMAETe YCNoBrs

Bot APl manual: . MCNONB2OBAHNSA MUHU-NIPUACKEHUA.
https://core.telegram.org/bots/api

Yro ymeeT atot 6or?

Contact @BotSupport if you have questions about the Q Yseomnenus -
Bot API.

Megua Daiinsi Cebinku My3bika GIF

Pucynok 8.5 — Coznanue 60ta
BeimonmauTe KoMaHay co3maHust 60Ta U ciellyeM HHCTPYKIHsM, 3anaem ums JDS alerts, a

username — jds_alertmanager bot.

BrImomHuTE KOMaHy co3/lanus 00Ta:

/newbot - create a new bot

3amaiite yHUKaIbHOE UMsI 00Ta:

jds_alertmanager bot

my jds alertmanager bot

[Tpu co3manuu 6ota BeiaeTcs ero TokeH. Jlanee oH moTpedyercst B HaCTPOMKax.

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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BotFather &
bot Q

4

. !dele_tegame - dele_le an existing game
- — - —

jds_alertmanager_bot ;.56 .

Done! Congratulations on your new bot. You will find it at
t.me/jds_alertmanager_bot. You can now add a description,
about section and profile picture for your bot, see /help for a
list of commands. By the way, when you've finished creating
your cool bot, ping our Bot Support if you want a better
username for it. Just make sure the bot is fully operational
before you do this.

Use this token to access the HTTP APL:

7392879581 : AAEn—541rAa0HgLrmnGGp@xagmxvxoX21He

Keep your token secure and store it safely, it can be used by
anyone to control your bot.

For a description of the Bot API, see this page:
https://core.telegram.org/bots/api 1056

Pucynok 8.6 — BeiBog nadopmaruu o 6ote
Jlamee HEOOXOIUMO BBISCHUTH HICHTH(QHUKATOp 4Yara (KaHajga), B KOTOPBIA OymyT

OTIPABIATHCS MPEAYIPEKICHHUSL. ITO MOXKHO CAENaTh, HAPHUMEP, C IOMOIIBI0 BeO-3ampoca.
[Tumem B 9aT MpoU3BOJIBHOE COOOIIEHUE, TATUPYS O0Ta:

- 456-jds-alertmanager Q
2 subscribers

dfgsdfg | g 1215

@jds_alertrnanager_b

ot 1o 1216

Pucynok 8.7 — Coobmienue ¢ TarupoBanueM 0orta
JloGaBbTe HOBBI MapUIPyT, HOBOTO TOJyYaTelds M YyKa3blBAGM MECTOHAXOXKICHHUC

11a0JI0HOB YBEJOMJICHH B KOH(PUTYpallmoHHbIN (aiin alertmanager.yml.

[To ykazanHOMy myTH K (ailiaM m1aGI0HOB CO3/1aliTe MPEeIHACTPOCHHBINA MIA0IOH - (hailn

telegram.jds.tmpl crnegyromero cogepxaHus:

{{ define "telegram.jds" }}

{{ range .Alerts }}

{{ 1if eq .Status "firing"}}<b>{{ .Status | toUpper }}</b>&#x1F525{{ else }}<b>{{ .Status |
toUpper }}</b>&#x2705{{ end }}

{{- 1f .Annotations.summary }}

{{ .Annotations.summary }}
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{{- end }}

{{- if .Labels.dbms }}

<b>Database:</b> {{ .Labels.dbms }}

{{- end }}

{{- if .Annotations.object }}
<b>0Object:</b> {{ .Annotations.object }}
{{- end }}

{{- if .Labels.emailto }}
<b>EmailTo:</b> {{ .Labels.emailto }}
{{- end }}

{{- if .Labels.alertid }}

alert id: <code>{{ .Labels.alertid }}</code>
{{- end }}

{{ end }}

{{ end }}

[lepe3amycture «Alertmanager» komaHm0ii:

# systemctl restart alertmanager

8.2.3. Zulip
KondurypupoBanne ytumutel «AlertManager» u mnpunoxkeHus «Zulipy cocTout u3
HECKONMbKUX dTanoB. Co3gaHme KaHama W 00oTa B MpWiIOXKeHHH «Zulip» W OTKpBITHE KaHaia

nepeaadr npeaynpexaeHuil B yrunure «AlertManagery.
Co3manne kaHai v 60Ta B MPUIIOKEHUHU «Zulip» TpeOyeT craenyomux 1eHCTBU:

- OTkpeITh puiiokeHue Zulip u nepeiitu B MeHIo «KaHanbn;

» BUAbI { #= MNpocmoTpeTb KaHanb!
. MNYHBIE cod [ Co3nathb KaHan
KAHABI Q 3160

PUNLTP KaHanoe

Pucynok 8.8 — Co3nanue kaHana

— Co3naTth KaHa;
— Y CTaHOBUTH HACTPOWKHU HOBOTO KAHAJIA;

- 3aZ[aTB Ha3BaHHC KaHaJia 1 OITMCAHUC,
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KAHA/bI

3apgaTtb HaCTpOﬁKM HOBOro KaHana

Ha3eaHwue kaHana

alert

Onucanue KaHana @

OnoeelweHua JDS

Y KOro ecTb fOCTyn K 3ToMy KaHany (&

O OTKPBITBIN: Y4aCTHUKW BaLIEA OPraHv3aLum MOryT NPOCMaTPUBaTh CO0BLEeHNs 1
NPUCOeANHATLCA

@ 3aKpeIThii, OTKPLITaA UCTOPUSA Nepenncku: /1N NPUCOeMHEHNA U MPOCMOTPa COOBWIEHMI
TpebyeTca NpurnaieHune

) 3aKpbITbIA, 3aLLMLEHHAN CTOPUA NEPENUCKK: [INS NPUCOEAMHEHUS U MPOCMOTPA COOBLIEHMH
TpebyeTca NpUrnalieHue; NoNb30BATENM MOTYT BUAETb COOBILEHMS, OTNPABNEHHBIE B TOT Nepuop,
KOrfa oHK GbINK NOANKUCaHbI

AHOHCHMPOBaTL HOBbIM KaHan B 3 06w

» [JONONHUTENbHbIE HACTPOMKY

OTMmeHa  [o6aBuTh elle NOANUCYUKOB

Pucynok 8.9 — Hactpoliku kaHasa

— Haxatp kHOTIKY «/]00aBUTH €111e TOIMTUCYNKOBY
B kadecTBe mepBOro moANMrucYMKa aBTOMaTHIECKH OyIeT BRIOPAH CO3/aTellb KaHaa.
— Haxatp kHonky «Co3natey;

— Cosnarts 0ora;

Yepe3 MUKTOTpaMMy JIHYHOTO TPOQUIISA, PACIONIOKEHHYIO B IPAaBOM BEPXHEM YTy
npunoxenust Zulip meperitu B «Hactpoiikm». BpiOpate MeHio «boTb» M HaXkaThb KHOIKY

«JloGaBHUTH HOBOTO OOTaY.

B oTkpeBImmMcs okHe «Jl06aBUTH HOBOTO OOTa»:

o Bribpats Tun 60Ta — Bxoasmuii BeOXyK;

o Nwms (6oTa) — yHUKaIbHOE UM (B pacCMAaTPUBAEMOM IPUMEPE HCIIONIB3YETCS HMS
«alerty);

o AJlpec 371eKTPOHHOM NOuThl 00Ta — JOIMYCTUMO HCIIOJIb30BaTh UM Oorta. JlomeH

IIOYTHI MIOAKIOYUTCA aBTOMATHUYCCKH,

. ABarap — He 00s13aTEeNBHO.

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[o6aeuTb HoBoro Gota @

Twun 6ota @

Bxopawmin Bebxyx

e

alert

Appec 3NeKTPOHHOW No4Tbl 6oTa (Tonbko a-z, 0-9 1 Thpe)

alert -bot@da-chat.datagile.ru

Agartap

Boibepute agatap |(HeobszarensHo)

o (2D

Pucynok 8.10 — Coznanue 6ota B Zilip
[Tocne ycTaHOBKHM mapaMeTpoOB HakaTh KHONKY «Jlo6aBuTh». Co3maHHbIN OOT OTpa3uTCs B

CIUCKE «AKTHUBHBIE OOTBHD.
- Coznars «URL myst uHTErpanum

Jns mHTerpanmu yruinthl «AlertManager» u mpunoxkenus «Zulip» tpeOyercs «URL

VHTETPALIUN.

URL co3pmaercst uepe3 MUKTOrpaMMy B BHE II€TIH, PACIIONOKEHHYIO B OJ10Ke O60Ta.

m OpraHnsaums HACTPOWKW / EOThI
& MNpoduns
ﬂ WueTe Hawy AOKYMEHTaLMIO N0 MHTerpauumn unm API?
YueTHas 3anuce U
a 6: 6
KOH(UAEHLMaNbHOCTb fobasuTb HoBoro 6oTa
E MpepnouteHus HeakTusHble 60ThI
alert
A OnogeLjeHna
L & # %
b BoTbl
Bxogawmi Bebxyk
& CurnanbHbie cnosa
alert-bot@da-chat.datagile.ru
@ 3arpyxennsie daiine GBzsUEIANCT7FsxpxzmybMI966Vggs2o
B Temn
@9 OTKNK4YEHHbIE NONb30BATENMN

Pucynok 8.11 — [Muxkrorpamma «Co3nars URL nist unTerpaum

Ne u3zmeHeHUS: ‘ HO,Z[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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Haxarue nHa nukrorpammy BbI30BeT okHE «Co3mars URL nnst uHTerpauumn», B KOTOPOM

YCTaHABJIMBAIOTCS MTAPAMETPHI:
J Wuterpauus — Prometheus Alertmanager;

o Kyna otnpaBnste onoBemnieHust — BRIOpaTh CO3MaHHBIN KaHau (alert).

Cozgartb URL gns uHTerpayum

WHTerpaumna

Prometheus Alertmanager

Kyna OTNpaBnATL ONOBELWEHWUA

@alert

[ OTnpasnsTh BCe ONOBEWEHWS B OfiHY TEMY

URL ans Baweil MHTErpauuu

https://da-chat.datagile.ru/api/vl/external/alertmanager?api_key
=GBzsUEIANcf7FsxpxzmybMJ966Vggs2o&stream=658

| 3aKpbiTh ‘ Konupoeate URL

Pucynok 8.12 - Konuposanue URL 1151 uHTEerpanuu
Haxarue xnonku «KomupoBare URL) ckommpyeT co3maHHyl0 CChUIKY B Oydep oOmeHa,

II0CJIE YETOo J1ajee OKHO MOXKHO 3aKPBITh.
- Ckondurypuposats «AlertManager»;

Co3maB Ootra B Zulip m crenepupoBaB «URL wuHTErpamum» cKoHGUTYpHUpYHTE

«AlertManager» yepe3 KoHGUTYpauMOHHBIN (aiin «alertmanager.yml».

PenakTupoBanue KOHGUTYPAIMOHHOTO (aiiyia BBIMOIHIAETCS KOMAaH IOM:

# gedit /usr/jatoba-<ver>/monitoring/default/alertmanager.yml
PackommeHTHpYHUTE CTPOKHU:
o receiver: zulip_chat;
o continue: true.

Tem caMbIM cO31aETCS «MAPIIPYT» ISl OTHPABKUA COOOIIEHuH 1o kaHamy Zulip.

Ne u3zmeHeHUS: HO,Z[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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*alertmanageryml

Open ~ [+l fusrfjatoba-18/monitoring/default save = - o ®
1 global:

2 smtp_smarthost: <host:ports=

3 smtp_from: <from email=

4 smtp_auth_username: <username=
5 smtp_auth_password: <password=
6 smtp_require_tls: true

7 route:

8 receiver: email_general

9 group_by: [emailto]
10 group_wait: 30s
11 group_interval: &5m
12 repeat_interval: 3h
13 routes:
14 - receiver: emaill_cust
15 continue: true
{4 - receiver: zulip chat
17 continue: true
18 # - recelver: telegram chat
19 # continue: true
20 receivers:

YAML ~ Tab width: 8 ~ Ln16, Col 1 ~ INS

Pucynox 8.13 — [TapameTps! «MapipyTay UIs OTIIPaBKU MPeIyNpexXaeHuH o kanamy Zulip

PacckommeHTHpYHITE CTPOKHU:

° url;

o send_resolved.

B crpoky «URL» BcraBbTe «URL 11t mHTErpanum» CKOMMPOBAHHBIA U3 CO3IaHHOTO 00Ta
B Zulip 1 B KOHIIE CTPOKH J0OABUTH 3HAUCHUE:

&desc=summary

JlaHHOE 3HaYEHUE CITYKUT JIJIsi KACTOMU3AIUN COOOIICHHIA.

*alertmanageryml —
Open ~ [+ Jusrfjatoba-18/monitoring/default save - - = x
31 % - name: zui{p_chat
32 webhook configs:

33 - url: "<https://da-chat.datagile. rufaplfulfexternalfalertmanaer’
api key=GBzsUEIANcT7FsxpxzmybMJI966Vggs2o&stream=658&desc=summary’

34 send_resolved: true

35# - name: telegram_chat

36 # telegram_configs:

37T H - api_url: "https://api.telegram.org”

38 ¥ bot token: <bot token=>

39 # chat_id: <chat id=>

40 # message: '{{ template "telegram.ijds" . }}'

41 # send_resolved: true

42 templates:

43 - "Jusr/jatoba-18/monitoring/default/templates/*.tmpl"

YAML ~ Tab width: 8 ~ Ln 33, Col1 g INS

Pucynok 8.14 — URL miis oripaBku npenynpexaennii B Zulip

Ne u3zmeHeHUS: ‘ HOI[HI/ICI: OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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Ha nmannom kon¢urypupoBanue yTuiauTsl «AlertManager» s oTnpaBKy COOOLICHHHA IO

KaHaiy Zulip 3aKOHYEHO ¥ MOJHO NMEPEXOIUTH K 3aIMyCKy YTHIIUTHI OMMCAHHOMY B ILIL 8.3.

8.3. 3anyck yruianTsl «alertmanager»

OOHOBUTH KOH(HUTYpALHIO SyStem KOMaHOM:

# systemctl daemon-reload

3amycTUTh CIy)O0y YTHIINTHI, BKIIOYHTH €€ aBTO3aITyCK U IPOBEPUTH CTAaTYC pabOTHI:

=

systemctl start jatoba<ver> alertmanager
systemctl enable jatoba<ver> alertmanager
# systemctl status jatoba<ver> alertmanager

=

1 root@jds-ubuntu: f

root@jds-ubuntu: /# sudo systemctl daemon-reload
root@jds-ubuntu: /# systemctl start jatoba5_alertmanager
root@jds-ubuntu: /# systemctl enable jatoba5_alertmanager

Created symlink /Jetc/systemd/system/multi-user.target.wants/jatoba5 alertmanager
.service — /lib/systemd/system/jatoba5_alertmanager.service.
root@jds-ubuntu: /# systemctl status jatoba5_alertmanager
jatoba5 alertmanager.service - Alertmanager
Loaded: loaded (/lib/systemd/system/jatoba5_ alertmanager.service; enabled;!
Active: since Wed 2024-07-10 12:33:43 UTC; 27s ago

Pucynox 8.15 - 3anmyck u BBIBOJ cTaTyca CIIyKObI «jatoba* alertmanager»
YroObI MpoBEpUTH cTAaTyc pabOTHl YTHINTHI, HY>)KHO B Opay3epe OTKpPBITh BeO-uHTEepdeiic

yTHIUTH «Alertmanager»:

localhost:9093
http://0.0.0.0:9093
http://<ip>:9093

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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=] | 4 alertmanager x | + ~ N 5 (X
« - IC O 8 10.116.102.41:3093/#/alerts oy @ ® 5 =

Alerts Silences Status Settings Help

Alertmanager
Inhibited

Silenced

Receiver: All

Filter Group

Custem makcher, e.g. env="production"

Ha nanHoM mrare KOH(pUIrypupoBaHWE YTHIMTHI HE 3aKoH4YeHO. [IpoBepeHa, TOIBKO
9

No alert groups found
Pucynok 8.16 — Be6-unrepdeiic yrumtsl «alertmanager»
WHrerpauus ¢ JOpyrdMMUM KOMIIOHEHTAMM OIMCaHa B  pasJese

paboToCTIOCOOHOCTE.

«[Toxpkmrouenue x JDS».

‘ JlaTta BHECEHMS U3M:

IToanucek oTB. IHIA:

Ne uzmeHneHus:
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9. HOAKJIIOYEHMUE K JDS

[Tonxmrouenne xpanunuiia cucteMmbl «Prometheus» k komnonenty «Jatoba data safe» ms
oToOpakeHusi B paszene « MOHUTOPUHI» ONHUCAHO B JOKyMeHTe «PyKOBOJCTBO IO HAaCTpOMKE.
Yacte 7. Ilonp3oBarensckuii BeO-uHTEpdeiic ams anmuauctpatopoB. Kommonent «Jatoba data

safe», B myHkTe «ICTOUHMKYU JaHHBIX).

JUia HacTpoWku «YBeAOMJIEHUN» O KOHTpoiupyeMblx 3HadeHusx CYBJl TtpebOyercs
CKOH(pHUTYpHpPOBaTh 3 KOMIIOHEHTA, Takue Kak cuctema «Prometheusy», yrunura «Alertmanager» u
KOMIIOHEHTBI TOJIbh30BATEIBCKOTO BeO-MHTEpdeiica s anMUHUCTpAaTOpoB «Jatoba data safe»

(JDS).
[TocriemoBaTenbHOCTD AEHCTBUM OyAET Cleaytomasl.

HactpauBaercs SSH-coeanHeHnne Ha XOCT€ W/WIM C XOCTOM C YCTaHOBJICHHON CHCTEMOM

«Prometheus» (cMm. m. 9.1).

B paznene «Hactpoiiku» komnonenta JDS, Bo Bkinagke «MIcTOYHUK TaHHBIX» CO3AaHHOE
noJkIo4YeHne k cucreme «Prometheus» mononusiercst mapamerpamu «Hactpoiiku koHpuUTrypamuu

peaynpexxaeHuin» (yBeJOMIECHU).

B stoii Hactpoiike ykasbiBaercsd, IP anpec cuctemsl «Prometheusy, nopt noaxkmrouenus,
MOJIb30BATEIb U My Th K (ailily ¢ mpaBuiIaMu yBeaomieHui. B mocnenctsum 1o nms ¢aiina 6yaer

MCTIOJIH30BaHO B KOH(PUTYpUpOBaHUU crcTeMbl «Prometheusy.

@aiin ¢ mpaBuiIaMU yBEIOMIICHUM IIPEABAPUTEIIBHO HE CO3MAETCS U IOSBIACTCA 110
BbIllIeyKa3aHHOMY ITyTH. [loaToMy 17151 ero co3nanus TpeOyeTcs co3aarh YBEIOMIEHUE B pa3jielie

«MOHUTOPHUHT B JIIOOOM M3 AAIOOPIOB.

Ha xocre ¢ cucremoii «Prometheus» B koHpurypammonnom aiine

/usr/jatoba-<ver>/monitoring/default/prometheus.yml

cBa3aTh cuctemy «Prometheus» u yrunuty «Alertmanager».

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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9.1. Hacrpoiika SSH-coeaunenust
Hactpoitka SSH-coenuHenusi npou3BOAUTCS B 0O0SI3aTEILHOM MOPSAKE sl JIHO00M
apXUTEKTYpbl KOMIIOHEHTOB. B TOM unciie, ecnu ytunurta «Alertmanager», cucrema «Prometheus»

u JDS ycTaHOBIIEHBI HA OTHOM XOCTE.

Heo6xonumo nHactpouth SSH-coegunenue c¢ xocra kommoHeHta JDS Ha cepBep c
pa3zBepHyTOoi cuctemoil «Prometheus». Coenunennie 0yner UCHoNb30BaThCa KoMIoHeHTOM JDS

I KONUPOBaHUS KOH(UTYparmoHHOTO (haiiiia ¢ mpaBUIaMH MPeaypeKICHHH.

B Hactpoiikax SSH-cepBepa m0MmKHBI OBITH pa3pellieHbl JOKAJIbHbIE IMOJKIIOYEHUS U

MOJKIIFOYEHNSI OT UMEHH M C ITPABAMU IOJIb30BATEIS «rOO0t».
CrnenyeT BBIOJIHUTD CIIEYIOIINE JEHCTBUS:

— €O031aTh NAIKY I0Jb30BaTENs, M0 KOTOPhIM padoTaeT JDS:

sudo -s

# mkdir /home/jds

# chown jds /home/jds
# exit

- CreHepUpOoBaTh KIIOYM MO ToJib3oBaTeiaeM JDS, ckonmupoBaTh Ha XOCT C CHCTEMOM

«Prometheusy:

sudo -u jds /usr/bin/bash
# ssh-keygen

(3amaTe OyCTOM MapPOJIb)

# ssh-copy-id rootQ@IP
(yes)

— TPOBEPHUTH COCTUHEHHE (TOIKHO COSTMHUTHCS 03 3arpoca mapos):

# ssh rootQ@IP
# exit
exit

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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9.2. Konpurypuposanue JDS

Bxiaagka «ACTOYHHK JAHHBIX)

Ha xocte c¢ ycraHoBieHHbIM KommoHeHToM JDS mnepeiitu B pasgen «Hactpoiikmy.
CoznanHoil mnoakmtodeHue kK cucreme «Prometheus» uW3MeHWUTH, JONONHMB HapaMeTpaMu

«Hactpoiiku kKoH(pHUTypauy npeaynpexaeHuin» (yBe1oMIeHu ).
B 310l HacTpolike yKa3bIBaeTcs:
- IP agpec cucremsl «Prometheusy;
- TMOPT NOAKIIOYEHUs — 22, COOTBETCTBYIOMMM SSH-noAKII04eHn10;
— MOJb30BATENb — I00t;

- MyTh K (aily ¢ mpaBuiIamMu YBEIOMIICHUM:

/usr/jatoba-<ver>/monitoring/default/alertrules.yml

B mocnenctBum 310 mms (Qaiina OyaeT MCHOIB30BAaHO B KOH(UTYPHPOBAHHU CHCTEMBI

«Prometheusy.

(J:atnba HacTpofinn / MCTosmmkn AaHHsix

[ Xy — v

Prometeus X

Vs URL Frometeus

Prometeus nUp:VI0116.102459090 |

o admin
= Ammwuctparen CVER

Z Cacpryramerro

Pucynok 9.1 - «HacTtpoliku KoHUrypanuu npeynpexxiacHuin

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Paznen «MoOHUTOPUHD»

B pasnene «MoOHHUTOpPHMHI» CO37aB YBEIOMJIEHHE B JHOOOM U3 AamboOpAoB ¢
IMHAMAYECKUMH JAaHHBIMU OyaerT chopMupoBaH ¢aill ¢ mpaBWiIaMu YBEIOMIICHHH IO IMyTH
yKa3aHHOMY B HacTpoikax «/cTouHuka JaHHBIX» B CHOPMHUPOBAHHOM MOAKIIOYCHHH K CUCTEME

«Prometheus»:

/usr/jatoba-<ver>/monitoring/default/alertrules.yml

@:a[ oba
&, Nanpwagpr

83 Moswropur

Monnropunr & Default -+ S Ja RoBasuTe nanens

ven 1016102625432 v || 81 v || Mocneaswe 3vaca (7)

061ee KONUYECTBO CeCCHin

OBwem WAL (aitr)

Obwee TBO CeccH Bepcus OC MaKCHMaNbHbIR BO3PACT He.
e :
@ Avanns sanpocos v e
2u5e postgres 2
% Mopcniosesun J0S e £k Ubuntu 22.04.5LTS
Uy Ysenomnerue 1
| (Jammy Jellyfish)
@ Ayar v v [r—— g
18 Pes v Sonsue
_ P Bepeun 54 Wenonsosa uny
& Commaan orser v
5 o
s
Ve gomnenun v s e | 7%0
A e 20 Jatoba 6.9.1
i o v Ha Gase PostoreSQL 16.9 100
0
Lincxoseix onepauni Beogalssisona (iops) Wcnonsaosanme o3y e
b 12
©
Jlon [LnwTenbHocTs paboTsl B/
Pa3mep B}
osie
: sk
Coxpanuts
sy
o admi # 2
- P VB
‘Barpyaxa cuctemst {load average 1/5/15 min) e CTh KOHTPOMLHBIX ToueK [ Tor

Pucynok 9.2 — Co3znanue yBegoMieHus: B Komnonenre JDS

Ne uzmeHneHus:

IToanucek oTB. IHIA:

‘ JlaTta BHECEHMS U3M:
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9.3. Hacrpoiika cBsi3ku cuctembl «Prometheus» u yruanrtsl «Alertmanager»
WNwmess nanHble KOHGUTypauud ¥ KOHQUTYpPAIMOHHBIA (aill yBEAOMICHHH MOXKHO
NPUCTYNUTh K CBs3Ke cuctembl «Prometheus» m yrtumutel «Alertmanager», mist 4ero Hazio

BBIMIOJTHATH KOMaHy PEAaKTHPOBAHU KOH(UTYpallmoHHOTO (aiina cucteMsl «Prometheusy:

# gedit usr/jatoba-<ver>/monitoring/default/prometheus.yml

CootBetcTByrommii pazuen «Alertmanager configuration» Haxomurcs B Hauane ¢aiina u
mapaMeTpbl HaJl0 BHECTH UMEHHO B Hero. BeTaBka mapaMeTpoB B KOHEII (haiiyia MOXKET MPUBECTH K

oroke.

B y3ne «targets» yka3pIBa€TCA XOCT WJIM XOCThl C YCTAHOBJIEHHOM YTHUJIWTOMN

«Alertmanager»

B y3ne rule_files HeoOxonumo ykazaTe UMsi KOHQUTYPAIMOHHOTO (ailia yBe1oMICHUI

alerting:
alertmanagers:
- static configs:
- targets:
—_ IP**.***.***.**:9093
rule files:
- "alertrules.yml"

Open ~ || [+ prometheus.yml

. S, = = m} X
fusrfjatoba-5/monitoring/default Save

1# my global config

2 global:

3 scrape_interval: 30s # Set the scrape interval to every 15 seconds. Default is every 1 minute.
4 evaluation_interval: 30s # Evaluate rules every 15 seconds. The default is every 1 minute.

5 # scrape_timeout is set to the global default (10s).

6

7 # Alertmanager configuration

8 #alerting:

9# alertmanagers:

10 # - static_configs:
11 # - targets:
12 # # - alertmanager:9093

bkflalerting:
LY alertmanagers:

15 - static_configs:

16 - targets: ['10.116.102.41:9093']
p¥lrule_files:
- - "alertrules.yml”

19

20 # Load rules once and periodically evaluate them according to the global 'evaluation_interval'.

Pucynok 9.3 - Paznen «Alertmanager configuration»

[IpoBepuTh KOPPEKTHOCTH BBEICHHBIX [1APAMETPOB BO3MOXKHO KOMaHIaMU:

Ne u3zmeHeHUS: HO,Z[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:




57
643.72410666.00067-08 98 01-28

# cd /usr/jatoba-<ver>/bin#
# ./promtool check config /usr/jatoba-
<ver>/monitoring/default/prometheus.yml

Ecnu mapameTpbl BepHBI, IEPE3ayCTUTD CITYXO0Y:

# systemctl restart jatoba<ver> prometheus

Ha pamnom mare xoHdurypupoBanue pasaena «MoHUTOpHHT» KomioHeHTa JDS

3aKOHYCHO.

Ne u3zmeHeHUS: HO)_'[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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10. HACTPOMKA SKCHOPTEPOB JIJISI KOMIIOHEHTA
JA HIPE CLUSTER
HacTpoiika cuctembl MOHUTOPUHTA TTOIpa3yMeBaeT KoHpurypuposanue 1enesbix CYB/] u
Kimactepa Ha ocHoBe kommnoHeHTa «ja Hipe Cluster» B skocucteme CVYBJl «Jatobay.
Hcnonb3yercs BoIICICHHBINA cepBep MOHUTOpUHTA «Jatoba Data Safe» coOuparommii aHHbBIEC 115
BUJIKETOB ¢ cepBepa «Prometheusy». Cepepa «Prometheus» akkymynupyet nannsie o CYB/[u OC

c knacrepa u CYB/I.

10.1. ITapamMeTpsI cTeHAa

[Tapametpsl crenia, npuseneHHble B Tabaune 10.1.

Tabnuma 10.1 — Kondurypauus crenna

Ne | Hms cepBepa IP-agpec o Port Poub
1 | u602doc-jdsO1 | 10.116.102.41/24 | JDS CepBep MOHUTOPHHTA
2 | u602doc-pgp01 | 10.116.102.45/24 Cepsep Prometheus
Prometheus 9090
Alert manager 9093, 22
pg stat statements
node exporter 9100
postgres exporter | 9187
sql exporter 9399
3 | u602doc-hipe01 | 10.116.102.61/24 Coordinator
citus
pg_stat statements
node exporter 9100
postgres exporter | 9187
sql exporter 9399
4 | u602doc-hipe02 | 10.116.102.62/24 Worker (Nodel)
citus
pg_stat statements
node exporter 9100
postgres exporter | 9187
sql exporter 9399
5 | u602doc-hipe03 | 10.116.102.63/24 Worker (Node2)
citus
pg stat statements
node exporter 9100
postgres exporter | 9187
sql exporter 9399
6 | u602doc-ldap01 | 10.116.102.47/24 Llenesas CYBJ]
pg stat statements
node exporter 9100
postgres exporter | 9187
sql exporter 9399

Ne u3zmeHeHUS: HOZ{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Cxema ctenna npejacrapiieHa Ha pucyHke 10.1.

CepBep MOHMTOPUHTA { . .
Jatoba Data Safe . : ja_Hipe_Cluster

o6)

pg_stat_statements

citus

—

—

—
)

node_exporter

©
(0!

Nl

(0

postgres_exporter

IP 10.116.102.41 : ! W orker (Node1)

IP-10.116.102.62 sql_exporter

CepBep - ; o
g Prometheus pg_stat_statements : ! ja_Hipe Cluster

pg_stat_statements

SO% citus
— @ node_exporter — ftu
Prometheus — @ —
< > X 503 — o0 L] %) node_exporter
S :@ postgres_exporter | S 'Q- -
— ; : = 20}
Q sql_exporter ! : postgres_exporter
Alert Manager } : Coorditator
IP10.1%6.102.45 : : IP -10.116.102.61 sql_exporter

pg_stat_statements

citus

pg_stat_statements
S : 5

L} —
— 'Q’ node_exporter —
! ! —
> s :@: | M > L node_exporter
- postgres_exporter —
N e e Q postgres_exporter
:@_ sql_exporter i Worker (Node2) @

IP -10.116.102.63 '@ sql_exporter

Pucynox 10.1 — Cxema crenga monutopunra ¢ kiaacrepom «ja_Hipe Cluster»
Hactpoiika sxcrioptépoB Ha neneBoit CYB]] onucaH Bblllle B HACTOSIIIEM JOKYMEHTE U UX
mapaMeTpbl  OCTAlOTCS  HEW3MEHHBIMH B KOHQUrypanmumoHHOM  Qaie  /ust/jatoba-

<ver>/monitoring/default/prometheus.yml.
Kondurypamus sxcriopTépoB kiacrepa 100aBIsieTCs: OTACIHHO.

Hactpoiika skcmoptépoB ja Hipe Cluster s npuHOIMIHAIBHO HE OTIMYACTCS OT

BBINIICOMTMCAHHOTO TIPOIIEcca, HO UMEET PsiJi 0COOCHHOCTEH.

Hactpoiika CYBJl B kmacrepe [jsi MOHUTOpPMHIA BBIINOJHSAETCS COINIACHO pasjeny 3

«YcraHoBka u HacTpoiika 1eneBbix CYB/».

B pesyabrare:

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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—  71oJpKHA OBITh HACTPOCHA ayTEHTU(UKAIHS;

— B KOH(UrypanuoHHbIN (aiin «postgresql.cont» nodaBIeHb TapaMeTpBhI:

shared preload libraries = 'citus, pg stat statements'
Pg stat statements'compute query id = on

Pg stat statements.max = 10000

Pg stat statements.track = all

— JOJDKHBI OBITh YCTAHOBJICHBI, KAK MUHUMYM, pacIIMpeHus pg_ stat statements, citus

u citus_columnar.

I+ admin@citus: ~

citus_db=# \dx
List of installed extensions

| Version | Schema Description
____________________ ommm e e

| 12.1-1 | pg_catalog Citus distributed database
citus_columnar | 11.3-1 | pg_catalog Citus Columnar extension
pg_stat_statements | 1.18 | public track planning and execution statistics of all SQL statements executed
plpgsqgl ] | pg_catalog PL/pgSQL procedural language
(4 rows)

citus_db=# I

Pucynok 10.2 — BpIBoJ1 yCTaHOBJIEHHBIX PACILIUPEHUM

b/l ycraHOBKM pacmmpenus «pg_stat statements) He UMEET NPUHUMITHAIBHOIO 3HAYCHUS.
YcTraHoBKa SKCHOPTEPOB BBITIOJIHAETCS COTTIACHO Pa3JielaM HACTOSALIETO JOKYMEHTA!

— 4 «YcraHoBKa 3KcriopTepa «jatoba* node exportery;

— 5 «YcraHOBKa 3KcmiopTepa «jatoba* postgres exporter;

— 6 «YcraHoBKa 3KkcriopTepa «jatoba* sql_exporter.

B xondurypamnmonnsix (ainax «jatoba* postgres exporter» u «jatoba* sql exporter» B

ctpoke «DATA SOURCE NAME» nomxen 0bITh yka3zan [P-agpec y3na.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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10.2. Kon¢purypupoBanue CHCTEMBbI «Prometheus» hif 0 KOMIIOHEHTA
«ja_Hipe_Cluster»

Ha cepBepe «Prometheus» (u602doc-pgp0O1, IP-10.116.102.45/24) B KOH(DUTYpaITMOHHBIN
¢aiin /usr/jatoba-<ver>/monitoring/default/prometheus.yml no6asnsercs pa3aen ¢ sxcoprépamu,

YCTAaHOBJICHHBIMH Ha y3JIaX KJIaCTCpa.

FHH A A A A A A AR RS H A A A AR S
# oskcrnopTepw koopmmHaTopa (Citus)
- Job name: "coordinator"
static configs:
- targets: ['10.116.102.61:9100', '10.116.102.61:9187",
'10.116.102.61:9399"', '10.116.102.61:9398"]
labels:
cluster: 'Jja hipe cluster'

# oskcrnopreps workerl (Nodel)
- Job name: "workerl"
static configs:
- targets: ['10.116.102.62:9100', '10.116.102.62:9187",
'10.116.102.62:9399"]
labels:
cluster: 'Jja hipe cluster'

# skcrnopreps worker?2 (Node?2)
- Job name: worker?2
static configs:
- targets: ['10.116.102.63:9100', '10.116.102.63:9187"',
'10.116.102.63:9399"]
labels:
cluster: 'ja hipe cluster'

G

B ctpoke «job _name» mnenecooOpa3Hee ykazaTh poiib y3ia B KJIacTepe.

B crpoke «targets» mnepeuncisitorca [P-agpec m mopr KaXaoro M3 yCTAaHOBJIEHHBIX

JKCIIOPTEPOB, YCTAHOBJICHHBIX HA y3JI€.

Crpoka «labels: cluster:» siBasieTcss MeTkoW 1uisi (OPMHUPOBAHUS BBITIAJAIONIETO CITUCKA

«Knacteppsr» o KoTopoit opMuUpyeTcst KiiacTepHasi TaHeIb BUIKETOB.

Crpoxka sBisieTcss TekcToBoil. [lomyckaercs ykazanue IP-agpeca y3ma, kak moka3zaHo Ha

pucysnke 10.3.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Open ~ [+l ,.-'usr,.-'je?crt?ar-n;':rfgli:lcsr.ilb'n';?éefault Save = - = X
- o aLvLas. pU)LyIC:r
B Jdedatadedadaddadabodedeotatatodudadatodebatodadeadedadatodebaedadeotudatadodubatededeatedatododubatodedeadudatod da oot
54
55 # 3kcnopTeps KoopauHaTopa (Citus)
56 - job_name: "coordinator”
57 static_configs:
58 - targets: ['10.116.102.61:9100"', '10.116.102.61:9187"', '108.116.102.61:9399",
'10.116.102.61:9398"']
59 labels:
60 cluster: '10.116.102.61:5432'
61 |
62 # skcnopTepsl worker1l (Nodel)
63 - job_name: "workerl”
64 static_configs:
65 - targets: ['10.116.102.62:9100"', '10.116.102.62:9187', '10.116.102.62:9399"]
66 labels:
67 cluster: '10.116.102.61:5432"'
68
69 # 3xkcnopTeps worker2 (Node2)
76 - job_name: workerz
71 static_configs:
72 - targets: ['10.116.102.63:9100"', '10.116.102.63:9187"', '10.116.102.63:9399"]
73 labels:
74 cluster: '10.116.102.61:5432'
75
76
R 332 2= 0ot d e dededdadadadudntadodedatedudetodeduatodubatodutetotudataddubatededetatedatododubatodedeodudatod da oot
YAML ~ Tabwidth: 8 ~ Ln&1, Col1 ~ INS

Pucynok 10.3 — Mcnonws3oBanue [P-anpeca y3ma B crpoke Ctpoka «labels: cluster:»
[lenecooOpa3Hee yka3piBaTh HMIACHTH(PHUKAIMOHHBIA TMPU3HAK  MOJIKIIOYCHHOTO K

MOHMTOPHUHIY KJacTepa, Kak Moka3aHo Ha pucyHke 10.4.

Ne u3zmeHeHUS: HO,Z[HI/ICB OTB. JIMLa: ‘ IIaTa BHCCCHHA U3M:
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*prometheus.yml

A
Open [+l fusrfjatoba-18/monitoring/default

53 #####################i!#########################################
54
55 # 3kcnopTeps KoopguHaTopa (Citus)

56 - job_name: "coordinator”

57 static_configs:

58 - targets: ['10.116.102.61:9100', '10.116.182.61:9187"', '
'10.116.102.61:9398" ]

59 labels:

60 cluster: 'ja hipe cluster’

61

62 # 3kcnopTepsl worker1l (Nodeil)

63 - job_name: "workeri"

64 static_configs:

65 - targets: ['10.116.102.62:9100', '10.116.182.62:9187", '

66 labels:

67 cluster: 'ja_hipe_cluster’

68

69 # 3kcnopTeps worker2 (Node2)

76 - job_name: worker?2

71 static_configs:

72 - targets: ['10.116.102.63:9100', '10.116.182.63:9187"', '

73 labels:

74 cluster: 'ja hipe cluster’

75

76 |###############################################################
77

YAML ~ Tab width: 8 ~

Save

16.102.61:9399 "',

10.116.102.62:9399']

10.116.102.63:9399"]

Ln77,Col1

b INS

Pucynox 10.4 - Miconb3oBanne umenn kiacrepa B crpoke Ctpoka «labels: cluster:»

B PE3YJIbTATC HAa MMAaHCIIM BUIPKCTOB IJIA KJIACTEPA, B BhIMIAAAOIICM CIIMCKC OTPA3UTCA UMS

KJacrepa.

Monutopunr & Default = ja +++ [ DoGasuis navens

@étoba

B8 MoHuTopusr | KnacTepsr ja_hipe_cluster | | Mocnegume 5muwyT 7]

.}M AHANKI pHECKOE HWcnonesoeanue 03Y (%)

= 10.116.102.61:9100 50
10.116.102.62:9100 53
= 10.116.102.63-0100 47

KnacTepil ~

@ Avoar vorsEThocts v

MpoM3ROgUTENLHOCTE W

LDAP cHHXpOHU3EUHA

() ObrosuTs v

Yucno TRaH3AKLWA B CeKyHay (tps)

o Gdmin
-
BWBMUOTEKA BHMETOR
= 10.116.102.61.9187 2

10.116.102.62:9187 2
= 10116.102.63:9187 1

Pucynok 10.5 — M knacTepa Ha maHeIH BUIKETOB

Ha Bumkerax orpassrcst Tpadbl KayKI0ro y3ia Kiacrepa.

Ne uzmeHneHus: IToanucek oTB. IHIA:

‘ JlaTta BHECEHMS U3M:
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11. HACTPOMKA YKCHOPTEPOB JJI51 KOMIIOHEHTA JADOG
Hacrpolika cucteMbl MOHUTOPHHTA KJIACTEPOB HA OCHOBE KOMITOHEHTa «jaDog» TpedyerT:
— KOH()UTYpUPOBaHMS Y3JI0B KJIACTEPA;

- BBIJICTICHHBIN cepBep MOHHMTOpUHTA «Jatoba Data Safey» coOuparomuii maHHbBIe IS

BUJIKETOB ¢ cepBepa «Prometheusy.

Hacrpoiika CYB/] B knactepe «jaDog» 17151 MOHUTOPUHTA BBINOJIHAETCS COIIACHO Pa3/ieny

3 «YcraHoBka u HacTpoiika neneBbix CYBJI».

Hactpoiika skcnoptépoB Ha neneBbix CYBJl knactepa omucaHa BbIIIE B HACTOSIIEM
JOKYMEHTE M WX MapaMeTPhl OCTAIOTCS HEM3MEHHBIMH B KOH(PUTYypanmuoHHOM (ase /usr/jatoba-

<ver>/monitoring/default/prometheus.yml.
YcTaHOBKa SKCIOPTEPOB BBIMIOJIHAETCS COTIIACHO Pa3JielaM HACTOAIIETO JOKYMEHTA!
— 4 «YcraHoBKa dKkcriopTepa «jatoba* node exportery;
— 5 «YcraHoBKa 3KcriopTepa «jatoba* postgres exporter;
— 6 «YcraHOBKa 3KcmiopTepa «jatoba* sql_exporter».

B xondurypanmonnsix (aiinax «jatoba* postgres exporter» u «jatoba* sql exporter» B

ctpoke «KDATA SOURCE NAME» nomxen 0bITh yka3zan [P-agpec y3na.

11.1. ITapameTpsI cTeHaA

[TapameTpsl cTeH1a, TPUBEACHHbBIE B TAOIUIIE

Tabmuma 11.1 — Kondurypanus crenna

Ne | Hms cepBepa IP-agpec o Port Poub
1 | u602doc-jds01 | 10.116.102.41/24 | JDS CepBep MOHUTOPHHTA
2 | u602doc-pgp01 | 10.116.102.45/24 Cepsep Prometheus
Prometheus 9090
Alert manager 9093, 22
pg_stat statements
node exporter 9100
postgres exporter | 9187
sql exporter 9399
u602doc- I'maBHBIN y3en
3 jadog01 10.116.102.54/24 (Master)
jadog 5432
pg_stat statements

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




65

643.72410666.00067-08 98 01-28

Ne | Hms cepBepa IP-agpec o Port Poub
node exporter 9100
postgres exporter | 9187
sql exporter 9399
u602doc- PezepBHBIi y3en
4 jadog02 10.116.102.55/24 (Slave)
jadog 5432
pg_stat statements
node exporter 9100
postgres exporter | 9187
sql exporter 9399
5 | uo02doc- 10.116.102.56/24 V3en-apGutp (Referee)
jadog03 T
jadog
pg_stat statements
node exporter 9100
postgres exporter | 9187
sql exporter 9399
6 | u602doc-ldap01 | 10.116.102.47/24 Ilenesas CYBJ]
pg_stat statements
node exporter 9100
postgres exporter | 9187
sql_exporter 9399

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Cxema cTeHza npejacrasiieHa Ha pucyHke 11.1.

Cepsep MOHUTOpUHra Jatoba Data ‘ jaDog pg_stat_statements

Safe

o

=%

o
(5}

node_exporter

postgres_exporter

Slave
1P -10.116.102.55

©
)
1l
-
i
Sl

sql_exporter

Cepsep -
AN aDo, S stat_statements
Prometheus pg_stat_statements jabos @ Pe_Stat
9 | d t jadog
node_exporter —
Prometheus — '@' } { — Q
> N @ — L4 node_exporter
S _'Q postgres_exporter 1 i R [ S
Q @ ! " S Q' postgres_exporter
.Q_ sql_exporter ! : Q
Alert Manager ! : Master
1P 10.116.102.45 ! : IP-10.116.102.54 Q@_ sql_exporter

€5 pg_stat_statements

gt ® | > 54 node_exporter

—— postgres_exporter :

s ‘ — postgres_exporter
sql_exporter Referee @

1P 10.116.102.47 { ! IP-10.116.102.56 sql_exporter

Pucynok 11.1 — Cxema cTeHzja MOHUTOPHHTA C KiIacTepoM «jaDog»
11.2. Konu¢purypupoBanue cucrembl «Prometheus» nisi komnonenra «jaDog»
Ha cepBepe «Prometheus» (u602doc-pgp0O1, IP-10.116.102.45/24) B KOH(DUTYpaITMOHHBIN

daiin /usr/jatoba-<ver>/monitoring/default/prometheus.yml moGaBnsieTcss pazmen ¢ meIsMHA 10

KOJIMYECTBY Y3JI0B OTKa30yCTOMYMBOIO KiacTepa.

G o i o

# okcnopTep maHHHX IOJ9 jaDog
- Job name: nodel

scheme: https

tls config:
#ca file: /opt/prometheus/rootca.crt
cert file: /opt/prometheus/rest user.crt
key file: /opt/prometheus/rest user.key
insecure skip verify: true

static configs:

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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- targets: ['10.116.102.54:54443"]
labels:
cluster jadog: 'jadog'
node: '10.116.102.54:5432"

- Job name: node2
scheme: https
tls config:
#ca file: /opt/prometheus/rootca.crt
cert file: /opt/prometheus/rest user.crt
key file: /opt/prometheus/rest user.key
insecure skip verify: true
static configs:
- targets: ['10.116.102.55:54443"]
labels:
cluster jadog: 'Jjadog'
node: '10.116.102.55:5432"

- Job name: node referee
scheme: https
tls config:
#ca file: /opt/prometheus/rootca.crt
cert file: /opt/prometheus/rest user.crt
key file: /opt/prometheus/rest user.key
insecure skip verify: true
static configs:
- targets: ['10.116.102.56:54443"]
labels:
cluster jadog: 'Jjadog'
node: '10.116.102.56"
G

B ctpoxke «targets» yka3aTh anpec u cereBoit mopt REST API y3ma «jaDogy.

@ Jns monkmouenns k uHtepdeiicy REST API xommonenrta «jaDog» mpumeHnstoTcs
ceprudukater SSL. Ilpm stom k karamory /var/lib/jatoba/ssl jadog/, B xoTopom
pacnonararorcs ceptudukarel SSL mosbp3oBarenss kKomMnoHeHta «jaDogy, moimkeH
OBITH OOecnedyeH JOCTYH JJIsi CUCTEMHOTO moJib3oBaTeis prometheus. [ns atoro
HE00XO0UMO ero 100aBUTh B CUCTEMHYIO TPYIITY postgres.

JlpyruMm BapuaHTOM SIBJSIETCSl KomwupoBaHHWe ceprudukatoB SSL momb3oBarens

KoMIoHeHTa «jaDogy, Hanpumep, B KaTasior /opt/prometheus/.

B ctpoxe «cluster jadog» 3amaTh Mpon3BOIBHOE Ha3BaHKE Ki1acTepa (OAMHAKOBOE IS BCEX

y3JI0B).

‘ Ne u3zmeHeHUS: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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B ctpoke «node» 3amare agpec CYB/] ympaBisiemoit sx3emiuisipom «jaDog» (ans y3ma-

apOuTpa CeTeBOM MOPT HE YKA3BIBACTCS ).

[Tocne BHECEHHBIX M3MEHEHHH KOH(UTYpaLIMOHHBIHI daiin /usr/jatoba-
<ver>/monitoring/default/prometheus.yml TpeOyercss coxpaHuth, OOHOBHUTH KOH(UTYPALHUIO

systemd u mepe3anyctuth ciyx0y Prometheus:

# systemctl daemon-reload
# systemctl restart jatobal8 prometheus.service

Ha nannom mare koHpurypupoBanue cuctemMsl «Prometheus» nns MOHUTOpHUHTA KIacTepa

Ha OCHOBE KOMITOHEHTa «jaDogy» 3aKkoHUYEHO.

JloOaByieHue BUIKETOB OMUCAHO B JIOKyMeHTe «PykoBonctBo mo Hactpoiike. Yacts 20.

[Tonp3oBaTenbckuii BeO-unTepdeiic ams aamuauctpatopos. Komnonent «Jatoba data safey.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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12. OBHOBJIEHUE KOMITIOHEHTOB 9KCIIOPTEPOB

[IpenBapurensHbie ycnoBHs: HeoOxonuMo B katanore /localrepo 3amenuts (aiinsl Ha Ty
BEPCHIO AUCTPUOYTHBA, C KOTOPOU B TajbHEHIIEM OyAeT BHIIOIHATHCS OOHOBICHHE KOMITOHEHTOB.
Ecmm 310 He cmenano, Heobxommmo oOpatuthess B pazgen «1.2 O6noienme CYB]l ¢
MPOMEXKYTOUHBIX Bepcuid» JokymeHTa «PykoBoactBo mo obnoBienuto CYB]l  «Jatobay

643.72410666.00067-08 93 O1.

12.1. O0HoOBJIEHHE KOMIIOHEHTA «sql_exporter»
12.1.1. YcTaHOBKa HOBOM BepcuHM KOMIIOHeHTa «sql_exporter»
OobnoBneHne BEpPCUU KOMITOHEHTa «sql_exporter» TpeOyer COXpaHEHMs

KOH(UTYPAITMOHHBIX (hailJIOB M BBHIITOIHACTCS HA y3JIaX B CIEAYIOIIEM MOPSIKE:

1) CkonmpoBaTh HOBBIM MAaKeT KOMIOHEHTA «sql_exporter» B OTIAENbHYIO TUPEKTOPHIO.

Hanpuwmep, B qupexroputo /home/admin/Downloads.

2) 3arpy3uTh W YCTAaHOBHUTH HOBBIM MakeT jatoba<ver> sql exporter OT WUMEHHU U C

IpaBaMu IPUBUIIETUPOBAHHOIO MoJib3oBaTens OC:

— Haxopsgce B kaTajgore ¢ makeToM:

# apt install ./jatoba<ver>-sgl-exporter * -y

— M3 KOpHEBOro Karajora KOMaHIo0u:

# apt install /home/admin/Downloads/jatoba<ver>-sgl-exporter *
-y

[+1 root@citus: ff C Ll O

root@citus://# apt install fhome/admin/Downloads/jatoba6-sql-exporter® -y

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Pucynok 12.1 — YcraHoBKka HOBOro nakera
[Tpu ycranoBKe HOBOW BepcuH KOH(PHUTyparoHHbIE (ailiibl MpeablIyeil Bepcuu 0y Iyt

COXpaHEHBI B Karajore /ust/jatoba-<ver>/monitoring/default ¢ pacmupenunem backup.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[Tociie ycraHoBkM HOBOW Bepcuu jatoba<ver> sql exporter B kartanore /ust/jatoba-
<ver>/monitoring/default =~ Oymer  co3maH  JOMONHUTENbHBIM  ¢ailn  KoHurypammuu

citus.collector.yml, a Taxxe oOHOBIEH postgres.collector.yml.

3) BoccranoBuTh pe3epBHBIE KONMUM KOH(Hrypamwmii B KaTtamor /ust/jatoba-

<ver>/monitoring/default.
Ha nanHOM mare oOHOBIJIEHHE KOMITOHEHTA sql_exporter 3aBepIiueHo.

12.1.2. Hactpoiika mounTopuHra kjacrepa «ja_Hipe_ Cluster» nocJie 00HOBJIeHUA
Cnenyromue 1mard  BBIIOJHSIOTCA  TOJIBKO  HA  y3JI€-KOOpJAMHATOpE  KjacTepa

«ja_Hipe Cluster».

1) Hauunas ¢ Bepcum jatoba6-sql-exporter 0.14.3-440 mist moaaep>KKM MOHUTOPHUHTA
ja_Hipe Citus Ha y3iie-koopauHATOpPE HEOOXOIUMO JOMOJHUTEIBLHO CO3/IaTh BTOPOH IK3EMILISIP
ciykObI - jatoba<ver> sql exporter.citus.service. Iyt 3Toro morpedyercss CKOMUPOBaTh (aii

cepBuca komanaou B koHconu OC:

# cp /lib/systemd/system/jatoba<ver> sgl exporter.service
/lib/systemd/system/jatoba<ver> sql exporter.citus.service

[+1 root@citus: ff _ m]

root@citus://# cp /lib/systemd/system/jatobaé sql exporter.service flib/sy
stemd/system/jatobaé_sql_exporter.citus.service
root@citus: //#

Pucynok 12.2 — Co3znanue BTOpOro 3K3eMILISIpa CIIyKOBbI
2) HacTtpouts BTOpOIi 3K3eMIuIsip jatoba<ver> sql exporter.citus.service. s 3Toro

HEOOXOAMMO OTKPBITH (haiii

# nano
/lib/systemd/system/jatoba<ver> sql exporter.citus.service

U BHecTH cneayromye N3MEHEHHUS:

[Service]
EnvironmentFile=/usr/jatoba-
<ver>/monitoring/default/sql exporter.citus

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@citus: //

GNU nano 6.2 lib/systemd/system/jatobadé sgl exporter.citus.service #*

Description=5SQL Exporter for Prometheus
Documentation=
Wants=network-online.target
After=network-online.target

EnvironmentFile=/usr
User=sql_exporter_usr
Group=sql_exporter_usr
Type=simple

ExecStart=/usr/jatoba-6/bin/sql_exporter -config.file=5{CONF_FILE} -web.listen-addre55=${LIH
Restart=on-failure

TimeoutStopSec=20

RestartSec=10

WantedBy=multi-user.target

Pucynok 12.3 — 3mMeHeHne HacTpOEK BTOPOTo IK3EMILISIpa

3) CkonmpoBaTth ¢aitn komannoi B koucomau OC:

# cp /usr/jatoba-<ver>/monitoring/default/sql exporter.yml
/usr/jatoba-<ver>/monitoring/default/sql exporter.citus.yml

[+1 root@citus: /f Q _ O

root@citus://# cp fusr/jatoba-6/monitoring/default/sql exporter.yml fusr/jatoba-6/monitoring
Jdefault/sql_exporter.citus.yml
root@citus://#

Pucynox 12.4 — KonupoBanue ¢aiina Hactpoek sql_exporter.citus.yml

4) OTxpeITh Qaiin sql_exporter.citus.yml

# nano /usr/jatoba-
<ver>/monitoring/default/sql exporter.citus.yml

U BHecTH cneayromye N3MEHEHHUS:

data source name:

'postgresqgl://sql exporter:[password]@10.116.102.61:5432/[citus
_db] ?sslmode=disable’

collectors: [citus]

I'me password — mapons momb3oBatenss CYBJI, citus db — nasBamme BJl, B koropoii

YCTaHOBJICHO PACIINPEHHE «Citusy.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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root@citus: ff

: 5m

PucyHnok 12.5 — 3mMeHeHre HacTpOEK BTOPOT0 IK3EMILISIpa

5) CkonmpoBaTth ¢aitn komannoit B konconu OC:

# cp /usr/jatoba-<ver>/monitoring/default/sql exporter
/usr/jatoba-<ver>/monitoring/default/sql exporter.citus

+1 rook@citus: Jf Q O

root@citus://# cp Jusr/jatoba-6/monitoring/default/sql_exporter fusr/jatoba-6/monitoring/defa

ult/sql_exporter.citus
root@citus://#

Pucynox 12.6 — KonupoBanue daiina mHactpoek sql_exporter.yml

6) OTkpeITh Qaiin sql_exporter.citus:

# nano /usr/jatoba-<ver>/monitoring/default/sqgl exporter.citus

U BHecTH cnepyromye N3MEHEHUS:

CONF_FILE=/usr/jatoba-
<ver>/monitoring/default/sql exporter.citus.yml
LISTEN ADDRESS=0.0.0.0:9366

3nece g goctyma K MeTpukam kommnoneHTa «ja_ Hipe Cluster» Oymer mcmonb3oBaH

ceTeBoi mopt 9366.

Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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+1 root@citus: /f

GNU nano 6.2 usr/jatoba-6/monitoring/default/sql exporter.citus *
CONF_FILE=/usr/jatoba-6/monitoring/default/sql exporter.citus.yml
LISTEN_ADDRESS=0.0.0.0:9366
LOG_JSON=false
LOG LEVEL=debug
ENABLE RELOAD=false
METRICS_PATH=/metrics
WEB_CONFIG_FILE=
RESTART ON_UPGRADE=true

PucyHnok 12.7 — I3MeHeHne HacTpOEK BTOPOTO IK3EMILISIpa

7) O6HOBUTH KOHPUTYpanHio systemd:

# systemctl daemon-reload

8) 3amyCTUTh BTOPOW 3K3eMIULIp CIykObI jatoba<ver> sql exporter.citus, BKIIOYHTH

€€ B aBTO3aIlyCK U IIPOBEPUTH CTATYyC PaOOTHL:

# systemctl start jatoba<ver> sqgl exporter.citus
# systemctl enable jatoba<ver> sqgl exporter.citus
# systemctl status jatoba<ver> sgl exporter.citus

[+1 root@citus: /f

root@citus://# systemctl status jatobaé_sql_exporter.citus
jatoba6_sql_exporter.citus.service - SQL Exporter for Prometheus
Loaded: loaded (/lib/systemd/system/jatoba6_sql_exporter.citus.service; enabled; vendor preset: enabH
Active: since Mon 2025-12-01 15:36:45 MSK; 48min ago

Docs: https://github.com/burningalchemist/sql_exporter
Main PID: 655246 (sql_exporter)
Tasks: 5 (limit: 2213)
Memory: 9.0M
CPU: 302ms

CGroup: [system.slice/jatoba6 sql_exporter.citus.service
L 655246 Jusr/jatoba-6/bin/sql_exporter —conftg.file:}usr[jatoba—6}mcnitoring}default}sql_ex!

Pucynok 12.8 — IlpoBepka craTyca ciay»0bl BTOPOT0 3K3EeMILIspa

9) 3anmyCcTUTh U IPOBEPUTH CTaTyC pabOThI NEPBOrO SK3EMILISIPA:

# systemctl start jatoba<ver> sgl exporter
# systemctl status jatoba<ver> sqgl exporter

10)  OrtkpeiTh B Opay3epe BeO-uHTepdeiic sql_exporter U MpoBepUTh HATHYUE METPUK

kommoHeHTa Citus it BTOPOTo SK3eMILIIpa CIIyKObI:

http://localhost:9366/metrics

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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53 | Prometheus SQL Exporter X  localhost:9366/metrics x @) Prometheus Time Serie X + v

« C oD localhost B %%

# HELP citus _node_available Status and role of cluster nodes

# TYPE citus node_available gauge

citus node available{check result="8",6node="108.116.1082.61:5432",role="coordinator"} 1
citus node available{check result="8",6node="10.116.1082.62:5432",role="worker"} 1
citus_node_available{check_result="8",node="10.116.182.63:5432", role="worker"} 1

# HELP citus node shards size bytes The size of all shards of the node

# TYPE citus node shards size bytes gauge

citus_node_shards_size bytes{node="10.116.102.62:5432"} 401408

citus_node shards size bytes{node="10.116.1082.63:5432"} 376832

Pucynox 12.9 — IIpoBepka meTpuk komnoHeHTa sql_exporter

11) IlepexmrounTbest Ha y3en C 3alylleHHOM cucteMoil «Prometheus» u OTKpbITH Ha

penakTupoBanue (ai:

@

# nano /usr/jatoba-<ver>/monitoring/default/prometheus.yml

B cexmuu «# oskcnoprepel koopamnatopa (Citus)» BHeCTH (H00aBHUTH) CIEAYIOUIHE

U3MCHCHUA:

# oskcrnopTepw koopamHaTopa (Citus)
- Job name: "coordinator"
static configs:
- targets: [..., 'IP-address:9366']

I'me [P-address — cereBoii agpec y31a-KOOpAUHATOPA.

root@ué602doc-exporto1: ~

GNU nano 6.2

Thunderbird Mail

Pucynox 12.10 — I[TapameTpsl B koH(uUrypanmoHaom daiine prometheus.yml

12)  Ilepesarpy3uts ciyx0y «Prometheus»

# systemctl stop jatoba<ver> prometheus

‘ Ne u3zmeHeHUS: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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# systemctl start jatoba<ver> prometheus

13) Ortkpeite BeO-uHTEpdeiic cuctembl «Prometheus» mo ampecy http://<IP-

aapec>:9090/targets v MPOBEPUTH HATMYNE COSAMHEHHS C KOMIIOHEHTOM sql_exporter.

¥
& | Prometheus SQLExporter X localhost:9366/metrics x @ prometheus Time Series X | + v = ) gx

« = C O & Notsecure http://10.116.102.45:9090/targets o7 & 95 =

9 Prometheus Q, Query A Alerts Status » Target health ~

instance="10.116.102.61:9187"
job="coordinator"

http://10.116.102.61:9399%/metrics cluster="ja_hipe_cluster” o £ 45.299s ago g 13ms UP
instance="10.116.102.61:9399"

jeb="coordinator”

ttpu/f10.116.102.61:9366/metric: cluster="ja_hipe_cluster” o 2 58.431s ago E 30ms UP

instance="10.116.102.61:9366"

job="coordinator”

Pucynoxk 12.11 — Crpannna «Targets» B cucreme «Prometheus»
OTkpeITh BeO-uHTEpdeiic anmuuaucTpaTopa Jatoba Data Safe (JDS) u npoBeputs Hanuume
MmeTpuk kinactepa «ja_Hipe Clustery.
12.2. O6HoBJIEHHEe KOMTIOHEHTOB node_exporter, postgres_exporter u alertmanager
Oo6HoBieHne Bepcuu kommoHeHToB MoHuTopunara CYB]] node exporter, postgres exporter

u alertmanager BBITIOJHACTCS Ha y3J1aX B CICIYIONIEM MOPSIKE:

1) OcTaHOBKa W OTKJIIOYEHUE CIY’KO OOHOBISIEMBIX KOMIIOHEHTOB MOHHUTOPWHTA
CYB/:
# systemctl stop jatoba<ver> node exporter
jatoba<ver> postgres exporter jatoba<ver> alertmanager

# systemctl disable jatoba<ver> node exporter
jatoba<ver> postgres exporter jatoba<ver> alertmanager

2) OOnoBnenne Bepcuu KommnoHeHTOB MonuTopuHra CVYBJl w3 nokambHOTO

PENO3UTOpUSL:

# apt-get install jatoba<ver>-node-exporter jatoba<ver>-
postgres-exporter jatoba<ver>-alertmanager

Ne u3zmeHeHUS: HOI[HI/ICB OTB. JIMLa: ‘ I[aTa BHCCCHHA U3M:
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3) [Tocne OOHOBIEHHS OTKPHITH (ailiibl KOHPUTYPAUH KOMIIOHEHTOB MOHHUTOPWHTA

CVYB/] 1 03HaKOMUTBCS C HOBBIMHU ITapaMeTPaMHu:

# nano /usr/jatoba-<ver>/monitoring/default/postgres exporter
# nano /usr/jatoba-<ver>/monitoring/default/alertmanager.yml

4) OTpenakTHpoBaTh TMOJB30BATENbCKUE (aIbl  KOH(UTypaluu KOMIIOHEHTOB

monutopunra CYB/] (¢ pacmmpennem .backup), co3nanubie Ha 3Tare 0OHOBJICHUSI C BHECEHUEM B

HUX IIapaMeTPOB U3 HOBOU BEPCHUM:

# nano /usr/jatoba-
<ver>/monitoring/default/postgres exporter.backup
# nano /usr/jatoba-
<ver>/monitoring/default/alertmanager.yml.backup

Y IEPEMEHOBATH OOPATHO:

# cp /usr/jatoba-

<ver>/monitoring/default/postgres exporter.backup /usr/jatoba-
<ver>/monitoring/default/postgres exporter

# cp /usr/jatoba-
<ver>/monitoring/default/alertmanager.yml.backup /usr/jatoba-
<ver>/monitoring/default/alertmanager.yml

5) AKTHBaLus, 3aIyCK U IIPOBEPKA cTaTyca KOMIOHEHTOB MoHuTopunra CYBJl nocne

OOHOBJICHUA:

# systemctl enable jatoba<ver> node exporter
jatoba<ver> postgres exporter jatoba<ver> alertmanager
# systemctl start jatoba<ver> node exporter
jatoba<ver> postgres exporter jatoba<ver> alertmanager
# systemctl status jatoba<ver> node exporter

# systemctl status jatoba<ver> postgres exporter

# systemctl status jatoba<ver> alertmanager

6) 3amyctuth BeO-uHTEpPEiic 1 yOemuThCs, 4TO ClTy’k0a KOMIIOHEHTa paboTaeT:
— http://localhost:9100/ - node_exporter;
— http://localhost:9187/ - postgres_exporter;
— http://localhost:9093/ - alertmanager.

Ha nanHoMm mare o6HOBIIeHNE KoMITOHEHTOB MoHHTOpHHTa CYB/] 3aBepiieHo.

Ne u3zmeHeHUS: ‘ HO)_'[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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13. OBHOBJIEHUE CUCTEMBbI «PROMETEUS»

Oo6noBnenne Bepcun cucreMsl «Prometheus» Tpebyer coxpaHeHHs KOH(UTYpPaLMOHHBIX

(haiI0B CHCTEMBI U BBITIOJHSICTCS B CIICYIOIIEM MTOPSIJIKE:

1) CoxpaHuTh  pe3epBHYHO  KONHWIO  KaTtajora  KoHdurypamuii  /usr/jatoba-

<ver>/monitoring/default

2) CkomnupoBaTh HOBBIM MaKeT B OT/AENbHYIO AupekTopuro. Hampumep, B ITUPEKTOPHUIO

/home/admin/Downloads.

3) VYnaanuTh CylIeCTBYIOIIUMA MaKET

# apt remove jatoba<ver>-prometheus -y

root@u602doc-export01: fhomefadmin1

: S sudo su

-y

root@ué®2doc-exportdl: fhome/adminl# apt remove jatobaS5S-prometheus -y
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

Pucynok 13.1 — Yganenue cyiecTByroniero nakera

4) YcTaHOBUTH HOBBIH ITAKET OT HMEHH U C IIPaBAMH NPUBHUJIETHPOBAHHOTO I0JIb30BATEISA
OC:
— Haxopsdce B kaTanore ¢ nakeTom:
# apt install ./jatoba<ver>-prometheus * -y

— N3 xopHeBOro karajora KOMaHJ0M:

# apt install /home/admin/Downloads/Jjatoba<ver>-prometheus* -y

[+1 root@u602doc-export01: ff

root@uéd2doc-export@l://# apt install /home/adminl/Downloads/jatoba5-prometheus#*
Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

Pucynok 13.2 — YcraHoBKa HOBOTO IakeTa

Ne u3zmeHeHUS: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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5) BoccTaHOBUTH pe3epBHBIC KOMHWHM KOHGUTypamwii B  KaTtayjor /ustr/jatoba-

<ver>/monitoring/default

6) IlpoBepuTh Biajenbla U paBa Ha KAaTAJIOT MPUIIOKEHHUS] KOMaH/10M:

ls -la /opt/prometheus/

7) B cnydae OTKIIOHEHHUS HACTPOEK HaA3HAYUTh KOPPEKTHBIE ITpaBa KOMAH/IOM:

chown prometheus:prometheus -R /opt/prometheus/

8) OOHOBUTH KOHPUTYpanHIO systemd:

# systemctl daemon-reload

9) 3amyctuth City’)k0y CUCTEMBI, BKIIOUUTH €€ B aBTO3AIyCK U IPOBEPHUTH CTATYC PaOOTHI:

=

systemctl start jatoba<ver> prometheus
systemctl enable jatoba<ver> prometheus
# systemctl status jatoba<ver> prometheus

=

Ha mannom mare oOHoOBIIeHHE cucTeMBI «Prometheusy» 3aKoHYEHO.

B MOMEHT OOHOBJIEHMSI KOMIIOHEHTAa J[aHHbIE C 3KCHOPTEPOB OyAyT HOTEPSHBI, T.K.

AKCHOPTEPHI HE XPAHAT JAHHbBIE, a IEPEAAIOT UX TOCTOSHHO.

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Pucynox 13.3 — [IpoMexyTOK B TaHHBIX COOPAaHHBIX C IKCIIOPTEPOB

Ne uzmeHneHus:
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TEPMHUHbBI U OITIPEJAEJEHUSA

@ - TOCT 34.302.2-91 (MCO 8859/2-87) «Habopsr 8
KOJMPOBAHHBIX T'paMUYeCKUX CHMBOJOB. JaTUHCKUHN andaBut Ne 2y

«KOMMepUecKoe 3T» (aHri. «commercial aTy).

& - TOCT 34.302.2-91 (MCO 8859/2-87) «HaGopsr 8
KOJMPOBAHHBIX T'paUUYeCKUX CHMBOJOB. JaTUHCKUHU andaBut Ne 2y

«KOoMMepYecKkoe m» (ammnepcann) (anri. ampersand)

= - TOCT 34.302.2-91 (MCO 8859/2-87) «Habopsr 8
KOJMPOBAHHBIX T'paUUYeCKUX CHMBOJOB. JaTUHCKUHN andaBut Ne 2y

«paBHO» (auri. equals SIGH).

? - TOCT 34.302.2-91 (MCO 8859/2-87) «HaGopsr 8
KOJMPOBAHHBIX T'paUUeCKUX CHMBOJOB. JaTUHCKUHN andaBut Ne 2y

«BOTIPOCUTENBHBIN 3HAK» (aHTII. question mark).

- T'OCT 34.302.2-91 (MCO 8859/2-87) «Habopsr &
KOJMPOBAHHBIX T'paUUeCKUX CHMBOJOB. JaTUHCKUHN andaBut Ne 2y

«aBoerouyue» (aHri. colon).

OUTHBIX OJHOOAWTOBBIX

onpeacisicT CMMBOJI Kak,

OWTHBIX OJHOOAUTOBBIX

ornpeacisieT CMMBOJI Kak,

OUTHBIX OJHOOAWTOBBIX

ornpeacisieT CMMBOJI Kak,

OWTHBIX OJHOOANUTOBBIX

onpeacisicT CMMBOJI Kak,

OUTHBIX OJHOOANTOBBIX

ornpeacisicT CMMBOJI Kak,

Ne u3zmeHeHUS: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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NEPEYEHb COKPAIIIEHUI

Structured Query Language
baza manHEBIX
OnepannonHas cucrema

CucreMa ynpaBiieHus 0a3aMu JaHHBIX

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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JIucr perucrpanuy u3sMeHeHUN

Howmepa nuctoB (cTpanun)

3m.
U3MEHE

HHBIX

3aMCHC
HHBIX

HOBBIX

Bcero
JIUCTOB
CTpaHHU
aHHYJIUP (cTpanm)
B
OBAHHBIX
JIOKYMEHTE

Homep
JIOKyMEHTa

Bxopgsmmit
HOMEp
CONIPOBOAUTE
JILHOT'O
JIOKYMEHTa U
JaTa

Iloxnuce

Hara

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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