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AHHOTALIMSA

JlaHHBIN TOKYMEHT NPEACTABIISIET COO0M PYKOBOJCTBO 10 YCTAHOBKE U HACTPOIKE 1IEJIEBBIX
U CITY)KeOHBIX XOCTOB, a Takxke co3manne SSH n SSL-coennnaennii mexy komnonentamu CYB]]

«Jatobay.

PykoBOACTBO IO YCTaHOBKE COAEPKMUT CleAyrolIMe pasfensl no Hactpoiike SSH u SSL

COCIMHEHUN:
B Ilpunoxenun 1 onucana ycraHoBka u padota ciayx0s1 JDS.Doctor.
@ Bce npumeps! B nannom gokymente npuseneHsl st CYB/] «Jatobay Bepcun sipa .x,

6 misi ApyruX BEpCUN BCE IIard BBINOJHSIOTCS aHAJOTMYHO, pa3HHIlA COCTOUT B

MMEHAX JTUPEKTOPUH.

Hanpumep, CYB]J] «Jatoba» Bepcunm 5.X TO yMONTYaHWIO YCTaHABJIWBAETCS B

JTUPEKTOPHIO:

- OC Windows — «C:\Program Files\GIS\Jatoba\5\biny;
— OC Linux — «/usr/jatoba-5/biny.

CreneHu BaXXHOCTH HpHMeanHﬁ, MMPUMCHIACMBIC B JIOKYMCHTC:!

o Baxnas undopmanus — ykazanus, TpeOyrolume ocoooro BHUMaHus

@ JlonosHUTEIbHAsE HH(pOPMAaNUs — YKa3aHMsI, IO3BOJISIIOIIME YIIPOCTUTH paboTy ¢

U3JIeJINEM
o Baknas unpopmanus

Jns ceprudunupoBanHoii Bepcun CYB/] «Jatoba» moanepxnuBaercst paboTa TOIBKO

Ha OC, yka3aHHBIX B ()OpMYJIsipe HA TOCTaBKY!

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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1. O9TAIIBI PABBEPTBIBAHUA CYB/J HA XOCTAX

JIoOKyMeHT mnpenHazHayeH s aaMuHuctparopoB CYBJl ¢ 1enp0  KOPPEKTHOIrO

dbopmupoBanus 3xocuctembl CYB]] «Jatobay.

B 4yactHocTH, wmcmonns3oBanne SSH u SSL  coenmuenumii. CxemMa ITOIKITIOYCHUH

npejcTaBiicHa Ha pucyHke 1.1.

AD ja_Sync_LDAP CYB[ «Jatoba» ja_Log agent ja_Log server CYB[ «Jatoba»

»
»

A

5432 ja_Hipe.Cluster
(coordinator)
| 5432 -

% \ jaDog cluster <
Pl

jaPooler 4—5432—p 5432 5432
uflufln ufluflln / \

jatoba*_node_exporter 9399 Gatobajao stg res_exporter)
a8 080
54443 [ 1 ]} (1]}
9100 9187
\ / ja_Hipe_Cluster ja_Hipe_Cluster
(node) (node)
w ——9090—p>| [ ¢——9090—— 5432
5432 5432
/ \ . ——————J Service «Jatoba»
= )
S 5432 @ -
S
———P TLS/SSL-coeanHeHne
Lenesaa, CYBL, Service «Jatoba» 5432
«Jatoba» _» OBbluyHOE COeanHeEH ne
Gp i’ SSH-coeauHe Hu e

Pucynok 1.1 — Cxema SSH u SSL coenunenuit
Nmeronmecss MexaHU3Mbl pa3BepPThIBAHUS KOMIIOHEHTOB Bxoasumux B coctaB CYB/I

«Jatoba» MO3BOJISIOT HCIIOJIB30BATH:
—  PY4YHYIO YCTaHOBKY;
—  aBTOMATH3UPOBAHHYIO YCTAHOBKY.
PyuHas ycTtaHOBKa onucaHa B 10KyMeHTE «PyKOBOACTBO 110 YCTaHOBKE».

1.1. llepBbiii 3Tan. TonoJsiorus xocroB CYB/]
Ha nepBom stane crnenyer onpenenuts xoctel it CYBJl, ux HazHaueHue U OCHOBHbBIE

napameTpsl.

Ne u3zmeHeHU: HOI[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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1.2. Bropoii 3Tan. ¥YcranoBka CYB/I Ha xocrax
B 3aBucumoctu ot tuna xocra ycranasnupaercs CYB/I. Kak npasuiio, 11s cTaHIapTHBIX

xoctoB CYB/I ncrnonb3yercst HHCTALUIATOP

Jatoba.sh install

Onucanue ycranoBku CYBJl uHcTamuisitopoM onucaHa B JOKymMeHTe «PyKOBOACTBO 1O

YCTaHOBKEY.

Jlnst y31moB kinactepa ¢ ponbio Slave ucnonb3yercs uacramisitop CYB/I ¢

jatoba.sh install server

Onucanue ycranoBku CYB/] MHCTAIIATOPOM ONMCaHa B IOKYMEHTE

1.3. Tpernii 3Tan. Ycranoska JDS
Ha mannoMm atane Ha xocte ¢ JDS ycranaBnuBaercs ciyxebnass CYBJl n HenocpeacTBeHHO

caMm KoMmoHeHT. [IpeanodyrurensHbil ciocod ycTanoBkH — nHCTawsaTop JDS.

1.4. YerBeprsiii 3Tan. [loaroroska xocros. Hacrpoiika SSH coenqunenui

DTam BKIOYaeT B ceos:
—  moAroToBKYy xocToB s neneBbix CYB/I;
— Hactpoiiky SSH coennHeHui.

1.5. Hareiii 3tan. IloaroroBka SSL noak/roueHui
B 3aBucmMocTH OT BHYTpPEHHUX TpeOoBaHHMH, MOXeT ObITh HacTpoeHa SSL

ayTeHTU(uKanus kak 1 nonas3oBareneit CYB/, tak u nnsg komnonentoB CYB/I.

1.6. llecToii 3Tan. YcranoBka kKoMnoHeHTOB CYB /]
[Tocne 3aBepiieHUsT KOHPUTYPUPOBAHUS CIy)eOHOro U 1eneBeix XocToB CYB]] «Jatobay

11eJ1eCO00Pa3HO YCTAHOBUTDH TPEOyeMble KOMIIOHEHTHI.

Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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2. HACTPOHMKA SSH-COEJIMHEHMUM JDS
B nmpuBeneHHOM HUXKe ONMCAHWUU TPUBEICH IPUMED:
- co3nanust SSH-coenHeHus: MeXa1y XO0CTaMu;
- noakmoueHus nenesoit CYBJI k kommonenty JDS.

B kauecTBe npumepa HCIONb3YI0TCS 2 cepBepa ¢ KOHPUTypaIuei MpuBeIeHHON B TabIuIe

2.1
Tabnuna 2.1 — Konduryparus cetu crenna
Ne | Hms cepBepa IP-agpec Macka KomnoneHT Ha3nauenue xocra
MoACeTH
1 | u602doc-jds01 | 10.116.102.41/24 | 255.255.255.0 | IDS CiyxeOHas
2 | u602doc-pgp01 | 10.116.102.49/24 | 255.255.255.0 | Pg profile IleneBas CYB]]
Xoctax nomxHbI 0bITh YyeTanoBeHbl CYB/] 1 Ha xocTe JDS ycTaHOBIIEH HEMTOCPEICTBEHHO
KOMIIOHEHT.

2.1. Co3nanne nmoab3oBarens OC jdscontrol Ha nesieBoM xocte

Cosznats onb3oBarens jdscontrol OC komanzoi B repmuHaiie OC:

useradd -b /var/lib -m -s /usr/bin/bash jdscontrol

3anath napoib:

passwd jdscontrol

[+ root@u602doc-pgp01: ~

root@uéf2doc-pgpOl1:~# useradd -b fvar/lib -m -s fusr/bin/bash jdscontrol
root@u6f2doc-pgpOl:~# passwd jdscontrol
New password:

BAD PASSWORD: The password fails the dictionary check - it is too simplistic/sys
tematic

Retype new password:

passwd: password updated successfully

root@u6f2doc-pgpll:~#

Pucynok 2.1 — Co3nanne nonbs3oBatens jdscontrol

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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2.2. KonnpoBaHue CKpUIITA HA LEJE€BOH XOCT
C mocne ycranoBku komrnoHeHTa JDS Ha ciry:keOHOM XocTe OyJeT HaXOAUTHCS CKPUNT B
karasore /opt/jds-scripts/assign_control rights.sh

opt/jds-scripts

Name

f i
fansible-runner
fexample

Pucynok 2.2 — Pacnionoxenue ckpunra HacTpoiku SSH
JlaHHBIN CKPUNT BPY4YHYIO Hajlo ckomnupoBaTh Ha xocT ueneBol CYBJ[ (10.116.102.49).

I[ToMecTUTH B JOMAIIIHHUI KaTaaor /root.
YcraHoBUTH IpaBa:
—  YTEHHUE JIs BIIJIeNbIIa;
—  3aIuCh TS BJIJIENbIIA;
—  3aIyCK/TIOWCK JJIS BJIaJIEbIIa;
—  YTCHHME JIS IPYIIIIbI;
—  3alUCh/TIOMCK ISl TPYIIIIBL;
—  YTEHHWE IS APYTHUX;

—  3aIyCK/NMOUCK JUIS TPYTHX.

Ne u3zmeHeHU: HOI[HI/ICI: OTB. JIMILa: ‘ I[aTa BHCCCHHA U3M:
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Komanga chmod

- Mpaea pgocTyna - Dain
[ 1 npuce. UID NpH BLINOAHEHHWH Hma
[ ] npuce. GID NpH BHNOAHEHWH assign_control rig~-1737458642590.sh
3aKpennAnuMiA BuT JocTyn (BOCBMEpHUYHBIA)
T 106735
[x] zanuce gna Bhagensua Bnapeneuy:
[x] 3anyck/nonwck gna enagensua admin
[Xx] 4TeHne gnA rpynns [pynna:
[ 1 3anuce gna rpynnsl admin
[x] 3anyck/nonwck gna rpynnsl
[x] yTeHne gnAa Apyrux
[ ] 3anuce gna gapyrux
[x] 3anyck/nonck gna Apyrux

[« YcTaHoBuTh =] [ MNpepBaTbt ]

Pucynok 2.3 — YcraHoBKa IpaB Ha CKPUIIT Ye€pe3 KOMMaHep

JInbo KoMaHOM:

cd /root
chmod +x assign control rights.sh

2.3. BoinosiHenue CKpPMIITA HA IE€JI€BOM XO0CTE

Komanna 3amycka ckpunrta uMeeT CHHTaKCHC

Ckpunt uMeeT COOCTBEHHBIH CHHTAKCHUC 3aITyCKa:

./assign control rights.sh <wmms cepsuca CYBI> <OyTb K [alkKe
DATA> <uMsa noJb30BaTeNA>

OT UMeHH U ¢ ImpaBaMu NPUBUIICTUPOBAHHOTO ITOJIB30BATCIIA root BBIIIOJIHUTH KOMaHy B

tepmuHaiie OC:

./assign control rights.sh jatoba-6 /var/lib/jatoba/6/data/
jdscontrol

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+1 root@u602doc-pgp01: ~ C O

root@uéd2doc-pgp@l:~# .[fassign _control rights.sh jatoba-6 /var/lib/jatoba/6/data
J/ jdscontrol
root@u6e2doc-pgpoi:~# [

PucyHok 2.4 — BelnosiHeHne ckpunra
2.4. Co3naHue JOMANIHEr 0 KaTajaora nojb3oBaress JDS Ha ciay:xeOHOM X0cTe
[Tonp3oBatens JDS ObUT co3maH B MpOIECCe YCTAHOBKM KOMIIOHEHTA W HA JIAHHOM IIIare

TpeOyeTcs co3aanue Al HeTO JOMAITHEH TUPEKTOPHUH.
Co3znaTp nanky noib30BaTeNsl, o KOTOpbIM padoTtaeT JDS 1 Ha3HauUTH NpaBa, BO3MOXKHO

KOMaHJaMH:

#sudo -s
#mkdir /home/jds
#chown jds /home/jds

2.5. Co3nanue kiawua SSH nas noab3oBarens JDS Ha ciyxke0HOM XocTe

Co3nanne xiroueit SSH 10mKHO MPOBOIUTCS OT UMEHH U ¢ TpaBamu nosib3oBarenst OC jds.

Jlist aTOrO TpedyeTCs MePEKITIOUNTRCS Ha MoJIb30BaTens jds:

sudo -u jds /usr/bin/bash

Cosznats kimou SSH utst mosp3oBaTenst jds KOMaH0i:

ssh-keygen

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+1 jds@ijds: /

root@jds://# sudo -u jds Jfusr/bin/fbash
: 'S ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/var/lib/jds/.sshfid rsa):
Created directory 'fvar/lib/jds/.ssh'.
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in fvar/lib/jds/.ssh/id rsa
Your public key has been saved in fvar/lib/jds/.ssh/id rsa.pub
The key fingerprint is:
SHA256:LqgiFfhXNrstU+jLgp+pCwqggfqOrhAF /wPZk+eAwBbY jds@jds
The key's randomart image is:
+---[RSA 3072]----+
| o.. . |
I I |
|]o E=* o |
| .+ X * = . |
o+ =*5s |
|+o 0 0 + |
|*.. . O |
|::)++ |
| ++B="* |
+----[SHA256]
1/

Pucynok 2.5 — Coznanue SSH ximroueit

@ IIpu coznannm SSH KIIOYEH HE YCTAaHABJIMBACTCS I1APOJIb TOCTYIIA K HUM

2.6. llepenaua kiawva SSH na neneByw CYB/]
Ha meneBom xocte nomxkHa ObITh 3amymieHa ciyx6a SSH. IlpoBepka BeIOTHSETCS

KOMAaHJIOM:

systemctl status ssh

Ecnu SSH He ycTaHOBIEH, TO TpeOyeTCsl yCTaHOBUTh €r0 KOMaH/10M:

apt install ssh

Hanee co3mannbii kmod SSH mis mosb3oBatens jds AOMKHBI OBITH TIEpEaHbl Ha XOCT

neneBoit CYB/, s dopmupoBanus SSH-coennHeHns KOMaH0M:

ssh-copy-id jdscontrol@10.116.102.49

OTBETUTH «yeS» MPOIUCHIO HA BHIBOA:

‘ Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Are you sure you want to continue connecting
(yes/no/ [fingerprint]) ?

Beectn mapons momnb3oBatens jdscontrol cozmanHoro Ha meneBoM xocte CYBJ[ mpum

BBIBOJIE:

Jjdscontrol@10.116.102.49 password:

jds@jds: ~

:~$ ssh-copy-id jdscontrol@l®.116.1602.49
fusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed: "/var/lib/jds/.ssh
/id_rsa.pub”
The authenticity of host '10.116.162.49 (16.116.1602.49)' can't be established.
ED25519 key fingerprint is SHA256:XFJ0327zIwSYVg43cHTtzzNIrvu5SZRKUpUL/gzAJK/U.
This key is not known by any other names
Are you sure you want to continue connecting (ves/nof[fingerprint])? ves
fusr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed
Jusr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompt
ed now it is to install the new keys
jdscontrol@le.116.102.49"'s password:
Permission denied, please try again.
jdscontrol@le.116.102.49"'s password:
Connection iloﬂed by 18.116.102.49 port 22

-8

B

Pucynok 2.6 — Konuposanue SSH-kmroua Ha nenesoit xoct CYB/]

[IpoBepuTh NOAKIIOYEHNE KOMAHAOMU:
ssh jdscontrol@10.116.102.49
@ [Tpn noaxmroueHnu 1o SSH nportokoity HE TOJKEH 3alpalliuBaThCs NapoJib

[Tociie moAKITFOUEHUS POBEPHTE OTIEPAINH HaJ| CITyk00¥ jatoba<ver>.

2.7. Hoakawuenue JDS k nenesoit CYB/l (SSH u PASSWORD)
@ JIaHHBIA MyHKT YaCTUYHO TyOJIMpPYyeT ONrMcaHNe HACTPOMKH MOIKIIOYCHHUS K IEJIEBOH

CYB/l nanHoii B pyKOBOJICTBE

Ha nanHoM 3Tarne BO3MOXHO yCTaHOBUTH coenuHenue Mexay JDS u nenesoit CYB/I. Ilpu
sToM ucnonb3ytoress SSH — coeqnaenne u metox ayrentudukanuu B CYBJ] «PASSWORD». Oto

MO3BOJIUT YOEIUTbCA B KOPPEKTHOCTM HacTpoiiku u ympasisiemoctu CYBJl. B mocnenctsum

Ne u3zmeHeHU: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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BO3MOXKHO CMEHHUTh MeETOj ayTeHTu(ukanuu U nojkitouarbes k wmeneBoid CYBJ] mo SSL

MIPOTOKOJTY.

B paznene «Jlanmmadr» JlomkHa ObITH CO31aHa HepapXUdecKas CTPYKTypa OOBEKTOB.

—  XocT;
—  CVYB/A.
2.7.1. Xocr
B mapamerpax xocrta neneBoit CYBJl yka3bIBatoTCs mapaMeTpsl IPUBEICHHBIC B Ta0JIHIIE
2.2.
Tabnuma 2.2 — YcraHnaBnuBaeMble TapaMeTphl I X0CTa
IMapameTp 3HaueHnue
Tun snemenra: * Xocrt (1moAcTaHaBIMBAECTCSl aBTOMAaTUUECKH )
[P-anpec wnu FQDN-ums * 10.116.102.49
Wwms yuérHoit 3anmcu * jdscontrol
[Topt nnst ynpasnenust mo SSH * 22
Onucanue
S o [ aneerpoguens: er
= -
£ e > O

10.116.102.49

dscontrol
~ Tocalhost G
> O yeer

Pucynok 2.7 — OkHo HacTpoliku xocta uenesoit CYBJl B JDS
2.7.2. Hactpoiika konurypaunonHoro ¢aiina pg_hba.conf
Ilepen nactpoitkamu CYBJI, Bo Bkianke «IIpaBuna noctyna» A0mKHBI OBITH JOOABIIEHBI

napameTpsl MOAKIIOUEHU ¢ YAaJIeHHOro xocta. B paccmarpuBaemoM npumepe 3to xoct JDS [P
10.116.102.41.

B xondurypammonnom daitne pg hba.conf nomxaa OBITH CTpOKa, KaKk MHHHMYM,

paspeuraronias moAKIIOYCHUA U3 TTOACCTU.

Ne u3zmeHeHU: ‘ HOZ{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Hanpumep

host all all 10.116.102.0/24 md5

MHaue KOMIIOHEHT BBIBCACT OH_II/I6Ky " HC MO3BOJIMT YCTAHOBUTH COCJIUHCHUC C ueneBoﬁ

CVB/I.

2.7.3. CYB/J
B mapamerpax CYB/] yka3biBaroTcsi mapaMeTpbl IpUBEAEHHBIE B TabauLe 2.3

Tabnuua 2.3 — YcranaBnauaemsle napametpsl s CYB/]

IMapameTpsl 3HaveHus
DneMeHT-pOAUTEID 10.116.102.49
Tun snemenTa CYBJ
(ycTaHaBIMBaeTCs aBTOMaTHUECKH)
Hazsanne CYB]] (ycTaHaBIMBAaeTCs] aBTOMATUYECKH )
Wwms cepBuca * jatoba-18
[Topr: * 5432
[Tamka data* /var/lib/jatoba/18/data
[Tanka ans pe3epBHBIX Komuid KoHGuUrypauu * | /var/lib/jdscontrol/backup
Ceptudukar YI| HE HCIIOJIb3yeTCsA
Onucanue
Nwms ciyxednoit B/ * postgres
Pexum mmdpoBanus Disable
[TpoBepsts ceprudurar CYB/] Ha OT3bIB: HE UCIIOJIb3YETCS
Cnoco6 ayrenTuduxanuu [Taposib
Nwms ponu agmunuctparopa CYBJL * postgres
ITaposb

[Tapametp «Hazanue CYBJl» dhopmupyercs u3 IP-anpeca, mopra moaxitoueHust 1 UMEHH
cepBuca CYB/I. [lone sBisieTcss peqakTUPyEMbIM U B HEM JIOCTYIIHO yKa3aTh JIF000€ 3HaueHUe
yA00HOE /Ji1 BOCHPUATHSA. YCTAaHOBJIEHHOE HAMMEHOBAaHUE HW3MEHHUTHCS BO BCEX paszfesiax

koMmrionenTa JDS.

Ne u3zmeHeHU: HOZ{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




16
643.72410666.00067-08 97 01-27

(‘J?al sba
A Nanpwagr

cvEn
Knacrepei
Knscrepuijabag

Moruopunr

@ Asanns sanpocos

% Nomcnouenss 0

@ Avant norsimocrs

B3 Peseperos onupossne
& Crumarnm oraeres

A yeepounenua

@ Hacrpoiiku

Nlangwagr / CYBI

Q. rower
Vumaneserra

10.116.102.49.
@ =

> @ o028

DA
> O e

> o fuies

10.116.102.49

% A o6sop

pr— m Cocrosue o Tlog ynpasnermen
TMocnegree oGHoBNEHMeE: 16.12.2025 16:44:49
° ) O6rosnTs
Explain H
1P-agpec un QDN 10.116.102.49
H MR yuETHOI 3anucu: jdscontrol
Tlopr A yrpasnensia no 2
: sst
Onucatme:

Do6aBnexune anemMeHTa

BnemexT-poguTeNs: © 10.116.102.49

Tin smeene G oven

Hassanme CYBA: *

Vi cepauca:® jatoba-18

Mopr:* 5432

Manka data: * Ivar/lib/jatobal 8/data

Maica 478 peseperai Ko koHOuFypaL* | fvarflib/jascontrol/backup

CepTugmxar YLL: BoiGpaTh MK NepeTaMT daiin cloaa
PG_Profile

Onucanve:

Vi copeBioi EfL © postres

PeruiM WAGPOBANMR: Disable

MposepsTs cepruginkat CYBJ} Ha orasie:

Criocat ayTenTudmKaLMM: Mapons  SSL-ceprndimsar
Vs poni aaMHHHCTRaTODE CYB L " postgres
Napone: *

Pucynok 2.8 — OkHo HacTpoiiku neneBoit CYB]]

Ne uzmeHneHus:

IToamucek OTB. JIHIIA:

JlaTta BHECEHMS U3M:




17
643.72410666.00067-08 97 01-27

3. HACTPOHMKA SSL-COEJIMHEHUI

Hactpoiika SSL coenunennii, 1is Bcex komnoHeHTOB CYBJI, moimkHA BBITOTHATHCS OT

OJTHO IICHTpa cepTuuKauy, T.e. Ha OCHOBE 0HOTO cepTudurara «CA».

CYB/]] «Jatoba» nMeeT BO3MOKHOCTH HCIIOJIb30BaHUS MH(POBAHHOTO CETEBOTO Tpaduka u
ayrentudukamuio mo SSL ceprudukary. Ayrentuduxanus kaumeHta mo SSL cepruduxary
MO3BOJISIET CEpBEPY MPOBEPHUTH JHMYHOCTH MOIKIIOYAIOMIETOCs, MOATBEPXKAas, YTO CepTH(HKAT
X.509, mpencraBieHHBIA KIMEHTOM, NOJNHMCAH UEHTPOM cepTudukanuu. PekomeHmyercs

UCIIOJIb30BaTh TOJBKO JOBEPEHHBIC ICHTPHI CePTU(UKALINY JIJIS BBIIAYU CEPTU(DUKATOB KIIUCHTY H
cepBepy

[Tpu BeIMycKe cepBepHBIX cepTudukaToB moie SAN (a mpu ero orcyrctBun — CN) J0DKHO

COOTBETCTBOBATH JIOMEHHOMY MMEHHU cepsepa uiu ero [P agpecy.
Criucok (aiinoB, KOTOphIe OYAYT UCTIOIB30BAHBI B TEKYIIEM PYKOBOJICTBE:
—  KOPHEBOU cepTu(dUKAT yIOCTOBEPSIONIETO IIeHTpa (Toot.crt);

— cepTuUKATHl ¥ KIIOYU JUI KKAOTO IEJIEBOro y3ia (B MPHUBEACHHBIX MpHMEpax

HE0OXO0IMMO 3aMEHUTh {cn} Ha UMs y31a);
—  cepTu(UKaThI, KJIIOYA U KOHTEHHEPHI 17151 KIHEHTOB;
—  CIHCOK OTO3BaHHBIX cepTudukaros (root.crl.pem).

Kopuesoii ceprudukar Llentpa ceprudukanuy AOKEH ObITh YCTAaHOBJICH B IIETIEBOM

cucrteMe B «/loBepeHHbIe KOpHEBBIE IEHTPHI cepTudukanum» (Windows)
YcranoBka kopHeBoro ceprudukara B8 GNU/Linux:

—  CKONHPOBATH KOPHEBOH CepTU(UKAT YIOCTOBEPSIOMIETO IIeHTpa (root.crt) B KaTaJIor:

/usr/share/ca-certificates/

—  BBINIOJIHUTH KOMaHy B TepMuHaie OC:

dpkg-reconfigure ca-certificates

¥ BBIOpATh HY>KHBIN cepTU(UKAT

—  BBINIOJIHUTH KOMaHy B TepMuHaie OC:

Ne u3zmeHeHU: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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update-ca-certificates

Jliist Bcex HacTpanBaeMbIx y3710B Ha DNS-cepBepe wiu B (paitsiax hosts CyIiecTByroT 3amnucu

FQDN, cooTBeTCTBYIOIHNE CO3/]TaBAEMbIM cepTU(hUKATAM

020051 localhost jadog2.local
00151 astra

# The following lines are desirable fo

szl localhost 1p6-localhost 1p6-1loa
ff02::1 1p6-allnodes

ff02::2 1p6-allrouters

172.19.19.16 jds.local

172 :19-19°31 prom.-tocal

Pucynok 3.1 - 3anucu FQDN
B nasanmsax makeroB [1O Jatoba BMecTto cumBOoia «X» HYXHO TOJCTaBUTH HOMEDP

aktyasnbHol Bepcuu CYB/I.

B ¢aitne pg hba.conf meneBbix CYBJl mpeaBaputenbHO Hamo 3a7aTh HEOOXOIUMBIC
HAaCTPOMKHU OCTyIa, K IPUMEPY, U1 JOKAIbHBIX IMOAKIIOYeHUN 110 [P mnu nomeHHomy umeHH, a
takke mo SSL. JlanHple mapameTphl NpHBENCHH B KauecTBE MpUMepa, IS yIaJeHHBIX
MOJKIIIOYEHUH HEOOX0IMMO yKa3aTh KOHKPETHbIE ajpeca, 0a3pl u ponu. Camas cTporasi CTEIeHb
npoBepku SSL ceprudukara: clientcert=verify-full. Ilpu sTom Tume aBropmzanuu mpoBepsieTcs
cooTBeTcTBHE 3HadyeHUs Mot CN MMOJIB30BaTENbCKOTO CcepTH(HUKATa HUMEHHM MOJb30BaTels

PostgreSQL.

host all all 127.0.0.1/32 md5
hostssl all all all cert clientcert=verify-full

B ¢aiine postgresql.conf neneBeix CYB]] mpeaBaputenbHO Ham0 3a1aTh HEOOXOIUMBIC

HAcTpOMKH noAkiItodeHus no SSL. B 1aHHOM pyKoBOJICTBE UCIIONB3YIOTCS TAPaMETPBbI:

ssl = on

ssl ca file = '/var/lib/jatoba/certs/root.crt'
ssl cert file = '/var/lib/jatoba/certs/{cn}.crt'
ssl key file = '/var/lib/jatoba/certs/{cn}.key'
ssl crl dir = '/var/lib/jatoba/certs/"'

Ne u3zmeHeHU: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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VY naHHBIX (aiiyIoB JOIKHBI OBITH KOPPEKTHBIE MpaBa (Biaaesel — postgres, JOCTyI Ha (ailr

kiro4a — 600):

chown -R postgres /var/lib/jatoba/certs
chmod 600 /var/lib/jatoba/certs/{cn}.key

[Tocne no6asnenuss CRL-daiina B kaTamor Hy)KHO 3aIlyCTUTh KOMaHIY:

openssl rehash '/var/lib/jatoba/certs'

o [Tpu ncnons3zoBanuu Qaiina CRL HyKHO CIeIUTH 32 HCTEYEHUEM CPOKA €TO

aKTyaJbHOCTH JJIsl CBOEBPEMEHHOMN 3aMEHBI
SSL-tmoxgkmroueHuss MOKHO otcinexuBath B CYBJ] koManoii:

SELECT usename, datname, ssl, client addr, application name
FROM pg stat ssl
JOIN pg stat activity ON pg stat ssl.pid =

pPg stat activity.pid;

3.1. Co3nanne U KOHBepTALMS CePTH(PUKATOB

Co3pmanue 3ampoca Ha cepTu(UKAT MOIb30BaTENS:

openssl req —-new —-nodes —-text -out {cn}.csr -keyout {cn}.key -
subj "/CN={cn}"

Co3nanue 3ampoca Ha cepTu(dUKaT cepBepa ¢ UCIoib30BaHueM Qaiina openssl.cnf:

openssl req —-new —-nodes —-text -out {name}.csr -keyout
{name} .key -config openssl.cnf

Conepxumoe (aitna openssl.cnf

[req]

default bits = 2048

distinguished name = req distinguished name
req extensions = v3 req

prompt = no

[req distinguished name]
CN=example.local

‘ Ne u3zmeHeHU: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[v3 req]
keyUsage = keyEncipherment, dataEncipherment, digitalSignature

extendedKeyUsage = serverAuth, clientAuth
subjectAltName = @alt names

[alt names]
IP.1 = <IP-ampec>

KitoueBbie mons ¢aiina: CN u IP.1 (axpec cepBepa). MIx Hy)KHO MEHSITh Iepe;] reHeparuei

K)XKI0T0 CEpPBEPHOTO CepTU(HKATA.

OTH MOJISt HY>KHBI, 4TOOBI CEPTH(HKAT MOT pabOTaTh C CEpBepOM HE TOIbKO 1o DNS-umenn,

HO U 110 azpecy (SAN).

IIpn HacTpolike OTKa30yCTOMYMBOIO KJacTepa TakKXe HYXHO J00aBisATh B alt names

nyonuaHbIi aapec jaDog.

Ha ocHoBe comepkumoro monydeHHOro (haiina *.csr (3ampoca Ha cepTu(uUKar) Ha caite

Cayx0 ceprudukanun Active Directory 3ampocuTs cepTu(HKaT.

[Tpu umnopte daitnos cepruduraroB u3 Lentpa Cepruduxammu MS Active Directory B
OC Linux tpebyetcs konBepranus B hopmat PEM. B Takom Buzne ¢ aumu moxet padorats CYB/]

«Jatobay.

KonBeprarus crimcka 0TO3BaHHBIX CEPTH(PUKATOB:

openssl crl -in {file name}.crl -inform DER -out root.crl.pem

KouBeprarust KOpHEBOT0, KIIMEHTCKOTO WITU CEPBEPHOTO cepTU(rKara:

openssl x509 -inform DER -in {file name}.cer -out
{file name}.crt

Hns monkmiodenns JDS & 1meneBbIM xoctaM TpeOyeTcss KOHTEWHEP KIMEHTCKOTO
ceprudukara B ¢opmare pfx. Ilpm Hanmmumm mpoMEKyTOYHOTO IIEHTpPA CEPTUPHUKALNHN HYKHO

co3marth (aiin root.crt-bundle

nano root.crt-bundle

Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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BceraBute B HEro comepxkumoe ¢ainoB intermediate.crt (cepTH(PHUKAT MPOMEKYTOYHOTO
LIC) u root.crt (ceprudukar kopuesoro L[C), oT begin 10 end 13 kaxa0r0, BKIIOYUTEIHHO, B TAKOM

nopsizike Qaitos. J[aHHBIN OaHIT MOXKET OBITH OCHOBOW JIJIsl BCEX KIIMEHTCKUX OaHIJIOB.
@ [Tpumep Takoii HacTpoiiku NpUBEAEH B pa3zeie 14 HaCTOSIIEro JOKyMEHTA.

Co3znaTh 1ENnoYKy CepTH(PUKATOB MPOMEKYTOUHOro u KopHeBoro L[C mis KiueHTCKOro
ceprudukara postgres:
cp root.crt-bundle client.postgres.crt-bundle

Coznatp konTeitHep PFX s nonbe3oBarens postgres:

openssl pkcsl2 -inkey client.postgres.key -in
client.postgres.crt -certfile client.postgres.crt-bundle -
export -out client.postgres.pfx

Haponb OCTaBUTH IIYCTBIM.

[Tpu orcyTcTBUM pomexxyTouHOTO [{C MOKHO HCIIONTB30BATh KKOPHEBOI» CEPTUPUKAT KaK
6anm1, ecnu ero coaepxxumoe — ¢ BEGIN go END. Muauye ynanuth JUIIHHE CTPOKH U 3aT€M

HUCIIOJIB30BATh €10 AJId CO34aHUs KIIMCHTCKOI'O 6aHI[JIa TCMH K€ KOMaHJaMM.

cp root.crt root.crt-bundle

Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3.2. IlyTu xpa"HeHus cepTu(puKaToB U KiI04Yeil koMnoHeHToB CYB/]

[Tpu popmupoBanuu ceprudukaToB it SSL-COeTMHEHNS CIETYET CTPEMHUTHCS K €MHO00pa3uio UMEH U MECT XPaHEHHUS.
Hwmena ceptudukaToB U MecTa UX XpaHEHHs MpeCTaBIeHbI B Tabmuie 3.1.

Tabnuma 3.1 — HazBanus cepTuUKaTOB U MECTa UX XPAHECHUS

Ha3naveHne/mMecTo coefnHeHHUsI Dajia IlyTe/HacTpoiika KOHpUIYpanuu
XpaHeHue KOpHeBOro ceptudmukara B | root.crt /usr/share/ca-certificates/
Linux
CYBJ postgresql.conf
/var/lib/jatoba/ssl_jatoba/
ssl ca file = '/var/lib/jatoba/ssl jatoba/root.crt'
ssl cert file = '/var/lib/jatoba/ssl jatoba/{cn}.crt'
ssl key file ='/var/lib/jatoba/ssl jatoba/{cn}.key'
ssl_crl dir ="/var/lib/jatoba/ssl jatoba/
jaDog
Mesxkay y3JaMu KJacTepa jadog.yml
/var/lib/jatoba/ssl jadog/
root.crt db connection_settings:ssl ca file: /var/lib/jatoba/ssl jatoba/root.crt
jadog_service.crt db connection settings:ssl cert file: /var/lib/jatoba/ssl jatoba/jadog service.crt
jadog_service.key db connection_settings:ssl key file: /var/lib/jatoba/ssl jatoba/jadog service.key
root.crt tls:ca_file: /var/lib/jatoba/ssl jatoba/root.crt
interconnect.crt tls:cert file: /var/lib/jatoba/ssl jatoba/server.crt
interconnect.key tls:key file: /var/lib/jatoba/ssl jatoba/server.key
root.crt rest api:ca file: /var/lib/jatoba/ss] jatoba/root.crt
rest api server.crt rest_api:cert file: /var/lib/jatoba/ssl jatoba/server.crt
rest api_server.key rest_api: key file: /var/lib/jatoba/ssl jatoba/server.key
Hoaxkmouenne «jaDog» k CYB/l mo SSL B paznene S) Database server system account and connection settings
root.crt /var/lib/jatoba/ssl jadog/root.crt
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Ha3naveHne/mMecTo coeqnHeHHUsI dajia IlyTe/HacTpoiika KOHpUIYpanuu
root.crt.pem /var/lib/jatoba/ssl jadog/root.crt.pem
client.jadog user.crt /var/lib/jatoba/ssl jadog/jadog user.crt
client.jadog user.key /var/lib/jatoba/ssl jadog/jadog user.key

Hoaxmouenne «jaDog» xk JDS pa3nmene 11 — Rest API settings

«Jlangmadgr»
srv.crt /var/lib/jatoba/ssl jadog/srv.crt
srv.key /var/lib/jatoba/ssl jadog/srv.key
root.crt /var/lib/jatoba/ssl jadog/root.crt
root.crt.pem /var/lib/jatoba/ssl jadog/root.crt.pem
admin.pfx /usr/share/jds/ssl jadog/clusters

ja_Log (cepBep) ja log.crt /var/lib/jatoba/ssl jalog/ja log.crt
ja log.key /var/lib/jatoba/ssl jalog/ja log.key
root.crt /var/lib/jatoba/ssl jalog/root.crt
root.crl.pem /var/lib/jatoba/ssl jalog/root.crl.pem

ja_Log (areHr) ja log agent.crt /var/lib/jatoba/ssl jalog/ja log agent.crt
ja log agent.key /var/lib/jatoba/ssl jalog/ja log agent.key
root.crt /var/lib/jatoba/ssl jalog/root.crt
root.crl.pem /var/lib/jatoba/ssl jalog/root.crl.pem

JDS — cay:xkeonas CYB/] /usr/share/jds/certs
root.crt-bundle /usr/share/jds/certs/root.crt-bundle
client.jds.pfx /usr/share/jds/certs/client.jds.pfx

Web-unrepdeiic JDS /opt/jds/appsettings.json
jds.local.crt /etc/nginx/ssl/jds.local.crt
jds.local.key /etc/nginx/ssl/jds.local key

JDS. AnaJm3 3anpocoB
Ha otnesbHoM y3Jie
prometheus.local.crt /etc/nginx/ssl/prometheus.local.crt
prometheus.local.key
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Ha3znayenmne/mMecTo coeTUHHEHUA

daiin

IlyTe/HacTpoiika KOHpUIYpanuu

jds.local.crt
jds.local.key

/etc/nginx/ssl/prometheus.local . key

Ha ognom y3ie

jds.local.crt
jds.local.key

/etc/nginx/ssl/jds.local.crt
/etc/nginx/ssl/jds.local key

JDS. MoHUTOPHHT

Cucrema «Prometheus»

prometheus.local.crt

/var/lib/certs/prometheus.local.crt

prometheus.local.key

/var/lib/certs/prometheus.local.key

root.crt

/var/lib/certs/root.crt

jatoba* node_exporter

/usr/jatoba-X/monitoring/default/node _config.yml

root.crt

client ca file: /var/lib/certs node/root.crt

prometheus.local.crt

cert file: /var/lib/certs node/prometheus.local.crt

prometheus.local.key

key file: /var/lib/certs node/prometheus.local.key

/usr/jatoba-X/monitoring/default/prometheus.yml

root.crt

/var/lib/certs postgres/root.crt

postgres exporter.crt

/var/lib/certs postgres/postgres exporter.crt

postgres exporter.key

/var/lib/certs postgres/postgres exporter.key

jatoba* postgres exporter

/usr/jatoba-X/monitoring/default/postgres-config.yml

prometheus.local.crt

cert file: /var/lib/certs postgres/prometheus.local.crt

prometheus.local.key

key file: /var/lib/certs postgres/prometheus.local.key

/usr/jatoba-X/monitoring/default/prometheus.yml

root.crt

ca file: /var/lib/certs/root.crt

prometheus.local.crt

cert_file: /var/lib/certs/prometheus.local.crt

prometheus.local.key

key file: /var/lib/certs/prometheus.local.key

/usr/jatoba-X/monitoring/default/postgres exporter.yml

root.crt

sslrootcert=/var/lib/certs_postgres/root.crt

postgres exporter.crt

sslcert=/var/lib/certs postgres/postgres exporter.crt

postgres exporter.key

sslkey=/var/lib/certs postgres/postgres exporter.key"

Ne u3zmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:
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Ha3naveHne/mMecTo coeqnHeHHUsI dajia IlyTe/HacTpoiika KOHpUIYpanuu
jatoba* sql_exporter /usr/jatoba-X/monitoring/default/sql-config.yml
root.crt client ca file: /var/lib/certs sql/root.crt

prometheus.local.crt

cert_file: /var/lib/certs sql/prometheus.local.crt

prometheus.local.key

key file: /var/lib/certs sql/prometheus.local.key

/usr/jatoba-X/monitoring/default/prometheus.yml

root.crt

client ca file: /var/lib/certs sql/root.crt

prometheus.local.crt

cert_file: /var/lib/certs sql/prometheus.local.crt

prometheus.local.key

key file: /var/lib/certs sql/prometheus.local.key

/usr/jatoba-X/monitoring/default/prometheus.yml

root.crt

ca file: /var/lib/certs/root.crt

prometheus.local.crt

cert_file: /var/lib/certs/prometheus.local.crt

prometheus.local.key

key file: /var/lib/certs/prometheus.local.key

/usr/jatoba-X/monitoring/default/sql_exporter.yml

root.crt

sslrootcert=/var/lib/certs_sql/root.crt

sql exporter.crt

sslcert=/var/lib/certs sql/sql exporter.crt

sql_exporter.key

sslkey=/var/lib/certs_sql/sql exporter.key

Ne u3zmeHneHus:
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4. MOAKJIIOYEHHUE JDS K IIEJIEBOH CYB] I1O SSL

Jlns maHHOTO paszzgena moHagooutcs (ain OaHaima KOPHEBOTO M BCEX MPOMEKYTOUHBIX

cepTuuKaToOB, CO3MaHHbIN B paszene M.1. 3.1 «Co3nanne u KOHBepTaIHs CepTU(UKATOBY.

LeneBas CYBJl nmomxHa ObITh mpeaBapuTenbHO HacTpoeHa. Daiimbl postgresql.conf,

pg_hba.conf, daiiner cepTudukaToB XpaHiaTCA B yKa3aHHOM KaTaJore.
Ha nmpumepe paznena «Marpuna noctymay: B JDS nepeiitu B Hactpoiiku - [lenu - [lo6aButh

3anonHuTh HacTpouKH 11 moakmoueHus Kk cepepy CYB/l. B mone ceprudurar HyXHO

yKa3aTh BbIIIEyKa3aHHbBIN Oanm1. B kauecTBe (yHKIMOHaNa BeIOpaTh «Marpuma qoctymnay

acces_matrix X

acces_matrix
jds.local

5432

MaTpuua goctyna

S onenm

Pucynok 4.1 — Co3ganue uenu
Haxarp Ha kHONKY «/l00aBUTH NMOJKIIIOUEHUEY. 3allOJIHUTh HACTPOUKH, BBIOpATh PEKUM
VerifyFull, coco6 ayrentuduxannu - «SSL-ceptudukary, B KauecTBe ceprudukara 100aBUTH

KOHTeHHep pfX yKa3aHHOrO BBIIIE [10J1b30BATEIA
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PepakTnpoBaHue nogKntoYeHUn %
postgres
postgres
VerifyFull v
Na Het
Maponb SSL-cepTudmkat
KR

AY TecT nogknioyeHus

OTMeHWTb

Pucynok 4.2 — OkHO pe1akTUpPOBaHUs MOAKIIOUEHUS
Kunonka «Tect mnonkmoueHus» OOIDKHA OTOOpa3uTh YBEIOMIICHHE OO0 YCIEITHOM

IIOAKIIFOYCHHNH.

B paznene Aynut u oT4eTHOCTB - MaTrpuiia 1ocTyma BEIOpaTh CO3AaHHYIO 1ETTh.
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5. HIOJAKJIOUYEHMUE JDS K CJOYXKEBHOM CYB/ 1O SSL

Jlis manHOrO pasnmena moHanoOutcs (aitnm kopHeBoro ceprudukara Y1 wim Ganmn

cepTU(UKATOB, a TAK)KEe KOHTEHHEP MOIb30BaTens .pfx

Co3matp Karajor Iy CepTH(PHUKATOB:

mkdir /usr/share/jds/certs

CkonmpoBaTh B KaTaJor ¢aili KopHeBOTO cepTrdukaTa (Wi 6aHII BCEX MPOMEKYTOTHBIX

I1C) n koHTelHep nonb3oBaTens .pfx

Hazunaunth BJIQZICIIBIICM KaTajiora IOJb30BaTCIsd, IO HWMMCHCM KOTOPOTO 3allyCKaCTCs

cepsuc JDS, u orpaHnunTh ipaBa Ha (QaiibL:

chown -R jds /usr/share/jds/certs
chmod -R 600 /usr/share/jds/certs

OtpenaxtupoBats (aiin kordpurypammu JDS:

nano /opt/jds/appsettings.json

3aMEHUTh CTPOKY:

"ConnectionStrings": {"DefaultConnection": "User Id=jds;

Password=sqgl; Server=localhost; Database=jdsdb; Port=5432;

by

Ha

"ConnectionStrings": {"DefaultConnection": " User Id=jds;
Server=jds.local; Port=5432; Database=jdsdb;
SslMode=VerifyFull"

by

JloGaBuTh pazmer:

by

"ConnectionSslConfigurator": {
"Connections": {
"DefaultConnection": {

"CAFile":"/usr/share/jds/certs/root.crt-bundle",
"ClientPfxFile":"/usr/share/jds/certs/client.jds.pfx",

Ne u3zmeHeHU: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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"ClientPfxPassword":null,
"CheckServerCertificateRevocation":false

o e

[lepe3zamyctuts cayx0y JDS:

systemctl restart jds.service
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6. HIOJKJTIOUEHUE K WEB-UHTEP®EWCY JDS IO SSL

Jlis manHOrO pasnmena moHanoOutcs (aitnm kopHeBoro ceprudukara Y1 wim Ganmn

cepTU(UKATOB, a TAK)KEe KOHTEHHEP MOIb30BaTens .pfx

[To ymomuanuto JDS ycraHaBnmmBaeTcs C CaMOTIOAITUCAaHHBIM CEPTU(HUKATOM, €T0 TpeOyeTcs

3aMCHUTD.

Jlis manHOTO pasmena moHanoOsTcs daitner jds.local.crt u jds.local.key (ceprudukar,

CT'€HEPUPOBAHHBIN /JIs cepBepa ¢ 3aylieHHbIM cepBucoM JDS)

Jns 3amycka web-untepdeiica JDS ¢ ceprupukarom n3 L{C Hy) HO cKOMHpPOBaTh (Paidisl

ceprudukara u xKrova B kataior SSL:

cp jds.local.crt /etc/nginx/ssl/
cp jds.local.key /etc/nginx/ssl/

OtpenaxTupoBaTh KoH(puUrypamuto JDS mis nginx

nano /etc/nginx/conf.d/jds.https.conf

3ameHuTh Ha3BaHUA (PaityioB ceprudukaTa M KIrroya

listen 443 ssl;
ssl certificate /etc/nginx/ssl/jds.local.crt;
ssl certificate key /etc/nginx/ssl/jds.local.key;

[lepe3amycTuts cayx’0y nginx

systemctl restart nginx.service

Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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7. HACTPOHKA SSL KOMIIOHEHTA JADOG

7.1. Hactpoiika SSL mexay y3jaMu Kjacrepa
B npumepe paccmarpuBaercss HacTpoilka SSL-mojkitoueHus Mexay 2 y3liaMu

OTKa30y0TOﬁqHBOFO KJ1aCTepa.

B kauecTBe yuyeTHOMW 3amucu «interconnect user» il MEXY3JIO0BOI'O B3aUMOJEHCTBHUS C

ucrnosib3oBanreM SSL mpuMeHseTcs moibp30BaTelb «jadog user.

BbINOMHUTE CTaHAAPTHYIO YCTAaHOBKY KOMIIOHEHTA «jaDogy Ha Bce y3IIbl KilacTepa, cleays
MHCTPYKIMAM U3 TIepBoil yactu nokymeHnTta «KommoneHnt jaDog. YnpaBneHune pexxumMoM padOThI

y3710B Kinacrepa» 643.72410666.00067-08 98 02-01.
Jlo6aBuTh B KOH(UTYpannoHHBIN (aiin /var/lib/jatoba/6/data/pg_hba.conf rmaBaoro y3ma

CIIE/TYIOIINE CTPOKU:

hostssl replication jadog user 127.0.0.1/32 cert clientcert=verify-full
hostssl replication jadog user 10.116.102.0/24 cert clientcert=verify-full

Ha xaxgoM wu3 y370B Kiactepa HeoOXomuMo c(hOpMUPOBATH CEPTH(PHUKATH IS

noJip30BaTens jadog user ¢ CIeAYIOUIMMH MTapaMeTPaMU:

— CN= <interconnect user> - Ha3BaHWE YYETHOW 3alHCH, [JISI MEXY3JIOBOTO

B3aHMMOJICHCTBHUS,
— extendedKeyUsage=clientAuth.

Ha kaxxmom u3 y37o0B Kjactepa HEOOXOAMMO COPMHPOBATH CEPBEPHBIE CEPTU(DHUKATHI C

CJIEIyIOLIMMU [TapaMeTpamMu:

— CN=<hostname>, rne hostname — Ha3BaHuEe y3ma, UII KOTOPOTO CHOPMHPOBAH

cepTuduKarT;
— SAN - cniMcok anpTepHATUBHBIX Ha3BaHUU y371a;
— extendedKeyUsage=serverAuth.

[Toyuennpie cepTudUKATB CKONMUPOBATh, a TAaKKe KOPHEBOH ceprudukar (root.crt) B

karajyor /var/lib/jatoba/ssl jadog.

[IpaBa nocryna k cepruduraTaMm HEOOXOAUMO OTIPEEITUTH MPU TTOMOIITN KOMAH/IbI:
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chown -R postgres /var/lib/jatoba/ssl jadog
chmod 600 /var/lib/jatoba/ssl jadog/*.key

Ha xakom y371e kiacTepa HaCTPOUTh MYTH K AUPEKTOPUU C CEPTHPHUKATAMU MTPH MTOMOIIH

CIIEAYIOIMX KOMaH/ B KOHCOJIbHOU yTumnute jadog ctl:

set parameter interconnect user:name = 'jadog user'
set parameter interconnect user:ca file =
'/var/lib/jatoba/ssl jadog/self signed ca.crt'

set parameter interconnect user:cert file =
'/var/lib/jatoba/ssl jadog/jadog user.crt'

set parameter interconnect user: key file =
'/var/lib/jatoba/ssl jadog/jadog user.key'

Hactpoiika myTH K AMPEKTOPUU C CepTU(PUKATAMH TAKKE BBITOJIHAETCS C MOMOIIBIO

KOHCOJIbHOM YTUIIUTHI:

cd /usr/jatoba-6/bin
./jadog setup -C ../etc/jadog/

B xondurypammonnom daiine /var/lib/jatoba/6/data/postgresql.conf rimaBroro y3na HyXHO

BHECTH COOTBETCTBYIOIIE U3MEHEHHS B ITyTH K (paiimam cepTuduxaros.

ssl = on
ssl ca file = '/var/lib/jatoba/ssl jatoba/self signed ca.crt’

ssl cert file = '/var/lib/jatoba/ssl jatoba/jatoba server.crt'
ssl key file = '/var/lib/jatoba/ssl jatoba/jatoba server.key'

Pucynox 7.1 — Ilpumep nactpoek SSL-coennnenus B daiine postgresql.conf

3amaTh MpaBa Ha KaTajor U (aiiasl KOMaHOMU:

chown -R postgres /var/lib/jatoba/ssl jatoba
chmod 600 /var/lib/jatoba/ssl jatoba/jatoba server.key

Ha nepBom y3ne neperactpouts KoH(purypamnmro jadog nns ucrmonp3oBanus SSL:
cd /usr/jatoba-X/bin

#ecnu mepBOHAYANIbHASL HACTPOMKA yKe ObLia:

./jadog setup -C ../etc/jadog/

‘ Ne u3zmeHeHU: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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#eciu ATO TepBasi HaCTPOHKa:

./jadog setup

B paznene 2 «Inter-jadog communication setting», myHKT 5 «SSL on (ssl:ssl)» nepexirountsb

B 3HAUEHUE true:

Inter-jadog communication settings Menu

Type item number to change its value, type '#' to return on previous menu level, or type
'exit' to quit. IP address should be specified in CIDR natation (example, 192.168.0.1/24).

IP and PORT are appropriate parameters that specify which network will be used to communicate
with another jadog-nodes inside the RDBMS cluster. Both parameters are mandatory.

Jadog service name (main:service_name) [jadog]

Jadog IP address (main:ip) [10.116.102.54/24]
Jadog PORT number (main:port) [12345]

SSL on (tls:tls) [true]

Jadog interconnection user (main:interconnect_user) [jadog_user]

Reset all settings to the default values

Pucynox 7.2 - Paznen 2 «Inter-jadog communication setting»
B pazgene 4 «Security connection settings» 3anoTHUTH MyTH K (aiiaMm cepTu(uKaToB

KJIFOYEH.

Security connection settings Menu

Type item number to change its value, type '#' to return on previous menu level, or t
'exit' to quit. IP address should be specified in CIDR natation (example, 192.168.0.1

Center Authority certificate (tls:ca_file) I i fssl_ja /self_signed_ca.crt]
erver certificate (tls:cert_file) fvar f1i _ja toba_server.crt]

S
) SSL Revocation List (tls:crl_file)
SSL Server private key (tls:key file)

) Reset all settings to the default values

Pucynok 7.3 - pa3nene 4 «Security connection settings»

[ToBTOpHO BBECTH MApOJIb MOJIL30BATENS KlIacTepa B paszele 6.

C momonsto pasaena 13 coxpaHuTh HACTPOWKU U BBIUTH U3 KOHPUTYpATOpa.

[ToBTOPUTH aHAJIOTMYHYIO HACTPOMKY HA BTOPOM Y3JI€ KJIacTepa.

B ¢aiine /usr/jatoba-X/etc/jadog/jadog hba.cfg Ha 06oux y3max g100aBUTH CTPOKY (eciu ee
TaM HET)

all all ssl

[IpoBeputs, uTo ciyxba jadog 3amymieHa Ha Bcex y3max.

systemctl status jadog.service
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C nmomompio yrunuThl jadog ctl Ha TIaBHOM cepBepe CO37aTh KIACTEP W BKIIOYUTH B HETO

Y3JIbI COTJIIACHO JOKYMCHTAIIUU.

Ha rnaBHOM y371€ MOXHO MPOBEPUTH TUN COEAUHEHUN K 0a3e maHHbIX (ssl = «t») SQL-

KOMAaHJIOM:

sudo —-u postgres psqgl

SELECT usename, datname, ssl, client addr, application name
FROM pg stat ssl
JOIN pg stat activity
ON pg stat ssl.pid = pg stat activity.pid;

postgres=# SELECT usename, datname, ssl, client_addr, application_name FROM pg_stat_ssl
JOIN pg_stat_activity ON pg_stat ssl.pid = pg_stat activity.pid;
usename | datname | ssl | client_addr | application_name

jadog_user |

Pucynok 7.4 — SQL-komanzaa npoBepku SSL-coequHeHuss MeXay y3IaMu
7.2. Hacrpoiika nocryna jaDog k CYB/I no SSL

JleicTBHS IPOBOIATCS HA y3JIaX KJIacTepa, HACTPOSHHOIO IO 1IaraM U3 MpoLUIOoro pasjiena.

Co3matp KIMEHTCKHHM cepTudukar ans monb3oBarens jadog user MO WHCTPYKIIHH,

ckonupoBath (aitsel B kKaTayor /var/lib/jatoba/certs Bcex y31oB kiacrepa

cp ./client.jadog user.* /var/lib/jatoba/ssl jatoba/
chown -R postgres /var/lib/jatoba/ssl jatoba
chmod 600 /var/lib/jatoba/ssl jatoba/client.jadog user.key

Ha Bcex y3nax 3amycTuth u3MeHeHne KoHpurypanuu jadog KoMaHI0M:

cd /usr/jatoba-X/bin
./jadog setup -C ../etc/jadog/

[lepetitu B myHkT MeHto 3 «User / Admin access network setting», B [Toamento 1) Public IP

address (main:public_address) u 3amosHUTH 3HaYCHUE:

1) Public address (main:public_address) - o6mmii [P-anpec nanHOTO y31ma (TOT ke, 4TO

yka3zaH kak SAN B cepTudukare TaHHOTO CEpBEPa)

[Tepeiitu B myHKT 5) Database server system account and connection settings v 3amoJIHUTh

3HA4YCHUA:

6) Database auth method (db_connection_settings:db_auth _method)  ssl

‘ Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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7) Jadog to database CA file (db_connection_settings:ssl ca file) /var/lib/jatoba/certs/root.crt

MyTh K (aiiiy KOpHEBOTO cepTuuKara

8) Jadog to database CRL file (db_connection_settings:ssl_crl file)  /var/lib/jatoba/certs/root.crt.pem

MyTh K (aiiily OTO3BaHHBIX CEPTUPHKATOB

9) Jadog to database cert file (db_connection_settings:ssl cert file) /var/lib/jatoba/certs/client.jadog_user.crt
nyTh K Qaiiny ceprudukara jadog user

10) Jadog to database key file (db_connection_settings:ssl key file) /var/lib/jatoba/certs/client.jadog user.key
myTh K Qaiiny kmoya ceptudukara jadog_user

Database host (db_connection_settings:host)
) Database port (db_connection_settings:port) L
) Database service name (param_postgres:db_service_name) [jatoba-6]
) Database name (db_connection_settings:database) [postgres]
Jadog password file (db_connection_settings:passfile) [fusr/jatoba-6/bin/db_passfile]
) Database auth method (db_connection_settings:db_auth_method) [ss1]
) Jadog to database CA file (db_connection_settings:ssl_ca_file) [/var/l1ib/jatoba/certs/root.crt]

) Jadog to database CRL file (db_connection_settings:ssl_crl_file) [/var/11ib/jatoba/certs/root.crl.pem]
Jadog to database cert file (db_connection_settings:ssl_cert_file) [/var/lib/jatoba/certs/client.jadog_user.crt]
Jadog to database key file (db_connection_settings:ssl_key_file) [/var/l1ib/jatoba/certs/client.jadog_user.key]
Jadog to database SSL mode (db_connection_settings:ssl_mode) [verify-full]
Jadog database user name (db_connection_settings:user) [jadog_user]
Jadog database user password (db_connection_settings:user_pass)
Database server 0S5 user (param_system:system_user) [postgres]
Replication node name (param_replication:replication_slot_name) [sloti]

Pucynoxk 7.5 - mynkr 5) Database server system account and connection settings

BBecTu naposib nosp3oBatens B myHKTe 13.
BeriiTi u3 HacTpoliku uepe3 oOmuit pazmen 13.

[Ipy HEOOXOAMMOCTH MEpPEe3alyCTUTh Y3Jbl KiIacTepa B MPABUIHHOM IOPAIKE HIH B

npunoxennu jadog_ctl Bocmonbp30BaTbcs KOMaH 0

reload jadog on cluster

7.3. Iloakarouyenne kiaacrepa «jaDog» k JDS pasnene «Jlanamadr»
B nmnpuBeneHHOM HuWXKE ONWCAaHWM TpUBEAEH npumep co3ganus uenu (Target) c

noaxirouenreM mo SSL/TLS.
Tpebytorcs: JIDS Bepcun 2.7.0 u HOBee, jaDog Bepcun 3.2 1 HOBee.

[TonkmoyeHne KacTepoB ocymecTBiseTcs ¢ momomisio Rest API komnonenTa jaDog. Rest

API Bceraa ucnonb3yetr SSL noakiatoueHue.
JUis  naHHOTO pa3znena MmoHAAOOUTCS pfX-KoHTEHHEp cepTuduKaTa agMUHUCTPATOPA

KJIACTEPa Ha OCHOBE KIIMEHTCKUX CepTH(UKATa U KITF0Ya Moab30Barens admin:

openssl pkcsl2 -inkey admin.key -in admin.crt -certfile
root.crt -export -out admin.pfx

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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7.3.1. Hactpoiika Rest API
Hactpoiika Rest APl Bo3MokHa Ipy MOMOUIYU 3aIlyCKa KOHCOJIBHOM YTHJIUTBHI YCTaHOBKU

KOMIIOHEHTa «jaDogy B crienuaibHOM peXuMe:

cd /usr/jatoba-X/bin
./jadog setup -C ../etc/jadog/

[lepetitu B pa3nen 10 — Rest API settings, 3amoTHUTE 3HAYEHUS:

1) REST API use (rest_api:api_use) «true»
2) REST API listen address (rest_api:listen_address) «0.0.0.0»
3) REST API listen port (rest_api:listen_port) 54443

MOPT, KOTOPKIH OyJeT ucnonb3oBaTh Rest API, mo ymomuanwro
4) REST API TLS server certificate (rest_api:cert_file)

1yTh K (aiilly OTKPBITOro KIK04a cepBepa /var/lib/jatoba/ssl_jadog/server.crt

5) REST API TLS server private key (rest_api:key file) /var/lib/jatoba/ssl_jadog/server.key
MyTh K (aiiiTy 3aKphITOro KII04a cepBepa

6) REST API TLS CA bundle (rest_api:ca_file) /var/lib/jatoba/ssl_jatoba/root.crt
MyTh K (aiiily KOpHEBOTO cepTu(HKaTa

7) REST API TLS server revocation list (rest_api:crl_file) /var/lib/jatoba/ssl_jatoba/root.crt.pem

MyTh K (ailily OTO3BaHHBIX CEPTH(PHUKATOB

I+ root@node1: fusrfjatoba-18/bin

Jadog 4.1.8 Setup
REST API settings Menu

Type item number to change its value, type '#' to return on previous menu level, or type
'exit' to quit.

) REST API use (rest_api:api_use)
) REST API listen address (rest_api:listen_address)
3) REST API listen port (rest_api:listen_port)
4) REST API TLS server certificate (rest_api:cert_file)
5) REST API TLS server private key (rest_api:key file) J _
5) REST API TLS CA certificate (rest_api:ca_file) 3 i _Jjatoba/root.crt]
) REST API TLS server revocation list (rest_api:crl_file) Jvar/ _jatoba/root.crt.pem]

8) Reset all settings to the default values

Pucynok 7.6 - Paznen 10 — Rest API settings
Brriitu B rmaBHOe MeHIO W mepeiitu B pasmen 14) Save settings and setup jadog mus

COXPAaHCHHsI BHECEHHBIX TApPaMETPOB B KOHPUTYpAIMH KJIacTepa.

7.3.2. IlpoBepouHbIe MEepONIPUATHUS
[Tepen noGaBrmeHueM cymiecTByroIIero kiactepa B pazaen «Jlanmgmadr» JDS tpebyercs

HEepenpoOBEPUTh HACTPOUKU U cOOPaTh HEOOXOAUMYIO HHPOPMALIUIO O KIIacTepe.

Ne u3zmeHeHU: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Cluster name: clusterl
Public IP: 10.116.102.81

9, ¥ sE2

DS ja_Dog ja_Dog
1P:10.116.102.41 nodel IP: 10.116.102.54 node2 [P:10.116.102.55
CepTuduKaTtbl
SSL SSL

/var/lib/jatoba/certs/srv.crt /var/lib/jatoba/certs/srv.crt
/var/lib/jatoba/certs/srv.key  /var/lib/jatoba/certs/srv.key

/var/lib/jatoba/certs/root.crt  /var/lib/jatoba/certs/root.crt

MNonb3osarem

SSL

/home/admin_cli.pfx - -
admin_cli admin

KoHdury paumoHHbie ¢aiinb

@ /usr/jatoba-6/etc/jadog/users.yml

@ /usr/jatoba-6/etc/jadog/jadog_hba.cfg

Pucynok 7.7 — Cxema HaCTpOEK MOAKIIOYEHUS KllacTepa
[TonkmrodeHne K MyOIUIHOMY afipecy KiacTepa co CTOpoHbl JDS BEIMOTHSETCS OTHON U3
YYETHBIX 3alUCce agMUHHCTPATOpOB Kiactepa. COOTBETCTBEHHO AOKEH OBITH CHOPMHPOBAH
KkueHTckuii cepruduxar B popmare *.PFX nms agmunmcrparopa kmacrtepa. IIpu stom Bce

cepTu(UKaThl, KaK KIMEHTCKUE, KaK CEPBEPHBIE TOJKHBI ObITh chopMupoBansl oT ogHoro LIC.

VueTHast 3amuch aJMHHUCTpAaTOpa KiacTepa IODKHA OBITH 3aBelCHA B KJIAacTepe H

oTpaxarbcs B ¢aiiie mo mytu /ust/jatoba-<ver>/etc/jadog/users.yml.

Ne u3zmeHeHU: HOI[HI/ICI: OTB. JIMILa: ‘ [[aTa BHCCCHHA U3M:




d: 66B78CA3A32A99ES912DSFBFEE1025F642FFOB0442F4BAEETBAB16AB48280215F

B koudurypammonHom

Pucynok 7.8 — Cnincok nonb3oBaTenen Kiacrepa

daiine
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ayTeHTH(UKaun

nytd  /ust/jatoba-

<ver>/etc/jadog/jadog hba.cfg, nomkHo ObITH pa3pemnieHo nmoakIoYeHue mo SSL.

[+1

GNU nano 6.2

all
admin_cli
admin

root@node2: fhome/admin1

usr/jatoba-6/etc/jadog/jadog hba.cfg *

all
all
all

sha-256
ssl
ssl

Pucynok 7.9 - Kondurypanmonnsiii ¢aiin ayreHTudukanum kiacrepa

B aiine cocrostHus kmactepa mo myTu: /ust/jatoba-<ver>/etc/jadog/jadog_state.yml

MOJTyYUTh 3HAUYEHUS TapaMETPOB MPUBEACHHBIX B Tabmuie 7.1 .

Tabauma 7.1 — TpeOyeMmbie mapaMeTphl 171 MOAKIIIOYSHHS KJlacTepa B (aiiie

jadog_state.yml

Onucanue HaumenoBanne 3HavyeHHe mMapamMeTpa IToJie BO BRIagKeE
napamerpa napamerpa npumMepa «Ilopkarovenne K
KJIacTepy»
Nwms xnactepa cluster name clusterl Hazpanue
[Ty6muunstii 1P- PublicIP 10.116.102.81 Anpec
azpec

B ¢aitie mapameTpoB co3maHHOTO y3i1a 1Mo myTH: /ust/jatoba-<ver>/etc/jadog/jadog.yml,

CBEPUTH U MOIYYHTh 3HAYCHUS MTaPaMETPOB MPUBEICHHBIX B Tabmmme 7.2.

Tabnuma 7.2 — TpeOyembie mapaMeTphl 71 MOAKIIOYSHHS KiacTepa B ¢aiine jadog.yml

IToJie BO BKJIagKe

Onucanue IIapamMeTp 1 3HaYeHHe IPHMepPa
napaMerpa «Ilopkarovenne K
KJIacTepy»
[Ty6muunetii 1P- public_address: 10.116.102.81/24 Anpec
azpec
[Tapamerpst REST rest_api:
API api_use: true
cert_file: /var/lib/jatoba/ssl jadog/server.crt

Ne uzmeHneHus:

IToanucek oTB. aHIA:

‘ JlaTa BHECEHUS U3M:
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Onucanue IIapamMeTp 1 3HaYeHHe IPHMepPa IToJie BO BRIagKE
nmapamerpa «Ilopkarovenne K
KJIacTepy»

key file: /var/lib/jatoba/ssl_jadog/server.key
ca_file: /var/lib/jatoba/ssl jatoba/root.crt
[Topt REST API listen port: 54443 [Topt REST API

7.3.3. lo6aBieHue cyliecTBYOLIEro kiaacrepa ja_Dog
BbIMOAHMB TpOBEpOYHBIE MEPONPHUATHS U coOpaB TpeOyemyio HHGOPMAIUIO I

HOJKITIOUEHHUS, BO3MOXKHO MOJKIIOUCHHE KiIacTepa K pazaeny «Jlanmmadr.

[TorpebyeTtcs nepeiitu B pasaen «JlanamadT», Bo BKianky «Kmactepbn n HakaTh KHOTKY
«ITogxmrountecsi». B oTkpbeiBIieMcs oOkHe «llogkiroueHne K KIIACTEPY» BBECTH 3HAUYCHUS

napaMeTpoB.

B «Ha3Banue» yka3ath UMsI UMEIOIIETOCs KJIACTepa, KOTOPOE YKA3bIBAIOCH MIPH CO3JaHUH
Kjactepa (Toje perucTpo3aBUcUMoe), B moje «Anpecy ykasarb [P-anpec niam DNS ums mo6oro
y31a kinactepa, B Tom uucie Public IP, B mome «Ilopt Rest API» ykaszate mopT, HCHoiab3yeMblid

Rest API, B mone ceprudukar Hy>KHO yKa3aTh pfX-KOHTEHHEp afMUHHCTPATOPa KiacTepa.

(3 Jatoba Data Safe + Q _ F X

< Cc @@ localhost:5000/landscape/clusters 2E ® 6 > 0O 4L =8 @ I

MopgknioueHue K KNacTepy X

Hasmanne: * clusterl
Appec: * 10.116.102.81
MopT REST APLL * 54443

CepTHdHKaT nons3ceaTena: * admin_cli.pfx

TpeABapHTENbHBIA NPOCMOTP

Hr1ofbl NPOTECTUPORATE NOAKMMONEHWE M NDEABAPHTENBHD
NOCMOTPETE CORepHuMae json-daina, 3aNcAHMTE NapaMeT el
M HBMMMTE Ha KHOMKY "TECT NoAKNIHEHHA"

A Tect nogxnrovenna

OTMEHNTE

Pucynok 7.10 — OkHO NOJKIIIOUEHUS K KJIacTepy

Ne u3zmeHeHU: ‘ HO,I[HI/ICB OTB. JIMILa: ‘ I[aTa BHCCCHHA U3M:
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Hanee Haxatb «Tect nogkimoueHus». [Ipyn KOPpEKTHBIX YKa3aHHBIX MapaMeTpax JOJIKHBI

0TOOpa3uTCs:

— Bo Brianke «CTpyKkTypa» BU3yaTbHO OTOOPA3UTCS CTPYKTypa KIACTEPA;

3
Jatoba n /) Kn ja0
C ooy / (EmecEaRcned TMoAKMIo4YEHUE K KnacTepy X
3 nannwagr ~ Ha3nakue kiactepa Macrepyzen Public P Active Died
Hassanme knacrepa: * jadog_jds_demo
cy6a jadog jds_demo ainodel 10.116.102.130 4

Knacrepsi jaDog

B8 Morutopunr

@ Ananns sanpocos v
. Nopkniouenns JDS

|ER Pezepenoe xonvposanmne v

MpepBapuUTenbHbINA NPOCMOTP

10.116.102.131

54443

@ CHAMKY 1 OT4eTbI v CTpyKrypa Json
A Yeepounenus -
DEFAULT
€3 Hactpoiiku v LR ofscinn » Inactive
x J,afuff{drsjf’em"*""dez 10.116.102.134:12345 Active
v g [—)(,1 fesp Active
g ool 10.116.102.131:12345 Active
acTep-yae
v o hode 10.116.102.132:12345 Active
& Jkid s deni focey 10.116.102.133:12345 Active
i empty
o admin

@ AnMuHncTpaTOp CYBJL

= Caephyts menio

Pucynok 7.11 — CtpykTypa Kkiactepa oroOpakaemasi pu MOAKITIOUYEHUH K KI1acTepy

— Bo Bxnanke «JSON» oTpaszsiTcs napameTpsl NOAKIIOUYEHUS

Ne uzmeHneHus: IToanucek oTB. aHIA:

‘ JlaTta BHECEHMS U3M:
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g
(J:éloba Naugwagr / Knactepsi jab
L By TMoAKNYEHUE K KnacTepy X
h Nangwagr ~ Hassasie Knacrpa Macrepysen Public IP Active
Hassanwe knacTepa jadog_jds_demo
nodel
cven jadog_jds_demo 10.116.102.130 4
Knactepbi jaDog
jadog_jds_dev nodel 10.116.102.140 4 Ape 10.116.102.131
B8 Monutopunr
Mopt REST API: * 54443
@ Ananuz 2anpocos v
CepTuguKaT nonssosaTens:
%, Nopkniouerna JDS
[E] Pesepanoe onmposane - MpegsapuTensHbIft NPoCMOTP
@8 CHUMRY H OTYeThI v CrpykTypa Json
A Yeenounesus v 1l ¢
2, “cluster_status": {
" . 3 “activated”: true,
EB Hacrpoiiku ~ 4 “cluster_behavior”: {
5 "autofailover_mode”: true,
6 "dc_autofailover_node": false
7 1
g “cluster_name”: “jadog_jds_demo”,
9 “cluster_ulid": "@1KKE7FCMQ79278PQIZWG41QQC",
1, "datacenters”: [
11, {
12 “datacenter”: "DC1",
13 "dc_status”: "ACTIVE",
14, "nodes”: [
15, {
16, “configuration™: {
17, "db_connection settings": {
18 “port”: "5432"
19 b8
20, "main: {
21 "ip": "10.116.102.131", @
admin 22 “port”: "12345".
o

= Agmusnctpatop CYB[L

= CoephyTh MeHio

Pucynox 7.12— CtpykTypa Kinactepa oToopakaeMasi Ipy NOIKIIOYEHNHN K KIacTepy

[TogxmroueHHbIN Ki1acTep OTpa3uTCs B IBYX pazaenax JDS:
—  Jlangmadr;
—  Kiacrepsr/Jadog kitacrepsr.

B pasmene «Jlammmadt», mnpu HactpoeHHOM SSH-coeamHeHWM OyIeT AOCTYITHO

ynpasienue CYB/I.

B pasmene Kiacrepsi/Jadog ximactepsl BBITONHAETCS HEMOCPEACTBEHHO YIIPABJICHHE
KJIACTEPOM.

@DyHKIMOHAJIbHBIE BO3MOXHOCTU Pa3/IeNiOB OINUCaHbl B JOKyMeHTe «PyKOBOJCTBO IO
Hactpoiike. Yacts 7. Ilomp3oBaTtensckuii BeO-uHTEpdEC s aaiMUHUCTpAaTOpoB. KoMmoOHEHT

«Jatoba data safey.

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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8. PA3JIEJI JDS «<AHAJIN3 3AITPOCOB»

PykoBOACTBO 1O MOJIHOW HACTPOMKE KOMITIOHEHTA Haxoaurtcs B JokyMmeHTe «llommepixkka

MoHuTopuHra CYBJ/l B yacTu aHaian3a 3arpocoB

[Monkmouenne moxmynst explain x ciyxebnoir CYBJl mo SSL He moammep:kuBaeTcs.

[Mogxmrouenue k neneBort CYBJ] ocymectpisiercs mo SSH.

B nanHOM paszene paccMaTpuBaeTcs HacTpoWKa cucTeMbl Ais foctyna mo SSL k web-

uHTepdeiicy explain.

8.1. Hacrpoiika Ha y3.e, oTaejJbsHoM oT JDS

JU1 TaHHOTO pa3jienia NOHAa00sTC:
—  CepBepHbIE CepTU(HUKAT U KIIIOY;
—  YCTaHOBJICH IOJIHBIE MaKeT explain, monitor, nginx;

—  KOMITOHEHT explain, yCTaHOBJICHHBIN U TOCTYIIBIN 10 aapecy http://<agpec cepsepa

explain>:8080.
Wwms y3na B ganHOM paszene - prometheus.local.

Co3pmatp manky A cepTu(uKaTa 1 Kiroda KomManaoi B repmunaie OC:

mkdir /etc/nginx/ssl

CkomupoBaTh B 3TOT KaTajor cepTu(uKaT v K049 JaHHOTO cepBepa.

Co3natp (aiin koH(puUTypanuu caira.

nano /etc/nginx/conf.d/explain.https.conf

BcTaBuTh TEKCT U COXPAHUTD:

server
charset utf-8§;
access log /var/log/nginx/explain.access.log;
error log /var/log/nginx/explain.error.log;
listen 443 ssl;
ssl certificate
/etc/nginx/ssl/prometheus.local.crt;
ssl certificate key

/etc/nginx/ssl/prometheus.local.key;

‘ Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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location / {
proxy pass http://localhost:8080;

[lepe3amycTuTth cayx’0y nginx KOMaHIOM.

systemctl restart nginx

[TepeitTu o anpecy:

https://<ampec cepsepa explain>

8.1.1. loakawyenue Explain B JDS
BsanmopneiictBue JDS ¢ cepBucom pg-explain HacTpauBaeTcsi B KOHPHUTypaIrioHHOM daiine
npunoxenust JDS appsettings.json - B cBoiictBe PgExplainConfig.BaseAddress ykazats URL 1o

KOTOpOoMYy noctyneH https-cepBuc pg-explain, Hanpumep:

nano /opt/jds/appsettings.json

"PgExplainConfig": {
"BaseAddress": "https://<azmpec cepsepa explain>"
by

Anpec nomKkeH ObITh yKa3aH 0e3 3aKpBIBAIOIIETO 3HAKa «/» - ApOOHAs yepTa.

3aiitn B web-untepdeiic JDS no nmoruny u maponro (mo ymomdanuto, admin - secret),

MyHKTHI MEHIO [Ipon3BOaUTENBHOCTD — AHANIN3 3aIIPOCOB.

Ilepeittu Ha Bkmanky Hactpoliku, mMunu-Bkianka Jlo6aBute. Beectu IP-agpec y3na c
Habmonaemoit CYBJI, mopt (eciu oH oTinMyaeTcs oT cTaHAapTHOro 5432) U OTMETUTh YEKOOKCHI

coOupaemMoi CTaTUCTUKH, Hanpumep, Bce 4. COXpaHUTb.
Ha MuHm-BKIIaKE «BCE» MOKEH OTOOPA3UTHCS T0OABICHHBIN y3€l.

8.2. Hacrpoiika Ha ogHoM y3Je ¢ JDS
Ucnonb3yercs web-ceppep nginx u3 cocraBa JDS. Illarm w mapaMeTrpsl HEMHOTO

OTJINYarOTCA.

Ne u3zmeHeHU: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Jljist maHHOTO pasjerna MOHATO0ATCS cepBEPHBIE CEPTU(HUKAT U KITFOY.
Nwms y3na B ganHOM paszene - jds.local

Co3znaTp nanky A cepTudukaTa u Kiroya:

mkdir /etc/nginx/ssl
CkonmpoBaTh B 3TOT KaTajJor cepTH(HKAT U KII0Y JAaHHOTO cepBepa
Co3natp (aiin koH(pUTrypauu caiTa:

nano /etc/nginx/conf.d/explain.https.conf

BcTaBuTh TEKCT U COXPAHUTD:

server {
charset utf-8;
access log /var/log/nginx/explain.access.log;

error log /var/log/nginx/explain.error.log;

listen 444 ssl;

ssl certificate /etc/nginx/ssl/jds.local.crt;
ssl certificate key /etc/nginx/ssl/jds.local.key;

location / {
proxy pass http://localhost:8080;
}

[lepe3zamyctuth cayx0y nginx:

systemctl restart nginx

[TpoBeputs B 6pay3sepe padoty explain mo https:

https://<ampec cepBepa jds-explain>:444

BzanmoneiictBue JDS ¢ cepBucom pg-explain HacTpauBaeTcsi B KOHPHUTypaIrioHHOM aiine
npunoxenust JDS appsettings.json - B cBoiictBe PgExplainConfig.BaseAddress ykazats URL 1o

KOTOpOMY nocTyneH https-cepBuc pg-explain, Hampumep:

"PgExplainConfig": {
"BaseAddress": "https://<ampec cepBepa explain>:444"
by

‘ Ne u3zmeHeHU: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Anpec nomKkeH ObITh yKa3aH 0e3 3aKpBIBAIOIIETO 3HAaKa «/» - ApOOHAs yepTa.

Jlaxxe ipu ToM, 9TO cepBHC explain paboTaeT Ha ToM ke xocTe, uyTo u JDS, To Bce paBHO B
coiicTBe BaseAddress HyxHO yKka3biBaTh BHemHu [P-aapec (1e localhost), T.k. oOpamienne k pg-

explain uaer ve ot JDS, a ot 6pay3epa moap30BaTENS.

3aiitn B web-untepdeiic JDS no moruny u maponto (mo ymomdanuto, admin - secret),
MYHKTBI MEHIO [Ipon3BOAUTENBHOCTD — AHanu3 3aIpoCOB.
[lepetitn wa BKmaaky Hactpoiiku, wmuHH-BKnaaka Jlob6aBute. Bectu I[P-ampec y3ma ¢
HaOmomaemort CYBJI, mopT (eciu OH OTIMYaeTcs OT CTaHAAPTHOTO 5432) U OTMETUTH YEKOOKCHI

coOupaeMoii CTaTUCTUKH, HanpuMmep, Bce 4. COXpaHUTb.

Ha MuHUu-BKIIa7IKE «BCE» MOIDKEH OTOOPA3UTHCS TOOABICHHBIN Yy3€ll.
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9. PASAEJ JDS «MOHUTOPHUHI »
B paznene onuceiBaercs nonkiouenue no SSL k cucreme Prometheus u sxcrioprepam.

CepTudukar u KIHOY CepBepa XPAHITCS B HECKOIBKUX JIK3EMIUISpPAaX, TaK KaK KaXIbId
cepBUC pabOTaeT MoJi CBOMM TOJB30BaTEIEM, JUII KOTOPOTO Ha3HAYCHB YHUKAJIbHBIC TpaBa Ha

daiin kmroua.

9.1. Cucrema «Prometheus»
JUIs MaHHOTO TOAKITIOYCHHS TMOHAA00SATCS CEpBEpPHBIC KIIOY U CepTU(UKAT, KOPHEBOU

cepTuduKar.

YCTaHOBUTh Ha CEpBep MOHHTOPHHTa KOMIIOHEHT jatobaX-prometheus (moapoOHO
yCTaHOBKa omnucaHa B JokymeHTe «PykoBojacTtBo mo Hactpoiike. Yactes 22. Ilogaepikka

Mouutopurra CYb/».
CoznaTe Karajmor Juisi XpaHEHUs cepTU(HKaTa cepBepa, KIoya CEpBEpa U KOPHEBOIO

cepTudukara:

mkdir /var/lib/certs/

CkonmpoBaTh B 3TOT KaTajor cepTu(uKaT cepBepa, K04 cepBepa 1 KOpHEBOH cepTuukar

3ajaTh mpaBa Ha KaTaJior

chown -R Prometheus /var/lib/certs/
chmod 600 /var/lib/certs/prometheus.local.key

B ¢aiin cepBuca jatobaX prometheus.service no6asutp mapamerpsl web.config.file u

web.external-url:

nano /lib/systemd/system/jatobaX prometheus.service

ExecStart=/usr/jatoba-X/bin/Prometheus \
--config.file S{CONF FILE} \
--storage.tsdb.path ${STORAGE TSDB PATH} \
--web.console.templates=${WEB CONSOLE TEMPLATES} \
--web.console.libraries=${WEB CONSOLE LIBRARIES} \

Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




47
643.72410666.00067-08 97 01-27

--web.enable-lifecycle \

--web.config.file=/usr/jatoba-X/monitoring/default/web-
config.yml \

--web.external-url=https://prometheus.local/

[Tapamerp web.external-url cogepXuT TOMEHHOE MMS JTAHHOTO Y3J1a, COOTBETCTBYIOIIEE

nomio CN B ceprudukare (3mech - prometheus.local).

Conepxxumoe (aiina web-config.yml:

tls server config:
cert file: /var/lib/certs/prometheus.local.crt
key file: /var/lib/certs/prometheus.local.key
client ca file: /var/lib/certs/root.crt
client auth type: "RequireAndVerifyClientCert"

B ¢aiin /usr/jatoba-X/monitoring/default/prometheus.yml no6aButs cTpoku:

scrape configs:
- Job name: "prometheus"
scheme: https
tls config:
ca file: /var/lib/certs/root.crt

[lepeunrtats (aiin cayxObl 1 Iepe3amycTuTb prometheus

systemctl daemon-reload
systemctl restart jatobaX prometheus.service
systemctl status jatobaX prometheus.service

B craryce cimyx0bI (11 B BBIBOJIe KOMaHbI journalctl -xe) gomxkna O6bITh cTpoka «TLS is

enabledy.

C ynaneHHOro ys3Jja WiM JIOKaIbHO MOXKHO ITPOBEPUTH KOPPEKTHOCTh HACTPOEK KOMAaHOM:

curl --cacert ./prometheus.local.crt
https://prometheus.local:9090/api/vl1/label/job/values

JUig nanpHeiero nojakioueHus ceppuca JDS kK MOHUTOPUHTY HEOOXOAUMO co3/1aTh pfx-

KOHTEWHEp, K MPUMEPY, B35IB KIIMEHTCKHAE CEPTUPHUKAT U KIIOY IOJIH30BATENS postgres:
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openssl pkcslZ2 -inkey postgres.key —in postgres.crt -certfile
root.crt —export -out client.postgres.pfx

9.2. dkcnoprep «jatoba*_node_exporter»
JIiss TaHHOTO TONKIIIOYEHHS TMOHAMOO0STCS CepBEpHBIE KII0Y U cepTh(duKar, KOPHEBOU

cepTudukar.

VYCcTaHOBUTH HA IENIEBOH y3en KOMMOHEHT jatobaX-node-exporter (moapoOHO ycTaHOBKa
onucaHa B JokyMeHTe «PykoBoacTBo no Hactpolike. HacTs 22. [Tognepxka Moautopunra CYB/[».
B nanHOM mnpuMmepe omMcaHa yCTaHOBKAa Ha y3ie ¢ prometheus, HCIONB3YIOTCS TE Ke

cepTU(UKATHI.

Co3znaThe OTIEIbHBINA KaTaJIoT Ul XpaHEHUsI cepTU(UKATA U KITIOYa!

mkdir /var/lib/certs node/

CkonmpoBaTh B 3TOT KaTajor cepTu(uKar ceppepa, K49 cepBepa i KOPHEBOU CEPTH(HKAT.

3ajaTh mpaBa Ha KaTaJor:

chown -R node exporter usr /var/lib/certs node/
chmod 600 /var/lib/certs node/prometheus.local.key

B ¢aiin cepsuca jatobaX node exporter.service 1o6aBuTh nmapamerp web.config.file:

nano /lib/systemd/system/jatobaX node exporter.service

ExecStart=/usr/jatoba-X/bin/node exporter \
--web.config.file=/usr/jatoba-
X/monitoring/default/node-config.yml

B karanore /usr/jatoba-X/monitoring/default coznats ¢aiin node config.yml

nano /usr/jatoba-X/monitoring/default/node config.yml

tls server config:
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client ca file: /var/lib/certs node/root.crt
cert file: /var/lib/certs node/prometheus.local.crt
key file: /var/lib/certs node/prometheus.local.key
client auth type: "RequireAndVerifyClientCert"
B ¢aiin /usr/jatoba-X/monitoring/default/prometheus.yml B pa3uen «# sxcnoprep JaHHBIX

st Linux» 100aBUTH CTPOKHU:

- Job name: "node-exporter"
scheme: https
tls config:
ca file: /var/lib/certs/root.crt
cert file: /var/lib/certs/prometheus.local.crt
key file: /var/lib/certs/prometheus.local.key
insecure skip verify: false

[lepeunTarh 1 mEpE3aTyCTUTH CITYKOBI:

systemctl daemon-reload
systemctl restart jatobaX node exporter.service
systemctl restart jatobaX prometheus.service

9.3. Okcnoprep «jatoba*_postgres_exporter»
JUis TaHHOTO TOIKJIIOYEHUS MOHAN00ATCA CepBEPHBIC KII0Y M CepTU(UKAT, KIMEHTCKUE

KJIIOY U cepTu(UKaT, KOpHEBOU cepTuduKar.

VY CcTaHOBUTH Ha IIENEBON y3€7 KOMIOHEHT jatobaX-postgres-exporter (mogpoOHO yCTaHOBKA
onucaHa B JokyMeHTe «PykoBoacTBo no Hactpolike. HacTs 22. [Tognepxka Moautopunra CYB/[».
B nmamHOM mpumepe ommcaHa YCTaHOBKa Ha Yy3ie ¢ prometheus, wcmomb3yroTcss Te ke

cepTU(UKATHL

Co31ath OTIENbHBIN KaTaJOT JJIS XPaHEeHUs cepTU(UKATa U KIII0Ya:

mkdir /var/lib/certs postgres/

CkonmpoBaTh B 3TOT KaTajor cepTU(HUKAT cepBepa, KoY cepBepa, CEpTUPHUKAT U KITI0Y

MOJIB30BATEIIS POstgres exporter, a TakKe KOPHEBOU cepTH(UKAT

3anaTh npaBa Ha karanor ¢ TepmuHaie OC KOMaH10H:
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chown -R postgres exporter usr /var/lib/certs postgres/
chmod 600 /var/lib/certs postgres/prometheus.local.key

B ¢aiin cepsuca jatobaX postgres exporter.service nodaButs mapamerp web.config.file:

nano /lib/systemd/system/jatobaX postgres exporter.service

ExecStart=/usr/jatoba-X/bin/postgres exporter \
--web.config.file=/usr/jatoba-
X/monitoring/default/postgres-config.yml

B karamnore /usr/jatoba-X/monitoring/default co3narte daiin postgres-config.yml komaumoii:

nano /usr/jatoba-X/monitoring/default/postgres-config.yml

Y CTaHOBUTH NTapaMeTPhL:

tls server config:
cert file: /var/lib/certs postgres/prometheus.local.crt
key file: /var/lib/certs postgres/prometheus.local.key

B aitn /usr/jatoba-X/monitoring/default/prometheus.yml B pasgen «# cranmapTHBIA

sKcropTep AaHHbIX 17151 PostgreSQLy no6aBUTH CTPOKH:

- Job name: "postgresgl"
scheme: https
tls config:
ca file: /var/lib/certs/root.crt
cert file: /var/lib/certs/prometheus.local.crt
key file: /var/lib/certs/prometheus.local.key
insecure_ skip verify: false

B aiine /usr/jatoba-X/monitoring/default/postgres exporter.yml 3ammcate BMecto IP-

azpeca JOMEHHOE UMsI LIEJIEBOT0 y3ia U 100aBUTh napameTpsl i noakintodeHust k CYB/L:

DATA SOURCE NAME="postgresqgl://postgres exporter:Password@prome
theus.local:5432/postgres?sslmode=verify-fullé&\
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sslrootcert=/var/lib/certs postgres/root.crté&\
sslcert=/var/lib/certs postgres/postgres exporter.crté&\
sslkey=/var/lib/certs postgres/postgres exporter.key"

O6paTI/ITC BHUMAHHUC, YTO B CTPOKC IMOAKIIOYCHUA MCKAY KaBbIYKaMH HC JIOJIZKHO OBITh

MOCTOPOHHHUX CHMBOJIOB, B TOM YHCJI€ HEUUTAEMBIX, K IPUMEPY CUMBOJI TaOysiuu \t.

[lepeunTaTh 1 nEpe3anyCTUTh CIYKOBI:

systemctl daemon-reload
systemctl restart jatobaX postgres exporter.service
systemctl restart jatobaX prometheus.service

9.4. Dxcnoprepa «jatoba*_sql_exporter»
JUIs TaHHOTO TOIKIIOYEHUS MOHAN00ATCA CepBEpHBIC KII0Y M CepTU(UKAT, KIMEHTCKUE

KJIIOY U cepTu(UKaT, KOpHEBOU cepTuduKar.

VYCcTaHOBUTH Ha LIEJEBOW y3el KOMIIOHEHT jatobaX-sql-exporter (moapoOHO ycTaHOBKa
onucaHa B JokyMeHTe «PykoBoacTBo no Hactpolike. HacTs 22. [Tognepxka Monutopunra CYB/[».
B nmamHOM mpumepe ommcaHa YCTaHOBKa Ha Yy3ie ¢ prometheus, HWcmomb3yroTcss Te ke

cepTU(UKATHL.

Co3marh OTIENbHBIN KaTaJIoT JJIS XPaHEeHUs cepTU(UKATa U KIII0Ya:

mkdir /var/lib/certs sqgl/

CkommupoBaTh B 3TOT KaTajor cepTu(GUKaAT U KIIF0Y cepBepa

3ajaTh mpaBa Ha KaTajior

chown -R sgl exporter usr /var/lib/certs sqgl/
chmod 600 /var/lib/certs sqgl/prometheus.local.key

B ¢aiin sql_exporter no6aBuTh 3HaueHUE Mapamerpa web config file:

nano /usr/jatoba-X/monitoring/default/sql exporter

WEB CONFIG FILE=/usr/jatoba-X/monitoring/default/sgl-config.yml
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B karanore /usr/jatoba-X/monitoring/default coznats ¢aiin sql-config.yml

nano /usr/jatoba-X/monitoring/default/sgl-config.yml

tls server config:
client ca file: /var/lib/certs sqgl/root.crt
cert file: /var/lib/certs sqgl/prometheus.local.crt
key file: /var/lib/certs sqgl/prometheus.local.key
client auth type: "RequireAndVerifyClientCert"

B ¢aiin /usr/jatoba-X/monitoring/default/prometheus.yml B pa3uen «# sxcnoprep JaHHBIX

st SQL» 100aBUTH CTPOKH:

- Job name: "sgl-exporter"
scheme: https
tls config:
ca file: /var/lib/certs/root.crt
cert file: /var/lib/certs/prometheus.local.crt
key file: /var/lib/certs/prometheus.local.key
insecure_ skip verify: false

B (aiine /usr/jatoba-X/monitoring/default/sql exporter.yml 3ammcate Bmecto [P-ampeca
JOMEHHOE HWMS IIEJIEBOTO y3J7la, a TaKXKe MapaMeTpbl TMOJKIIOYCHUS: MyTh K KOPHEBOMY

cepTuduKaTy, CEpBEpHOMY CEPTU(PHUKATY U CEPBEPHOMY KITIOUY:

data source name:

'postgresqgl://sql exporter:Password@prometheus.local:5432/postg
res?sslmode=verify-

fullssslrootcert=/var/lib/certs sqgl/root.crté&sslcert=/var/lib/c
erts sql/sql exporter.crté&sslkey=/var/lib/certs sql/sql exporte
r.key'

[Tepe3anmycTuTh CITyKOBI:

systemctl restart jatobaX prometheus.service
systemctl restart jatobaX sgl exporter.service
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9.5. Hacrpoiika nogkiawdenus B JDS
Jlo6aButh B JDS HOBBIN UCTOYHUK NaHHBIX: HacTpoiiku - MicTounuku nanHbIX - J[06aBUTH.

BceraButh nonublil aapec cepsepa prometheus.
BcraButh knmenTckuii ceprudukar (pfx-gaiin), chopmupoBannsiii B pasnene Prometheus

TecT NOAKIIOUECHUS JOKEH ITPOUTH YCIICIIHO.

prometheus

HacTpoiku nogxknoyeHuns

https://prometheus.local:9090

client.postgres.pfx

»¥ TecT nogknioyeHus

Pucynok 9.1 — Hactpoliku uctounuka ganubix B JDS
B paznene « MOHUTOPUHI» AOIKHBI OTOOPAa3UTHCS TpapUKH, aBTOMATUIECKH CO3/IaHHBIE 10

METpUKaM U3 cepBuca prometheus.

9.6. Hactpoiika «Grafanay
JUis ToAKITIOYeHHsST UICTOYHUKA JaHHBIX 10 TLS moHamo0sTcs KIneHTcKue ceprudukar u

KJIIOY.

B macTpolikax MCTOYHMKA JAaHHBIX yKazaTb UMs cepBepa, eciu Obul ykazaH [P-ampec.

Cepsep Prometheus nomken ObITh 10CTyIIEH 110 3TOMY ajapecy ¢ cepsepa Grafana.
B kareropuu TLS Settings Bkmounts myHKT "TLS Server Authentication".

Brnucare ums cepepa (kak ykazaHo B CN), BCTaBUTh COJIEPKMMOE KIMEHTCKOIO

CepTI/I(i)I/IKaTa " KJIt04a B COOTBCTCTBYIOIIUC T10JIA.
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TLS settings

Add self-signed certificate
& TLS Client Authentication

ServerName * ®  prometheus.local

Client Certificate * @ n2EfJnyapPSyA5gQakd4nB
8Z1+vg10Hx40mB8zSJJKEXYU7hHUUwWS5ZiuhHw
HXaWfrkrl51SBzOUtjINEH3WDv
T50In0YJAUPeJPNTrbc40RvdAx5Y/QLsTgde2N2d
e83Jn+0Ln2U33yA=

Client Key * ©  pykKx2kgAaJeJlbAhuSFsWVEX6QhiTj4uno8JqtOL
ogNnEhtgCT6WEWokOgLKWyY
ZugcPymiNbet3840r0Ej+F5UqV+0Y3cSZI6brpow
EUn9K1SHvvv5ikQWhXFVZYHO
cNcPgdbTOL9dI+Jrda209MiL

END PRIVATE KEY-----

Skip TLS certificate validation ®

Pucynok 9.2 — Hactpoliku TLS — coequnenus B «Grafana»

B KoHI1IEe cTpaHMIIBI TPOBEPUTH NMOJAKIIOUEHUE KHONIKOM «Save & Testy.
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10. JA_LOG. IEHTPAJIM30BAHHBINA CBEOP 3AIIMCEN COBBITUI B CYB/I

Ja_Log MoxHO HacTpouTh 2 Buaa monkmodeHus mo SSL: moxkmiouenue jalog agent k

jalog_server u moakmrouenue jalog server k CYB/I.
B mannom npumepe Ha cepBepe JDS (jds.local) nactpauBaercs cepBepHas yacth ja_Log.

B ¢aiiner /etc/hosts cepBepa u areHta g00aBIEHBI 3alMCH ¢ JOMEHHBIMH UMEHAMU Y3JIOB

(wnu 3anucu HactpoeHbl HAa DNS-cepBepe).
['enepupyroTcst cepBepHBIC U KIIMEHTCKUE CePTH(PUKATHI.

B mponecce HaCTpOﬁKH COCTOSAHUC MMOAKITIOYCHUA MOKHO KOHTPOJIMPOBATH KOMaHJIaMMU:

tail -f /usr/jatoba-X/var/log/jalog/jalog agent.log
tail -f /usr/jatoba-X/var/log/jalog/jalog server.log

10.1. ja_log (cepBep)
B ¢aiinax pg hba.conf u postgresql.conf CYB]] 3anmcare mapamerpsl, aHAIOTUYHBIC

YKa3aHHbIM B IICPBOM IIPUMCYAHHU.

Ilepezanyctutrs CYB/] xomaH0#:

systemctl restart jatoba-X.service

B daiine /etc/hosts cnenars 3anuch 71s JAHHOTO CEpBEpaA:

127.0.0.1 localhost jds.local
<obmmm IP> jds.local

Co3matp KaTajor sl XpaHEeHUs! CepTH(PHUKATOB:

mkdir /var/lib/jatoba/certs
CKOMMPOBAaTh B 3TOT KATaJI0T BCE HEOOXOAMMBIE CEPTH(HUKATHI.

3ajaTh mpaBa Ha KaTaJor:

chown -R postgres /var/lib/jatoba/certs
chmod 600 /var/lib/jatoba/certs/ja log.key
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Tak kak cepBuc jalog server 3amyckaeTcsi OT MMEHH IIOJIb30BaTesl postgres, MOXKHO
UCTONB30BaTh  Katamor ¢  ceprudukaramu qus  CYBJ. B ¢aiin  /usr/jatoba-

X/etc/jalog/jalog_server.yml mob6aBuTh mapaMeTpsi:

# CoOCTBeHHBHE TapaMeTphHl cepBepa

server:
# listen ip: 0.0.0.0 # IP-ampec, KOTOPHIM MNPOCJYIMBAET
cepBep
# listen port: 10051 # I[opT, KOTOPHIM MNPOCJYIMBAET CEepPBEP
# Napamerpm TLS
tls:

cert file:/var/lib/jatoba/certs/ja log.crt
# IIyTs mo ceprudmkarTa
key file:/var/lib/jatoba/certs/ja log.key
# IyTe mo odaria KJoya
ca file: /var/lib/jatoba/certs/root.crt
# IIyTe mo damnna ca
crl file: /var/lib/jatoba/certs/root.crl.pem
# IIyTe mo daria crl

[Tepesanmyctuth ciyx0y jalog server:

systemctl restart jalog server.service

10.2. ja_log (arenT)

AreHt ycranaBnuBaetcs Ha ueneByro CYB/I.

B ¢aiinax pg hba.conf u postgresql.conf mnenesoit CYB]J] 3anumcate mnapamerpsi,

aHAJIOTMYHbIE YKa3aHHBIM B epBoM npumedanuu (noakmoueHue k CYBJ[ nmo SSL)

Y6enutncs, uto B (aiine postgresql.conf ects mapameTps:

log destination = 'csvlog'
log directory = 'log'
logging collector = on

Ilepezanyctutrs CYB/] xomaH0#:

systemctl restart jatoba-X.service

YcranoButh Ha cepep CYB/] komnoneHT jatobaX-ja-log (moapodHo ycTaHOBKA OmMMCaHa B
nokymente «KommnoneHt ja_Log. [lenTpanu3oBannsiii coop 3anuceit coosrtuii CYB/]», BapuanT

JUJISL areHTa).
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Co3matp KaTajor sl XpaHEeHUs! CepTH(PHUKATOB:

mkdir /var/lib/jatoba/certs

CkonupoBaTh B 3TOT KaTaJor BCE HEOOXOIMUMBIE CEPTH(HUKATHI.

3ajaTh mpaBa Ha KaTaJor:

chown -R postgres /var/lib/jatoba/certs
chmod 600 /var/lib/jatoba/certs/ja log.key

B ¢aiin /usr/jatoba-X/etc/jalog/jalog agent.yml mapamerpsr SSL

jalog_agent:

agent name:

ip:

# port: 22345

# task puller frequency: 15
cepBepa, B CeKyHIOax

# task execution frequency: 5 # YacToTa NpPOBEPKM JIOT—

YHUKAJIbHOE UMSA areHTa
Ip-ampec areHTa

[IopT are”HrTa

YacToTa =3amnpoca 3amay y

T T

danmyor, B CeKyHIax
# I[apameTpe cepBepa, C KOTOPHM paboTaeT areHT
jalog server:

# ip: 127.0.0.1 # Ip-ampec cepBepa
# port: 10051 # IlopT cepsepa
# Napamerpm TLS

tls:

cert file:/var/lib/jatoba/certs/ja log agent.crt
# IIyTe mo ceptudmkaTa

key file:/var/lib/jatoba/certs/ja log agent.key
# IIyTe mo dania KJoda

ca file:/var/lib/jatoba/certs/root.crt
# [IyTe mo damna ca

crl file:/var/lib/jatoba/certs/root.crl.pem
# IIyTe mo daria crl

3amycTuTh Cay)0y 1 100aBUTH €€ B aBTO3arpy3Ky:

systemctl start jalog agent.service
systemctl enable jalog agent.service
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10.3. TLS coenunenue mexay «jalog_server» u cayxedonoii CYB/l ¢ Bl ja_log

Paznen onuceiBaeT HacTpoiiky TLS coeanHenus Mexay cepBepHOi 4acThio «jalog server»

komnoHeHTa «ja_Log» u ciyxebnoit CYB/] ¢ B/l «ja_log».
TLS coenunenue mexay «jalog server» u ciryxkeoHoit CYB]] ¢ B/l ja log obecrieunBaetcs
—  Hacrpoiikoii cinyxkeoHoit CYBJl nnst SSL/TLS coenunenus (cm. 1.3);

—  HacTpoiikoil cepBepHOil yacTu «jalog server» mist SSL/TLS coenuneHus (cM. m

10.1);

B sTom CJIydac COCAMHCHUC YCTAHOBUTCA aBTOMATUYCCKH.

ja_log_server

TLS

A ja_log

JDS

ja_log_agent

/log

Pucynok 10.1 — Cxema TLS coenunenus

10.4. JDS. Iloakarovenue ja_Log nas coopa codbITHIA

[Tepeiitu B Hactpoiiku - [lenu - JIo6aBuThH

3amoyHUTh HACTPOMKH N7l IOJKIIOUEHUs K cepBepy ja_log. B mone ceprudukar HyKHO
yKa3zaTh OaHUI KOPHEBOTO M BCEX MPOMEKYTOUHBIX CEpTU(HUKATOB, CO3MAAHHBIA B pasueie

Co3nanne u KoHBepTaius ceprudukaroB. B kauecTBe pyHkuroHana BIOpaTh « CIUCOK COOBITHII
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jalog_ssl X

jalog_ssl
jds.local

5432

Cnucok cobbiTHRA

n OTMEeHUTb

Pucynok 10.2- OkHo co3naHue nenu
Haxatp Ha kHONKY ¢ «+t» ([loOaBuTh mojkiroueHHEe). 3amOTHUTH HACTPOWKH, BHIOPATH
pexxum VerifyFull, cnoco6 ayrentudukamum - «SSL-cepruduxar», B kadecTBe cepTudukara

100aBUTH KOHTEHHEP pfX yKa3aHHOTO BBIIIE MOJIH30BATES.
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Pep,aKTHDOBaHII‘Ie nogKnro4yeHuWA X
postgres
ja_log
VerifyFull v
Oa Hert
Maponb SSL-cepTudurar
KR

7 TecT noaknioueHus
OTMeHUTb
Pucynok 10.3 — OkHO penakTupoBaHMs NOAKIOYEHHS K LEIH

Knonka Tect momkmiodeHuWs JODKHA OTOOpa3uTh  yBEJOMIICHUE

IIOAKIIFOYCHHN U

00 ycnemrHoM

B pasmene «Ayaut m OT4eTHOCTH» - «CHHUCOK COOBITHI» BBIOpPATH CO3AHHYIO IIENb.

JIomKHBI 0TOOPA3UTHCS COOBITHS 32 BEIOpAHHBIN MIEPHO], COOpaHHBIC areHTOM ja_log Ha IeJIeBOM

XOCT€.
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11. JAPOOLER. BAJJAHCHUPOBIIUK NOJAKJIIOYEHUM MMOJB30BATEJIEH
K CYBJ
[IpoBecTn cTaHAapTHYIO YCTAaHOBKY KOMIIOHEHTa japooler Ha Bce y3ibl KiIacTepa, CIeays

mraram u3 nokymenta «Kommnonent jaPooler. PykoBoACTBO 10 yCTaHOBKE U 3KCILITyaTaI[HI.

11.1. jaPooler. Iloakmouenne no SSL
JlaHHBIA crocod MpexycMaTpuBaeT MOAKIOYeHne Bcex moinb3oBateneir CYBJl uepes

japooler TOJIBKO I10 CEPTU®UKATY.

Jliis ucnonws3zoBanus SSL-mogkmouenus depes JaPooler k CYB]] Jatoba nmomxkHa OBITH

HactpoeHa u cama CYB/] (cMm. pykoBoacTBO anmuHuctparopa m. 6.1.2. Hacrpoiika SSL).

B pg ident.conf mms Bcex CYBJ/l, xotopeie momkHBI paboTaTh MO CepTHU(HUKATAM,

HEOOXOIMMO CJIeNIaTh COMIOCTABIICHHE C MOJIb30BaTeNIeM japooler - pgbouncer:

# MAPNAME SYSTEM-USERNAME PG-USERNAME
usermap pgbouncer userl
usermap pgbouncer user?

B pg hba.conf mms Bcex momp3oBateneit CYBJl, xoTopble HOMKHBI MOAKIIOYATHCS IO

ceprudukaTam, T0KHA OBITH COOTBETCTBYIOIIAS 3AIUCH:

# TYPE DATABASE USER ADDRESS METHOD
hostssl all userl all cert clientcert=verify-full map=usermap
hostssl all user2 all cert clientcert=verify-full map=usermap

Jlns cepepa ¢ japooler m momb3oBarenst pgbouncer chopMHpPOBaTH CEPTUPHUKATHI IO
MHCTPYKIMAM U3 pasaena «Co3znanue cepTuukaTroBy (cepTHPHUKAT cepBepa JOKEH COAePKATh

CN c umenem cepBepa uim ero [P-agpecom), ckomupoBaTh uX, a TaKkKe KOPHEBOU cepTudukar

(root.crt) B karanor /usr/jatoba-X/etc/pgbouncer/

co3marh (haiin koHpurypanuu japooler - /usr/jatoba-X/etc/pgbouncer/pgbouncer.ini mo

npumepy:

[databases]

postgres = host=astral.local dbname=postgres port=5432
strategy=always rw

dbnamel = host=astral.local dbname=dbnamel port=5432
strategy=always rw

* = host=astral.local port=5432 strategy=always rw
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[pgbouncer]

listen port = 6432

listen addr = *

logfile = /usr/jatoba-X/var/log/pgbouncer/pgbouncer.log
pidfile = /var/run/jatoba/pgbouncer.pid

pool mode = transaction

max client conn = 1024

default pool size = 16

ignore startup parameters=idle in transaction session timeout,
extra float digits

client tls sslmode = verify-full

client tls ca file = /usr/jatoba-X/etc/pgbouncer/root.crt
client tls key file = /usr/jatoba-
X/etc/pgbouncer/astral.local.key

client tls cert file = /usr/jatoba-
X/etc/pgbouncer/astral.local.crt

server tls sslmode = verify-full

server tls ca file = /usr/jatoba-X/etc/pgbouncer/root.crt
server tls key file = /usr/jatoba-X/etc/pgbouncer/pgbouncer.key
server tls cert file = /usr/jatoba-
X/etc/pgbouncer/pgbouncer.crt

server tls ciphers = fast

admin users = pgbouncer

auth type = cert

auth file = /usr/jatoba-X/etc/pgbouncer/userlist.txt

HeoGxognmmo oOparutes BHUManme, uto client tls key file u client tls cert file — 3To
ceprudukaTh cepBepa, Ha KOTOpoM paboTaer japooler, a server tls key file u server tls cert file
— 3TO cepTu(dUKATHl TONB30BaTENsA pgbouncer, OH ke MOIKEH OBITh yKa3aThb B IapameTrpe

admin_user.

[Tapametp client tls sslmode u server tls sslmode momxub! ObITh B 3HaueHuu verify full,

a auth_type — cert.

B  ¢aitme /usr/jatoba-X/etc/pgbouncer/userlits.txt 100aBUTH CTPOKM CO BCEMH

MOJIB30BATEIISIMHA, KOTOPBIE MOTYT MOAKIIIOUATHCA 10 cepTudukaTy, 6€3 yKkazaHus MapoJs:
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"userl"
"user2"

mww
3anaTh npaBa Ha (aiiapl KOHPUTYpaAUH U CepPTU(UKATOB:

chown postgres: /usr/jatoba-X/etc/pgbouncer/*
chmod 600 /usr/jatoba-X/etc/pgbouncer/*.crt
chmod 600 /usr/jatoba-X/etc/pgbouncer/*.key

YroObl mpuMeHNTh W3MeHeHus B (aimax pg hba.conf m pg ident.conf, Heobxomumo

nepesamyctutb CYB/] wim nepeuntats KOHPUTypaIuio, MOAKIIOYUBIINCE Yyepe3 psql:

systemctl restart jatoba-X.service

NN

select pg reload conf();

3amycTuTh cepBHC japoooler:

systemct start pgbouncer.service

[TpoBeputs nonkmodenus k CYBJ] yepe3 jaPooler MO>XHO BBITTOTHUB KOMaH/IbI:

psgl "dbname=postgres host=astral.local port=6432 user=userl
sslmode=verify-full sslcert=/usr/jatoba-X/ssl/userl.crt
sslkey=/usr/jatoba-X/ssl/userl.key sslrootcert=/usr/jatoba-
X/ssl/root.crt"

NN

psgl -p 6432 -h astral.local -U userl "dbname=postgres
sslmode=verify-full sslcert=/usr/jatoba-X/ssl/userl.crt
sslkey=/usr/jatoba-X/ssl/userl.key sslrootcert=/usr/jatoba-
X/ssl/root.crt"
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root@astral:~# psql "dbname=postgres host=astral.local port=6432 user=userl sslmode=verify-full sslc
ert=/usr/jatoba-6/ssl/userl.crt sslkey=/usr/jatoba-6/ssl/userl.key sslrootcert=/usr/jatoba-6/ssl/root
.crt”

psql (16.6)

SSL-coepurenue (npotokon: TLSv1.3, wwup: TLS_AES_256_GCM_SHA384, cxaTtwe: Bbikn.)

Beegute "help", 4T0obBl MONYyYUTE CNpaBKY.

postgres=> \q

root@astral:~# psql -p 6432 -h astral.local -U userl "dbname=postgres sslmode=verify-full sslcert=/u
sr/jatoba-6/ssl/userl.crt sslkey=/usr/jatoba-6/ssl/useril.key sslrootcert=/usr/jatoba-6/ssl/root.crt"
psgl (16.6)

SSL-coeguHeHne (npotokon: TLSv1.3, wumpp: TLS_AES 256 GCM_SHA384, cxatue: BLIKA. )

Beegute "help", uT0OB NMONY4YNTE CApPaBKY.

postgres=> \qg
Pucynok 11.1 — IIpoBepka SSL-coennnenus

[Tpu mombITKE MOIKITIOUUTELCS 0€3 NCITONIb30BaHMsl cepTudukaTa OyIeT Mmory4eHa ommoka:

root@astral:~# psql -U userl -d postgres -p 6432 -h astral.local
psql: owubka: noakmouuTbCA K cepeepy “astral.local" (127 .1), nopty 6432 He ypanock: owmbka SSL: t

1sv13 alert certificate required
root@astral:~# ||

Pucynox 11.2 — BeiBox ¢ ommbkoi
11.2. jaPooler. Iloaksrouenue no SSL ¢ maposem
JlaHHBIA cOCO0 MpexycMaTpuBaeT BO3MOXHOCTH MOJKIIOYeHHE monb3oBareneit CYBJI
gyepes japooler mmo mapodto 6e3 ceptudukara, Tak u o ceprudurary c naponem. [[aHHBI METO
Tak ke obecreunBaeT muppoBaHue MEpPeaadun JaHHBIX, HO IIPH 3TOM Bcernaa TpedyeT mapoiib, He

3aBHCHUMO OT HaJIM4YMUA CCpTI/I(i)I/IKaTa II0JIB30BAaTCJIAd.

s ucnions3oBanust SSL-mogxmrouenust yepes jaPooler k CYB/] Jatoba nomxHa OBITH

HactpoeHa u cama CYB/] (cMm. pykoBoacTBO anmuHuctparopa m. 6.1.2. Hacrpoiika SSL).

B pg_ident.conf mns Bcex CYB/l, xoTopble NOMMKHBI MOAKIIOYATHCS MO CepTH(HUKATAM,
HEOOXOIUMO CZeaTh COIOCTaBICHUE C MoJb30oBaTeneM japooler — pgbouncer. Ilosnb3oBateneit,

KOTOpbIe OyAyT MOJKIIIOUATHCS TOJIBKO I10 MAapoJIt0, YKa3bIBaTh HE 00SI3aTENBHO.

# MAPNAME SYSTEM-USERNAME PG-USERNAME
usermap pgbouncer userl
usermap pgbouncer user?2
B pg hba.conf mns Bcex momb3oBareneir CYBJl, koTOpble MOMKHBI MOIKIIOYATHCS TIO
ceprudukaTam, JOHKHA OBITh COOTBETCTBYIONIUE 3alMCH C METOJOM ayTCHTU(DHKAIUU TI0

cepTuUKaTy U NapoJIo:

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




65
643.72410666.00067-08 97 01-27

# TYPE DATABASE USER ADDRESS

METHOD

hostssl all userl all cert clientcert=verify-full map=usermap
hostssl all user2 all cert clientcert=verify-full map=usermap
host all userl all mdb

host all user2 all mdb5

B postgresql.conf CYB/[ yka3are merox mmdpoBanus mapoiss mdS, BO3MOXKHO TaKxke

uctonp3oBanne SCRAM-SHA-256.

password encryption = md5

Jlns cepepa ¢ japooler m momb3oBarenst pgbouncer chopMHpPOBaTH CEPTUPHUKATHI IO
MHCTPYKIMAM U3 pasaena «Co3znanue cepTuukaTroBy (cepTHPHUKAT cepBepa JOKEH COAePKaTh
CN c umenem cepBepa uim ero [P-agpecom), ckomupoBaTh uX, a TaKkKe KOPHEBOU cepTudukar

(root.crt) B karanor /usr/jatoba-X/etc/pgbouncer/

Coznate (aiin xoHburypamuu japooler - /usr/jatoba-X/etc/pgbouncer/pgbouncer.ini mo

npuMepy:

[databases]

postgres = host=astral.local dbname=postgres port=5432
strategy=always rw

dbnamel = host=astral.local dbname=dbnamel port=5432
strategy=always rw

* = host=astral.local port=5432 strategy=always rw

[pgbouncer]
listen port = 6432
listen addr = *

logfile = /usr/jatoba-X/var/log/pgbouncer/pgbouncer.log
pidfile = /var/run/jatoba/pgbouncer.pid

pool mode = transaction

max client conn = 1024

default pool size = 16

ignore startup parameters=idle in transaction session timeout,
extra float digits
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client tls sslmode = require

client tls ca file = /usr/jatoba-X/etc/pgbouncer/root.crt
client tls key file = /usr/jatoba-
X/etc/pgbouncer/astral.local.key

client tls cert file = /usr/jatoba-
X/etc/pgbouncer/astral.local.crt

server tls sslmode = verify-full

server tls ca file = /usr/jatoba-X/etc/pgbouncer/root.crt
server tls key file = /usr/jatoba-X/etc/pgbouncer/pgbouncer.key
server tls cert file = /usr/jatoba-
X/etc/pgbouncer/pgbouncer.crt

server tls ciphers = fast

admin users = pgbouncer

auth type = mdb

auth file = /usr/jatoba-X/etc/pgbouncer/userlist.txt

HeoGxognmo oOparute BHUManme, uto client tls key file u client tls cert file — 3To
ceprudukaThl cepBepa, Ha KOTOpoM paboTaer japooler, a server tls key file u server tls cert file
— 3TO cepTHdUKATH TONB30BaTENsA pgbouncer, OH ke MOIKEH OBITh yKa3aThb B IapameTrpe

admin_user.

[Tapametpsr: client tls sslmode nmomken ObITh B 3HaueHUM require, server tls sslmode
nomkeH ObiTh B 3HaueHuu verify full, a auth type — md5, Bo3MOXHO Takke HMCHOIB30BaHHE

SCRAM-SHA-256.

B ¢aiine /usr/jatoba-X/etc/pgbouncer/userlits.txt ms Bcex monb3oBareneit CYB/I, koTopsie
MOTYT ToJKIo4YaTbesa yepes JaPooler, ykasats ums u mapoms. [lapoias MOXKHO yKa3bIBaTh Kak B
OTKPBITOM BHUJE, Tak U B Buze xema mdS. [Tpunsateiii popmar naposs, 3amuménnoro MDS5: "mdS"

+ md5(password + username).

Hanpumep, ans nonb3oBatens userl ¢ maponiem sql Xsur maposiss OyAeT ClEIYIOLIUM:

md5d5f86855b37ab022814431fc4d5070a8. Tak xke MmoxHO ucnoib3zoBath SCRAM-SHA-256.
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"userl" "md5d5£86855b37ab02281443£fc4d5070a8"

"user2" "md5e61£39e52ac9b551616£951594f31cle"

"user3" "SCRAM-SHA-
2565$4096:70yC1lVG7nzPxHiu+JINFIPg==$IXKFrCJIJDF5culGUkJaQ/FYd300MeN
RAyOqTduA/NzwA=:xgsKCIfpT+ghoZNHGySdpOlsXOvzVglgAPckHjOYw7s="
"user4d" "123456Aa"

"pgbouncer" "12345"

CrenepupoBats MDS5 x3m1 MoxkHO Ha caifre https://www.mdShashgenerator.com/ wim B3sTh

3 CYB/I ¢ nmomo1ubto 3ampoca, B TOM uucie Juist napoiieid ¢ xam SCRAM:

select '"'||rolname||'"™ "||'"'||rolpassword||'"' from pg authid
where rolpassword is not NULL;

postgres=# select '"'||rolname||'" '||'""||rolpassword||'""' from pg_authid where rolpassword is not N

7column?

"postgres" "md501c0ed25a30b871724047a1497b55b44"

"jds" "md530d759bb0891427a5dae8b65992d6ab3"

"userl" "md5d5f86855b37ab02281443ffc4d5070a8"

"japooler" "md59dffOe3641abcf5ec18bd3b454f51e57"

"user2" "md5e61f39e52ac9b5516167f951594f31cOe"

"user3" "SCRAM-SHA-2564$4096:70yC1VG7nzPxH1u+INFIPg==$IXKFrCIDF5culGUkJaQ/FYd300MeNRAy0qTduA/NzwA=:xq
sKCIfpT+ghoZNHGySdp01lsX0vzVglgAPckHj0Yw7s="

(6 cTpok)

Pucynok 11.3 — I'enepanss MDS x31m

3anaTh npaBa Ha (aiiasl KOHPHUTYpaK U CepTU(UKATOB:

chown postgres: /usr/jatoba-X/etc/pgbouncer/*
chmod 600 /usr/jatoba-X/etc/pgbouncer/*.crt
chmod 600 /usr/jatoba-X/etc/pgbouncer/*.key

YroObl mpuMeHuTh W3MeHeHus B (aimax pg hba.conf m pg ident.conf, Heobxomumo

nepesamyctutb CYB/] wim nepeuntats KOHPUTypaIuio, MOAKIIOYUBIINCE Yyepes psql:

systemctl restart jatoba-X.service

50104l

select pg reload conf();

[Tepe3anmyctuth cepBuc japoooler:

systemct restart pgbouncer.service
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[TpoBeputs nonkmodenus k CYBJ] yepe3 jaPooler MO>XHO BBITTOTHUB KOMaH/IbI:

# psgl "dbname=postgres host=astral.local port=6432 user=userl
sslmode=verify-full sslcert=/usr/jatoba-X/ssl/userl.crt
sslkey=/usr/jatoba-X/ssl/userl.key sslrootcert=/usr/jatoba-
X/ssl/root.crt"

# psgl -p 6432 -h astral.local -U userl "dbname=postgres
sslmode=verify-full sslcert=/usr/jatoba-X/ssl/userl.crt
sslkey=/usr/jatoba-X/ssl/userl.key sslrootcert=/usr/jatoba-
X/ssl/root.crt"

# psgl -p 6432 -h astral.local -U userl -d postgres

root@astral:~# psql "dbname=postgres host=astral.local port=6432 user=userl sslmode=verify-full sslc
ert=/usr/jatoba-6/ssl/userl.crt sslkey=/usr/jatoba-6/ssl/userl.key sslrootcert=/usr/jatoba-6/ssl/root
A EIFE

MNapons nons3oBatens userl:

psql (16.6)

SSL-coenuHenne (npotokon: TLSv1.3, wudp: TLS AES 256 GCM SHA384, ckartune: BbIKA. )

Beepute "help", 4T0OB NONYy4YnTE CnpaBky.

postgres=> \q

root@astral:~# psql -p 6432 -h astral.local -U userl "dbname=postgres sslmode=verify-full sslcert=/u
sr/jatoba-6/ssl/userl.crt sslkey=/usr/jatoba-6/ssl/userl.key sslrootcert=/usr/jatoba-6/ssl/root.crt"
MNapons nonb3oBatensa userl:

psql (16.6)

SSL-coefuHenne (npotokon: TLSv1.3, wudp: TLS_AES_256_GCM_SHA384, cxkartue: BbIKA.)

Beegute "help", 4ToBbl MONY4YUTH CNpaBKY.

postgres=> \q

root@astral:~# psql -p 6432 -h astral.local -U userl -d postgres

Naponb nonb3osatensa useri:

psql (16.6)

SSL-coeguHerne (npotokon: TLSv1.3, wugp: TLS_AES 256 GCM_SHA384, cxatue: BbIkA.)
Beepute "help", 4ToGB NONy4YuTL Cnpagky.

postgres=> |}
Pucynok 11.4 — BeiBo TpOBEPKH MOAKITIOYEHUS
[Ipy mombITKE MOIKIIOYMTHCA IOJB30BATENEM, HE YyKa3aHHbIM B userlist.txt, momydmm

OLINOKY:

root@astral:~# psql -p 6432 -h astral.local -U user5 -d postgres
Mapone none3oBaTens users:

psql: owubka: nopknwuMTeCcAs K cepeepy "astral.local" (127.0.1.1), nopty 6432 He ypanock: FATAL: password au
thentication failed
NoOKMOMUTLCA K cepBepy “astral.local" (127.0.1.1), nopty 6432 He ypmanocb: FATAL: SSL required

Pucynok 11.5 — BeiBo1 OIIMOKH MTOAKITFOUCHUS

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




69
643.72410666.00067-08 97 01-27

12. JA_SYNC_LDAP. CHHXPOHU3ALMSA YUYETHBIX 3AIIUCEN CJIYXKB
KATAJIOT'OB U CYBJ

Bce npouenypst pazuena OyayT MpoBOIUTRECS Ha CEpBEpe ¢ paciiupenueM ja_sync_ldap.

Pacuinpenue ycraHaBiIMBAaeTCd W HACTpaWBaeTCsl MO HMHCTPYKIUU "PyKOBOACTBO IO
HacTpoiike. HacTh 8. CuHXpOHM3aIUs YU4eTHbIX 3anuceil cimyx0 karanoroB u CYB/]. Komnonent

«ja_Sync_LDAP".
[NonxmroueHne paccMaTpUBaeTCs Ha IPUMEpPE CIIy>KOBbI KaTajaoros Samba.

Hns paborel pacmupenus no LDAPS tpebyercs kopHeBoi cepTudukar (K mpumepy,
rootCA.crt), creHepupoBaHHBIK B CIykOe cepTu(ukaroB KOHTpoiuiepa mgomeHa. Daiin
He0OXO0IMMO CKOMMPOBATh B KaTaJIOT Ha cepBepe ¢ ja_sync ldap, B maHHOM cirydae /usr/share/ca-

certificates/.

JlaHHBIH cepTU(UKAT HYKHO YCTAHOBUTH B CHCTEME:

cp ~/root.crt /usr/share/ca-certificates/
update-ca-certificates

nnu st PenOC:

cp ~/rootCA.crt /etc/pki/ca-trust/source/anchors/
update-ca-trust

B caiine /etc/hosts ceppepa c ja_sync ldap (umu 8 DNS-cepBepe) n10mKHO OBITH POTTUCAHO
cootBercTBUE anpeca u FQDN s cepsepa DC. Cunxponusanus 0y1eT NpOUCXOAUTH IO 3TOMY

HUMCHU.

127.0.0.1 localhost
127.0.1.1 ubuntu
172.19.19.31 dc.example.local

Komanpa ping dc.example.local qomxHa Bo3BpaimaTh yCIENIHBIN OTBET.

Yrobsr nobaButh momuepkky SSL-coenmHeHms B CymIecTBYIOMIMA — MPOGUIIb

CUHXPOHHM3AllNN, UCITOJIB3YyCTCS KOMaHaa:

SELECT ja sync ldap.set ssl profile(<Profile ID>, true);

Jlnist yka3aHusl Iy TH K CEPTUPHUKATY UCTIONIB3YETCsl KOMaH

‘ Ne u3zmeHeHU: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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SELECT ja sync ldap.set ca cert profile(<Profile ID>, '<
/usr/share/ca-certificates/rootCA.crt>");

[Tpocmotpers npodumn SQL-komaHg0ii:

SELECT ja sync ldap.get sync profiles();

postgres=# select ja_sync_ldap.get_sync_profiles();

get_sync_profiles

(1,samba,dc.example.local,636, "cn=administrator,cn=users,dc=example,dc=1local” ,MkBxdHB5UFk=,samba,t, /usr/share/ca-certificates/roo
t_dc_local.crt)
(1 cTpoka)

Pucynox 12.1 — BeiBoa npodueit chHXpoHH3anun

AHanornyHble HACTPOWKHA MOKHO MpoBecTH B HHTEpdeiice JDS.

JloGaBuTh 11e11b ¢ QYHKIIUOHATBHOCTBI0O «LDAP-cuHXpOHM3aAIUsS» W MOIB30BATENS IS

LIEJIN.

localhost X

LDAP
127.0.01

5432

LDAP cuHXpOHHU3aLMA

Pucynok 12.2 — OkHoO co3nanus ueinu
B paznene «LDAP-cunxponnsanus 100aBUTs HOBBIN Ipoduiib. B manHOM ciyyae He HyKeH

pfx-6anm.
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PepakTtupoeanue npoduns X
ID: 1

HaumeHoBaHue npoguna *
samba
Tun LDAP-cepBeepa *

Active Directory ALD Pro FreelPA Samba

) Wcnonb3oeats LDAPS

MyTb K cepTudukaty (Ana Unix-nogobHbix cucTem)

/usr/share/ca-certificates/root_dc_local.crt

XocT* Mopt *
dc.example.local 636
Norun *

cn=administrator,cn=users,dc=example,dc=local

MNapone *

“ OTMeHUTb

Pucynox 12.3 — OkHO pegakTupoBaHus MPOQHIIS CHHXPOHU3AINH

Jlnst marHOTO TIpOdUIIS JOOABUTH MANIMIUHT U HaXaTh CHHXPOHU3AIIUS

Pe,q,aKTupoaaHMe ManmnuHra X

ID: 1, Npodmnb: «samba
Pone B0 *
db_users_smb
Ipynna LDAP *
cn=guser1,cn=users,dc=example,dc=local
ATpubyT LDAP *
sAMAccountName
06bexTHbIR Knace (Object class)
person
basa noncka (Base DN)

dc=example,dc=local

Pucynok 12.4 - OkHO pelakTUpOBaHUS MallIMHIa
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13. SSL AYTEHTU®UKALIMA B KOHTEMHEPE

CymecTByeT nBa crmocoba HAaCTPOWKH M UCHONb30BaHHA SSL ayTeHTH(QHUKAIMH MEXIY

KImeHToM (kimeHTckol yacThio psql) u CYB]] «Jatoba» B KOHTEITHEPHOM HCTIOTHEHUU:
—  3amyck koHTeiiHepa uepe3 docker compose ¢ SSL ayrentuduxanmeit (m.m. 13.1);
—  3amyck koHTeiHepa ¢ SSL ayrenTudukanuei (m.m. 13.2).

SSL ayrenTuduUKanms HCHOIB3YEeTCS MEXKIY XOCTOM C YCTAHOBIEHHOW KIMEHTCKOM

4acThio, T.¢. ¢ yrunutoi psql u CYB]] «Jatobay B KOHTEHHEPHOM HCTIOTHEHUH.
B nanpHeiem onucanuu OyayT UCIOJIb30BAHbI 0003HAUYEHHUS:
—  CYB]] «Jatoba» B konTeitnepraom ucnoinennu BM1 (docker);
—  XOCT C YCTaHOBJICHHH KJIMEHTCKOM YyacThio — BM 2 (psql).

13.1. 3anyck koHTeiiHepa yepe3 docker compose ¢ SSL ayrenTudukanuei
Hactpoiika u 3amyck koHTteiiHepa uepe3 docker compose ¢ SSL ayrentuduxamnmeit

MOAPa3yMeBAET CIAEAYIOLIUE IATrH:
BM1 (docker)

—  WwmmoprtupoBats 006pa3 kouteitnepa nHa BM1 (docker):

cd container
chmod +x *.sh
./setup.sh

—  HM3meHuTs mpaBa J0CTyMa HA CKPUIIT MO CO3/IaHUIO CEPTU(DUKATOB!

chmod a+x generate-ssl-certs.sh

—  BBIMOTHUTE CKpUNT 10 cO37aHuI0 Ssl-cepTudukaros:

./generate-ssl-certs.sh

B pesynbrare, Tekymiedl AUPEKTOpUM CO3AaH Kataimor «ssl», Oyayt chopmupoBaHbI

cepTu(UKATHI U BBIBEIEHO COOOIICHNUE:

CA Certificate Jatoba Root CA has been successfully generated.
Certificate server has been successfully generated.
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Certificate client has been successfully generated.

—  Ilepeiitu B xartamor standalone u packommeHTHpoBaTh CTpoky B docker-

compose.yml:

nano docker-compose.yml
- ${SSL CERTS PATH}:<nyTb K KaTajloTy ssl>/ssl/certs

—  OTKpbITH (aiisn IepeMEHHBIX OKPYKEHUS .env U J0OaBUTH CIESAYIOIINE MapaMeTphl:

SSL_MODE=true
SSL CERTS PATH=<nyTe k namnke ssl>/ssl/server

—  Broimonnuts 3amyck CYB/L:

docker-compose up -d
JlokaiabHo - Ha BM1 (docker), rae 3anymen docker
—  Jo6aButhk SN umMms, ucnosibdyemoe B server ceptudukare (mo ymoadanuro jatobadb)

B /etc/hosts:

sudo bash -c "echo '127.0.0.1 jatobadb' >> /etc/hosts"

—  3azaarhb CIEAYIOIIYIO IEPEMEHHYIO:

export SSL DIR=<nyTe kK KaTajory ssl>/ssl/client
chmod 600 $SSL DIR/client.key

—  YcTaHOBUTH KIHMEHT psql W 3aIMyCTUTHh €ro WCHOJb3Yys MEPEeMEHHBIE OKPYKEHHS C

SSL-ayrenTudukanuneii:

PGSSLMODE=verify-full \
PGSSLROOTCERT=$SSL DIR/root.crt \
PGSSLCERT=$SSL_DIR/client .crt \
PGSSLKEY=S$SSL DIR/client.key \

psgl -U postgres -p 54321 -h jatobadb

ITogxiroueHne BBINOJIHEHO YCIEIIHO.
Ioaxkirouenue ¢ ynanenHoro xocra BM2 (psql)

—  Cxonmposarts karaior ssl/client Hra BM2
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—  Jlo6aButh SN ums ucrnosnb3dyemoe B server ceprudukare (mo ymondanuto jatobadb)

B /etc/hosts:

sudo bash -c "echo '<ip ampec VM, Tnme pasBepHYT cepBuc jatobadb

B Imokepe> Jjatobadb' >> /etc/hosts";

—  3azaarhb CIEAYIOLLYI0 IEPEMEHHYIO:

export SSL DIR=<myTb K KaTajory ssl>/ssl/client
chmod 600 $SSL DIR/client.key

—  3amyctuth psql, uconb3ys nepeMenHsie okpyxkenus ¢ SSL-ayrenTudukanmei:

PGSSLMODE=verify-full \
PGSSLROOTCERT=$SSL DIR/root.crt \
PGSSLCERT=$SSL_DIR/client .crt \
PGSSLKEY=S$SSL DIR/client.key \

psgl -U postgres -p 54321 -h jatobadb

HOI[KJHO‘ICHI/IC BBIIIOJIHCHO YCIICUIHO.

—  Tlomyuuts pid HOMEp COeAMHEHNUS ¥ IPOBEPUTH TUIT COSANHEHUS:

SELECT pg backend pid();
SELECT * from pg stat ssl where pid=<pid HOMeEp U3 OpPeuHIOYyIEIO
3amnpoca>;

BriBon:

ssl=t

version="TLSv1.3"
cipher="TLS AES 256 GCM SHA384"
client dn="/CN=postgres"

client serial=< not null >
issuer dn="/CN=Jatoba Root CA"

13.2. 3anyck koHTeilinepa ¢ SSL ayreHTHpuKkanmei

Hacrpoiika u 3amyck koHTeitHepa ¢ SSL ayTeHTHduKanuei moapasyMeBaeT CIEIYIOIINe

oraru:

—  WwmmoprupoBats 00pa3 kouteitnepa na BM1 (docker):
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cd container
chmod +x *.sh
./setup.sh

—  3menuTs mpaBa ocTyna Ha CKPHIIT MO CO3AAHUI0 CEPTU(UKATOB:

chmod a+x generate-ssl-certs.sh

B pesynbrare, Tekymiedl AUPEKTOpUM CO3AaH Kataimor «ssl», OymyT chopmupoBaHbI

cepTu(UKaTHI U BBIBEIEHO COOOIICHNUE:

CA Certificate Jatoba Root CA has been successfully generated.
Certificate server has been successfully generated.
Certificate client has been successfully generated.

—  OTKpbITH (aiisn TepeMEHHBIX OKPYKEHHUS .env U J0OABUTH CIESAYIOIINE MapaMeTphl:

SSL_MODE=true
SSL CERTS PATH=<nyTb K KaTajory ssl>/ssl/server

— BEITOIHUTE:

./run.sh; ./log.sh

CVYB/] ycnemHo 3amnyiieHa
JlokasbHo - Ha BM1 (docker), rae 3anymen docker

—  Jlo6aButh SN ums ucmosib3dyeMoe B server ceprudukare (o ymordanuto jatobadb)

B /etc/hosts:
sudo bash -c "echo '127.0.0.1 jatobadb' >> /etc/hosts"
—  3ajarhb CenyIOILyI0 EPEMEHHYIO:

export SSL DIR=<myTb K KaTajory ssl>/ssl/client
chmod 600 $SSL DIR/client.key

—  YCTaHOBUTH KIHMEHT psql W 3aIMyCTUTHh €ro HCHOJb3Yys MEPEeMEHHBIE OKPYXKEHHS C

SSL-ayrenTudukanneii:

PGSSLMODE=verify-full \
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PGSSLROOTCERT=$SSL DIR/root.crt \
PGSSLCERT=$SSL_DIR/client.crt \
PGSSLKEY=S$SSL DIR/client.key \

psgl -U postgres -p 54321 -h jatobadb

—  Tlomyuuts pid HOMEp COeAMHEHNUS ¥ IPOBEPUTH TUIT COSANHEHUS:

SELECT pg backend pid();
SELECT * from pg stat ssl where pid=<pid HOMep U3 NpPEeHOYIEIO
3amnpoca>;

[Ipu npaBUIILHON HAcTpoOiike OyIET BBIBO:

ssl=t

version="TLSv1.3"
cipher="TLS AES 256 GCM SHA384"
client dn="/CN=postgres"

client serial=< not null >
issuer dn="/CN=Jatoba Root CA"

Ioakouenue ¢ ynaiaenHoro xocra BM2 (psql)
—  Cxonmposarts karainor ssl/client Hra BM2
—  Jo6aButh SN ums, ucnosb3yeMoe B server ceprudukare (1o ymoadanuto jatobadb)

B /etc/hosts:

sudo bash -c "echo '<ip ampec VM, Tnme pasBepHYT cepBuc jatobadb
B Imokepe> Jjatobadb' >> /etc/hosts"

—  3azarb CIEAYIOLLYI0 IEPEMEHHYIO:

export SSL DIR=<nyTe kK KaTajory ssl>/ssl/client
chmod 600 $SSL DIR/client.key

—  3amyctuth psql, uconp3ys nepeMenHsie okpyxkenus ¢ SSL-ayTenTndukanuei:

PGSSLMODE=verify-full \
PGSSLROOTCERT=$SSL DIR/root.crt \
PGSSLCERT=$SSL_DIR/client.crt \
PGSSLKEY=S$SSL DIR/client.key \

psgl -U postgres -p 54321 -h jatobadb

HOI[KJHO‘ICHI/IC BBIIIOJTHCHO YCIICUIHO.
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—  Tlomyuuts pid HOMEp COeANMHEHNUS ¥ IPOBEPUTH TUIT COSAMHEHUS:

SELECT pg backend pid();
SELECT * from pg stat ssl where pid=<pid HOMep U3 NpeuHOylleIro
3amnpoca>;

[Tpu koppexTHOI HacTpoiike SSL-coenuHenus OyIeT CaeAyONInil BEIBOA:

ssl=t

version="TLSv1.3"
cipher="TLS AES 256 GCM SHA384"
client dn="/CN=postgres"

client serial=< not null >
issuer dn="/CN=Jatoba Root CA"
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14. MIPUMEP HACTPOWMKH SSL-COEJIUHEHUM JDS

B nmnpuBeneHHOM HuUXKE ONHWCAaHWM TpUBEAEH npumep co3ganus uenu (Target) c

noaxirouenreM mo SSL/TLS.

o Wudopmarus, mpuBeAeHHAs B paseie, HOCUT pEKOMEHIATeNIbHBINA XapakTep U
MOJKET MCIIOJIb30BATHCS B KAYECTBE MPUMEPA WIH B YIEOHBIX IETISX.
B UT - undpactpykrype peKOMEHIYETCs HCIIOIb30BaTh CEPTU(HUKATHI U KITIOUH,
BBIYILIEHHbIE Y TOCTOBEPSAIOIUMHU LIEHTPaMH, IPOrPAMMHOE 00€CIIEYEHNE KOTOPBIX

umeet cepruduxar coorerctBust ®Ch Poccun.

14.1. TpeGyemoe nporpaMmmHoe odecrieyeHue

Jnst hopmupoBanus cepTudukaroB TpedyeTcst ycraHoBUTH Bepcrio OpenSSL He Huxke 3.%.

14.2. [Toan30BaTeau

B nieneBoit CYB/] cozmath TectoBoro nmois3oBatens CYBJl SQL-komanmoii:

CREATE ROLE "test user" login password 'P@ssword';

14.3. Karanor xpanenusi cepruguxaron
Coznannbie cepTuUKaThl U KOHPUTYpAIMOHHBIE (ailyibl 1erecooOpa3Hee XpaHUTh B

OTIIETTLHOM KaTayiore. B paccmaTtpuBaeMoMm mpuMepe Uctoiib3yercs karanor /ust/share/jds/cert.

Co3nmaeTcs KaTaJor KOMaHOM:

sudo mkdir /usr/share/jds/cert

1 - root@ubuntu: fusrfshare/jds/cert Q

root@ubuntu: /# sudo mkdir fusr/share/jds/cert
root@ubuntu: /# cd fusr/sharefjdsfcert/
root@ubuntu: fusr/share/jds/cert#

Pucynok 14.1 — Komanna coznanus karaigora
14.4. Co3nanne konpurypannoHusix paisios OpenSSL
14.4.1. Kondurypauuonnsiii ¢aiian OpenSSL xopuesoro LC

Co3natp koHurypaunonsslii ¢aitn OpenSSL kopuaeBoro LIC komanmoii:

gedit openssl.root.conf
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BcTaButh B Hero cieAyronime napameTphbl:

[req]

distinguished name=dn

[ dn ]

[ v3 ca ]
basicConstraints=CA:TRUE,pathlen:1

_openssl.root.conf

1 req

2 distinguished name=dn

3[ dn ]

4[ v3_ca ]

5 basicConstraints=CA:TRUE, pathlen:1

Plain Text + Tabwidth:8 = Ln1, Col1 v INS

Pucynok 14.2 — Conepxanne koHpurypaunonaoro ¢aitna OpenSSL kopresoro L[C
14.4.2. Kondurypanuonnsiii ¢paiis OpenSSL npomexyrounoro I{C

Co3natp koHurypaunonssii ¢aitn OpenSSL nmpomexyTounoro L[C komannoii:

gedit openssl.intermediate.conf

BcTaButh B HEro cieayronime napameTphl:

[req]

distinguished name=dn

[ dn ]

[ v3 ca ]
basicConstraints=CA:TRUE,pathlen:0

_openssl.intermediate.conf

1 [reql

2 distinguished name=dn

3[ dn ]

4 [ v3 ca ]

5 basicConstraints=CA:TRUE, pathlen:0

Saving file “fusrfsharefjds/cert/ openssl.intermediate.conf"... PlainText + Tab width:8 « Ln5, Col 35 - INS

Pucynok 14.3 - Conepsxanue konpurypanuonsoro ¢aira OpenSSL npomexyrounoro L[C
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14.5. Co3nanne caMONOANUCAHHBIX cepTH(PUKATOB

14.5.1. Camonoanucannbiii cepruguxat kopuesoro LC (Root CA)

Coznars kimtou kopHeBoro L{C komaH10#:

#openssl reg -new -nodes -text -out root.csr -keyout root.key -
subj "/CN=Jatoba Root CA"

= O x

[+~ - root@ubuntu: fusrfshare/jds/fcert Q

root@ubuntu: fusrfshare/jds/cert# openssl reg -new -nodes -text -out root.csr -

keyout root.key -subj "/CN=Jatoba Root CA"
I B o o e o o S R e o

root@ubuntu: fusr/share/jds/cert#

Pucynok 14.4 — Komanna coznanus kioya kopaesoro LC
Coznats ceprudukat kopaeoro [{C komanmoii:

#fopenssl x509 -req -in root.csr -—-text -days 3650 -signkey
root.key -out root.crt -extfile openssl.root.conf -extensions

v3 ca

[+ = root@ubuntu: fusrfshare/jds/cert O X

root@ubuntu: fusr/sharefjds/cert# openssl %509 -req -in root.csr -text -days 36
50 -signkey root.key -out root.crt -extfile _openssl.root.conf -extensions v3_

(of:]
Certificate request self-signature ok

subject=CN = Jatoba Root CA
root@ubuntu: fusr/share/fjds/fcert# [

Pucynok 14.5 — Komanpia coznanus ceprudukara kopaeoro [[C
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14.5.2. Camonoanucanubiii ceprupukar npomexyrounoro I{C (Root CA)

Coznars kimrou npomexxytoudoro L{C komangoii:

#openssl reg -new -nodes -text -out intermediate.csr -keyout
intermediate.key -subj "/CN=Jatoba Intermediate CA"

[+ - root@ubuntu: fusrfshare/jds/cert Q = | x

root@ubuntu: fusr/share/fjds/cert# openssl req -new -nodes -text -out intermedia
te.csr -keyout intermediate.key -subj "/CN=Jatoba Intermediate CA"
P R e o e o e t s o o TR T S S R R

root@ubuntu: fusr/share/jds/cert# [

Pucynok 14.6 — Komanna coznanus kiouya npomexxyrounoro L{C

Co3nats ceprudukar npomesxxyrounoro LIC komanmnoii:

#openssl x509 -req -in intermediate.csr -text -days 1825 -CA
root.crt -CAkey root.key -CAcreateserial -out intermediate.crt
—extfile openssl.intermediate.conf -extensions v3 ca
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[+~ = root@ubuntu: fusrfsharefjds/cert

root@ubuntu: fusr/share/jds/cert# openssl x589 -req -in intermediate.csr -text
-days 1825 -CA root.crt -CAkey root.key -CAcreateserial -out intermediate.crt

-extfile _openssl.intermediate.conf -extensions v3_ca
Certificate request self-signature ok

subject=CN = Jatoba Intermediate CA

root@ubuntu: fusr/share/fjds/cert#

Pucynok 14.7 — Komanna coznanus ceprudukara nmpomexxyrounoro [{C komanoii:
14.5.3. Camonoanucannbiii ceprupukar cepsepa CYBJI (Root CA)

Coznars kimtou cepBepa CYBJl komannoii:

#openssl reg -new -nodes -text -out server.csr -keyout
server.key -subj "/CN=<hostname>"

@ B 3nauenun CN=<hostname> NIOJKHO YyKa3bIBaTbCSl HMMsI XOCTa, Ha KOTOPOM

ycranoBieHa CYBJI. Ilomyuuth naHHOE€ WM BO3MOKHO BBIBOJIOM KOMAaHJIbl B

tepmunaie OC.

# hostname

Cosznats ceprudukat cepsepa CYBJl komanoii:

#openssl x509 -req -in server.csr -text -days 365 -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -out
server.crt

Coznats nienouky ceprudukaron [[C (CA Bundle).

Cosznats (haiin server.crt-bundle koman0¥:

nano server.crt-bundle

[+~ = root@ubuntu: fusr/share/jds/cert Q

root@ubuntu: fusrfshare/jds/cert# nano server.crt-bundle

Pucynok 14.8 — Komanga cozganus ¢aiina server.crt-bundle

B oTkpeiBIIHiics ¢aiis mociie0BaTeIbHO BCTABUTh COJIEPIKaHUE CePTU(PUKATOB:

o server;
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° intermediate;

° root.

[TocnenoBaTeIbHOCTD 00ABICHHS CEPTU(UKATOB HAPYIIATh HEJIb3S.

B mapamnenshoit ceccun tepmuHaga OC OTKpbITH (aiin cepTudukaTa server.crt depes

KOMaHJy:

gedit server.crt

Beimenute u  ckommpoBath  copepkaHue ceprupukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.9.

server.crt

CEMMIICvTCCAaUCFBcswrbQEJcv/b0799bTo/F+yLeZMABGCSqGSIb3DQEBCWUAMCEX
CLAHZz AdBgNVBAMMFkphdG91iYSBIbnR1cm11ZGLhdGUgQOEWHhCNM]j QwOTAIMTOX0DAX
EERWhcNMj UwOTAIMTQx0DAXWj AVMRMWEQYDVQQDDA08aG9zdG5hbWU+MIIBI jANBgkq
Elh kiG9wOBAQEFAADCAQBAMIIBCgKCAQEALTLTshmMvi+g6wLkOLPKUHEEVY®ttFwQ
CYAnyZL6tyUMDprowWuhdtC4Xc1JYONChAMYWRo6Q8heVV@o9v2CFAb3mBU2HO700QW]jb

EEArkh4IR4UVX9x5g8F T /KCEYswOVhjhoikYNhazshQ7Q5px1dpKd6YWYMLOHoeJUrR
EEABSWpxcXTamakNbAnihyHI14Ts56KIh/ /H+/avbxSahnTWKY j+kxsgk fVDRN6vass
[1:Bw39xyGekRLhyeMOrsywQIassbhveDnroKHO2WE3W/L6dHb+S4ZMi0EL1 fXYdHACVE
IMIKWTIj800tvFOVIG4C66C2CVERX555+0ysOTWW7KoDgC0zGSQ3dgCwIDAQABMADG
PACSqGSIb3DQEBCWUAA4IBAQARDZ2WedmMw ) OwQTKT1i5aiSWphT/bepBj tXsVhgHHHW
EfckIIWk66WCORaax4+aDAXGsFU3TMNLOCgmGugny jMgLRCZOCucvraftSYVNWGH/Vh
L8 YPac] jkt854bkRWOdKH1kPPwoKaMIOGLubNO2icIGh1H5aNVROk/ K/ CXmBugMQw
GERyCQt7BkKS5z9KmuAbzMpuEHccKTjgHs9] 7PvJUSYYAD/FWES14csnulgrX1+Bpv+7
I @Mi CXIFfmuv6kP7A5001p]j2RC2NnrRRgbnNBB j CEOWsVe629MRNG+DEY /6] s FUPHY
¥llnaE/ jSylC3uILTCRSY205pCO6bE+B2LW39gdjvqI7anK

PlainText * TabWidth:8 ~ Ln 68, Col 26 - INS

Pucynok 14.9 — Konupyemas o6macts cepTudukara server.crt

BcraButh u3 6ydepa oOmeHna B daiin server.crt-bundle.

Ne u3zmeHeHU: HOI[HI/ICB OTB. JIMILa: ‘ I[aTa BHCCCHHA U3M:
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server.crt-bundle

MITICVTCCAaUCFBcswrbQEJcv/bo7g9bTo/F+yLeZMABGCSqQGSIb3DQEBCWUAMCEX
HzAdBgNVBAMMFkphdG91iYSBIbnRlem11ZGLhdGUgQOEWHhcNMjQwOTAIMTQx0DAX
WhcNMjUWOTAIMTQXODAXW jAVMRMWEQYDVQQDDA08aG9zdG5hbWU+MIIBI jANBgkq
hkiG9wOBAQEFAAOCAQBAMIIBCGKCAQEALTLTshmMvi+g6wlkOLPKUHEEVYOTTFWQ
nyZL6tyUMDproWuhdtC4Xc1IYONChAMYWRo6()8heVBo9v2CFAb3MBUZHO700QWjb
rkh4IR4UVX9x5g8Ff /KCEYswOVhjhoikYNhazShQ7Q5px1dpKd6YWVMLOHoeJUrR

BSWpxcXf4makNbAnihyH114Ts56KIh/ fH+/avbx5ahnTWKT j+kxsgkfVDRNG6vass
wW39xyGekRLhyeMOrs5yWQIas8bhveDnrOKHO2WE3W/L6dHb+54ZM1oELTXYdHACVE
JKWTIj800tvFIVIGACE6c2cvERX555+0ysOTWH7KoDgC0zG5Q3dgCwIDAQABMABG
CSqGSIb3DQEBCWUAA4IBAQAROZWe4mMw jOWQTKT15aiSWphT /bepB jtXsWhgHHHwW
ckJIWk66WC9Raax4+aDAXGSFUITMNLOCgmGugnV jMgLRCZOCucvrafSYVNWGH /Vh
z¥YPacjjkt8S4bkRWOAKH1kPPwoKaMIOGLubNO21icICh1IH5aNVROk /K /CXmBugMQW
yCQt7BkK5z9KmuAbzMpuEHCccKf jgHS9j7PvIUSVYAD fFWES14csnuIgrX1+Bpv+7
MLCXIFfmuv6kP7A5001p]j2RC2nrRRgbnBB jCEOWSVe629MRNG+DEY L /6jsFUPHVY
nak/jsylC3uILTCRsY205pCO6bE+B2LW39gdjVqI7ankK
END CERTIFICATE

Pucynok 14.10 — BcraBnennoe conmepxxumoe ceprudukara server.crt

B napamnenshoii ceccuu trepmunaana OC oTkpbITh (aiin ceptudukara npomexxyrounoro [[C

intermediate.crt yepe3 KOMaH1y:

gedit intermediate.crt

Beimenute W cKkomMpoBaTh coAepKaHuWE cepTuduKara OT 3HAYCHUs

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.11.

«BEGIN

intermediate.crt

I AMIIDGzCCAQOgAWIBAQIUNGXS0D9T+wW/HER2Z005Ee2aqaf4wDQYIKoZIhvcNAQEL
IWBOAWGTEXMBUGA1IUEAWWOSMFOb2IhIFIvb3QgQOEWHhCcNMjQwOTAIMTQWOTUIWhCN
P kwOTAOMTQWOTUIW) AhMRBWHOYDVQQDDBZKYXRvYMEgSWS0ZXItZWRpYXR1LIENB
GERMITIBI j ANBgkqhkiG9wOBAQEFAAOCAQBAMIIBCgKCAQOEAS03PIngRmB]j Pxnb+nZ8T
(LR y+yZz1]Sx918WLAUXAeAKBOZF/Ref/T90N2YPZwb8VEM,/ SPbXQATVCctbryUpTmy
ER2uJpkT62zLYB856QcovIvulRj4SweAOrZtTnqrRvdCErsBlip30yVqqH5EY@ZFmkgi
- 71qgzY5njD56DsadbiBGBKGtoq6UMUwWiGuUeVtS10bhGwQB8UMiB+ec/NoHKT jBv4z
GYAnb5 j LhWpQDHtOC3uYFHZXS2YyFEXU1dxF/SFbH]j 6kX96F4 ra+zEXXBWNkNzbu5Cm
13V 7H5cQY4n1fI1ZucFtcY/vitdbdMAGFFT/UjDbzgxdkAH,/Y+Q7VVVbmQjARPO2NG
GERrQIDAQABO1IMWUTAPBgNVHRMECDAGAQH/AQEAMBOGA1UdDgQWBBTBELXOQIXVMa8x
Fi:}/9TUILDBrcjAsTATBgNVHSMEGDAWGBRCHMCvMk30WLOIdcOsV rntHRZ3WPzANBgkqg
FARhKiGI9wOBAQsFAAOCAQEAUPTRI3pV/HKi8ncptKTj8Zkdb+ZY8YO8xHwWwdppkugxuy
Fr4iwf00Igbav57TDuMBOgmM4cF6/jSzLcG3vPSNv009bdHbgV1yaRVzI0308+0Ny3U3
pERh+Y c6ugVFZELj+AEbTW3rglup8Kbx/R6FESXbB/bv3L1YDoxplwT/ZwGdH+3VEWE
FESai1juvSGYuYlriaZni25XIvH/XnOW+5L0kvS56TT14SMIcID3XwICTCnhZHlocmKF1
FEYSY s KA9VHFNNgKwyoX2HY Flwd8KrJ+A/+5 THKN+hVRimX/xvLtEXnKBsci/+NO6IrQ
PR+ /y9AX+T7cp7SFNNKROZYJ12131/TIAMgNTOTIX0zZ8Ww==
END CERTIFICATE

PlainText * Tab width:8 « Ln77, Col 26

INS

Pucynox 14.11 - Konupyemas obnacts ceprudukara intermediate.crt

Ne u3zmeHeHU: HOI[HI/ICI: OTB. JIMILa: ‘ I[aTa BHCCCHHA U3M:
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BcraButh u3 6ydepa oOmeHna B daiin server.crt-bundle.

[+l - rook@ubuntu: fusrfshare/jds/cert @] =

GNU nano 4.8 server.crt-bundle
yCQt7BkK5Z9KmuAbzMpuUEHCccKT jgHs9 j7PvIUSVYAD /FWES14csnulgrX1+Bpv+7
MiCXIFfmuv6kP7A5001pJj2RC2nNrRRgbNBBjCEOWSVE629MRNG+DEYt/6jSFUPHV
nak/jsylC3uILTCRsY205pCO6bE+B2LW39gdjVqI7aokK

END CERTIFICATE
BEGIN CERTIFICATE
MIIDGzCCAQOgAWIBAgQIUNG6XSOD9T+w/HER2Z00sEe2aqa®4wDQYIKoZIhvcNAQEL
BQAWGTEXMBUGA1UEAWWOSMFOb2JhIFIvb3QgQ@EWHhCNMiQWOTAIMTQWOTULWhCN
MikwOTAGMTQWOTU1W jARMRBWHQYDVQQDDBZKYXRVYMEQSH5SOZXItZWRpYXRLIENB
MIIBIjANBgkqhkiGOWOBAQEFAAOCAQSAMIIBCGKCAQEASO3PINQRMB jPXNb+nZ8T
2y+yZz1jSx918WL4UXAeAkBOZF /Ref /T90n2YPZWb8VEM/sPbxQATVCtbryYUpTmy
2ulpkT6zLV856QcovIvuIRj45weAOrZtTnqrRvdCErSBJip30yVqqH5EYOZFmkgi
Z1qgz¥5njD56D0sadbilBGBKGtogq6UmMUwWiGuevtS10bhGwQB8UMLB+ec /NOHKT jBvdz
nb5jLhWpQDHt@C3UYFHZXS2YYFEXU1dxF /SFbHj6kX96F4ra+zEXXBWNkNzbusCm
3V7H5cQY4n1fI1ZucFtcY/vtdbdM4GFFf /UjDbzgxdkAH,/Y+Q7VVVbmQjARPOZNG
rQIDAQABO1MWUTAPBgNVHRMECDAGAQH /AQEAMBOGA1UdDgQWBBTBE LXOQIXVMasXx
J9fUILDBrcjAsTATBEgNVHSMEGDAWGBRCHMCvMk30WLA1dc@sVIWHRZ3WPZANBgkq
hkiGoweBAQsFAAOCAQEAUPTR13pv /HKL18ncptKTj8Zkdb+ZY8Y08xHwWdppkugxuy
jwf00Igbav57TDuMBGgmM4cF6/j5zLcG3vPSnv009bdHbgV1yaRVzI10308+0Ny3U3
h+Yc6ugVFZE1j+AEbTW3rglup8kKbx /R6FESXbB /bv3LIYDoxplwT /ZwGdH+3VEWE
aljuvsGYuYlriaZni25XIvH/XnOW+5L0kv56TT145SM9cID3XwICTCnhZHlocmKFL
5YskA9VHFNNgKwyoX2HvT 1wd8KrJ+A/+5FTHkN+hVRimX /xvLtEXnKBscil/+NO6Q
+/y9Ax+7cpT7SFNNKROZYJIzJ131/TIAMGNFOFIX0z8Ww==
----END CERTIFICATE

Get Help Write Out Where Is Cut Text ul Justify
"L

Wi Exit Wi Read File Ml Replace Paste Text [l To Spell

Pucynox 14.12 — BeraBiennoe copepxumoe ceptudukara intermediate.crt
B mapamnensnoit ceccun tepmuHana OC oTKpeITh (aiin ceptudumkara root.crt yepes

KOMaHJY:

gedit root.crt

Breimenute u  ckommpoBath  copepkaHue ceprudukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.13.

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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root.crt

a8:f4:ec:01:b3:88:9e:75:41:ba:ba:5T:2e:00:b9:13:18:e9:
56 29:3d:70:ed
57 ki BEGIN CERTIFICATE-----
LEAMITC8j CCAdqgAWIBAgIUcay3wMMgKLIZzIml7Do1KgEXsv1lowDQYIKoZIhvcNAQEL
L EBOAWGTEXMBUGALIUEAWWOSMFOb2IhIFIvb3QgQOEWHhCNMj OWwOTAIMTMEMTM3WhCN
1 MM7 QWO TAZMTMOMTM3W ] AZMRCwWFQYDVOODDASKYXRvYmMEgUmM9vdCBDOTCCASIWDQY ]
3 8KoZIhvcNAQEBBQADgQEPADCCAQoCGgEBAM1Zg2cRAQ+TGYMIURG3dSGjxcJORAGF
(FAFTMwao/imSqUupMBIc]jiUPFGMZ+Lq9PCRu+h@g3W+C6KIeQhlFIDBhXMTXN2zbSK
Efroi354ERTmLsyxZurRkz3mwWKgGCBS808zASChFbjR3PZEZt9RTtLP7BDpH+TqqdZ
Lqo/0KcLtw5LqvorRg6inlQ5A5HPKkBoz /DFvvCcA7FB/ jGsb9wBABYORmMzBkVy2UnMz
MkB8un73gYF5Bxc7/Zp7HrBnu/FuQmEEMPNSOBVpi6Gmgm4STSRFbSYXrvpolD82E
GIAD0gGVueliF7UZSkFmkz6m8IbzQuzIZWY3ygAcvmoN63bF55sQ0x0knUCAWEAAaMY
YAMDAWDWYDVROTBAgWBgEB/WwIBATAdBgNVHO4EFgQUQhzArzINz119CXXNLFalhewd
141§ 8wDQYIKoZTIhvcNAQELBQADGQEBABXGMT2boSKWzKsDBZYXp19UKHvB5uQ84I51
GERVZXUQH/ rwD4VIWxUNK+pXNxx3V7wYadEaE9ZAXGvkExIh8Tz]j6a8VtWma+tRZL x4
F:RvC1dLPMOSOBPqrdGkDnb40SLXEAhD jbiGLSyMWLu@PFYPPZzpVrZbiswWS12Fwki8
PRy 8wWwuF31X/XDbPGFR8/zVvF1z0ImiDUTvginprwsse9XQ6cXUNIT6P7DBrkoghXBp
FFAsRSEIFOvByyHSoKTT4uhrysdYeufujyWCGexCFQWpPpOTGFCvhrBGnrX0ApMsLXo
FERLz7tshoEn7iwgqqiVheIA+1qj@7AGZz1]1510bg6Xy4AuR0Y65k9c00=
IER----- END CERTIFICATE-----

PlainText ¥+ Tabwidth:8 = Ln 57, Col 1 v INS

Pucynok 14.13 - Konupyemast o6macts ceptudukara root.crt

BcraButh u3 6ydepa oOmena B daiin server.crt-bundle.

I root@ubuntu: fusrfshare/jds/cert

GNU nano 4.8 server.crt-bundle
aljuvsGYuYLlriaZni25XIvH/XnOW+5L0kv56fT14SM9cID3XwICTCnhZHLlocmKF1
5¥skA9vHFNNgKwyoX2Hv T 1wd8Kr J+Af+5THKN+hVRimX /xvLtEXnKBsci/+NO6rQ
+/y9AX+TCcp7SFNNKROZYyJZzJI31 /TIAMgNTOfIX0ZBWw==

END CERTIFICATE

BEGIN CERTIFICATE
MIICB]jCCAdqgAWIBAgIUcay3wMMgKLIzImI7DolKgEXsvLlowDQYIKoZIhvcNAQEL
BQAWGTEXMBUGAIUEAWWOSMFOb2JhIFJIvb3QgQOEWHhCNMjQWOTAIMTMOMTM3WheN
MzQwOTAZMTMOMTM3W jJAZMRcWFQYDVQQDDASKYXRvYmEgQUm3vdCBDQTCCASIWDQY ]
KoZIhvcNAQEBBQADgQEPADCCAQOCggEBAM1Zg2cRdQ+TGYMIUR63dSGjxcIORAGF
FTMwao/imSqUupMBIcjiUPFGmZ+Lq9PCRu+hBg3W+C6KIeQh1FIDBhXMTXN2zbSK
roil354ERfmLsyxZurRkz3mWKgGCBS8QBzASChFbjR3PZEZt9RTLLP7BDpH+TqqdZ
o/QKcLtw5LgqvorRg6inlQ5A5HPkBoz /DFvvcATFB/ jGsbO9wBABVORmz8kVy2UnMz
kBBun73gYF5Bxc7 /Zp7HrBnu/FuQmEEMPNSBBYpi6Gmgm4ST5RFbSYXrvpolD82E
DOgGVueIiF7UZSkFmkz6m8IbzQuzIZWY3ygAcvmoNG3bF55sQOx0knUCAWEAAaMY
MDAWDWYDVROTBAgWBQEB /wIBATAdBgNVH)4EFgQUQhzArz3l 19CXXNLFalhakWd
1j8wDQYIKoZIhvcNAQELBQADGQEBABX6MT2boSKWzZKsSDBZYXp19UKHVBSUQB4I51
VZXUQH/ rWD4VHWXUNK+pXNxx3VTwYadEaE9ZAXGvkEexIh8TzIj6aBViWm4+tRZL x4
vC1dLPMQSQBPqrdGkDnb40SLXEAhRD jbiGL5yMW LuBPFvPPZzpVrZbisWS12Fwki8
y8wuF31X/XDbPGFR8 /zVvF1z0ImiDUfvginprwssedXQ6cXUNITE6PTDBrk«
sR5EJFOvByyH50KfT4uhrysdYeufujyVCGexCFQWpPpOfGFCvhrBGnrXOApMsLXo
I1z7tshoEn7iwggqvheIA+1qjB87AGz1151Qbg6Xy4AUROY6Sk9c0B=

END CERTIFICATE

WY Get Help WY Write Out Wl Where Is WY Cut Text adl Justify
Wy Exit Wi Read File Ml Replace Wl Paste Text [l To Spell

Pucynok 14.14 — BcraBnennoe conepxxumoe ceprudukara root.crt

CoxpaHHTh U 3aKPBITH (aili.

‘ Ne u3zmeHeHU: ‘ HOI[HI/ICB OTB. JIMILa: ‘ I[aTa BHCCCHHA U3M:
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Coznats (haiin root.crt-bundle komanoii:

nano root.crt-bundle

[+ = root@ubuntu: fusrfshare/jds/cert

root@ubuntu: fusr/share/jdsfcert# nano root.crt-bundle

Pucynox 14.15 — Komanna co3nanus gaiina root.crt-bundle

B oTkpeiBIIHiics (aiis mocieoBaTeNbHO BCTABUTh COJIEPKaHUE CePTUPUKATOB:

. intermediate;

° root.

[TocnenoBaTenbHOCTD J0OABICHHS CEPTU(HUKATOB HAPYIIATH HEJb3S.

B mapannensnoii ceccun tepmunana OC oTKpeITh (aiin ceprudukara npomexxyroqnoro L{C

intermediate.crt yepe3 KOMaH1y:

gedit intermediate.crt

Beimenute u  ckommpoBath  copepkanue ceprtudukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.11.
Bcrasuth u3 6ydepa ooOmena B ¢aiin root.crt-bundle.
B mapamnensnoit ceccunm tepmuHana OC oTkpbITh (aiin ceptudukara root.crt depes
KOMaH]Ty:
gedit root.crt

Beimenute u  ckommpoBath  copepkanue ceprupukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.13.

BcraButs u3 6ydepa oOmena B daiin root.crt-bundle.

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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root@ubuntu: fusr/share/jds/cert

GNU nano 4.8 root.crt-bundle
I————BEGIH CERTIFICATE
MIIDGZCCAgOgAWIBAQIUN6XSODOT+w/HER2Z00sEe2aqa4wDQYIKoZIhvcNAQEL
BOAWGTEXMBUGA1UEAWWOSMFOb2IhIFIvb3QgQ@EWHhcNMiQWOTAIMTQWOTULWhCN
MikwOTAOMTQWOTULWiARMRBWHQYDVQQDDBZKYXRVYMEQSW50ZXItZWRpYXR1IENB
MIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAS03PINGgRMBjPXnb+nZ8T
2y+yZz1jiSx918WL4UXAeAkBOZF /Ref/To90N2YPZWbBVEM/SPbXQATVCEtbryYUpTmy
2uJpkT6zLV856QcovIvulRj4SweAOrZtTngrRvdCErsBIip30yVqqH5EY0ZFmkgi
Z1qgz¥5njD56DsadbiBGBKGtog6UmMUwWiGuAvtS10bhGwQ8UMiB+ec /NoHKT j8v4z
nb5jLhWpQDHtOC3uYFHZXS2YYFEXU1dxF /SFbHj6kX96F4ra+zEXXBWNkNzbu5Cm
3V7H5cQY4n1fIlZucFtcY/vtdbdM4GFFf/UjDbzgxdkAH/Y+Q7VVVbmQjARPO2NG
rQIDAQABO1MWUTAPBgNVHRMECDAGAQH,/AQEAMBOGAIUADgQWBBTBELXOQIXVMa8x
J9fUILDBrcjAsTATBgNVHSMEGDAWGBRCHMCVMk30WLEIdcOsVrWHRZ3WPZzANBgkyg
hkiGO9weBAQsSFAAOCAQEAUPFR13pv /HKL18ncptKT j8Zkdb+ZY8YP8xHwdppkugxuy
jwfo0Igbav57TDuMB8Ogm4cF6/jSzLcG3vPSnv0@9bdHbgV1yaRVzI0308+0Ny3U3
h+Yc6ugVFZE1j+AEbfW3rglup8Kbx /R6FEsXbB fbv3LIYDoxplwT /ZwGdH+3VEWE
atljuvsGYuYlriaZni25XIvH/XnOW+5L0kv56TT145M9cID3XwoCTCnhZHlocmKkF1
5YskA9VHFNNgKwyoX2HVT 1wd8Kr J+A f+5FHKN+hVRimX /xvLtEXnKBsci/+NO6rQ
+/y9Ax+7cp7SFNNKROZYJzJ31/TIAmMQNFOTf IX0Z8Ww==
END CERTIFICATE
BEGIN CERTIFICATE
MIIC8jCCAdggAwIBAgIUcay3wMMgKLIzImI7DolKgEXsvlowDQYIKoZIhvcNAQEL
BQAWGTEXMBUGAIUEAWWOSMFOb2IhIFIvb3QgQOEWHhCNMjQWOTALIMTMOMTM3WhCN
lines ]
Get Help Write Out Wl Where Is WY Cut Text Justify
B! Exit Wi Read File Wl Paste Text @ To Spell

Pucynox 14.16 — Coneprxanue daiina root.crt-bundle

CoxpaHHTh U 3aKPBITH (aili.

14.6. Co3nanne KJIMEHTCKUX CepTUPUKATOB
14.6.1. KnuenTckuii cepTU(HUKAT MMOJIb30BaTeNs postgres

Co3matp KITI0Y 7151 KITMEHTCKOTO CepTH(HKATA MOJIB30BaTENS postgres:

#fopenssl reg -new -nodes -text -out client.postgres.csr -keyout
client.postgres.key -subj "/CN=postgres"

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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1 - root@ubuntu: fusrfshare/jds/cert O X

root@ubuntu: fusr/share/jds/cert# openssl req -new -nodes -text -out client.pos
tgres.csr -keyout client.postgres.key -subj "/CN=postgres"”
B B e i o o o R

ssateat

root@ubuntu: fusr/share/jdsfcert#

Pucynok 14.17 — Komanna co3ganus KJro4a Juisi KIIMEHTCKOTO cepTUdUKaTa postgres
Co3znaTh KIIMEHTCKUAN CepTU(UKAT JJIS MTOJIB30BaTEIs postgres:

#openssl x509 -req -in client.postgres.csr -text -days 365 -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -out

client.postgres.crt

[+l - root@ubuntu: fusr/sharefjds/cert Q = | x

root@ubuntu: fusrfshare/jds/cert# openssl x589 -req -in client.postgres.csr -te
Xt -days 365 -CA intermediate.crt -CAkey intermediate.key -CAcreateserial -out

client.postgres.crt

Certificate request self-signature ok
subject=CN = postgres

root@ubuntu: fusr/share/jds/cert#

Pucynok 14.18 — Co3manne kimeHTcKoro ceptudukara client.postgres.crt

14.6.1.1 KonBepranusi KJIMeHTCKOro ceprudukara postgres B PKCS#12

CdhopmupoBath 1ENOYKY cepTH(PHUKATOB TPOMEKYTOUHOTO 1 KopHEeBoro LIC.

#type intermediate.crt > client.postgres.crt-bundle
#type root.crt >> client.postgres.crt-bundle

‘ Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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3areM u3 HEC, KIIMCHTCKOI'O CCpTI/I(l)I/IKaTa U COOTBCTCTBYIOIICTO €MY 3aKPBLITOI'O KJIHO4a

co3ganuM KoHTeHep PFX. I1apoib 31U Thl 3aKpBITOrO KIIH0Ya OCTABUM ITyCTBIM.

14.6.1.2 Co3nanne HenoYkn cepTu(PUKATOB MPOMEKYTOUYHOro u kopHesoro IIC nas
KJIMEHTCKOro ceprudukara postgres

Coznats (aiin client.postgres.crt-bundle komanoii:

nano client.postgres.crt-bundle

B oTkpeiBIIHiics ¢aiisn mocieoBaTeNbHO BCTABUTh COJIEPKaHUE CePTUDUKATOB:

° intermediate;

° root.

[TocnenoBaTenbHOCTD J0OABICHHS CEPTU(HUKATOB HAPYIIIATH HEJb3S.

B mapannensnoii ceccun tepmunana OC oTKpeITh (aiin ceprudukara npomexxyroqnoro L{C

intermediate.crt yepe3 KOMaHy:

gedit intermediate.crt

Beimenute u  ckommpoBath copepkaHue ceprtudukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.11.
BcraButs u3 6ydepa oOmena B daiin client.postgres.crt-bundle.
B mapamnensHoit ceccunm tepmuHana OC oTkpbITh (aiin ceptudukara root.crt depes

KOMaHJY:

gedit root.crt

Beimenute u  ckommpoBath  copepkaHue ceprupukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.13.
BcraButs u3 6ydepa oOmena B daiin client.postgres.crt-bundle.

CoxpaHHTh U 3aKPBITH (aill.
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14.6.1.3 Co3nanue konrteiinepa PFX
U3 chopmMupoBaHHONW LENOYKH CEPTU(HUKATOB MPOMEKYTOUHOro U KopHeBoro I[C,
KJIMEHTCKOrO cepTu(ukara postgres W COOTBETCTBYIOIIETO €My 3aKpBITOTO KIII0Ya CO37aiTe

koHTerHep PFX komaHon:

#openssl pkcsl2 -inkey client.postgres.key -in
client.postgres.crt -certfile client.postgres.crt-bundle -
export -out client.postgres.pfx

root@ubuntu: fusrfshare/jds/cert

| root@ubuntu: fusr/sharefjdsfcert# nano client.postgres.crt-bundle
froot@ubuntu: fusr/share/jds/cert# openssl pkcsi12 -inkey client.postgres.key -in

| client.postgres.crt -certfile client.postgres.crt-bundle -export -out client.
lpostgres.pfx

jEnter Export Password:

jVerifying - Enter Export Password:

 root@ubuntu: fusr/share/jds/cert# I

Pucynok 14.19 — Komanna co3nanust KoHTeiiHepa client.postgres.pfx

Haponb 3alIUThI 3aKPLITOT0 KJIF0O4Ya OCTaBUM ITYCTBIM.

14.6.2. Knuenrckuii ceprudgukar noab3zosarenas JDS

Co3znaTh KITI0Y TS KIIMEHTCKOTO cepTudukara noiaszoBarens JDS:

#openssl reg -new -nodes -text -out client.jds.csr -keyout
client.jds.key -subj "/CN=jds"

[+l - root@ubuntu: fusrfsharefjds/cert Q =

root@ubuntu: fusr/share/jds/cert# openssl reg -new -nodes -text -out client. jds
.csr -keyout client.jds.key -subj "/CN=jds"

Pucynok 14.20 - Komanna co3ganus Kiroda Jjisi KITHEHTCKoro ceptudukara JDS

Co3natp KIMEHTCKHUH cepTudukar s noiaszoBatens JDS:

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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#fopenssl x509 -req -in client.jds.csr —-text -days 365 -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -out
client.jds.crt

[+l - root@ubuntu: fusr/share/jds/cert

root@ubuntu: fusr/sharefjds/cert# openssl x509 -req -in client.jds.csr -text -d
ays 365 -CA intermediate.crt -CAkey intermediate.key -CAcreateserial -out clie

nt.jds.crt

Certificate request self-signature ok
subject=CN = jds

root@ubuntu: fusr/share/jds/cert#

Pucynok 14.21 — Co3nanue kimeHTckoro ceprudukara client.jds.crt
14.6.2.1 KonBepranusi kiueHTckoro cepruduxara JDS B PKCS#12

CdhopmupoBath 1IeNOYKy cepTU(PHUKATOB TPOMEKYTOUHOTO 1 KopHEBoro LIC.

type intermediate.crt > client.jds.crt-bundle
type root.crt >> client.jds.crt-bundle

3areM u3 HEC, KIIMCHTCKOI'O CepTI/I(l)I/IKaTa U COOTBCTCTBYIOIICTO €MY 3aKPBLITOI'O KJIHO4a

coznaaum KoHterHep PFX. Ilaposb 3a1uThl 3aKpHITOrO KIIFOYa OCTABUM ITYCTBIM.

14.6.2.2 Co3nanne HenoYkn cepTu(PHUKATOB MPOMEKYTOUYHOro u kopHesoro IIC nas
KJIMEeHTCKOro ceprupuxara JDS

Coznats (aiin client.jds.crt-bundle xomanmoi:

nano client.jds.crt-bundle

B oTkpeiBIIHiics ¢aiist mocieoBaTeNbHO BCTABUTh COJIEPKaHUE CePTUDUKATOB:

. intermediate;

° root.

[TociemoBaTenbHOCTE JOOABIECHUS CEPTU(DUKATOB HAPYIIIATH HEJB3S.

B napamnensnoii ceccuu tepmunaana OC oTkpbITh (aiin ceptudukara npomexxyrounoro 1[C

intermediate.crt yepe3 KOMaH1y:

gedit intermediate.crt

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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Beimenute u  ckommpoBath copepkanue ceprudukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.11.
BcraButh u3 6ydepa oOmena B daiin client.jds.crt-bundle.
B mapamnensHoit ceccunm tepmuHana OC oTkpbITh (aiin ceptudumkara root.crt depes

KOMaHJY:

gedit root.crt

Breimenute u  ckommpoBath copepkanue ceprupukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.13.
BcraButs u3 O6ydepa oOmena B daiin client.jds.crt-bundle.
CoxpaHHTh U 3aKPHITH (ail.

14.6.2.3 Co3nanue konrteiinepa PFX
W3 chopmupoBaHHOW LENOYKH CEPTU(HUKATOB MPOMEKYTOUHOro U KopHeBoro I[C,
KJIMEHTCKOTO cepTu(ukara postgres W COOTBETCTBYIOIIETO €My 3aKpBITOTO KIII0Ya CO37aiTe

koHTerHep PFX komaHou:

#fopenssl pkcsl2 -inkey client.jds.key —-in client.jds.crt -
certfile client.jds.crt-bundle -export -out client.jds.pfx

[+ = root@ubuntu: fusrfshare/jds/cert

root@ubuntu: fusr/share/jds/cert# openssl pkcsi2z -inkey client.jds.key -in clie

nt.jds.crt -certfile client. jds.crt-bundle -export -out client.jds.pfx
Enter Export Password:
Verifying - Enter Export Password:

Pucynox 14.22 - Komanna co3nanus koHterHepa client.jds.pfx

Hapom; 3alIUTHI 3aKPLITOTO KIJIF0OYa OCTAaBUM ITYCTBIM.
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14.6.3. KiimenTckuii cepruukar mojab3osares test_user

Co3matp KIII0Y 17151 KIIMEHTCKOTO CePTH(HKATA MOJIB30BaTeIN test user:

#openssl req -new -nodes -text -out client.test user.csr -
keyout client.test user.key -subj "/CN=test user"

O x

root@ubuntu: fusr/share/jdsfcert

[+ =

root@ubuntu: fusr/share/jdsfcert# openssl req -new -nodes -text -out client.tes

t_user.csr -keyout client.test user.key -subj "/CN=test user"
S SPTETUTURE 26 i e b oo o oo o o o o o e o o b b b
+++++++HH 4

root@ubuntu: fusr/share/jdsfcert#

Pucynok 14.23 - Komanna co3ganus Kirova sl KITMEHTCKOTo cepTudukara test user

Co3marh KIMEHTCKUI cepTH(UKAT [T TOIB30BaTEN test user:

#openssl x509 -req -in client.test user.csr -text -days 365 -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -out

client.test user.crt

[+ - root@ubuntu: fusr/share/jds/cert @] = O x

root@ubuntu: fusr/share/jds/cert# openssl x509 -reg -in client.test user.csr -t
ext -days 365 -CA intermediate.crt -CAkey intermediate.key -CAcreateserial -ou

t client.test user.crt
Certificate request self-signature ok
subject=CN = jds

root@ubuntu: fusr/share/jds/cert# [

Pucynok 14.24 — Co3nanue kimeHTCKoro ceprudukara client.test user.crt

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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14.6.3.1 KonBepranusi KJIHeHTCKOro ceprudukara test_user B PKCS#12

CdopmupoBath 1ENOYKy cepTH(PHUKATOB TPOMEKYTOUHOTO 1 KopHEeBoro LIC.

#type intermediate.crt > client.postgres.crt-bundle
#type root.crt >> client.postgres.crt-bundle

3areM u3 HEC, KIIMCHTCKOI'O CCpTI/I(l)I/IKaTa U COOTBCTCTBYIOIICTO €MY 3aKPBLITOI'O KJIHO4a

co3ganuM KoHTterHep PFX. I1apoib 3a1MThI 3aKpBITOrO KJIF0Ya OCTABUM ITyCTBIM.

14.6.3.2 Co3nanne HenoYkn cepTu(PHUKATOB MPOMEKYTOUYHOro U kopHesoro IIC nas
KJIMEHTCKOro ceprudukara test_user

Coznats (aiin client.test user.crt-bundle komanmoii:

nano client.test user.crt-bundle
B oTkpeiBIIHiics (aiist mocie0BaTeNbHO BCTABUTh COJIEPKaHUE CePTUDUKATOB:
. intermediate;
° root.
[TocemoBaTenbHOCTE JOOABIECHUS CEPTU(PDUKATOB HAPYIIIATH HEJH3S.
B napamnensnoii ceccuu tepmunana OC oTkpbITh (aiin ceptudukara npomexxyrounoro 1[C

intermediate.crt yepe3 KOMaH1y:

gedit intermediate.crt

Beimenute u  ckommpoBath  copepkanue ceprudukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.11.

BceraButh u3 6ydepa oOMena B daiin client.postgres.crt-bundle.

B mapamnensHoit ceccun tepmuHana OC oTkpbITh (aiin ceptudukara root.crt depes
KOMaHJy:

gedit root.crt

Beimenute u  ckommpoBath  copepkanue ceprudukara ot 3HaueHuss «BEGIN

CERTIFICATE» no «END CERTIFICATE», kak nokazaHo Ha pucyHke 14.13.

BcraButs u3 6ydepa oOmena B daiin client.test user.crt-bundle.
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CoxpaHHTh U 3aKPBITH (ail.

| - root@ubuntu: fusr/share/jds/cert Q =

GNU nano 4.8 client.test user.crt-bundle Modified
aljuvsGYuYLlriaZni25XIvH/XnOW+5L0kv56FfT14SMIcID3XWICTCnhZHlocmKF1
5YskA9VHFNNgKwyoX2HvT 1wd8Kr J+A/+5FHkN+hVRimX /xvLtEXNKBsCi f+NOG6r(Q
+/y9AX+7cp7SFNNKROZYJzJ31/TIAmMgNFOFIX0zZ BHW==

END CERTIFICATE

BEGIN CERTIFICATE
MITC8]jCCAdgqgAwIBAgTIUcay3wMMgKLIzImI7DolKgEXsv1lowD(YIKoZThvcNAQEL
BQAWGTEXMBUGAIUEAWWOSMFOb2IhIFIvb3QgQOEWHhCNMjQWOTAIMTMOMTM3WhCN
MzQWOTAZMTMOMTM3WjAZMRCcWFQYDVQQDDASKYXRvYmEQUmOvdCBDQTCCASIWDQY ]
KoZIhvcNAQEBBQADggQEPADCCAQOCgQEBAM1Zg2cRd)+TGYMIUR63dSGixcIBRAGF
FTMwao/imSqUupMBIc jlUPFGMZ+Lq9PCRu+h®g3W+C6KIeQhLFIDBhXMTXN2zbSK
roi354ERfmLsyxZurRkz3mWKgGCBS8(Q8zASChFbjR3PZEZt9RTtLPTBDPH+TqqdZ
o/QKcLtwsLgvorRg6inlQ5ASHPkOoz /DFVVCATFB/ jGsbowBABVORmzB8kVy2UnMz
kB8un73gYF5BXc7 /ZpTHrBnu/FuQmEEMPNS@BVpi6sGmgm4Sf5RFb5YXrvpolD82E
DOgGVueIiF7UZSkFmkz6m8IbzQuzIZWY3ygAcvmoN63bF555Q8x0knUCAWEAAaMY
MDAWDWYDVROTBAgWBQEB /wIBATAdBgNVHQ4EFgQUQhzArzINz1i9CXXNLFalhewd
1j8WDQYIKoZIhvcNAQELBQADGQEBABX6MT 2boSKWzKSDBZYXp19UKHVEBSUQ84I51
VZXUQH/ rWD4VIWXUNK+pXNxx3V7wYadEaESZAXGvkexIh8Tzlj6a8VilWmd+tRZL x4
vC1dLPMQSQBPqrdGkDnb48SLXEARD jbiGLSYMWLUBPFVPPZzpVrZbisWS12Fwkis
yBWUF31X/XDbPGFR8/zVvF1z0ImiDUfvginprwsse9XQ6cXUNIT6PTDBrkoghXBp
sR5EJFOv8yyH50KfT4uhrysdYeufujyVCGexCFQWpPpOTGFCvhrBGnrX0ApMsLXo
Iz7tshoEn7iwggqvheIA+1qj@7AGz1151Qbg6Xy4AUROYESk9c00=

END CERTIFICATE

af Get Help e Write Out Wl Where Is W Cut Text am Justify
W Exit My Read File sl Replace Wl Paste Text @l To Spell

Pucynok 14.25 — Conepxanue daiina client.test user.crt-bundle

14.6.3.3 Co3nanue konreiiHepa PFX
W3 chopmMupoBaHHON LENOYKH CEPTU(GUKATOB MPOMEKYTOUHOro u KopHeBoro I[C,
KJIMEHTCKOTO cepTuduKarta test user M COOTBETCTBYIOIIETO €My 3aKpHITOrO KII04a CO37aiTe

koHTerHep PFX komannoii:

#openssl pkcsl2 -inkey client.test user.key -in
client.test user.crt -certfile client.test user.crt-bundle -
export -out client.test user.pfx
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[+l - root@ubuntu: fusrfshare/jds/cert Q =

root@ubuntu: fusr/share/jds/cert# openssl pkcsi12 -inkey client.test user.key -i
n client.test user.crt -certfile client.test user.crt-bundle -export -out clie
nt.test user.pfx

Enter Export Password:

Verifying - Enter Export Password:

root@ubuntu: fusr/share/fjds/cert#

Pucynox 14.26 — Komanna co3nanust KonteitHepa client.test user.pfx
14.7. CTpykTypa XpaHeHusi cepruukaron
B cuity ocoOeHHOCTEH apXUTEKTYphl YCTAaHOBKH KOMIIOHEeHTa JDS, cimykeOHOM U 1eNIeBhIX

CVYB/l, Bo3HHKAaET HEOOXOAMMOCTh B CTPYKTYPUPOBAHHOM XpaHEHUH CEPTH(PHUKATOB.

Cepruduxarsr CYB/I nmpennaraercst XpaHUTh B KaTaJloOTe:

/var/lib/jatoba/certs

Jlis coznanust SSL-coenuuenuss komnonenta JDS ¢ neneBoit w/mmm ciyxebnoit CYB/]
ceprudukar 1meHtpa ceprudukamuu (CA) root.crt-bundle, momKeH XpaHUTHCA JOKAILHO,

HalpuMep, B KOPHEBOM KaTaJjore:

/certs

Jlaniee naHHBINA cepTUdUKAT OyIeT UCTIOIB30BaH I co3nanus « Targety.

Cepruduxarsr kommnonenta JDS 10mKHBI XpaHUTHCS B KaTaJIOTe:

/opt/jds-cert

14.8. Hacrpoiika CYB/I nas SSL-coenunenus
IleneBas u cmyxeOnas CYB]] mactpamBaetcst mis SSL-coenuHeHUs MmyTeM BHECCHUS

M3MEHEHHUH B KOH()UTYpAIIMOHHBIE (hailiTbL:
e  /var/lib/jatoba/<ver>/data/postgresql.conf;
e  /var/lib/jatoba/<ver>/data/pg_hba.conf.

B kondurypanmonnsiii ¢aiin postgresql.conf BHeCTH cineayromnye n3MeHeHus:

ssl = on

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




98
643.72410666.00067-08 97 01-27

ssl ca file = '/var/lib/jatoba/certs root.crt-bundle'
ssl cert file = '/var/lib/jatoba/certs server.crt-bundle'
ssl key file = '/var/lib/jatoba/certs server.key'

*postgresql.conf

1:E8ss1 = on

pl:lMssl ca file = 'fvar/lib/jatoba/certs root.crt-bundle’

il:Flss1 cert file = '/var/lib/jatoba/certs server.crt-bundle’
iERss1 key file = '/var/lib/jatoba/certs server.key'

189

Pucynok 14.27 — [Tapametpsr SSL-coenunenus B CYB/]

B kondurypaunonnsiii ¢aiin pg_hba.conf BHecTH cneayromiye n3MeHeHuUs:

# TYPE DATABASE USER ADDRESS METHOD OPTIONS
hostssl all all <ip ampec>/CIDR cert clientcert=verify-full
hostssl all all 127.0.0.1/CIDR cert clientcert=verify-full

*pg_hba.conf

4 # Refer to the "Client Authentication" section in the PostgreSQL
5 # documentation for a complete description of this file. A short
6 # synopsis follows.

8 # This file controls: which hosts are allowed to connect, how clients
9 # are authenticated, which PostgreSQL user names they can use, which
10 # databases they can access. Records take one of these forms:

11 # TYPE DATABASE USER ADDRESS METHOD [OPTIONS]
12 hostssl all all 10.116.102.130/24 cert clientcert=verify-full
13 hostssl all all 127.0.0.1/24 cert clientcert=verify-full

Pucynok 14.28 — Conepskanue koHpuryparnmonsoro aiina pg_hba.conf

CkormpoBath B karasor/var/lib/jatoba/ daitisr:
—  root.crt-bundle;

—  server.crt-bundle;

—  server.key.

HasHauuth Bnajienba postgres JUist CEpTUPHKATOB:

chown postgres:postgres /var/lib/jatoba/certs server.key
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[+l = root@ubuntu: fvar/lib/jatoba/certs Q

root@ubuntu: /var/lib/jatoba/certs# chown postgres:postgres /var/lib/jatoba/ce
rts server.key
root@ubuntu: fvar/lib/jatoba/certs# 1s -1
total 12
-rw-r--r-- 1 root root 2221 Sep 9 02:46 root.crt-bundle
-T'W-r--r-- 1 root root 3230 Sep 9 02:44 server.crt-bundle
1 postgres postgres 1704 Sep 5 07:17 server.key
root@ubuntu: fvar/lib/jatoba/certs#

Pucynok 14.29 — YcranoBka npas st CepTUPUKATOB

[Tepesanmyctuth ciryx0y jatoba:

systemctl restart jatoba-5

A - root@ubuntu: /f

root@ubuntu: //# systemctl restart jatoba-5

root@ubuntu: //# systemctl status jatoba-5
jatoba-5.service - Jatoba 5 database server
Loaded: loaded (/lib/systemd/system/jatoba-5.service; enabled; vendor p
Active: since Sun 2024-160-20 03:52:27 PDT; 9s ago

Pucynok 14.30 — [Iepezamyck u cratyc ciyx0bl jatoba<ver>

Ha nannom mare Hactpoiika CYB]] «Jatoba» s SSL-coennnenus 3akoH4eHa.

14.9. Co3nanue ueau (Target) ¢ SSL-coenunennem

Coznanue nenu (Target) ¢ SSL-coeguHeHreM COCTOUT U3 CIEAYIOUIUX 11aroB:
—  Ilepentu B paznen «Hactpoiikm» — «lenm»;

—  Haxatp «/l06aBuTHY;

—  Bgsectu Ha3zBanue nenu B nojie «HaumenoBanue nenmy»;

— BBectun aapec CYILECTBYIOIIETO X0ocTa B oJie «XocT»

(ecmu eneBast CYBJ] Haxomutcst Ha TOM *xe xocte, uTo U JDS - ykazate localhost);

— B mnone «Ceprudukar» BcraBuTh ceprudurar root.crt-bundle (cm. m. 14.5.3

«Camomnognucannsiii ceprudukat cepsepa CYBJ[ (Root CA)»)

Kak omnuceiBamocb B m. 14.7, Hacrosiero JOKyMEHTa, LelecooOpa3Hee BbIOpATh

cepTudukaT 1o myTH:
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/cert/root.crt-bundle

— B none "®yHKunoHaNBHOCTE'" BHIOPATh BCe (PYHKIIMOHATBHOCTH.
—  Haxatp "OK".

14.10. Hacrpoiika komnonenta JDS nusa SSL-coennnenni
[Ipu pyunoii Hactpoiike kommonenta JDS mns SSL-coepmnenuit morpeOyercs co3maTh

KaraJior:

/opt/jds-cert/

CkonmpoBaTh ¢aitsel cepTu(UKaToB:
—  /opt/jds-cert/client.jds.pfx;
—  /opt/jds-cert/root.crt-bundle.

B paccmarpuBaemMom mpumepe, kKak omnucaHo B 1. 14.3, HacTosIero J0KyMeHTa

copMHUpOBaHHBIE CEPTUPHUKATHI XPAHUTHCS B KaTaJIOTe:

/usr/share/jds/cert

Hasnauuts Bnagensna jds mis cepTudukara u KIroda:

# chown jds /opt/jds-cert/client.jds.pfx
# chown jds /opt/jds-cert/root.crt-bundle

[+1 = root@ubuntu: fopt/jds-cert

root@ubuntu://# cd Jopt/jds-cert/
root@ubuntu: fopt/jds-cert# chown jds Jopt/jds-cert/client.jds.pfx
root@ubuntu: fopt/jds-cert# chown jds /jopt/jds-cert/root.crt-bundle

root@ubuntu: fopt/jds-cert# 1s -1
total 12

1 jds root 4899 Sep 9 63:04 client.jds.pfx
-MW-r--r-- 1 jds root 2221 Sep 9 02:46 root.crt-bundle
root@ubuntu: fopt/jds-cert# |:|

Pucynok 14.31 — Ha3nauenue Bnajensna jds ais cepTudukara u Kioda

Haznaunth MUHUMAILHEIC npaBa JJid CepTI/I(I)I/IKaTa H KJIK04a:

# chmod 0600 /opt/jds-cert/client.]jds.pfx
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# chmod 0600 /opt/jds-cert/root.crt-bundle

[+ root@ubuntu: fopt/jds-cert

root@ubuntu: fopt/jds-cert# chmod 0680 fopt/jds-cert/client. jds.pfx
root@ubuntu: fopt/jds-cert# chmod 0600 fopt/jds-certf/root.crt-bundle

root@ubuntu: fopt/jds-cert# 1s -1
total 12
1 jds root 4899 Sep 9 03:04 client.jds.pfx
1 jds root 2221 Sep 9 02:46 root.crt-bundle
root@ubuntu: fopt/jds-cert# I

Pucynoxk 14.32 — YcranoBka npaB Ha CEpTU(PHKAT U KITIOU

BeimomHuTh pectapt ciryx0sl jds:
systemctl restart jds

OTkpsITh (aiin appsettings.json:
gedit /opt/jds/appsettings.json

Uccnenosate ctpoky DefaultConnection:

"ConnectionStrings": {
"DefaultConnection": "User Id=jds; Password=sqgl;
Server=localhost; Database=jdsdb; Port=5432;"
Yo

appsettings.json

"ConnectionStrings": {
"DefaultConnection": "User Id=jds; Password=sql; Server=localhost; Database=jdsdb;

Pucynox 14.33 — I[lapameTpsl mo ymonuanuto B (paiine appsettings.json
Hmeromuecs: mapaMeTphl TI0 YMOYAHHIO, T.€. CTPOKY MOAKIOYEeHUs K bJl, m3MeHuTh U

YCTaHOBUTH MapaMeTpbl NOAKIIOUEHUs nosnb3oBaTens JDS mo SSL.

Ne u3zmeHeHU: HOI[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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"ConnectionStrings": {
"DefaultConnection": "Server=ubuntu; Port=5432;
Database=jdsdb; User Id=]jds; SslMode=VerifyFull"
} s

*appsettings.json

"Connectionstrings”: {
41 "DefaultConnection”: "Server=ubuntu; Port=5432; Database=jdsdb; User Id=jds;
Ss1lMode=VerifyFull"

42
43

44

45 JwtTokenConfig": { |

Pucynok 14.34 — Ctpoka noakimtodeHus mnosp3oBatens jds mo SSL
Bpyunyto no6aButs pasznen ConnectionSslConfigurator ¢ crnemyrommm coaepranueM:
by
"ConnectionSslConfigurator™: ({

"Connections": {

"DefaultConnection": ({
"CAFile":"/opt/jds-cert/root.crt-bundle",
"ClientPfxFile":"/opt/jds-cert/client.jds.pfx",
"ClientPfxPassword":null,
"CheckServerCertificateRevocation":false

—— N

Ne u3zmeHeHU: HO,Z[HI/ICB OTB. JIMILa: ‘ IIaTa BHCCCHHA U3M:
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*appsettings.json

97 “JadogConfiguration": {

98 "Timeout”: 2000,
99 "Sslsettings": {
180 "UseSsl": false,

101 "CAFile": ™",
102 “"CertFile™: "",
103 "CrlFile™: "",
104 "KeyFile": "",
105 "SslEngine":

k.
"ConnectionSslConfigurator™: {
"Connections": {
"DefaultConnection": {
"CAFile":"/opt/jds-cert/root.crt-bundle",
"ClientPfxFile":"/opt/jds-cert/client. jds.pfx",

"ClientPfxPassword":null,
"CheckServerCertificateRevocation": false

JSON ~ Tab Width: 8 = Ln 118, Col 2 7 INS

Pucynok 14.35 - Pazgen ConnectionSslConfigurator

BeimomHuTh pectapt ciryxO0sl jds:

# systemctl restart Jjds
# systemctl status jds

Ha sTom mare Hactpoiika SSL-coequHeHus 3aKOHYEHO.

Ne u3zmeHeHU: HOI[HI/ICB OTB. JIMILa: ‘ I[aTa BHCCCHHA U3M:
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15. IOAT'OTOBKA XOCTOB HA OC WINDOWS

B nanHOM paszesie npuBEAEHO OlucaHue ycTaHoBKU SSH-coennHEeHHs MeX1y XOCTaMu ¢
komnoneHToM JDS mox ympasnennem OC Windows u xocramu ¢ CYB/] mox ympasieHuem

GNU/Linux.

OCHOBHOI IENBIO ABIIETCS, YTOOBI JIOKaJbHAs y4YETHAs 3alKCh, MOJ KOTOPO paboTaer
komnoHeHT JDS, mmena HacTpoeHHbIE ssh-Kio4YH st G€CapoJbHOTO BXOJAa HAa BCE IICNIEBBIC
XOCTBI TMOA yu€THOU 3ammchio jdscontrol (wmm apyroid, Ha3HaAUYEHHOW Ha IIETIEBOM XOCTE Kak

y4€THAs 3aMKUCh IS YIaJE€HHOTO aIMUHUCTPUPOBAHUA).

15.1. IToaroroBka xocra ¢ koMnoHeHToM JDS

Ha xocte ¢ komnonenTom JDS BBINOMHAIOTCS ClAEAYIOMINE ASHCTBUA:
- Ha xocte ¢ JDS HyxHO ycTaHOBUTH noaaepkky SSH;
@ Nuctpykuun no ycranoBke SSH HaXoasATCs 1O CChUIKaM:

https://learn.microsoft.com/ru-ru/windows/terminal/tutorials/ssh

https://winitpro.ru/index.php/2020/01/22/vstroennyj-ssh-klient-windows/

— CO3/1aTh JIOKAJILHYIO YUETHYIO «jdsusery 3ammch ¢ mpaBaMu 0OBIYHOTO TIOJTB30BATEIIS,

YCTaHOBUTH €1 IapOJIb, COTJIACHO IIPUHATOMN MOJIUTUKE CII0OKHOCTH IapOJIeH;

— BBITMIOJTHATD BXOJ] IO YYETHOM 3amuchbio jdsuser

- co3nate ssh-xmoum anms yu€tHol 3ammcu jdsuser, 3aKpBITBIA KO Oe€3 Maposis
KOMAaHJIOU:

ssh-keygen

— 3alIOMHUTH MyTh K (aiiry KiTtova;
— JUTSL KaXKJTOTO TieseBoro xocta (Bkimovas localhost, ecnmu JDS ynpasnser CYB]l Ha

COOCTBEHHOM XOCTE):

type SUSERPROFILE%\.ssh\id XXXX.pub | ssh
jdscontrol@target host "cat >> .ssh/authorized keys"

- BMecTo id XXXX ykazarh akTyanbHOe UM (aiiia myOIMyHOoro KII4a;

— pacmupenne J0KHO OBITh .pub;
Ne u3zmeHeHU: ‘ HOZ[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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- OTBETUTD, T.€. BBECTH "yes'" Ha MpeasIoKeHUE IPUHATH KIIH0Y LIEJIEBOI0 XOCTa;
— BBIUTH (exit).

B pesynbrare, nokanbHas yudérHas 3amuch jdsuser Ha Windows-xocte Oyaer uMeTh

BO3MOXXHOCTbH 6CCHap0JIBHOl"O BXO4s Ha LICJICBBIC XOCTHI.

B cnywae, xorma kxommoHeHT JDS pa3BépHyT kak IIS-mpunokeHue BBINOIHAIOTCS

CHEAYIOIINE TEUCTBUSA:
- cosnats HOBBIN AppPool IIS, nanee — JdsAppPool;

- Hactpoutb JdsAppPool Ha paboTsel mox yokanbHON yu€THOW 3ammchio jdsuser B

kadecTBe Identity, BKIIFOUUTH OMIIUIO 3arpy3Ku MpOQuIIs mojs30BaTens B HacTpoiike JdsAppPool;
- ykazath JdsAppPool B kadecTBe Imyna npuiiokeHuit A caiira ¢ JDS.
@ NHCcTpyKIMy o HaCTPOMKE HAXOIATCS 110 CCBUIKE:

https://learn.microsoft.com/en-us/iis/manage/configuring-security/application-pool-
identities#configuring-iis-application-pool-identities

15.2. IloaroroBka xocta ¢ CYB/l Ha OC Windows

[ToaroroBka xocta ¢ CYBJ] Ha OC Windows TpeOyeT BBIMOTHEHUS CISAYIOMINX TCHCTBHIA:
- YCTaHOBUTb noaaepxkkKy SSH;
@ WNucTpykuuu no ycranoBke SSH HaXoAsATCS MO CChUIKAaM:

https://learn.microsoft.com/ru-ru/windows/terminal/tutorials/ssh

https://winitpro.ru/index.php/2020/01/22/vstroennyj-ssh-klient-windows/

— CO3/aTh JIOKAIbHYIO VYETHYIO 3amuch «jdscontrol» ¢ mpaBamMu OOBIYHOTO

MMOJIb30BATCIIA, YCTAHOBUTDH en mapoJjib, COTJIaCHO HpHHﬂTOﬁ ITIOJIUTHUKE CIO0XKHOCTH Haponeﬁ;

- yoenuThcs B Bo3MoxkHOCTH Bxoaa Ha Windows-xoct ¢ CYB/] mo SSH nox yuérnoi

3anucelo jdscontrol KoMaHIOM:

ssh jdscontrol@windows-host-with-jatoba

- IMOCJIC BXOAa BBITIOJIHUTHL KOMAaHAY:

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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JOCTATOYHO MOJTYYHUTH JTFOO0H BBIBOA

BBIATH KOMaHJIOM:

MPEeIOCTaBUTh YUETHOH 3anucu jdscontrol crnemyromue mpasa:
MpaBo 4YTeHUs circka (aiinos B katanore DATA;

MpaBo 4YTeHUs cnucka Qaitnos B karagore DATA\log;

npaBo ureHus ¢ainos B katanore DATA\log;

MpaBO YTEHHUS W 3alHCH OTPaHWYCHHOro mepeuyHs (ainoB B mamke DATA:

postgres.conf, pg_hba.conf, pg_ident.conf;

MpaBO YTEHUS W 3aIUCH IS JIONMOJHUTENIBHBIX (QaiiioB B manke DATA,
oTHocsuuxcsd K Hactpoiike CYBJl M co3maHHBIX aAMHUHUCTPATOPOM BPYUHYIO

npumep - ¢ainel B tupektuBax incude file, include dir.

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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16. HIOAT'OTOBKA XOCTA C CYBJ «POSTGRESQL» IJIS1 YIIPABJEHUA
KOMIIOHEHTOM JDS
HeiictBus no noaroroBke xocta ¢ CYBJ «PostgreSQL» i ynpaBiaeHUs KOMIOHEHTOM

JDS otnuuarores ot aeiictust no ycranoBke CYB/] «Jatobay.
Otnuyme cienyer u3 u3MEHeHH myTei K (ainam koHpurypanuu CYBJL:

- mis CYB]] «Jatoba» daitnel konpurypanuu «postgrtesql.confy», «pg hba.conth u

«pg_ident.conf» pacnonaratorcs B nmanke DATA, ne3aBucumo ot Bepcun CYB/];

- st CYBJI PostgreSQL BeiieykazanHble Qailiibl KOHQUrypaluuyu HaXOAATCs B TaKe

/etc/postgresql u nanee, B 3aBUCUMOCTH OT ocoberHocTel ycranoBku CYB/I;

- KpoMe TOrO, Jatoba MokeT OBITh YCTaHOBJIEHAa BPYYHYIO, C HECTaHIAPTHBIM

pacronoxenuem ¢aityioB KOH(pUTypauy 1 IPeabI YU MyHKT OyAeT OTHOCHTCS U K Jatoba.

Cn0KHOCTB COCTOUT B TOM, 4TO IS yripaBieHus KoHpurypanueit CYBJ] TpeOyetcs noctyn
Ha 3alKCh K ONpeNeiaEHHBIM (aiiiam, a JJisl BBINOIHEHUS ATUX JIEUCTBUN Ha XOCTE C IEIEBOM
CYBJl wucnone3yercs yuéTHas 3amuch C OrPAaHMYEHHBIMU IpaBaMH, MpeAyraaarh e

pacmionoxxens! (aiinsl koHpurypanuun CYBJl Henb3s.

Jlis CYB]] PostgreSQL, a Taxke mis HectaHmapTHeiX ycraHoBok CYBJ[ «Jatobay,

TpeOyeTcs BBIMOIHUTH HACTPOUKY BPYUHYIO:

- TpeOyeTcs BHIOpaTh JIOKAIBHYIO YUETHYIO 3aIIMCh, KOTOpask OyAEeT MCIOIb30BAThCS
JUIA yOpaBJICHHUS LENeBBIM XocToM H cinyx00it CYB]] (nanee mpuanMaercst ums - jdscontrol);
9Ta y4€THas 3amKCh JODKHA MUMETh JOMAIIHIOI MAanKy M pa3pelieHne HCIoNIb30BaTh bash kak

000JI0UKY;

- MMs 3TOHM y4ETHOM 3aIMCH YKa3bIBAE€TCS B COOTBETCTBYIOIIEM I10JI€ HACTPOUKH XOCTa

B JDS;

- ONpEENUTh Ha3BaHWE TPYIIBL, KOTOPOM NpHHALIEXAT (ailyibl KOHPUTYypanuu

CVYB/l 1 1o0aBUTh JOKaJIbHYIO YUETHYIO 3anUCh «jdscontrol» B 3Ty rpymiy;

— daiin «postgresql.conf» neneroit CYBJl nomkeH uMMeTh MpaBa Ha 3alucCh s
IPYIIIbI;

— daiin «pg_hba.conf» nenesoit CYBJ] nomkeH uMeTh npaBa Ha 3aMUCh JJIsl TPYIIIIb;

Ne u3zmeHeHU: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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— daiin pg ident.conf neneBoro macranca CYBJl nomkeH wWMeTh MpaBa Ha 3alUCh

JUISl TPYIIIBI;

- MKy, B KOTOPBIX HAXOIATCS yKa3aHHbBIE (ailyibl, TOJKHBI UMETh pa3pelieHue Ha
YTeHHE CIHCKa (ailyIoB AJIS TPYIIIBI, WIEHOM KOTOpOU sBIsieTcs «jdscontrol», Ha BceX ypoOBHSIX

BJIO’KEHHOCTH 10 (haiijioB KOH(pUTypanuu;

- BBIIIIECKA3aHHOE, TAKXKE, JOJDKHO BBIMOIHATHCSA KO BCEM JOMOIHUTEIBHBIM (haiimam
KOH(Urypanuu, KOTOpble HCHOJb3yloTCca Kak '"Bkmrodaemble" (include, include if exists,

include dir);

- JOJDKHA CYIIECTBOBAThH M OBITH JOCTYITHOM HA YTEHHE U 3aIKCh I yUETHON 3aIIUCH
«jdscontrol» manka IS XpaHeHHS pe3epBHBIX Komuil KoHdurypamuit CYBJl, ykazannas

B COOTBETCTBYIOILIEM I10JI€ HACTPOUKH XocTa B JDS;

- yuétHas 3amuch «jdscontrol» momKHa WMETh TPABO 3allyCKa, OCTAHOBKH,
nepe3anycka, paspenieHuss W OJOKMpoBaHUs aBTo3amycka misi ciayxOsl CYBJl, Ha3BaHue
KOTOPOM yKa3aHO B cOoOTBeTcTBYytomieM mnoje Hactpoitku CYBJ[ B JDS, 6e3 3ampoca mapoins -

CpeACcTBaMM HAaCTPOIKU MexaHu3Ma sudoers.
Hanpumep

JlefcTBUSL BBINOJHAIOTCS OT MPUBWIIETMpPOBaHHOrO mnoisib3oBarenss OC «root», yuérHas

3armuch «jdscontrol» yke cymiecTByer, OHa UMEET JOMAITHIOK IaIKYy)

Onepanuu 1o HacTpoiike mpas yuérHou 3amucu jdscontrol miuss CYB]] Postgresql 16,
ycTaHOBJIGHHON mTaTHeIM oOpa3zom Ha OC Debian 12, pabGoratomeii kak ciyx6a systemd c

uMeHeM postgresql@16-main, OyayT CleayIOUIMHU:
- CO3/1aTh JIOKAIbHYIO YUETHYIO 3aIIUCh ISl YIIPABICHUS;
- Y4ETHYIO 3aIIUCh BKJIIOYHUTH B TPYIITY «postgres», T.K. ITOH TPyIIe MpUHAIJIEeKAT

¢aitnel konpurypauun CYB/l, komanmoi:

useradd -r -b /var/lib -m -G postgres -s $(which bash)
jdscontrol

- Gaiinsl KoH(pUTYpauu CirykO0bl HaXOASATCS B manke /etc/postgresql/16/main

Ne u3zmeHeHU: ‘ HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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chmod g+w /etc/postgresqgl/l16/main/postgresqgl.conf
chmod g+w /etc/postgresgl/l6/main/pg hba.conf
chmod g+w /etc/postgresgl/l6/main/pg ident.conf

— CO3/1aTh CIIMCOK KOMaHJ JJis yrpasiienus cepsucom CYB/I;

- co3marb ¢aiin  /etc/sudoers.d/jds commands postgresqllémain  ciemytromiero

CoZlepIKaHUS:

Cmnd_Alias POSTGRESQL16MAIN = \

/usr/bin/systemctl start postgresgl@lé6-main.service,
/usr/bin/systemctl start postgresgl@l6-main, \
/usr/bin/systemctl stop postgresgl@l6-main.service,
/usr/bin/systemctl stop postgresgl@l6-main, \
/usr/bin/systemctl restart postgresql@l6-main.service,
/usr/bin/systemctl restart postgresgl@l6-main, \
/usr/bin/systemctl enable postgresqgl@l6-main.service,
/usr/bin/systemctl enable postgresqgl@l6-main, \
/usr/bin/systemctl disable postgresqgl@Rl6-main.service,
/usr/bin/systemctl disable postgresgl@l6-main

- MPEIOCTaBUTh MPABO yUETHON 3armucu «jdscontrol» BBIMOIHATH CIUCOK KOMAH/ IO

umeneM POSTGRESQL16MAIN uepe3 sudo 6e3 3ampoca mapods:

- CO3/1aTh daiin /etc/sudoers.d/jdscontrol postgresqll6main CJIEITYIOIIETO

CoZepIKaHUS:
jdscontrol ALL = NOPASSWD: POSTGRESQL16MAIN

- CO3I1aTh B JIOMAIIIHEH Mamnke moyib3oBarens jdscontrol manky asst pe3epBHBIX KOMUN

koH(purypauuit CYB/I:
su jdscontrol -c "mkdir -p ~/backup"

Ha nanom mare HacTpolika 3aKOHYEHA.

Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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17. HACTPOMKH CYBJ 1 EE KOMIIOHEHT IO YMOJIYAHUIO,
KOTOPBIE MOT'YT BbITb UCITOJIB3OBAHBI J1JIS1 HCJ
B nanHOM paznene mpUBOASTCS MapaMETpbl KOMIIOHEHT, XpaHsIIME NMapoiu (KI0Yu), U
nepeyeHb HACTpoeK aBTopm3anuu U ayTeHTu(ukanuu CYBJl «Jatobay m BXoasmmux B ee cOCTaB

KOMIIOHEHT, oTBedaromux 3a Ub.

Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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17.1. KoMnoHeHThbI XpaHsLIye NapoJIH (KII04YH)

Tabauma 17.1 — Ilepeuens kommonentT CYB/] «Jatoba» xpansimue napoau

Ha3zsanmne

Ha3zsanmne

3HayeHHe MO

Kondurypannonnsrii gaiin Onucanue
KOMIIOHEHTA napamerpa YMOJTYAHHIO
fasttrun postgresql.conf — —
fulleq postgresql.conf — —
ja_csum postgresql.conf — —

ja_sync_ldap

ciry>keOHast TabmuIa

11oJie TaOJINLIBI:

3HaueHue 1o

[Tapons Mackupyercs uepe3 BASE64

ja_sync ldap.profile pswd YMOJTYaHUIO
OTCYTCTBYET.
Bcerna sBHo 3amaercs
AJIMUHHCTPaTOpOM
CYBA
activator/validator | postgresql.conf — —
jes postgresql.conf jes.key 3HavyeHue 1o XpaHuT 00K KITI0Y IUQPOBaHUS 3amucel A Beex Taduui / 6a3
jcs.iv YMOJTYaHUIO JAHHBIX
OTCYTCTBYET.
Bcerna sBHo 3amaercs
AJIMUHHCTPaTOpOM
CYBA
jdv postgresql.conf — —
BTreeKNN postgresql.conf — —
mchar postgresql.conf — —
online analyze postgresql.conf — —
pg_cryogen postgresql.conf — —
pg_hint_plan postgresql.conf — —
pg_store plans postgresql.conf — —
pg-ulid postgresql.conf — —
plantuner postgresql.conf — —
plspgsql XpaHUJINILE cepTH(PHUKATOB | XpaHUIIHILE 3HaueHHe 1o Hns  oO6dyckanun/neoddyckaunm  KoJa XpaHUMBIX MPOLELYp
(Crypto API/ Kpunrollpo) cepTU(hUKATOB YMOJIYAHUIO pacmupeHre  OepeT KIY M3 JIOKAIBHOTO  XpaHWIHIIA
OTCYTCTBYET. cepTu(uKaToB

Ne u3zmeHneHus:

‘ HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ha3zBanue N Ha3Banmne 3HayeHue 1Mo
Kondurypannonnsrii gaiia Onucanue
KOMIIOHEHTA napaMerpa YMOJIYAHHIO
Bcerna sBHO 3amaetcst
AJIMHHHCTPATOPOM
CYBJ/B/;
PazpaboTtunkom B/]
securityprofile cryskeOHas Tabua mojie  TaOMWIbL: | 3HAYCHHUE IO JIns Hy)XI BBITIONHCHHUS TMOJHMTHK, CBS3aHHBIX C TOACYCTOM
securityprofile.password_history | passhistpassword | ymoirganuo KOJIMYECTBA PA3JMYHBIX CHMBOJIOB B TMapojic M IOJICYCTOM
OTCYTCTBYET. OTJIMYHBIX OT MPEIBIAYIICrO Mapoyii CHMBOJIOB, PaCIHIMPEHHE
3Ha4yeHUs TpeOyeT XpaHeHHs Mapoyicii B ClyKeOHOW TaOmuIle B OTKPHITOM

MOSABJIAKOTCA 11O MEPE
HaKOIJICHUA UCTOPHUU

BUIC

naposen
0JIb30BaTeNen
sql_firewall postgresql.conf — — —
fasttrun postgresql.conf — — —
fulleq postgresql.conf — — —
ja_csum postgresql.conf ja_csum.db_name | postgres [Mapamerp ucnonb3yercst mIsi (OHOBBIX IPOLIECCOB KOMIIOHEHTA,
MPOBEPSIONINX KOHTPOJBbHBIE CYMMBI (ailioB M  OOBEKTOB.
@®oHoBBIM Tponecc npousBoguT mnoaxmouenne k CYBJl mo
BHYTPEHHUM MEXaHU3MaM.
([t B3auMOIe¥iCTBHSI ¢ BHEIIHEH Cpeioii He MCIIOIb3YeTCs)
ja_sync_ldap KOH(Urypanus BHEIIHUX | MOJIS TaOJIULBL: 3HaUYCHHE no | JlaHHbIe M3 yKa3aHHBIX IOJIEH MCIONB3YIOTCA IJISl YCTaHOBIICHHS
NOAKIIOYCHUN  XpaHUTCS B host i YMOJIYaHUIO ucxonsimero coeaunenus uz CYB/] B cayxOy Kkartajgoros mo
. — host_1p
tabnuue ja_sync_ldap.profile ~ port oTcyTCcTBYeT; Bceraa | mporokoigam LDAP/LDAPS
~ login SIBHO 3a7aeTcs
_ pswd AIMHHHUCTPATOpOM
CYBA
jes postgresql.conf — — —
jdv postgresql.conf — — —
BTreeKNN postgresql.conf — — —
mchar postgresql.conf — — —
online analyze postgresql.conf — — —
pg_cryogen postgresql.conf — — —

pg_hint plan

postgresql.conf

Ne u3zmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ha3zBanmne N Ha3Banmne 3HayeHue 1Mo
Kondurypannonnsrii gaiia Onucanue
KOMIIOHEHTA napaMerpa YMOJTYAHUIO
pg_store plans postgresql.conf — — —
pg-ulid postgresql.conf — — —
plantuner postgresql.conf — — —
plspgsql postgresql.conf Yrtunuta 3Ha4YEHUE 1o | J[aHHBI KOMIIOHEHT MOXET MCHOJb30BaThes ynaieHHo oT CYB]]
wplpgsql. Onmun | ymonm4aHuio (manmpumep, Ha crTopoHe pazpaborumka bBJl) m ycraHaBmuBaer
KOMaHHO1 OTCYTCTBYET; BCer/a | Mcxolsiiee COEJUHEHUE M0 MpoToKomy libpq.
crpoku -h -P -U - | sBHO 3agaercs | SSL coenmHeHMe He MOAEPKUBACTCS
W/-w AIMHHHUCTPATOpOM
CYB/BJ;
PazpaboTtunkom B/]
securityprofile postgresql.conf — — —
sql_firewall postgresql.conf — — —

Ne u3zmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Ub
Tabmuna 17.2 — [lepeuens HacTpoek aBTopu3anuu u ayrentudukanuu CYB] «Jatobay 1 BXOmAmux B €€ cCOCTaB KOMIIOHEHT, OTBevarmux 3a b
Kondurypannonnsrii . 3HayeHHe 1O
KoMnonenT . Hacrpoiika Onucanue
(haiin YMOJIYAHUIO
Jatoba postgresql.conf hba_file pg_hba.conf 3agaét Qaiin KoHUrypauuu A ayTeHTU(QUKALIN IO CETEBBIM
y3JaM.
IMapameTp 3agaéTcs IpU cTapTe cepBepa U HeJIb3s H3MEHUTh
Jatoba postgresql.conf config_file postgresql.conf 3agaét OCHOBHOM (ailn KoH(UTypauu cepsepa.
IMapametp 3a1aéTcs IpU cTapTe cepBepa U HeJIb3s H3MEHUTh
Jatoba postgresql.conf ident_file pg_ident.conf 3agaét daiin KoH(QUTrypauy A COTIOCTABICHUN HMEH
10JIb30BATENEH.
IMapameTp 3agaéTcs IpU cTapTe cepBepa U HeJIb3s H3MEHUTh
Jatoba postgresql.conf authentication_timeout Im MakcumanbHOE BpeMs, 32 KOTOPOE JA0KHA IPOU30UTH
ayTeHTH(UKaLKSI.
Ecnu oT0 3HaueHue 3agaéres 63 eAMHUIL U3MEPEHHS, OHO
CUHMTACTCSI 331aHHBIM B MHJUTHCEKYH/1aX
Jatoba postgresql.conf password_encryption scram-sha-256 AnroputMm 1mmdpoBaHus napois (scram-sha-256 Wil md5),
1apoJib COXPAHSETCs B BHJIC XellIa
Jatoba postgresql.conf krb_server keyfile /usr/local/pgsql/et | 3agaér pacnonoxxkeHue ¢aitna kirouert Kerberos anst qaHHOro
c/krb5 .keytab cepBepa
Jatoba postgresql.conf krb caseins_user Off O6pabdotka nmeH nonb3oBateneld GSSAPI c¢/0e3 yuéra perucrpa
Jatoba postgresql.conf db_user namespace Off CooTHOCHT UMEHa ITOJIb30BaTelNel K 0a3aM JaHHBIX.
IMapameTp 3agaéTcs IpU cTapTe cepBepa U HeJIb3s H3MEHUTh
Jatoba postgresql.conf SSL Off 3anmaer tun nonkmoueHus SSL.
DTOT mapaMeTp MOYKHO 33/1aTh TOJBKO B postgresgl.conf WK B
KOMaHJTHOHM CTpOKE IPH 3aIyCKe cepBepa
Jatoba postgresql.conf ssl_ca file — 3agaér ums ¢aiina, conepxaniero cepTupUKaTs ICHTPOB
ceptuduranuu (LIC) mis SSL-cepsepa.
DTOT mapaMeTp MOYKHO 33/1aTh TOJBKO B postgresgl.conf WK B
KOMaHJTHOHM CTpOKE IPH 3aIyCKe cepBepa
Jatoba postgresql.conf ssl_cert_file server.crt 3anmaér ums aiina, comepkariero ceprudukar 3toro SSL-

cepaepa.

Ne u3zmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Onucanne

DTOT mapaMeTp MOXKHO 337aTh TOIBKO B postgresqgl.conf WU B
KOMaHJTHOM CTpOKE MpH 3allyCKe cepBepa

Jatoba

postgresql.conf

ssl_key file

server.key

3amaér umsa (aitia, comepxaiiero 3akpuIThIi kim0 SSL-cepBepa.
OTOT mapaMeTp MOKHO 33/1aTh TOJIBKO B postgresqgl.conf WK B
KOMaH/IHOH CTpOKe IpH 3allyCcKe cepBepa

Jatoba

postgresql.conf

ssl_crl file

3amaér ums (aiina, comepKaIiero CHucoK 0T3bIBa KIMEHTCKUX
ceprudukaros (CRL, Certificate Revocation List) s SSL.

DTOT MapaMeTp MOKHO 3a/1aTh TOJBKO B postgresqgl.conf WK B
KOMAaHJIHOHM CTPOKE IPH 3aIlyCKe cepBepa

Jatoba

postgresql.conf

ssl_ciphers

HIGH:MEDIUM:

+3DES:!aNULL

3agaér cnimcok HabopoB mudpoB SSL, kKoTopbie MOTYT
npuMeHsThes 1 SSL-coennuHennii. OTOT nmapaMmeTp IeMCTBYET
ToJIbKO A nogkiroueHuit TLS Bepcun 1.2 u Huxe.

OTOT mapaMeTp MOKHO 33/1aTh TOJIBKO B postgresqgl.conf WK B
KOMaH/IHOH CTpOKe IpH 3allyCcKe cepBepa

Jatoba

postgresql.conf

ssl_crl dir

3agaéT TMPEKTOPHIO, COAEPIKAIIET0 CIIUCKU OT3hIBa KIIMEHTCKUX
cepTu(UKaTOB.

OTOT mapaMeTp MOXHO 3aJ1aTh TOJBKO B postgresqgl.conf HIH B
KOMaHJHOH CTpOKe MpH 3alycKe cepBepa

Jatoba

postgresql.conf

ssl_prefer server ciphers

On

Omnpenensier, 1omKHBL i WHdpel SSL cepBepa mpeAnounTaThCs
KITUEHTCKHM.

OTOT mapaMeTp MOKHO 33/1aTh TOJIBKO B postgresqgl.conf WK B
KOMaH/IHOH CTpOKe IpH 3allyCcKe cepBepa

Jatoba

postgresql.conf

ssl_ecdh curve

3agaét UM KPUBOH IS UCTIONIB30BaHUS IIPH 0OMEHe KITI0UaMH
ECDH. Oty kpuBy0 10IHBI OJAEPKUBATH BCE
MOAKITIOYAIOIINECS] KITHEHTHI.

OTOT mapaMeTp MOKHO 3a/1aTh TOJIBKO B postgresqgl.conf WK B
KOMaH/IHOH CTpOKe IpH 3allyCcKe cepBepa

Jatoba

postgresql.conf

ssl_min_protocol version

TLSv1.2

3agaét MUHUMAaNBEHYIO BepcHio npoTokona SSL/TLS.
OTOT mapaMeTp MOXHO 3aJ1aTh TOJBKO B postgresqgl.conf HIH B
KOMaHJHOH CTpOKe MpH 3alycKe cepepa

Jatoba

postgresql.conf

ssl_max_protocol version

3agaét MakcuMalbHYI0 Bepcuio nporokona SSL/TLS.
OTOT mapaMeTp MOXHO 3aJ1aTh TOJBKO B postgresqgl.conf HIH B
KOMaHJHOH CTpOKe MpH 3alycKe cepepa

Ne u3zmeHneHus:

HO)_'[HI/ICI: OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Jatoba postgresql.conf ssl_dh params_file — 3agaér uma ¢aiia c napamerpamu anroputma Anddu-Xemimana.
Hcnonb3oBanue HecTaHAapTHBIX apameTpo DH 3ammumaer ot
aTaky, pacCCYUTaHHON Ha B3JIOM XOPOIIO W3BECTHBIX BCTPOSHHBIX
napamerpoB DH.
OTOT mapaMeTp MOXHO 3aJ1aTh TOJBKO B postgresqgl.conf HIH B
KOMaHJHOH CTpOKe MpH 3alycKe cepepa
Jatoba postgresql.conf ssl_passphrase_command_supp | Off OTOT mapaMeTp ompenenser, OyneT Ju 3aJanHas mapaMeTpoM
orts_reload ssl passphrase command KOMaHJa, 3alpalllBaroNias Iapos,
TaKKe BBI3BIBATHCA MIPU Mepe3arpy3Ke KOHUTypamuu, eciiy st
¢aiina xiova Tpedyercs mapoib.
OTOT mapaMeTp MOXHO 3aJ1aTh TOJBKO B postgresqgl.conf HIH B
KOMaHJHOH CTpOKe MpH 3allycKe cepepa
Jatoba pg_hba.conf hostssl all all <ip/mask> cert — YKka3bIBaeT, 4TO BCE BHEIIHUE COSIMHEHUS JIOJKHBI OBITh 110 SSL
verify-full 13 KOHKPETHOU MOACETH
Jatoba pg_hba.conf hostssl replication jadog_user | — Yka3bIBaeT, YTO peruTuKanys A mojs3oBarens jadog user
<ip/mask> cert verify-full JOoJDKHA OBITh 10 SSL ¢ KOHKPETHOM MOJACETH
Jatoba pg_hba.conf local all postgres scram-sha- —
256
jaPooler pgbouncer.ini conffile — [Toka3eiBaeT pacmosiokeHue TeKymiero (aiina KoHQUTypanuu.
[Ipu n3MeHeHNH TOTO MapamMeTpa KOMIIOHEHT OyaeT
WCTOJIB30BaTh APYToi ¢aiiyl KOHPHUTyparu Mociie KOMaH bl
RELOAD
jaPooler pgbouncer.ini auth_type scram-sha-256 Tun ayreHTHOUKAIHAHN:

— cert — KnmMeHT gomkeH noAxiIouaTbes Mo coeanHenuto TLS ¢
JCHCTBUTENBHBIM KIIMEHTCKUM CEPTH(PHUKATOM;

— md5 — Ilpumenars npoBepky maposst o xem MDS.

3TOT MeTo[ ayTeHTH(PHUKALUHN BEIOUpaeTcs o ymonuanuto. [Tpu

ycraHoBke mdS, ecau mapoiib MoJIb30BaTels 3a4aH AJIsl METO/Ia

SCRAM, To npumMeHseTcs nmposepka no anroputMmy SCRAM;

— scram-sha-256 - [IpuMeHsTH IpOBEpKYy NapoJIs 10 aAITOPUTMY
SCRAM-SHA-256;

3ammdpoBannasie SCRAM naposu MOTYT HCIOIB30BATHCS TOJIBKO

JUIS TPOBEPKHU NapoJIi KIMEHTOB, HO HE AJIsl BXOAA Ha CEepBep.

Ne u3zmeHneHus:

HO)_'[HI/ICI: OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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UroOs1 ucrnonbzoBarb SCRAM 11 cepBEpHBIX MOIKIIOYCHUH,
naposii He00XOANMO 337aTh OTKPBITHIM TEKCTOM.

— plain — [Naponu xpaHsATCS B OTKPBITOM BH/IE;

— trust — AyTeHTudHKanug He TPOU3BOIUTCS;

— any — AyteHTU(UKAIMS HE TPOU3BOANTCS, UMS HACTPAaUBACTCS
B CTPOKE MOJKIIOYCHHUS;

— hba — Ayrentudukanus no ¢aitny pg_hba.conf;

— pam - Jng npoBepku MOAIMHHOCTH MOJIB30BATENEH
ucnonb3yercs uaPpactpykrypa PAM. He coBmecTnm ¢
WCTIOb30BaHUEM JAUPEKTUBHI auth user

jaPooler

pgbouncer.ini

auth_hba_file

®aiin konpurypaunu HBA (ananor pg_hba.conf B Jatoba),
KOTOPBI UCTIONb3yeTcsl, Korja napamerp auth type pasen hba

jaPooler

pgbouncer.ini

auth_file

Wwms daiina ayreHTUOUKALMN, U3 KOTOPOTO OYIyT 3arpyKaTbCs
MMEHAa U NapoJIy NOJIb30BaTeNeH.

jaPooler

pgbouncer.ini

auth user

Nwms nons3oBatens as ayreHTrdukanyu B B/, Ecnu ycranosien
napaMetp auth user, To JIF000# MOJIE30BATENb, HE YKA3aHHBIN B
auth_file, Oyzxer 3amporiieH ¢ moMoIkIo 3ampoca auth_query u3
cucteMHoOro karanora pg_shadow ¢ ucnonszoBanuem auth user.
s mpsimoro noctyna K pg_shadow TpeOytoTcst mpasa
aJIMAHHCTPATOpa

jaPooler

pgbouncer.ini

auth_query

SELECT
usename, passwd
FROM
pg_shadow
WHERE
usename=3$1

3ampoc U1 U3BJICYCHHUS TapoJIs OIb30BaTeNsl 3 0a3bl JaHHBIX.
s mpsimoro noctyna K pg_shadow TpeOyroTcst mpasa
aIMUHHCTPATOPA.

jadog

jadog.yml

db_connection:conn_string. B
pamkax Hero passfile

[Tapamerp ncnomnb3yeTcs A nepefadd myTd ¢aiina ¢ mapoiaem

jadog

jadog.yml

db_connection:conn_string. B
paMkax Hero sslrootcert

[TapameTp ncnone3yercs g HaCTPOUKH SSL coeTMHEHHS] MEXAY
jadog u CYB/I u orBevaer 3a myThb 10 CA ceptudukara

jadog

jadog.yml

db_connection:conn_string. B
pamMkax Hero sslcert

[TapameTp ncnone3yercs g HaCTpoUKkH SSL coeTMHEHHS] MEXAY
jadog u CYB/I u oTBevaeT 3a myTh A0 cepTUHKATA KIHEHTa

Ne u3zmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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jadog jadog.yml db_connection:conn_string. B | — [Tapametp ucnonb3yercs A HacTporku SSL coeMHEHMs] MEX Ty
pamkax Hero sslkey jadog u CYB/I 1 oTBevaeT 3a MyTh A0 3aKPBHITOTO KII0Ya KIMEHTA
jadog jadog.yml db_connection:conn_string. B | — [Mapamerp ncnonb3yercs A HacTporiku SSL coeqMHEHMs] MEX Ty
pamkax Hero sslmode jadog u CYB/I n oTBevaer 3a pexxum padbotsl SSL
jadog jadog.yml db_connection:conn_string. B | — [Mapametp ncnonb3yercs A HacTporiku SSL coeqMHEHMs] MEX Ty
pamkax Hero sslcrl jadog u CYB]] u oTBeyaert 3a myTh A0 CIIUCKA OT3BIBOB
cepTu(UKaToB
jadog jadog.yml db_connection:conn_string. B | — Omnpenensier uMs noab3oBaTens npu padote jadog ¢ CYB/]
paMKax Hero user
jadog jadog.yml db_connection:conn_string. B | — Omnpenensier uMs 6a3bl JaHHBIX 1pu padote jadog ¢ CYB]]
pamkax Hero dbname
jadog jadog.yml tls:tls false BrutrouaeT peskuM 3amuineHHbIX coeraennit jadog-jadog u jadog
—jadog ctl
jadog jadog.yml tls:ca_file — [Tapametp nucnonb3yercs A HacTporiku SSL moakmoyeHus K
ciyk0e jaDog u oTBeuaer 3a myTh 0 CA ceprudukara
jadog jadog.yml tls:cert_file — [Tapametp ucnonb3yercs A HacTporiku SSL moakmoueHus K
ciy>k0e jaDog u oTBeuaer 3a myTh J0 cepTU(UKaTa KIMEeHTa
jadog jadog.yml tls:crl_file — [TapameTp ncnonp3yercs 1y HaCTPOUKH SSL MOAKITIOYEHHS K
ciy>k0e jaDog 1 oTBeuaeT 3a MyTh 0 CIKCKA OT3hIBA
jadog jadog.yml tls:key file — [Tapametp ncnonb3yercs A HacTporiku SSL moakmoyeHus K
ciy>k0e jaDog 1 oTBeuaeT 3a MyTh J0 3aKPHITOTO KIII0Ya KIHEHTa
jadog jadog.yml main:interconnect user:name admin Omnpenenenne nMonb3oBaTeNs il moakaodeHust SSL
jadog jadog.yml main:interconnect user:ca file | — [TapameTp ncnone3yercs i HacTpoitku SSL coennHeHus
noJp30Barelts interconnect user (jadog-jadog) u oTBevaeT 3a mMyTh
10 CA ceprudukata
jadog jadog.yml main:interconnect user:cert fil | — [TapameTp ncnonbe3yercs i HacTpoiiku SSL coennHeHus
e noJp30Barelts interconnect user (jadog-jadog) u oTBevaeT 3a MyTh
10 cepTuduKaTa KIMeHTa
jadog jadog.yml main:interconnect user:crl file | — [TapameTp ncnonbe3yercs i HacTpoiiku SSL coennHeHus
noJp30Barelts interconnect user (jadog-jadog) u oTBevaeT 3a MyTh
JI0 CTIMCKA OT3bIBA
jadog jadog.yml main:interconnect user:key fil | — [TapameTp ncnonbe3yercs i HacTpoiiku SSL coennHeHus

€

noJp30Barelts interconnect user (jadog-jadog) u oTBevaeT 3a mMyTh
JI0 3aKPBITOTO KIII0Ya KIHEHTa

Ne u3zmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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JDS

appsettings.json

DefaultConnection

Her

Crpoxka noakitoueHus k ciyxeonoit B/l B popmare
«KJIIOUY=3HA4YEeHHE», KOTOPas MOXKET COAEPKATh NapoJib, B TOM
clly4ae, ecii BBIOpaH croco0 ayTeHTH(UKALNN 110 JIOTHHY H
Mapoko.

Haxonutes B rpynne «ConnectionStrings».

HactpauBaercs ckpuntom jds-config. py

JDS

appsettings.json

CAFile

Her

Copnepxurt nonsslii myTs K «CA Bundle» B popmate X.509 (CRT),
coZieprkalleM cepTU(UKATBI, KCIOAb3YEMbIE TS OAIMHUCH
cepBepHoro ceptudukata CYB/] npu HacTpoiike ayTeHTH)UKALIH
o SSL-ceptudukary:

— ceprudukat kopaesoro YLI;

— ceprudukat(bl) IPOMEXYTOYHOTO (IPOMEKYTOUHBIX) Y1I.
HaxomuTtes B rpynne «ConnectionSslConfigurator \ Connections \
DefaultConnection»

HactpauBaercs ckpuntom jds-config.py

JDS

appsettings.json

ClientPfxFile

Her

ConepXHT NOJHBINA MYTh K KOHTeHHepy B popmare PKCS#12
(PFX), conepxariem:

—  KIIMEHTCKU# cepTuduKar;

—  3aKpBITHIH KII0Y K KJIMEHTCKOMY CepTU(HKATY;

—  cepTH(dUKATHI, KCIIOIB3YEMBbIE TS TOAMMCH KIHEHTCKOTO
ceprudukara (Bcs LeMouKa, BKII0Yask CEpTUPHKAT KOPHEBOTO
VYII).

HaxonuTtes B rpynne «ConnectionSslConfigurator \ Connections \
DefaultConnection»
HactpauBaercs ckpuntom jds-config.py

JDS

appsettings.json

ClientPfxPassword

Her

ConepXHuT napojb, B TOM clydae, eclii CTeHEPHUPOBaHHbIH
KIIMEHTCKUH cepTU(UKAT, yKa3aHHBIH B HACTPOHKE
«ClientPfxFile», 3ammmén naposuem.

Haxonutes B rpynne «ConnectionSslConfigurator \ Connections \
DefaultConnection»

HactpauBaercs ckpuntom jds-config.py

JDS

appsettings.json

CheckServerCertificateRevocat
ion

True

[Tpuznak «IIpoBepATs cepBepHBII CepTH(UKAT IO CIIUCKY
OTO3BaHHBIX CEPTUDUKATOBY

Ne u3zmeHneHus:

HO)_'[HI/ICI: OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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Haxonutes B rpynne «ConnectionSslConfigurator \ Connections \
DefaultConnection»
HactpauBaercs ckpuntom jds-config.py
JDS appsettings.json Key UUID-3nauenne | HawyanbHoe 3HaYeHHE TOKEHA OE30MMacCHOCTH
Haxomutes B rpynne «JwtTokenConfigy
JDS appsettings.json Issuer URL caiita JDS B | [Tapamerp «M31arens» TokeHa 0€301MacHOCTH
nHopacTpykrype, | Haxomutcs B rpymnme «JwtTokenConfigy»
C YKa3zaHHEM
MPOTOKOJIA
JocTyna
(HTTPS)
JDS appsettings.json Audience URL caiita JDS B | [Tapamerp «Ilomyuarens» TokeHa 0€30MacHOCTH
nHopactpykrype, | Haxomutcs B rpynme «JwtTokenConfigy»
C YKa3zaHHEM
MPOTOKOJIA
JocTyna
(HTTPS)
JDS appsettings.json AccessTokenExpiration 480 Bpems neficTBus ToOkeHa 6€30MTACHOCTH, B CEKYH/IaX.
[Tocne ucreueHus 3TOro BpeMEHN TOKEH aBTOMaTHUECKH
OOHOBJISIETCSL.
Haxomutes B rpynne «JwtTokenConfigy
JDS appsettings.json RefreshTokenExpiration 960 Bpewms neficTBus TokeHa 6€30MTACHOCTH, B CEKYH/IaX.
[Tocne ucreueHust 3TOro BpeMEHN TOKEH aBTOMaTHUECKH
OOHOBIIsIETCS
Haxomutes B rpynne «JwtTokenConfigy
IDS appsettings.json BaseAddress Her URL cepsuca Explain, pazBepHyToro B HHppacTpyKkType,
BKJTIOYasi IPOTOKOJ
JDS appsettings.json UseSsl False [Tpuznak «Mcnonp3oBath SSL-cepTudukar nis ayTeHTHQHUKALTN
Ha jaDogy»
JDS appsettings.json CAFile Her [IyTs K daitmy kopHeBoro CA-cepTudukarta i HOAKIIOYEHUS K
jaDog
JDS appsettings.json CertFile Her [TyTs K ¢aiiny KIHMEHTCKOro cepTU(HKaTa I MOIKIIOUSHHS K
jaDog

Ne u3zmeHneHus:

HOI{HI/ICB OTB. JIHIIA:

‘ JlaTa BHECEeHUS U3M:
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JDS

appsettings.json

CrlFile

Her

[IyTs K ¢aiiny cnMcka OTO3BaHHBIX CEPTHU(PHUKATOB, UCTIONB3YEMBIX
JUIsl IPOBEPKH 1pH K jaDog

JDS

appsettings.json

KeyFile

Her

[TyTs K ¢aiiy 3aKpbITOTO KITI04a KIHEHTCKOTO cCepTU(HKATa IS
MOJKII0YeHH K jaDog

JDS

appsettings.json

SslEngine

Her

Wwmst kpunTorpaguyeckoro MoyJist

JDS doctor

appsettings.json

DefaultConnection

Her

Crpoxka noakitoueHus k cyxeonoit B/l B popmare
«KJIIOU=3HAuEHHE», KOTOPas MOXKET COAEPKATh NapoJib, B TOM
clly4ae, ecii BBIOpaH croco0 ayTeHTH(UKALNN 110 JIOTHHY H
Mapoko.

Haxonutes B rpynne «ConnectionStrings».

HactpauBaercs ckpuntom jds-config.py

JDS doctor

appsettings.json

CAFile

Her

Copnepxurt nonsslii myTs K «CA Bundle» B popmate X.509 (CRT),
cofieprkalleM cepTu(UKATBI, HCIOIAb3YEMbIe TS IOAIHUCH
cepBepHoro ceptudukata CYB/] npu HacTpoiike ayTeHTHDUKAIH
o SSL-ceptudukary:

— ceprudukat kopaesoro YLI;

— ceprudukat(bl) IPOMEXYTOYHOTO (IPOMEKYTOUHBIX) Y1I.
Haxomutes B rpynme «ConnectionSslConfigurator \ Connections \
DefaultConnection»

HactpauBaercs ckpuntom jds-config.py

JDS doctor

appsettings.json

ClientPfxFile

Her

ConepXHT NOJHBIA MYTh K KOHTeHHepy B popmare PKCS#12
(PFX), conepxariem:

— KJIHMEHTCKHH cepTuduKar;
—  3aKpBITHIA KITI0Y K KIIMEHTCKOMY CepTH(HKATY;

— cepTH(UKATHI, HCIIOIb3YEMBbIC JUIS TIOANHMCH KITMEHTCKOTO
ceprudukara (Bcs LeMoYKa, BKIIIOYas cepTH(GUKAT KOPHEBOTO
YIL).

Haxonutes B rpynne «ConnectionSslConfigurator \ Connections \
DefaultConnection»
HactpauBaercs ckpuntom jds-config.py

JDS doctor

appsettings.json

ClientPfxPassword

Her

Copep>XHT naposib, B TOM ClIydae, €CIM CreHepUPOBAaHHBII
KIIMEHTCKUH cepTU(UKAT, yKa3aHHBIH B HACTPOHKE
«ClientP{xFile», 3anmmén naposem.

Ne u3zmeHneHus:
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Haxonutes B rpynne «ConnectionSslConfigurator \ Connections \
DefaultConnection»
HactpauBaercs ckpuntom jds-config.py
JDS doctor appsettings.json CheckServerCertificateRevocat | True [puznak «IIpoBepATs cepBepHBII CepTH(UKAT IO CIIUCKY
ion OTO3BaHHBIX CEPTU(UKATOBY
Haxonutes B rpynne «ConnectionSslConfigurator \ Connections \
DefaultConnection»
HactpauBaercs ckpuntom jds-config.py
keepalived keepalived.conf script — B cekumu virp_script pg_check ykazan nmyTh 1is ¢aiina npoBepku
CMOTPHUM CTPOKY MOJKITIOYCHHUS B 9TOM CKPUIITE
ja_Hipe Cluster | postgresql.conf citus.local _hostname — VYcranasnuBaet hostname npu COeIMHEHUH CaMUM € COO0M
(Heo0xoMMO Ipu HacTpolike KinacTepa mo SSL)
ja_Hipe Cluster | SQL pg_dist_authinfo — CMOTpHM CTPOKY MOAKIIIOUEHHS B TAOJIUIIE U KaXKI0T0 y371a
pgAudit — — — ABTopu3zanys U ayTeHTH(PUKaus He TpedyeTcs
pgSQL-HTTP — — — ABTopu3zanys U ayTeHTH(PUKaIus He TpeOdyeTcs
PostGIS — — — ABTopu3zanys U ayTeHTH(PUKaUs He TpedyeTcs
TDS FDW SQL napameTtpsbl servername — IP Anpec unu DNS umsa MS SQL cepsepa
TDS FDW SQL napameTtpsbl port — [Topt MS SQL cepsepa
TDS FDW SQL mapameTpsl Database — Wwms BJI MS SQL cepsepa
TDS FDW SQL mapametpsl Dbuse 0 0 — mogKiIrIOYeHHE UACT K 0a3e AJaHHBIX, YKa3aHHOW B IapaMeTp
database
1 — moxkiIrOUeHHUE UACT K 0a3e JaHHBIX, MOTYYEHHON BBI30BOM
dbuse()
grafana AyTtenTrduranus GF_AUTH_SIGNOUT REDI | — [NoanuceiBaer monb3oBarenel 13 Pomerium, Koraa OHU BBIXOAAT
OCYILIECTBIISIETCA RECT URL n3 Grafana
nocpenctsoM JWT
TOKEHa 4epe3
Pomerium
grafana nepeMeHHas GF_AUTH JWT ENABLED | disable Bxuowaer JWT ayTeHTHDUKALHIO
OKPY>KCHHSI
HepeMeHHas GF_AUTH JWT HEADER N | — VYkaseiBaeT Ha uMsa HTTP 3aronoBka, B KOTOpOM pacIioiokeH
OKpYKEHUS AME JWT Token

Ne u3zmeHneHus:
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grafana NepeMeHHas GF_AUTH JWT EMAIL CL | — cBs3piBaeT email_claim B JWT c anekrpoHHO# mouToit
OKPYKEHUS AIM nosp3oBaressi Grafana
grafana repeMeHHas GF_AUTH JWT JWK SET | — VkassiBaeT Ha URL-aznpec ¢ ki11040M NOANMCH AJIs TPOBEPKH
OKPYKEHUs URL
grafana repeMeHHas GF_AUTH _JWT CACHE TT | 60m Bpewms xxusan JWT TokeHa
OKPYKEHUs L
grafana defaults.ini disable initial admin creation | false OTKITIOYaeT CO3aHMe MOJIb30BaTellsd admin Mpy MepBOM 3aIycKe
grafana defaults.ini admin_user Admin A TMUHHUCTpATUBHBIN NOIH30BATENb
grafana defaults.ini admin_password admin AIMUHHUCTpATHBHBIN ApOJIb
grafana defaults.ini secret_key — JI1d moANMCH HEKOTOPBIX NTapaMeTPOB NCTOYHMKA TAHHBIX, TAKUX
KaK CEeKpETHI M MapoJin, ucnoib3yeTcs ¢popmar mudposanus AES-
256 B pexxume CFB
grafana defaults.ini disable gravatar false Hcnonwp3zoBanue Gravatar Juist KapTHHOK (aBaTapok) npoduieit
grafana defaults.ini data_source proxy whitelist — Omnpenensier Genpiii CIMCOK pa3perieHHbIX [P-agpecos ummn
JOMEHOB C TOPTaMH, KOTOpbIe OyAyT ucrnonb3oBarbes B URL-
azjpecax UCTOYHUKOB JaHHBIX C IOMOLIBIO IPOKCH-CEPBEPA
Grafana Data Source
grafana defaults.ini enabled = true — AKTUBHpYET aBTOPU3ALIMIO 110 TOKEHY
[auth.generic oauth]
grafana defaults.ini allow_sign_up = true — VYka3pIBaeT, 4TO Bceraa J0KHA OBITh MOAMUCH TOKEHOM
[auth.generic oauth]
grafana defaults.ini name = Auth0 — 3ajaeT uMs aBTOPU3UPYIOIIETO cepBepa
[auth.generic oauth]
grafana defaults.ini client id = <client id> — Unentuduxarop ximenTa
[auth.generic oauth]
grafana defaults.ini client_secret = <client secret> | — CekpeTHBIN K104, BBIJaHHBIN aBTOPU3ALIIOHHBIM LIEHTPOM
[auth.generic oauth]
grafana defaults.ini auth url = — URL anpec 3ampoca Ha aBTOpU3ALINIO
[auth.generic oauth] https://<domain>/authorize
grafana defaults.ini token url = — URL anpec mpoBepku TOKEHa
[auth.generic_oauth] https://<domain>/oauth/token
grafana defaults.ini api_url = — URL agapec noctyna B API
[auth.generic oauth] https://<domain>/userinfo
prometeus web.yml tls_server config: — 3akpbITIH K104 U cepTrdukat mist SSL

Ne u3zmeHneHus:
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cert_file: prometheus.crt
key file: prometheus.key
prometeus web.yml client_auth type : NoClientCert [oka3bIBaeT pexkuM ayTeHTU(DUKALTNN
RequireAndVerifyClientCert
prometeus web.yml min_version TLS12 MunnmaneHas Bepcus TLS nmpotokona
prometeus web.yml max_version TLS13 MaxkcumanbHas Bepcus TLS nporokosa
prometeus web.yml prefer server cipher suites: true Br16op npenmnodrenue mugppos:
true
—  true — UCHONB3YIOTCS MU PBI CEPBEPA;
— false — kimenra
prometeus web.yml curve preferences — HaumenoBanne ECDHE kpuBoit
prometeus web.yml basic_auth_users: — Bbazosast HTTP aBTopuzanus,
<string>: <secret> Wwms monb3oBatens : base64(hash)
node exporter config.yml cert_file: — 3aKphITHIN KITH0Y U cepTUuduKaT st SSL
/etc/node_exporter/ssl/node ex
porter.crt
key file:
/etc/node_exporter/ssl/node ex
porter.key
node exporter config.yml basic_auth users: — Hactpoiika 6a3zoBoit HTTP aBTopu3aruu
prometheus: "xem naposs”
windows_exporte | web.yml cert_file: <momHbI# myTh 10 — Ceptuduxkar mist TLS coenuuenus
r tls_server config: ¢aiina ceprudukara>
windows_exporte | tls server config: key file: <momusli myTh 10 — 3akpeIThii K104 it TLS coennHeHus
r ¢aiina xoya>
windows_exporte | tls server config: cert: cTpoka cepTudukara B — Ceptuduxkar mist TLS coenuuenus
r ¢dopmare pem
windows_exporte | tls server config: key: crtpoka kiroua B popmare | — 3akpeIThii K04 Uit TLS coennHeHus
r pem
windows_exporte | tls_server config: client ca: crpoka cepru¢ukara | — Ceprudukar HeHTpa aBTOPU3ALUH
r B hopmare pem
windows_exporte | tls_server config: client ca file: <momuwii mytp | —
r 1o daiina ceprudukara>

Ne u3zmeHneHus:
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windows_exporte | tls server config: client auth type: NoClientCert Ecnu nyxHa ayreHTH(UKaIMS TT0 cepTUdUKATY, TO YKa3aTh

r RequireAndVerifyClientCert RequireAndVerifyClientCert

windows_exporte | tls server config: prefer server cipher suites: true Br16op npenmnodrenue mugppos:

r true

—  true — HCHOJB3YIOTCS MWH(PBI CEpBEPa;
— false — kimenTa
sql_exporter web.yml cert_file: <monHBIHA MyTH 110 — Cepruduxkar mis TLS coenunenus
tls_server config: ¢aiina ceprudukara>

sql_exporter tls_server config: key file: <momusli myTh 10 — 3akpsiThiil Kitou A TLS coennbenus
¢aiina xioya>

sql_exporter tls_server config: cert: cTpoka cepTudukara B — Ceptuduxkar mist TLS coenuuenus
¢dbopmare pem

sql_exporter tls_server config: key: crtpoka kiroua B popmare | — 3akpsiThiil Kitou ansa TLS coennbenus
pem

sql_exporter tls_server config: client ca: crpoka cepru¢ukara | — Ceprudukar HeHTpa aBTOPU3ALUH
B hopmare pem

sql_exporter tls_server config: client ca file: <momumlii myTh | —
1o daiina ceprudukara>

sql_exporter tls_server config: client _auth_type: NoClientCert Ecnu mnyxHa ayTeHTH()UKALMS 110 cepTUPHKATY, TO YKa3aTh
RequireAndVerifyClientCert RequireAndVerifyClientCert

sql_exporter tls_server config: prefer server cipher suites: true Br16op npenmnourenue mugpos:

true

—  true — UCIoJIb3yIOTCs MUGPHI cepBepa;
— false — xiimenTa

postgre exporter

web.yml

tls server config:

cert_file: <momHbI¥ myTh 110
¢aiina ceprudukara>

Ceptuduxkar mist TLS coenuuenus

postgre exporter

tls_server config:

key_file: <nomusiii myTh 110
¢aiina xoya>

3akpsiThiil Kitou Ana TLS coennnenus

postgre exporter

tls_server config:

cert: cTpoka cepThdukaTa B
¢dopmare pem

Ceptuduxkar mist TLS coenuuenus

postgre exporter

tls_server config:

key: crpoka xmoya B hopmare
pem

3akpsiThiil Koy A TLS coennbenus

postgre exporter

tls_server config:

client ca: crpoka ceprudukara
B hopmare pem

Ceprudukar HeHTpa aBTOPU3ALUH

Ne u3zmeHneHus:
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postgre exporter | tls server config: client ca file: <momumlii myTh | —
1o daiina ceprudukara>
postgre exporter | tls_server config: client_auth_type: NoClientCert Ecnu nyxHa ayTeHTH()UKALMS 110 cepTUPHKATY, TO YKa3aTh
RequireAndVerifyClientCert RequireAndVerifyClientCert
postgre_exporter | tls_server config: prefer_server_cipher_suites: true Br16op npennourenue mugppos:
true —  true — HCHOJB3YIOTCS MWH(PHI CEpBEPa;
— false — knmenTa
jalog Jalog_server.conf DBAuthMethod password Onpenenser ciocod noakmroueHus jalog server k CYB/] (ssl wn
password)
jalog Jalog_server.conf DBTLSCertFile — [TapameTp ncnone3yercs U1 HaCTPOUKkH SSL coeTMHEHHS] MEXAY
jalog server u CYB/I 1 oTBeuaeT 3a myTh 10 cepTU(HUKaTa KIHEHTa
jalog Jalog_server.conf DBTLSKeyFile — [TapameTp ncnone3yercs g HaCTPOUKH SSL coeTMHEHNS MEXAY
jalog_server u CYB/l 1 oTBeuaet 3a myTh 10 3aKPHITOTO KII0Ya
KIIMECHTA
jalog Jalog_server.conf DBTLSCAFile — [TapameTp ncnonp3yercs g HaCTPOUKkH SSL coeTMHEHNS] MEXAY
jalog server u CYBJI u oTBeuaer 3a myTh 10 CA cepruduxara
jalog Jalog_server.conf DBTLSCRLFile — [TapameTp ncnone3yercs g HaCTPOUKH SSL coeTMHEHHS] MEXAY
jalog_server u CYB/l 1 oTBeuaer 3a myTh O CIIUCKA OT3BIBOB
cepTu(uKaToB
jalog Jalog_server.conf DBTLSMode verify-full [Tapamerp ncnonb3yercs A HacTporiku SSL coequHEeHMs] MEX Ty
jalog_server u CYBJI u oTBeuaer 3a pesxxuM npoBepku SSL
cepTu(uKaTOB
jalog Jalog_server.conf UseSchannel — Tonbko anst Windows. [lapamerp ncnonb3yercs sl HACTPOHKH ssl
coenuHeHH Mexay jalog server u jalog agent m oTBeuaer 3a
ucnosbp3oBanue nakera 6ezonacaoct u3 OC (Secure Channel)
jalog Jalog_server.conf EngineName — Tonbko ans Linux. [TapameTp ucnons3yercs s HacTpoiiku SSL
coennHeHH Mexay jalog server u jalog agent m oTBeuaer 3a
Ha3BaHue kpunrorpapuueckoro OpenSSL nBmkka
jalog Jalog_server.conf TLSCAFile — [TapameTp ncnone3yercs U1 HaCTpoUKkH SSL coeTMHEHHS] MEXAY

jalog_server u jalog_agent u oTBeuaert 3a myTb 10 CA
ceptudukara

Ne u3zmeHneHus:
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jalog

Jalog_server.conf

TLSCRLFile

[TapameTp ncnonp3yercs g HaCTPOUKkH SSL coeTMHEHNS MEXAY
jalog_server u jalog_agent u oTBeuaeT 3a MyTh O CIIUCKA OT3BIBOB
cepTu(uKaTOB

jalog

Jalog_server.conf

TLSCertFile

[TapameTp ncnone3yercs 1 HaCTPOUKH SSL coeTMHEHNS] MEXAY
jalog_server u jalog_agent u oTBeuaeT 3a MyTh 10 cepTU(HUKaTa
KIIMEHTa

jalog

Jalog_server.conf

TLSKeyFile

[TapameTp ncnone3yercs U1 HaCTPOUKH SSL coeTMHEHHS] MEXAY
jalog_server u jalog_agent u oTBeuaeT 3a IyTh 10 3aKPHITOTO
KJII04a KIMEHTa

jalog

Jalog_agent.conf

TLSConnect

unencrypted

[TapameTp ncnone3yercs 1y HaCTpoUKkH SSL coeTMHEHNS] MEXAY
jalog_agent u jalog_server u oTBeuaeT 3a criocod MOAKIIOYEHUS
jalog agent k jalog_server (unencrypted umu cert)

jalog

Jalog_agent.conf

TLSAccept

unencrypted

[TapameTp ncnonp3yercs g HaCTPOUKkH SSL coeTMHEHNS MEXAY
jalog_agent u jalog_server u oTBeuaert 3a criocod npuéma
BXOJSIIINX MOAKIIOUEeHUH (unencrypted wmiu cert)

jalog

Jalog_agent.conf

UseSchannel

Tonbko ans Windows. [lapamerp ucnonb3yeTcs Al HACTPOHKU
SSL coenunnenus mexxay jalog_agent u jalog server v oTBeuaer 3a
ucnosp3oBanue nakera 6ezonacaoct u3 OC (Secure Channel)

jalog

Jalog_agent.conf

EngineName

Tonbko ans Linux. [Tapametp ucnons3yercs s HacTpoiiku SSL
coennHeHH Mexay jalog agent u jalog_server u oTBeuaer 3a
Ha3BaHue kpunrorpapuueckoro OpenSSL nBmkka

jalog

Jalog_agent.conf

TLSCAFile

[TapameTp ncnonp3yercs g HaCTPOUKkH SSL coeTMHEHNS] MEXAY
jalog_agent u jalog_server u oTBeuaert 3a myTb 10 CA
ceptudukara

jalog

Jalog_agent.conf

TLSCRLFile

[TapameTp ncnone3yercs g HaCTPOUKH SSL coeTMHEHNS] MEXAY
jalog agent u jalog_server u oTBeuaeT 3a MyTh [0 CIIUCKA OT3BIBOB
cepTu(uKaToB

jalog

Jalog_agent.conf

TLSCertFile

[TapameTp ncnonp3yercs g HaCTPOUKkH SSL coeTMHEHNS] MEXAY
jalog agent u jalog_server u oTBeuaeT 3a ImyTbh 10 cepTU(HUKaATA
KIIMECHTA

jalog

Jalog_agent.conf

TLSKeyFile

[TapameTp ncnone3yercs g HaCTPOUKH SSL coeTMHEHNS] MEXAY
jalog_agent u jalog_server u oTBevaeT 3a IyTh A0 3aKPHITOTO
KJII04a KIMEHTa
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pgBadger

--ssh-program ssh
VYka3bIBaeT MyTh K
ucnoaszyeMoMy SSH-knueHTy.
[To ymomanuto: ssh.
--ssh-port mopt

VYkaseiBaeT nopt SSH mis
MOJIKITIOYCHHS.

[To ymonuanuto: 22.
--ssh-user ums_nonp3oBaress
VYka3pIBaeT UMs T0JIb30BATENS
JUTS1 TIOAKJTIOYEHUSI.

Ilo ymom4anuio: nMs
MOJIb30BAaTEIS,
3arryckarormiero pgbadger.
--ssh-identity ums_(cpaitna
VYka3pIBaeT myTh K (ailry
WICHTH(PHUKAIIHH.
--ssh-timeout cexyHpI
3amaér TaliM-ayT B CEKyHAAX
Ha ciaydvaii coos SSH-
COEIMHEHHUS.

ITo ymonuanuto: 10.
--ssh-option mapameTpsr
3agaéT CMCcoK MmapaMeTpoB
st SSH-coequnenust.

HaHHBIf’I KOMIIOHCHT MOXKCT HUCIIOJb30BAaThCA I aHaInu3a

YAQJICHHBIX KYPHAJIOB

fasttrun

postgresql.conf

fulleq

postgresql.conf

ja_csum

postgresql.conf

ja_csum.db_name

postgres

HapaMeTp HUCIOJIB3YCTCA I (l)OHOBBIX mpoucCcCoB KOMIIOHCHTA,

MPOBEPSIOIINX KOHTPOJIBHBIE CYMMBI (paiijioB M OOBEKTOB.
®oHoBBIN Npo1iecc Mpon3BoANT noakIoueHne k CYB/l no
BHYTPEHHUM MEXaHH3MaM.

JJ1s1 B3anMo/1eliCTBUS ¢ BHEIIHEH cpepoil He HCI0JIb3yeTCsl
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ja_sync_ldap KOH(UTypauus TIOJIST TAOJTUILIBL: 3HAUCHHUE T10 JlaHHBIC U3 yKa3aHHBIX TOJICH UCTIOIB3YIOTCS Ul YCTaHOBJICHHS
BHECIITHUX host _ip YMOJTYaHHIO ucxoasimero coeaunenus u3 CYB/I B cimyx0y KaTanoros 1o
MTOAKITIOYEHUH port OTCYTCTBYET; npotokonam LDAP/LDAPS
XpaHHUTCS B TabIHIIE login BCErzia IBHO
ja_sync_ldap.profile pswd 3a7aeTcs
AMUHHCTPATOPO
M CYBJ
jes postgresql.conf — — —
jdv postgresql.conf — — —
BTreeKNN postgresql.conf — — —
mchar postgresql.conf — — —
online analyze postgresql.conf — — —
pg_cryogen postgresql.conf — — —

pg_hint plan

postgresql.conf

pg_store plans

postgresql.conf

pg-ulid

postgresql.conf

plantuner

postgresql.conf

plspgsql

postgresql.conf

Yrunura wplpgsql. Omun
KOMaHJHO#1 cTpoku -h -P -U -
W/-w

3Ha4YEHUE T10
YMOJTYaHUIO
OTCYTCTBYET;
BCerja siBHO
3a7aeTcs
AMUHHCTPATOPO
M CYBJ/B;
PazpaboTunkom

b/l

JlaHHBIM KOMIIOHEHT MOKET UCIONb30BaThes yaaneHHo ot CYB]]
(marmpumep, Ha cTopoHe pa3paboTtunka bJ) u ycranaBnmuBaer
HCXOsIIee COSAUMHECHUE 110 TPOTOoKoIy libpq

SSL coennHeHHe He MOATEPKUBACTCS

securityprofile

postgresql.conf

sql_firewall

postgresql.conf

Ne u3zmeHneHus:
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18. PEATNPOBAHUE HA UHIIUJIEHTDLI Ub

CYB]Jl «Jatoba» oOecneunBaeT MPOTHBOACHCTBHE yrpo3aM, IpeAcTaBlieHHBIM B «baHke
JaHHBIX yrpo3 Oe3omacHocTH nH(popManum» Ha opunumanbHOM caite https://bdu.fstec.ru/threat

OCTOK Poccun 1 B 4aCTHOCTH, IIpeICTaBIEHHBIM B Tabuie 18.1.

Tabnuma 18.1 — ComocraBnenue yrpo3 6€30MacHOCTH ¢ MepaMu 0€30MaCHOCTH

Yrposza Onucanne Mepsl 'HC
VIIA1,
VIIZA.2(1),
VYrpo3a UCTI0JIb30BaHUS MEXaHU3MOB aBTOPU3ALMH IS VIIA.4,
YbU. 031 o
MIOBBIIICHUS [IPUBUIETUN VIIA.S,
VIIA.6,
YITJ.6(1)
VEIL 086 VYrposa HECaHKIMOHMPOBAHHOT0 M3MCHEHHA VIULI(1, 2)
- ayTeHTU(PUKALMOHHOM nH(pOopMaUu
NAD.1,
NAD .4,
VIIA1,
VIIA.1(1, 2),
VEH. 088 Yrpo3a HECAHKIIMOHUPOBAHHOI'O KOITUPOBAHUS 3AIUIIAEMON VIIA.2,
— uHpopMaLnn VITA.2(1),
VIIA.4,
VIIA.9,
PCB.3, PCh.6,
PCB.7, PCB.8
VIIA1,
Yrpo3a HECAaHKIIMOHUPOBAHHOI'O CO3aHUS YUETHOM 3aIUCH YHAT(, 2),
YBU. 090 IM0JIb30BaTEIIsA Y2,
VIIA.4,
YITA.9
VEH. 091 Yrpo3a HECAaHKIIMOHUPOBAHHOIO yIAJICHHS 3AIIHUIIAEMOMN VT2
- uHpopMalUU
VYrpo3a 00Xx01a HEKOPPEKTHO HACTPOCHHBIX MEXaHU3MOB NAD.1,
YBHU. 100
ayTeHTU(UKALTUU NAD .4
VIIA1,
YbU. 122 Yrpo3a noBbIIEHUS IPUBUIIETUI VIIA.2(1),
YITA.4
YbU. 124 Yrpo3a no ek 3anuce )KypHaia perucTpaluu COObITHH PCb.6, PCB.7
YBU. 037 Yrpo3a uccieqoBaHus MPIIOKESHHS Yepe3 OTYEThI 00 OmMOKax PCB.7
YbU. 114 Yrpo3a nepenonHeHus HeI0YUCICHHBIX IEPEMEHHBIX OLUL.7
VEIL 158 VYrpo3a popmaTrpoBaHus HOCUTENEH HHOpMAIN 8?%2,

Ne u3zmeHeHU: HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:



https://bdu.fstec.ru/threat/ubi.031
https://bdu.fstec.ru/threat/ubi.086
https://bdu.fstec.ru/threat/ubi.088
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Opranuzanus MEHEKMEHTa WHIUJECHTOB WH()OpPMAIIMOHHON O€30MacHOCTH JIOJDKHA
COOTBETCTBOBATh ceMelcTBY craHnaproB CMUDB coctosmux U3 B3auMOCBSI3aHHBIX CTaHIapTOB,
OIMyOJIMKOBAaHHBIX WM Pa3pabaThIBAEMBIX, U COAEPKAIMUX HECKOJIBKO KIFOUEBBIX CTPYKTYPHBIX

KOMITOHEHTOB. K YUCITY 3THUX KOMIIOHCHTOB OTHOCSTCA:

- HOpPMaTHBHBIE CTAHJAPTHI, ycTaHaBiuBaromue tpedoBanus k CMUb (MCO/MOBK

27001);

- TpeOOBaHMS K OpraHaM MO CEPTH(HKAINH, OCYIIECTBIISIONINM CEePTUPUKALIUIO HA

cootBerctBre MCO/MBK 27001 (MCO/MBK 27006);

- JIOTIOJTHUTENbHBIE TpeOoBaHus, cBsA3aHHbIe ¢ BHenpeHneM CMIB B KOHKpETHBIX

orpacisix (MCO/M3K 27009).

[IporuBoaeiictBue yrpozam Wb CcOCTOMT W3 COBOKYNHOCTHM TEXHUYECKUX H

OpPraHU3aLMOHHBIX MEPONPUATHUH.

K ocHoBHBEIM, KpuTHUHBIM HHITHACHTaM Wb, cBsa3anHbix ¢ sxcruryaranuein CYBJI «Jatobay

OTHOCSATCA:
- HapylLIEHUE 1IEJIOCTHOCTH U Noceayomas 01okupoBka nosb3opareneid CYB/L;
- HeyaauHble nonbITku Bxoja B CYB/I.

Jlnst koHTposst Hax paboToi komnoHeHToB «ja_CSumy, «SecurityProfile» u B nenom CYB/I,
1eJIeCO00pa3HO BOCTIOIB30BATHCS (DYHKIIMOHATEHBIMUA BO3MOKHOCTSIMU pa3jiena «YBeIOMICHUS

KOMITOHEHTA MOJIh30BATEIHCKOTO BeO-HHTEpdEiica NIt aMUHUCTPATOPOB «Jatoba data safey.

18.1. HapymeHue 1eJJOCTHOCTH U NocjieAymas 0;J10KkupoBka noJn3osareneit CYB/]

Hapymenue nenoctaoctu CYBJ] Oyner 3adukcupoBano B xypHaie ayaura CYB/I:

- coOpITHeM KommnoHeHTa «ja_CSum» ¢ uaentudukaropom 115182106 u coobiernem

«1lenocTHOCTh 00BbEKTA HAPYILIEHAY;

- coopiTeM KommoHeHTa «SecurityProfile» ¢ wmnentuduxaropom 103118105 wu

cooO1iieHueM «biokupoBaHue yueTHON 3aUCH».

B 3aBucuMocTH ot Tpe60BaHHﬁ BHYTPCHHUX PCIIIaMCHTOB OIMMOBCCTUTH JOJKHOCTHBIX JINUII,

y4acCTHE KOTOPBIX MPETYCMOTPEHO B PACCIEAOBAHUM U YCTPAaHEHUH NOCHEACTBUM nHunaeHTa Ub.
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B xypnanax ayguta CYBJI, SIEM u B mpo4yux AOCTYHHBIX HCTOYHHMKAX, YCTaHOBUTH

npuurHy Hapyuenus neaoctHoctu CYB/I.
Y cTaHOBUB NIPUUKHY, CIEAYET BOCCTAHOBUTH UcX0oHOE cocTostHrue CYB/I.

[Ipu BoccranoBieHun padorocnocodHoctn CYBJl, mopsmok nedcTBUN JOKEH OBITh

CJIeIYIOIIHM:

1) Boiitu B CYBJl or MMeHM W C NpaBaMu NPUBHIETMPOBAHHOIO IIOJIB30BATENS

«postgres» WM MOIB30BATENs, HIMEIOIIETO aTpHOyYT «Superuser.

2) [TepeBectn kKOMIOHEHT «ja_CSum» B peskuM HHPOPMHUPOBAHUS «permissive» (CM. 1.

3.7.1 PykoBoacta no Hactpoiike. Yacts 14. Kontpons nenoctHoctu. Komnonent «ja_ CSumy).

Bxutouenne pexxnma nHGOpMUpoBaHUs BeIoMHsAETCS SQL-koMaH10i:

ALTER SYSTEM set ja csum.action mode = 'permissive';

[+1 admin1@ubuntu: ~

postgres=# alter system set ja_csum.action_mode = 'permissive’;
ALTER SYSTEM
postgres=# show ja csum.action_mode;

ja_csum.action_mode

enforcing
(1 row)

postgres=#

Pucynok 18.1 — Bxirouenue pexxnma nHGOPMUPOBAHUS «permissivey
3) OTKIIOYUTH PEKUM IEpUOINYECKOM mpoBepku (cM. m. 3.5 PykoBoncTBa Mo

Hactpoiike. Yacts 14. Kontpons nenoctHoctu. Komnonent «ja_CSumy).

OTkiIr0ueHne pexuma NepruoandecKoi NpoBepku BelnonHseTcss SQL-komaH1oi:

SELECT ja csum.check auto off();

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ admin1@ubunktu: ~

postgres=# SELECT ja_csum.check_auto_off();
check _auto off

Pucynok 18.2 — SQL-xoMaH1a OTKIIOUEHHSI peXUMa NEPUOANYECKON TPOBEPKU
4) Buectu TpeOyembie u3ameHenus ansi npuBenenuss CYBJ[ B mepBonHavambHOE

COCTOSIHHE.
5) [Tpu HeoOxoqumoctu niepesarpy3utb CYB/I.

6) Boiitu B CYBJl or MMeHM M C NpaBaMu NPUBHIETMPOBAHHOIO IOJIb30BATENS

«postgres» Wi MOJIB30BATENs, HIMEIOIIETO aTpHOyYT «Superuser.

7) OOHOBUTH (ailmbl ¢ KOHTPOJBHBIMH cymMmmamu (cMm. 1. 3.2 PykoBoactBa 1o

Hactpoiike. Yacts 14. Kontpons nenoctHoctu. Komnonent «ja_CSumy).

Criucok KOHTpOIHpYeMBIX (aitnoB coznaercs SQL-komaHI0i:

SELECT ja csum.fill list();

[+1 admin1@ubuntu: ~

postgres=# select ja_csum.fill_1list();
fill_list

(1 row)

postgres=# |:|

Pucynox 18.3 — Komanzga cozganus (aiina ¢ KOHTpOIbHBIMUA CYyMMaMH
8) [lepeBectn kommoHeHT «ja_CSumy» B pexxuMm OnokupoBaHus «enforcing» (cM. .

3.7.2 PykoBoacta no HacTpoiike. Yacts 14. Kontpons nenoctHoctu. Komnonent «ja_ CSumy).

YcranoBka pexkuma OnokupoBanus «enforcingy Bommomnnsercs SQL-xomano:

ALTER SYSTEM set ja csum.action mode = 'enforcing';

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ admin1@ubuntu: ~ Q

postgres=# alter system set ja_csum.action_mode = 'enforcing';
ALTER SYSTEM
postgres=# show ja csum.action_mode;

ja_csum.action_mode

enforcing
(1 row)

postgres=# I

Pucynox 18.4 — Bxirouenue pesxxnma 6;10kupoBanust «enforcingy»
9) Bxmrounte pexuMm nepuogudeckoil mposepku (cM. 1. 3.5 PykoBoacrtBa 1o

Hactpoiike. Yacts 14. Kontpons nenoctHoctu. Komnonent «ja_CSumy).

BxiroueHue pexxuma nepuoinyeckoi IpoBepKy BoinoiHAeTcs SQL-KoMaH0i:

SELECT ja csum.check auto on();

I+1 admin1@ubunktu: ~

postgres=# SELECT ja_csum.check_auto_on();
check auto on

(1 row)

postgres=#

Pucynok 18.5 — SQL-komaH1a BKJIIOUEHHS pEXKUMA NIEPUOIUYECKOIN TPOBEPKU

10)  YcraHOBHUTH 3ampeT Ha CO3/IaHNE TOIH30BATEIBCKUX (YHKITHIA.

3ampet Ha co3/1aHue TOJIb30BATEILCKUX (DYHKIMHA ycTanaBnuBaeTcst SQL-komMaH10ii:

ALTER SYSTEM SET securityprofile.user function creation=off;

3areM BBIMOIHUTH Niepe3arpy3ky koHpurypamnu CYB/I:

select pg reload conf();

11) BemmonHuTs TPOBEPKY OJOKMPOBKM moib3oBarenei (cm. m. 3.5 PykoBojactBa

aJMUHUCTPATOPA).

BriBog Hanmmumst 6JIOKMPOBKY TOJIb30BaTeNel BeImomHsIeTcs SQL-komanmoi:

Ne u3zmeHeHU: ‘ HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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SELECT securityprofile.is users suspended ('db name');

[+ root@ubuntu: fusrfjatoba-5/bin

postgres=# select securityprofile.is_users_suspended ('db_test');
is _users suspended

postgres=#

Pucynok 18.6 — BbiBo cocTOsIHUSI OJIOKMPOBKU TOJIb30Bateeld B b/]
12)  BrmosHUTE TPOBEPKY OJOKHPOBKH ToNb3oBareneil (cm. m. 6.2.2.2 PykoBojcTBa

aJIMUHHUCTPATOPA).

BriBon Hanmuuust 010kupoBku agmMuHucTpaTopoB b/l Bemonusercs SQL-komanmoit:

SELECT securityprofile.is admins suspended ('db name');

[+ root@ubuntu: fusr/jatoba-5/bin

postgres=# select securityprofile.is_admins_suspended ('db test');
is_admins_suspended

(1 row)

postgres=# D

Pucynok 18.7 — BeiBox cocTosiHUS OJIOKMPOBKH aAMUHUCTPaTOpoB b1
13)  BriBecTu nHpOpMaLHIO 0 cTaTyce OJIOKUPOBOK Beex monb3oBareneid CYB/] (cm. m.om.

6.2.1.1, 6.2.1.3.1 PykoBoacTBa aIMUHUCTPATOPA).

BrBon mHdpopmanuio o cratyce OJOKHpOBOK Bcex mosb3oBareneir CYB]l BeimomHseTCs

SQL-komaH 101

SELECT * from securityprofile.is locked ('');

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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[+ root@ubuntu: fhomefadmin1

postgres=# SELECT * from securityprofile.is_locked ('');
role_name | database_name | is_locked | until_date

postgres | *all*
test | *all#*
(2 rows)

postgres=# D

Pucynok 18.8 — BeiBoz criucka cOCTOSIHMS 110JIb30BaTENEH

14)  IlpunsaTe peuieHre 0 pa30JIOKMPOBKE MOJIB30BATENEH WM TPYMI MOJb30BATENCH U

aamunuctpatopoB CYBJI.

15) Pa30OnokupoBaTh TpyIllly MOJb30BATENC C UTHOPUPOBAHHWEM OIIMOKK (CM. II.

6.2.1.2.6 PykoBOJCTBa aIMUHHUCTPATOPA).

PazbnokupoBka monb3oBateneit CYBJl, BHe 3aBUCHMOCTH OT HMEIOIIUXCS OIIUOOK,

BeIMTOJIHsIETCS SQL-KoMaHT0¥:

SELECT securityprofile.resume users noerror ('db name', 0);

[+ root@ubuntu: fusr/jatoba-5/bin Q

postgres=# select securityprofile.suspend users noerror ('db test', 8);
suspend users_noerror

(1 row)

Pucynox 18.9 — Brimonnenne koMaHabl pa30JIOKMPOBKH MOJIb30BaTENEH
16) Pa36moxupoBaTh rpymiy anMuHUCTpaTopoB b/l ¢ urHopupoBanuem omuoOku (CM. 1I.

6.2.1.3.6 PykoBoaCcTBa aIMUHHUCTPATOPA).

PazbnmokupoBka agMuHUCTpaTopoB bJl, BHE 3aBUCUMOCTH OT WMEIOIIMXCS ONIHOOK

BhIMOJIHsIETCS SQL-KOMaHI0¥:

SELECT securityprofile.resume admins seconds ('db name', 0);

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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=1 root@ubuntu: fusrfjatoba-5/bin

postgres=# select securityprofile.resume_admins seconds('db test',6 8);
resume_admins_seconds

postgres=#

Pucynox 18.10 — BeimonHeHne KoMaH 161 pa30JI0KHPOBKY MOJIB30BaTENEH

Ha nannoMm mare BoccranoBienue paborocnocoonoctu CYB]] 3akonueHo.

18.2. IIpeBbllIeHHE MONBITOK KOJMYECTBA HeyJAaYHbIX NONBITOK Bx0aa B CYB/]
Nununenr Wb OnoxupoBku monb3oBatenss CYBJ[ B CBsI3uW MPEBBINICHHE TOIBITOK

KOJIMYECTBA HEYJJauHBIX MONBITOK Bx0/a B CYB]I, MOXeT OBITh ClIeICTBUEM:
- MOTIBITKH Tiepebopa naposteit ast B3noma CYB/I;
— HeakKypaTHocTH nonb3oBatens CYB/I.

B 3aBucuMocTH OT TpeOOBaHWN BHYTPEHHHX PErJaMEHTOB HEOOXOIMMO OIOBECTHUTH
NOJDKHOCTHBIE JIMIIA, YYaCTHE KOTOPBIX IPEIyCMOTPEHO B PACCIECIOBAHMU U YCTPAHCHUH

nocnencteuil manuaenTa Ub.

B xypnanax ayguta CYBJl, SIEM u B mpouux AOCTYHHBIX HWCTOYHHMKAX, YCTaHOBUTH

npuyuHy O6;10KupoBKH nons3oBatens CYB/I.

bnokuposanne nonp3oBarenst CYB/] Oyaer 3apuKcHpoBaHO B KypHaje ayJuTa COOBITHEM
komnoHeHTa «SecurityProfile» ¢ naenruduxaropom 103118105 u coobmennem «bnokupoBanue

YUYETHOU 3aIIUCH».
B xone npoBepku BaxXHO 00paTUTh BHUMAHUE HA CIEAYIOIINE ACIIEKThI:
- ABJISIETCS YUETHASI 3aIIMCh TEXHUYECKOM (CITyKEOHOW) MM M0JIb30BATENIbCKOM;

— B CJIydae MOoJIb30BaTelIbCKOU Y3 HE00X0JMMO YCTAaHOBUTH KOMY ITPUCBOCHA U CTATYC

3asBKH Ha pa3onokupoBanue Y3 B ServiceDesk;

- COBITAJIaCT UM 3asBUTEINS U NPUCBOCHHBIN eMy [P-anpec ¢ IP-anpecoM komnbroTepa,

¢ KoToporo Benoch nogkitouenue k CYB/I;

- KaKHe TMPUBUJIETUH, aTPUOYTHI MPEIOCTABICHBI YUETHON 3alMCH U B KaKU€ TPYIIIBI

BXOJHT.
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Korma ananu3 BEISCHEHHBIX OOCTOSITENILCTB IMTOKAXKET OTCYTCTBUE MOMBITOK B3ioma CYB/I,
JUTSI BOCCTAHOBJICHUS Y3 TTOPSIOK ACHCTBUI TOJDKEH OBITH CIEIYIONTUM:
1) IIpoBepuTh yCcTaHOBIEHHBIE OJOKHPOBKH Y 3.

Jlnist mpoBepku (pakTa OJOKMPOBKHU U BPEMEHH, B TEUCHHE KOTOPOTO OHA OyIeT IeCTBOBATb,

aamuuuctpatopy CYB/] Heo6XoauMO BBINOJHUTD CIAEIYIOUTYI0 KOMAHY:

SELECT * from securityprofile.is locked('umsa nojb3oBaTenda');

BriBon nHpOpManmm 0 Bcex MOIb30BaTeNsX BeimonHgeTcss SQL-koMaHm0i:
SELECT * from securityprofile.is locked ('');

[+ root@ubuntu: fhomefadmin1

postgres=# SELECT * from securityprofile.is locked ('');
role_name | database_name | is_locked | until_date

postgres
test
(2 rows)

postgres=# [ ]

Pucynok 18.11 — BriBo crivicka cOCTOSIHUSA 1OJIb30BaTeNIeh

2) Paz6nokuposars ¥3.

Jlnss  pa30JOKMpPOBKM YYETHBIX 3amucei mosb3oBareneid  agmuaHcTpatopy CYBJI

HEO0OXOJMMO BBITIOJIHUTH CJIEIYIOLIYI0 KOMaHY:

SELECT securityprofile.unlock account ('uma nojbpsoBaTensa',
bigint) ;

[Tpumeuanue: bigint — 3agepkka, ¢ KOTOpOU OyeT BHIIOTHEHO CHATHE OJIOKUPOBKH B THSX.

SELECT securityprofile.unlock account('test', 0);
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[+ root@ubuntu: fhomefadmin1 Q

postgres=# SELECT securityprofile.unlock account('test', 8);
unlock_account

postgres=#

Pucynok 18.12 — SQL-koMaH1a 6JTOKAPOBAHHUS TTOTH30BATENS

Ne u3zmeHeHU: HOZ[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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NPUJITOXKEHHUE 1

YcranoBka cayx0b1 JDS.Doctor

Crpoxa noakouenus k cay:xkeonoi bJ1 JDS

JIJist KOppEeKTHOM paboThI CITyKOBI e TpeOyeTcst moakmodeHue K cyxeonor bl «JDSy».
Crpoka MNOAKIIOYEHHS HAXOAMUTCA B (Qailne «appsettings.json» M ONPENENsIETCsl KIHYOM

«ConnectionStrings:DefaultConnectiony.
YcranoBka B Windows

Jns ycraHOBKH ciy>kO0bl Windows pEeKOMEHIYeTCs HCIOIb30BAaTh YTUIHTY «SC.EXEe».

Crenyer 3amyckaTh CITy:k0y moj1 yueTHOH 3anuchio « NetworkServicey.
[Tpumep BBI30BA «SC.€Xe» I yCTAHOBKH CITY>KOBI C ITapaMeTpamMu:
—  nmMmi cayx0b1 «JDS.Doctory;
—  aBTOMAaTHYECKHUH 3aITyCK;
—  yuerHas 3anuch «Network Servicey;

—  oroOpaxkaemoe ums «JDS Doctory.

sc.exe create JDS.Doctor start= auto binpath= C:\Full\Path\To\J
DS.PasDoctor.exe obj= "NT AUTHORITY\NetworkService" DisplayName
= "JDS Doctor"

Bropas komaHna ycraHaBIMBAET OMHUCAHUE JITISI CITY>KOBI.

sc.exe description JDS.Doctor "Cnyx0a »Ojad NOMCKa UM MCIOPAaBJIEHUS
IpobJiIeM C MNPOU3BOOUTEJILHOCTHI M OeszonacHocThio CYBI. Ijna yhopabJe
HUS CcIayxboy mcnonp3ymurTe pasznmen Jatoba Data Safe 'llpousBOOMTEJIBH
ocTb — IlpobisieMel M pemeHMsa'."

®aiinbl kypHajaoB B OC Windows

[To ymomuanuto ciryx6a coxpansiet xypHaisl B manke C:\ProgramData\JDS\logs. Hukakmx

JNEUCTBUH MO CO3/IaHUIO MANKU WM HA3HAYEHUIO MPaB JA0CTyIa He TpeOyeTcs..
YcranoBka B OC Linux

Jlnst mpumepa wucnonsdyercss Ubuntu 23.04. B apyrux auctpuOyTHBax mporeaypa

YCTAHOBKH MOKCT OTJINYATBHCH.

‘ Ne u3zmeHeHU: ‘ HO)_'[HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:
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—  CcO37aTh MOJb30BATEs, O KOTOPBIM OyIeT paboTath ciryxo0a:

sudo useradd -s /usr/sbin/nologin jds

—  cO031aTh NANKy JJIs KYpHAJIOB (JIOrOB), HA3HAYUTh €H BiIaJieNblia U [paBa:

sudo mkdir /var/log/jds
sudo chown jds:jds /var/log/]jds
sudo chmod 744 /var/log/jds

B HekoTOphIX IuCTpUOYTHMBaX MpH CO3JaHUM IOJIb30BaTens «jds» rpymma «jds» He

co31aéTCs.
JIJist mpocMOTpa TPYIIIEI IO YMOJTYAHHIO CITY)KHT KOMaH[a «groups jds».

—  co3math cepBuc-aitn /etc/systemd/system/jds-doctor.service co criemyronmum

COZIEPKUMBIM:

[Unit]
Description=JATOBA DATA SAFE Doctor

[Service]
WorkingDirectory=/opt/jds-doctor
ExecStart=/opt/jds-doctor/JDS.PasDoctor
Restart=always

RestartSec=10
SysloglIdentifier=jds-doctor

User=7jds

[Install]
WantedBy=multi-user.target

—  pa3pelluTh U 3aIyCTUTh CEPBUC:

sudo systemctl daemon-reload
sudo systemctl enable jds-doctor
sudo systemctl start jds-doctor

®aiinbl )KypHaJo0B B Linux

[To ymomyanuto ciy>k0a coxpaHsieT )KypHaisl (Jiorn) B nanke /var/log/jds/. [lanka momxna
OBITh TIPEABAPUTEIHHO CO3/IaHA, JODKEH OBITh W3MEHEH BIIAJCINel] W Ha3HAueHBI mpaBa (CM.

CeKIMIo «YCcTaHoBKa B Linuxy).

‘ Ne u3zmeHeHU: ‘ HO)_'[HI/ICI: OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M: ‘
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NEPEYEHb COKPAIIIEHUI

Data Definition Language — s13pIk onucanus JaHHBIX

Data Manipulation Language — s13bIk MaHUITy IMPOBaHUS JaHHBIMU
Structured Query Language — sI3bIK CTPYKTypHUPOBaHHBIX 3aIPOCOB
baza manHEBIX

OmnepaTUBHOE 3aIIOMHHAIOIIEE YCTPOHCTBO

OmnepannonHas cucrema

CucreMa ynpaBiieHUs 0a3aMu JaHHBIX

DIEeKTPOHHO-BBIYUCIUTENbHAS MaIlIHA

3amkayTas mporpammuas cpega B OC Astra Linux Special Edition 1.7
CMONIEHCK — 93TO MEXaHW3M AaBTOPU3AIMM HAa OCHOBAHWU KOHTPOJISI
HEJIOCTHOCTH (ailyioB ¢ ucmonb3oBanueM nposepku DI, peannzoBanHbIi
B moxyJe sippa OC disgsig verif

Ne uzmeHneHus:

HOI{HI/ICB OTB. JIHIIA: ‘ I[aTa BHCCCHHA U3M:




144

643.72410666.00067-08 97 01-27

JIucr perucrpanuu u3sMeHeHUN

Howmepa nuctoB (cTpaHmir) Bcero Bxomsunit

JINCTOB HOMED

H3m (cTpanmiy) Howmep conposogure | [lognucek | Jlarta
‘| IBMEHE | 3aMEHE aHHYJIHUP JTOKyMEHTa
HOBBIX B JILHOTO
HHBIX | HHBIX OBaHHBIX
JOKYMEHTE JOKyMEHTa 1
1aTa

Ne uzmeHneHus:

HOZ{HI/ICB OTB. JIHIIA:
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